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1
SELF-POWERED ELECTRONIC LOCK

FIELD OF THE INVENTION

The present invention relates to locks, and more particu-
larly to self-powered electronic locks.

BACKGROUND OF THE INVENTION

Self-powered locks have been known for some time. Seli-
powered locks are generally of two types. In the first type,
movement of a member such as a knob or a handle provides
power to the lock. Entry of the combination 1s accomplished
by, for example, a key or card carrying a code or another code
input device. The generation of power 1s separate from the
code entry device.

The other type of such self-powered lock 1s exemplified by
the lock disclosed in U.S. Pat. No. 5,061,923 1ssued to Miller
et al., the disclosure of which 1s incorporated by reference
herein 1n 1ts entirety. In this type of lock, the same mechanism
1s used for generation ol power for the lock and for the
creation of electronic pulses. This type of lock has a perma-
nently engaged drive from a dial to a stepper motor, which
outputs voltage pulses 1n both directions of rotation and pro-
vides the same pulses to the microprocessor for purposes of
controlling the lock, and in some configurations, for entering
the combination.

In general, 1t 1s necessary to maintain the desired combi-
nation(s) within electronics interior to a safe container,
behind a secured door, or 1n another 1naccessible location.
The number and status display, by necessity, must be located
on the exterior and accessible to the operator of the lock. This
has caused self-powered locks to be designed with electrical
conductors connected between the outside electronics and the
power generation device, which 1s generally located with the
interior electronics. This connection method has proven cost
cifective 1n the past, but has caused some challenges during
installation and some i1ssues with reliability if the electrical
conductors between the interior and exterior electronics
become twisted or separated from the interior or exterior
clectronics.

SUMMARY

Embodiments of the invention provide a self-powered elec-
tronic lock mcluding a housing, a lock element, and a code
input device. The code input device 1s accessible to a user and
operates with a first set of electronics. The lock element 1s
mounted 1n the housing and moves relative to the housing
between a locked position and an unlocked position. An elec-
tric actuator operates with a second set of electronics and 1s
operatively coupled with the lock element to allow movement
of the lock element from the locked position to the unlocked
position. A {irst electric power generator supplies electrical
power to the first set of electronics and for operating the code
input device, while a second electric power generator supplies
clectrical power to the second set of electronics and for oper-
ating the electric actuator. Both the first and second electric
power generators are operable by the user. The first and sec-
ond set of electronics are electrically 1solated and are syn-
chronized to generate a common number for a combination
code.

In one embodiment, a wireless communication device 1s
configured to allow wireless communication between the first
and second sets of electronics 1n order to transmit non-com-
bination mformation and to synchronmize the first and second
set of electronics. The wireless communication methods may
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include any wireless communications such as communica-
tions via Bluetooth® technology, communications via gen-
eral radio frequency communications, communications via
pulsed magnetic fields, communications via pulsed electric
fields, or communications via infrared signals, among others.

In some embodiments of the self-powered electronic lock,
the second electric power generator and the second set of
clectronics are located 1nside the housing. This housing may
be an internal housing that 1s not accessible to the user.
Embodiments of the self-powered electronic lock may also
include an external housing, which is adapted to be accessible
to the user when the lock element 1s 1n the locked or unlocked
position. The first electric power generator and the first set of
clectronics may be located inside the external housing. The
internal and external housings may also be adapted to be
disposed on opposite sides of an itervening structure.

The code mput device may be located proximate to or
coupled with the external housing to be accessible to the user.
The code mput device may be any type of device operable to
provide a unique code to the self-powered electronic lock
such as a dial, a keypad, a card reader, a radio frequency tag,
a fingerprint scanner, a retinal scanner, or other biometric
devices. Embodiments of the self-powered electronic lock
may also 1nclude a display, which 1s electrically coupled to
the code mput device and powered by the first electric power
generator. The display 1s operable to display a code 1mput to
the code input device by the user. Like the code input device,
the display may be located proximate to or coupled with the
external housing to also be accessible to the user.

In some embodiments of the self-powered electronic lock,
the lock includes a rotatable shaft and a dial. The dial may be
coupled to the first electric power generator through the rotat-
able shaft such that rotating the dial transfers a rotational
motion to the first electric power generator through the shaft
to generate electrical power. Similarly, the dial may addition-
ally be coupled to the second electric power generator
through the rotatable shaft such that rotating the dial simul-
taneously transters the rotational motion to the first and sec-
ond electric power generators through the shaft to generate
clectrical power. In addition to generating power, the dial may
also operate as the code input device.

In some embodiments, the internal and external electronics
are synchronized through the first and second power genera-
tors through the rotation of the shaft. The first and second
power generators of the self-powered electronic lock for
some embodiments may include stepper motors configured to
generate pulses of electrical power. Other embodiments may
utilize ring magnets with coils and Hall sensors. Synchroni-
zation between the first and second electronics may be estab-
lished by generating synchronized pulses of electrical power
by rotating the dial coupled to the shait and the first and
second power generators, then simultaneously transforming,
the synchronized pulses of electrical power 1nto correspond-
ing numbers using the first and second sets of electronics.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated 1n
and constitute a part of this specification, 1llustrate embodi-
ments of the invention and, together with a general descrip-
tion of the mnvention given above, and the detailed description
given below, serve to explain the principles of the invention.

FIG. 1 shows aperspective view of an exemplary electronic
lock 1llustrating an embodiment of the imnvention.

FIG. 2 1s block diagram representing the components of an
embodiment of the electronic lock 1 FIG. 1.
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FIG. 3 1s block diagram representing the components of an
alternate embodiment of the electronic lock 1 FIG. 2.

FIG. 4 1s another block diagram representing the compo-
nents of the electronic lock 1n FIGS. 2-3.

FIG. 5 1s block diagram representing the components of an
alternate embodiment of the electronic lock 1n FIG. 1.

FIG. 6 1s another block diagram representing the compo-
nents of the electronic lock 1n FIG. 5.

FIG. 7 1s a tlow chart of an exemplary power up and dial
sequence of the electronic lock 1n FIG. 1.

FIG. 8 1s a flow chart of an exemplary resynchromzation
process ol the electronic lock 1n FIG. 1.

DETAILED DESCRIPTION

Embodiments of the invention provide a new configuration
for an electronic lock having the external electronics sepa-
rated from the internal electronics, without a need to have a
wired electrical connection therebetween. Some embodi-
ments may utilize wireless communications between the
internal and external electronics, where the internal electron-
ics may wirelessly transmit an opening status or a change key
operation to the external electronics. Separate internal and
external generators are utilized to power the internal and
external electronics respectively. The internal electronics
maintain the desired combination code and bolt retraction
mechanism, retaining the security of the enclosure. The exter-
nal electronics may drive an electronic display and may be
synchronized with random number generation algorithms
residing 1n the internal electronics. In the embodiments uti-
lizing wireless communications, no combination information
would be transmitted between the internal and external elec-
tronics over the wireless communications. In an embodiment
with a minimum configuration, there will be no need for
either power or data to be transmitted between the electronics
in the lock.

Referring now to the drawings where like numbers refer-
ence like features, generally and 1n an embodiment of the
self-powered electronic lock 10, FIG. 1 shows the lock 10
mounted on a sate or vault door 12. The lock 10, 1n other
embodiments, may also be located on a wall or other surface
near the door 12 of the enclosure or room to be secured by the
seli-powered electronic lock 10. A dial 14 may be surrounded
by an external housing 16, such as a dial ring, which shrouds
the periphery of the dial 14 and the external electronics (46 in
FIG. 2). In some embodiments, the external electronics may
also include a display 18. In some embodiments, the external

housing 16 supports the display 18. In other embodiments,
the display 18 may be mounted separately from the dial 14.
The display 18 may be a Liquid Crystal Display (LCD) mod-
ule, or any other low power consumption display device
including a randomly 1nitiated mechanical dial indicator. The
dial 14 1s attached to a shatt 20, which may also be coupled to
the external generator (34 1n FIG. 2) such that the rotation of
the shaft 20 by the dial 14 causes the external generator to
generate power. In some embodiments, the shaft may extend
out of the back of the external housing 16, through a wall or
door 12 of the enclosure to be secured and into the internal
housing 22. In other embodiments, offset shafts may be used
that are mechanically linked to one another such that rotation
of one shaft would cause the rotation one or more shafts. The
internal housing 22 contains the internal electronics (44 1n
FIG. 2), which track the combination numbers entered on the
lock and determine 1f a valid combination code has been
entered. The internal electronics are powered by an internal
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generator (32 in FIG. 2), which 1s also coupled to the shatt 20
such that rotation of the dial 14 also causes the internal gen-
erator to generate power.

A lock element 24, such as a bolt, may extend from the
internal housing 22, and may be used to secure the door 12
when extended. Mechanical linkages and mechanisms (94 in
FIGS. 4 and 6) may also be contained 1n the internal housing
22, which retract or extend the lock element 24 of the seli-
powered electronic lock 10.

In an embodiment of the self-powered electronic lock 30,
pulses from the internal generator 32 and external generator
34 are utilized to indicate motion of the dial. Synchronization
transducers 36, 38, indicate a specific, single, rotary position,
and direction of movement. The synchronization transducers
36, 38 may be implemented using a variety of technologies
like optical, infrared, or magnetic. The use of magnets 40, 42,
generally does not require offset gearing and may be less
costly to implement.

In some embodiments, the synchronization of the corre-
spondence between the code displayed and internal number 1s
maintained with a method using common random number
generators 1n the internal electronics 44 and the external
clectronics 46. Generally, the existing random number seeds
within a computer 48 in the internal electronics 44 and a
computer 50 1n the external electronics would be incremented
only after a legitimate input number has been entered. In the
case of a dial input, the dial 14 would be paused at the desired
number, and then upon reversal of the dial the number would
be accepted by the computer 48. The computer 50 would not
retain this number mput. The computer 50 would only record
the fact that an acceptable code had been entered, increment-
ing 1ts random number kernel for the next number to be
displayed.

In an alternate embodiment of the lock shown in FIG. 2,
optional small “keep alive” batteries 52, 54 may be used to
reduce the number of turns of the dial necessary to power the
clectronics, such as computers 48 and 50. In this particular
embodiment the batteries charge capacitors through a large
resistor (not shown), though other electrical configurations
could also be used, such as using the batteries to keep the
computers 48, 50 1n a sleep mode. The storage capacitors are
not gated on to the computers 48, 50 until additional power
input 1s supplied from the generators 32, 34. The stored
energy 1n the capacitors allows for a quicker start of the
clectronics 1n the lock, potentially requiring only one or two
half turns to start lock operation. The internal and external
generators 32, 34, however, are still be used to provide lock
power and pull the bolt. In the event either or both of the
batteries 352, 54 fail, the lock would operate as set forth in the
embodiment above, where all of the power 1s supplied from
the generators 32, 34 and the rotation of the dial 14.

In an embodiment of the self-powered electronic lock 60
with wireless transmission 62-66, the external electronics 46
could be instructed when to increment the random kernel, and
when to mncrement or decrement the displayved number. A
wireless transmitter 62 sends wireless signals 64 to a wireless
recetver 66. In some embodiments, the transmitter 62 and
receiver 66 may be transceivers capable of bi-directional
communication. At no time, however, would the internal elec-
tronics 44 send the actual code to be displayed by the external
clectronics 46. The computer 48 1n the internal electronics 44
would only transmit an instruction to change the random
number kernel, and possibly provide other instructions and/or
information to be displayed. This additional information may
include, but 1s not limited to incrementing or decrementing
the display, indicating lock change key in operation, reporting
total openings and total opening attempts, etc. Wireless com-




US 8,093,986 B2

S

munications may utilize RF communications, Bluetooth®
communications, pulsed magnetic or electric fields, infrared
signals or any other forms of wireless transmission.

In some wireless embodiments, the external electronics 46
may not require encoder technology such as the external
generator 34, transducer 38, and magnet 42. Instead, trans-
missions may be sent from the internal electronics 44 1ndi-
cating a number change, though the actual number would still
be maintained in the computer 50 and not transmitted from
the computer 48. In other wireless embodiments having the
encoder electronics maintained 1n the external electronics 46,
the internal electronics 44 would not require the encoding
clectronics such as the internal generator 32, transducer 36,
and magnet 40. In this case, the external electronics with the
encoder electronics would communicate to the internal elec-
tronics the appropriate information. However, at no time
would the external electronics retain the actual opening com-
bination.

For the embodiments 1n FIGS. 2-4, the synchromzation
pulse area 1s located to be collinear with one of the magnetic
ring poles and need only be as precise as the magnetic detents,
because the dial always detents at one of the pole locations.
The detents for this embodiment may be positioned as 1 1 50
around the dial, with one detent being the synchronization or
“index’ position. The index position 1s established by placing
a small magnet 40, 42 1n coincidence with a magnetic pole of
a ring magnet 32a, 34a, and simple magnetic closure elec-
tronics can then be used to indicate both the index position
and a direction of rotation. The synchronization pulses are
received via contact closures, which may be Hall effect trans-
ducers 36, 38 or reed switches. The direction of the dial
movement as well as the index point are determined as the
combination 1s being entered. Because, the pulses alternate 1n
polarity for any continuous directional rotation, any instanta-
neous direction change may be detected from the sequences
of data pulses. Any two consecutive pulses of the same polar-
ity indicate a direction change.

In some embodiments of the dual generator lock, 1t may be
necessary to define the 1nside lock orientation, such as bolt-
up, bolt-down, bolt-left, or bolt-right. The orientation may be
communicated through the use of a switch or dial electrically
connected to the iside electronics. This orientation informa-
tion may then be used to synchronize the inner and outer
electronics. The orientation information, however, would
generally not be necessary in embodiments with generator
detents and a common shafit, using reed switches for direction
and position detection, for example.

With the generator configuration of the embodiments in
FIGS. 2-4, distinct positive and negative pulses are recerved
as the magnetic ring 32a, 34a 1s rotated. Each detent around
the dial 14 produces another of these pulses, either positive or
negative. When the direction of the dial 14 1s reversed, a pulse
1s generated with a polarity that 1s the same as the previous
pulse. This allows the lock 30, 60 to detect when a reversal in
dial direction has occurred. However, with these pulses alone,
the 1nitial direction of the dial 14 cannot be determined.

To determine the initial direction and an index point for
“07, this embodiment uses two Hall sensors 36a, 38,365, 385.
In other embodiments, reed switches may be used as
described above. The Hall sensors 36a, 38, 365, 3856 are
placed magnetically next to each other 1n such a way that the
small magnet 40, 42 passes under one, then the other Hall
sensor. Direction may then be determined by the order in
which signals are received by the Hall sensors 364, 38, 365,
38b. This provides for both an index starting point and the
direction of rotation. For embodiments using an LCD display
with random number generation, only the direction informa-
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tion may be needed. However, if no communication 1s avail-
able because of a failure between the lock and the dial ring, or
by design, synchronization may still be maintained between
the internal electronics 44 and the external electronics 46 by
knowing their common starting point.

Once the starting point and direction 1s known, a position
counter may be incremented or decremented until the next
dial reversal. With an LCD display, the incrementing or dec-
rementing occurs from a random starting point as described
above. At the time of the dial reversal, the last number 1s
entered as the next combination number. Any practical
amount of numbered sequences may be entered, but normally
three numbers from 0-99 each are entered. With no LCD, and
only a mechanical dial face, synchronization with the index
position at “0” makes i1t possible to know where the dial 1s
pointing.

In some embodiments, when the generator/transducer
device 1s utilized as a position transducer alone, with no coils
or 1ron, there are no voltage pulses to monitor. In this case two
Hall sensors 36a, 38, 366, 386 are mounted facing the ring
magnet 32a, 34a 1n such a way that they produce pulses that
are approximately 90 degrees out of phase. From the way
these pulses arrive, the direction and position of each incre-
ment can be detected. However, a starting point or “0” 1s still
required. To detect the starting point, only one Hall element 1s
mounted as normal about the small index magnet 40, 42. This
method may also be utilized for the generator case above.

The power control and pulse shaping devices 80, 82 may
supply pulsed power directly to the internal and external
clectronics 44, 46 respectively. In alternate embodiments, the
power control and pulse shaping devices 80, 82 may also
charge internal capacitors 84, 86 with the pulses of electricity
generated from alternating magnets which are part of the ring
magnets 32a, 34a 1n the generators 32, 34 and electrical
components 88, 90. The voltage of the capacitors 84, 86 may
then be supplied to the respective computers 48, 50. The
computers 48, 30 may be powered for a limited time from the
capacitor voltage. Powered time of the computers 48, 50 will
be dependent upon the capacitance of the capacitor 84, 86 and
as well as the current drain of the computer 48, 50, the exter-
nal electronics 46, and the current drain of the display 18.
Similarly, the voltage and current resources required by a
latch motor 92 1n the internal electronics 44 will be a deter-
mining factor for the internal capacitor 84. The size of the
capacitor may be selected 1n coordination with the power
requirements of the remainder of the system to provide power
to the system for a fixed period of time, for example approxi-
mately 90 seconds, after the dial 14 and the generators 32, 34
have ceased to rotate. The time period should provide
adequate time to open the lock 30, 60 or to pause 1n the entry
of the combination without losing the previously entered
clements of the combination. The time period may also be
long enough to provide a significant delay 1n the reset of the
lock electronics atter the lock has become unopenable due to
any of several conditions having occurred. This delay period
may be a significant factor to defeat the use of a dialer for
unauthorized entry into the secured enclosure. In some
embodiments, the power requirements of the external elec-
tronics 46 may differ from the internal electronics 44. In these
cases, the capacitors 84 and 86 may be different and chosen to
match the power requirements of each side of the lock 30, 60.
However, requirements for some embodiments may include a
synchronization of power-up detection to within the resolu-
tion of the index passage.

Computer 48 may also have an output to a latch motor 92 of
the lock bolt retraction mechanism 94, which acts to connect
the latch 96 of the selt-powered electronic lock 30, 60 to the
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bolt retractor 98. The latch 96 may be an arm, which when
engaged with the bolt retractor 98, may be pulled or pushed by
the bolt retractor 980 when 1t 1s moved. The latch motor 92
may consist of a rotary actuator, or a rotary and lifting actua-
tor, 1n the form of a small rotary mechanism for moving the
latch 96. The lock element 24 may be connected to the latch
96 and may be constrained by the internal housing 22, as
shown 1n FI1G. 1, to a sliding movement. The lock element 24
may be extended or retracted as necessary to lock or unlock
the enclosure 100, such as a safe, vault, room, etc.

Bolt retractor 98 may be engaged with the retractor drive
102 by a link 104, as best seen 1n FIGS. 4 and 6. The link 104
converts the movement of the retractor drive 102 and engag-
ing point 106 into a linear movement of the bolt retractor 98.
The retractor drive 102 may be coupled to the shaft 20 such
that rotation of the dial 14 provides the proper motion to the
retractor drive after completing the entry of the combination
code. In alternate embodiments, the latch motor or a similar
motor may be employed to automatically move the bolt
retractor 98 after successiul entry of the combination code.

In an alternate embodiment of the self-powered electronic
lock 110 and as best seen 1n FIGS. 5, 6, generators 112, 114
are used to drive rotating encoder magnets 116, 118. Refer-
ring to the external electronics 120, an electrical component
122 may be located under the external rotating encoder mag-
net 118 to provide rotational position information. A similar
clectric element 124 may be provided 1n the internal electron-
ics 126 and similarly positioned with the internal rotating
encoder magnet 116. This type of element 1s reliable and
relatively impervious to general dust, dirt, or humidity con-
ditions. Other technologies 1n other embodiments such as
piezo based or any other generator implementation may also
be used to provide positional information.

In some embodiments, the dial 14 may serve multiple
purposes. As described above in conjunction with the
embodiments 1n FIGS. 2-4, the dial 14 may be connected to
the internal and external generators 112, 114 through shaft 20
such that turning the dial causes the generators 112, 114 to
generate power. The dial may also serve to generate magnetic
pulses used by the internal and external computers 128, 130
that may be created through gears, which transter the rotation
of the shaft at the generators 112, 114 to encoder magnets
116, 118. The internal and external generators 112, 114 may
be used to both generate power and generate pulses used by
the imnternal and external computers 128, 130. Alternatively,
the encoder magnets 116, 118 may be directly coupled to the
shaft 20 and may also act as rotors for the generators for
power generation. The encoder magnets 116,118 may consist
of a plurality of segmented magnetic members 128 having
alternating polarity. The number of segmented magnetic
members 128 on the encoder magnets 116, 118 1s not critical
and may be selected to provide fewer field direction changes
per revolution of the encoder magnets 116, 118. More field
changes may easily be obtained by increasing the diameter of
the systems, or by offsetting multiple magnetic rings. The
magnetic fields of the segmented magnetic members may
extend to and interact with internal and external electrical
components 132, 134, such as coils, which are placed 1n
proximity to the encoder magnets 116, 118, to generate pulses
of electricity.

Prior implementations of the generators 112,114 have uti-
lized an oif the shell stepper motor driven as a generator,
which provides power and the ability to produce general
rotational motion and direction information. Generators 112,
114 used with an embodiment of the invention may be con-
figured conceptually as one-half of a modified stepper motor
with an additional indexing magnetic element. Each genera-
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tor 112, 114 may have slight detents at, for example, 50
positions (not shown). The generators 112, 114 may be con-
figured directly 1n coincidence for 50 detents, or in other
embodiments may be mounted askew by one-half detent posi-
tion to develop 100 detent positions around the dial. It 1s not
intended that the generators 112, 114 will require any gearing,
although certain prior implementations of self-powered locks
have utilized gearing. Use of gearing 1n the lock 110 would
potentially add complexity, require additional space, and add
additional cost. The additional detent configuration may be
usetul 1n certain embodiments of the self-powered electronic
lock 110 as the additional detent positions may allow more
rapid number advance for a given rotational angle. Previous
implementations relied on speed of rotation instead of rota-
tional position. In some embodiments, rate input may be
implemented in lock 110. In general, one detent will produce
one number increment or decrement depending on the direc-
tion of rotation.

Encoders for embodiments having 100 detent positions
around the dial should have a minimum of 100 increments per
revolution to achieve the desired operation of 100 dial posi-
tions per revolution of the dial. In some embodiments, 1t may
be desirable to be able to have some variability 1n the dial
rotation mput so that additional increments may be desired,
¢.g. 20010 400. An embodiment with an encoder having 1000
or more increments per revolution would provide a minimum
of five discernable positions on either side of the desired
number location 1n general.

Any of the generally available rotational encoders are
acceptable for use, such as the AS5040 manufactured and
sold by Austria Micro Systems. The AS5040 utilizes a non-
contact magnetic element, has low power requirements, and
1s small in diameter, which makes it well suited for this
application. In addition, this hardware may be much more
cost effective than equivalent optical implementations.

As the encoder magnets 116, 118 are rotated by the dial 14
and shait 20, a series of absolute encoder readings may be
obtained. The voltage and power generating pulses are fed to
the respective power controls and pulse shaping devices 136,
138 shown in FIG. 6, which are both rectified for power and
shaped and detected for incrementing and decrementing. The
shaping of the pulses may be accomplished by circuitry thatis
conventional and forms no part of this invention. The pulses
may then be fed to the respective computers 128, 130, such as
microprocessor devices, over the phase lines 140-146 which
may be interpreted a data pulses with direction change detec-
tion, sync, or index pulse with direction detection. The index
pulses may be out of phase so they may be used to determine
the direction of the rotation of the encoder magnets 116, 118.

The power control and pulse shaping devices 136, 138 may
supply pulsed power directly to the internal and external
clectronics 126, 120. In alternate embodiments, the power
control and pulse shaping devices 136, 138 may also charge
internal capacitors 148, 150 with the pulses of electricity
generated from the encoder magnets 116, 118 and electrical
components 122, 124. The voltage of the capacitors 148, 150
may be determined similar to the embodiments in FIGS. 2-4
described above.

External computer 130 as well as external computer 50
may provide outputs to the display 18. The display may be
capable of displaying numerals of at least two digits and
arrows pointing in opposite directions. Symbols, such as
arrows pointing 1n opposite directions, lightning bold for an
error symbol, or a key symbol, may be used to indicate selec-
tion of the combination change mode as with previous elec-
tronic locks. LCD dot matrix displays may also be utilized to
display the above information as well as additional status
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information 1n a more readable format. For example, the time
of day and more readable reporting may be displayed 1n a
ticker-tape fashion with backlit displays. Color displays may
be desirable for some embodiments.

The display 18, as described above, may be a Liquid Crys-
tal Display or LCD device, which has an advantage of being
a relatively low consumer of electrical power. Low power
consumption may be a significant consideration because
power generated by the rotation of the lock dial 1s relatively
small and must be stored within the components of the elec-
tronics of the external power control and pulse shaping com-
ponents 138 and 82 of the system.

As with the embodiments described above, computers 128,
130 each have separate functions within the electronic lock
110. The external computer 130 may display the combination
number entry and may send this information to the display 18.
Additionally, the external computer 130 may send other 1ndi-
cators to the display 18, such as those described above 1n
conjunction with the display 18. Internal computer 128 may
also track the combination number entry, 1n some embodi-
ments, simultaneously with the external computer 130.

Computers 128, 130 communicate through mechanical
means such as that illustrated in the embodiment 1n FIGS. 5
and 6. In this embodiment, computers 128, 130 may commu-
nicate wirelessly through the mechamical rotations of the
shaft 20, which provide synchronized pulses through the
encoder magnets 116, 118 and electrical components 122,
124 to each computer 128, 130 respectively. Software resi-
dent in the computers 128, 130 may transform the synchro-
nized pulses 1nto corresponding numbers between the com-
puters 128, 130. The internal computer 128 may then perform
checks of the entered combination numbers, as done 1n pre-
vious electronic locks, while the external computer 130 may
display the numbers. This configuration requires no electrical
conductors between the internal and external computers 128,
130 or other internal and external electronics 126, 120. This
configuration may allow for embodiments having an instal-
lation of the internal and external electronics 126, 120 to be
far off axis and/or mounted at greater distances, as long as
they are mechanically linked. Bolt retractor mechanisms for
this embodiment operate similar to those described with the
embodiments 1n FIGS. 2-4 above.

The computers 48, 50, 128, 130 may be any suitable micro-
processors manufactured and sold on the market, such as the
80C51F manufactured and sold by Oki Flectronic Industries
Company, Ltd., of Tokyo, Japan, or one of several microcon-
trollers manufactured by Microchip incorporated in the
U.S.A.

As with some prior electronic locks, and 1n the embodi-
ments of the self-powered electronic lock 30, 60, 110 the lock
combination code may be changed with the use of a change
key 160. If the current combination code of the lock has been
entered correctly, the ports 162 of the internal computer 48,
128 may be checked to see i1 the change key 160 has been
inserted 1nto the ports 162. I the change key 162 has been
inserted, a new combination code for the lock may be gener-
ated and confirmed. Because the combination for the lock 1s
only stored in the internal computer 48, 128 in the internal
housing 22, there may be no need to insert the change key 160
into the external computer 50, 130 in the external housing 16.
In the embodiment shown 1n FIG. 3, the wireless communi-
cations 64 may be used to indicate that the change key 160 has
been inserted 1nto the ports 162 on the display 18.

In the embodiments described above, the dial 14 1s utilized
to enter the plurality of combination numbers that make up
the combination code. In alternate embodiments, other
devices may be utilized to enter the combination numbers,
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such as a keypad, magnetic card reader, or radio frequency 1D
card or tag. In still other embodiments, the lock may respond
to biological characteristics recognmized by biometric devices,
such as a fingerprint or retinal scan, either 1n conjunction with
a combination code, or exclusive of entry of a combination
code or personal 1dentification number (PIN). In these alter-
nate embodiments, the dial 14 may still be utilized to generate
power to the internal and external electronics 44, 46,126, 120
as well as be used to actuate the lock element 24.

FIG. 7 shows an exemplary power up and dialing sequence
of the selt-powered electronic lock 30, 60, 110. The process
begins when the dial 1s rotated. The sequence between the
internal and external electronics may be composed of similar
steps, performed at similar times, which assists in maintain-
ing a synchromzation between the internal and external elec-
tronics. A delay may be imposed on the internal and external
clectronics as the dial rotation begins, for some embodiments,
in order to charge the capacitor (blocks 202, 232). The delay
may be prolonged if there 1s mnsufficient voltage to start the
clectronics (no branch of decision blocks 204, 234). 11 the
voltage 1s sullicient to power the power-up electronics (yes
branch of decision blocks 204, 234), the sensor 1s enabled
(block 206, 236) to test for a complete mndex or sync pulse
aiter the power 1s enabled to these components. After the sync
or index location 1s indicated, the computers may be enabled.
In some embodiments, after the index point, the micropro-
cessor (CPU) will have time to power up and 1nitialize itself.
At this point 1n the power-up sequence, both CPUs will be
powered up and waiting for the next sync, or index location.
After detecting the passage of the index location, the next
random number 1s displayed and internally examined at 218,
248. Both iternal and external computers increment or dec-
rement 1n unison until a dial reversal 1s detected. At this point
the indicated number 1s stored 1n the internal computer and
the next random number 1s calculated for display and internal
calculation and comparison by the mternal computer.

A random number may be generated as a starting point 1n
both the internal and external computers based on a previous
seeding value (blocks 214, 244). To keep the random number
generation the same between the two computers, which may
not be 1n electrical communication with each other, the same
random number generation algorithm and seeding value may
be used 1n both the internal and external computers. In some
embodiments utilizing other wireless communications, the
external computer may be the only computer that may need to
generate random numbers as the alternate wireless commus-
nication methods may not require a synchromzation of the
internal and external electronics.

Seed values, 1n some embodiments, may be determined by
a predefined table of seed values for resynchronization pur-
poses. The seed value for the next random number may be the
currently generated random number. In the event synchroni-
zation between the internal and external electronics i1s lost,
one method for resynchronization may be to power up the
lock by continuous dialing to the right. After the lock has been
powered, a combination code of 00-00-00 could be entered.
This would cause the lock to reseed the random number
generator to the next seed number in the table, and also
re-zero the transducers. The transducers may have to be re-
zeroed due to mechanical wear, or due to the external dial
ring, or dial misalignment, which may occur due to the physi-
cal movement of the components 1n relation to one another.

Entry of a combination number may be detected by the
reversal of the dial and a continuing of the reversal motion for
a predetermined number rotations. If the dial 1s reversed (yes
branch of decision blocks 216, 246), then the random seed

counter 1s incremented (blocks 218, 248) and the combination
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number 1s stored 1n the internal computer (block 220). If the
number 1s not the last number 1n the combination code (no
branch of decision blocks 222, 252) the process continues at
blocks 212, 242. If the number 1s the last number in the
combination code (yes branch of decision blocks 222, 252),
then the internal computer checks the combination code
against the existing defined combination and operates as
similar prior art locks, such as the electronic lock disclosed in
U.S. Pat. No. 5,061,923 of Miller et al. Once a combination
number has been entered, internal counters in both internal
and external electronics are incremented and permanently
stored. This counter may be used as a basis for the next
random number displayed. In some embodiments, a modified
random delay sequence may be implemented 1n which the last
number mput 1s the next starting number, and the randomness
between dial rotation and display 1s accomplished through
firmware located 1n both internal and external electronics. As
described above, 1t no wireless communication 1s maintained,
the external computer would detect the opening by an appro-
priate stall at the opening position of the dial. In the case of no
wireless communication, this fact would not be used in the
generation of the next displayed random number, only the fact
that an acceptable number has been entered, no matter what
the number was.

Detection of autodialer manipulation would be accom-
plished in the internal electronics. For example, 11 too many
combinations are entered without opening, or combinations
are entered too fast, the mternal electronics would stop the
checking for legitimate combination entry. The external elec-
tronics and computer could be made to determine that a
legitimate combination had been entered 1n the case of non-
wireless operation, but no bolt pulling sequences would ever
occur. In this case, a real combination could have been dialed,
but the internal computer would not detect 1t as legitimate, 11
autodialed, unless the combination was dialed 1n the first few
dialing attempts. As continuing attempts to dial random com-
binations on power up are performed, delays would be built
into prohibitively allow random combinations to be entered to
the point that multiple entries of the correct combination must
be entered to open the lock.

If the self-powered electronic lock experiences an intermit-
tent faillure of a component or a problem with a trace on a
printed circuit board, causing a fault 1n the lock, the internal
and external electronics may become unsynchronized. The
seli-powered electronic lock may be resynchronized to over-
come the fault as shown 1n the flow diagram in FIG. 8. If there
1s no fault (no branch of decision block 302) then the lock
continues to operate under normal conditions (block 304). If
there 1s a fault condition (yes branch of decision block 302),
the lock may be powered up with continuous dialing of the
lock, for example, to the right (block 306) Once powered up,
the resynchronize by dial entry option 1s selected (block 308),
by for example, additionally dialing the combination 00-00-
00. This option causes the internal random number generators
in the internal and external computers to be reseeded with the
next random number from an i1nternal table (block 310), thus
resynchronizing the internal and external electronics. The
lock then continues to operate under normal conditions
(block 312).

While the present mmvention has been illustrated by a
description of various embodiments and while these embodi-
ments have been described 1n considerable detail, 1t 1s not the
intention of the applicant to restrict or 1n any way limit the
scope of the appended claims to such detail. Additional
advantages and modifications will readily appear to those
skilled 1n the art. The invention in 1ts broader aspects 1s
therefore not limited to the specific details, representative
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apparatus and method, and 1llustrative examples shown and
described. Accordingly, departures may be made from such
details without departing from the spirit or scope of appli-
cant’s general inventive concept.

What 1s claimed 1s:

1. A self-powered electronic lock, comprising:

a housing;

a lock element mounted 1n the housing for movement rela-
tive to the housing between a locked position and an
unlocked position;

a code mput device operating with a first set of electronics;

an electric actuator operating with a second set of electron-
ics, the electric actuator operatively coupled with the
lock element to allow movement of the lock element
from the locked position to the unlocked position;

a first electric power generator operative by a user to supply
clectrical power for operating the code input device and
first set of electronics; and

a second electric power generator operative by the user to

supply electrical power for operating the electric actua-
tor and the second set of electronics,

wherein the first and second set of electronics are electr-
cally 1solated, and

wherein the first and second set of electronics are synchro-
nized to generate a common number for a combination
code.

2. The selt-powered electronic lock of claim 1 further

comprising:

a first battery electrically connected to the first set of elec-
tronics,

wherein the first battery provides power to the first set of
clectronics to supplement the electrical power supplied
by the first electric power generator for starting lock
operation.

3. The self-powered electronic lock of claim 1 further

comprising;

a second battery electrically connected to the second set of
electronics,

wherein the second battery provides power to the second
set of electronics to supplement the electrical power
supplied by the second electric power generator for start-
ing lock operation.

4. The selt-powered electronic lock of claim 1 further

comprising:

a wireless communication device configure to allow wire-
less communication between the first and second sets of
clectronics to transmit non-combination information
and to synchronize the first and second set of electronics.

5. The self-powered electronic lock of claim 1 wherein the
first set of electronics 1s operable to display the common
number and the second set of electronics 1s operable to check
the common number against the combination code stored in
the second set of electronics.

6. The self-powered electronic lock of claim 1 wherein the
second electric power generator and the second set of elec-
tronics are located 1nside the housing.

7. The selt-powered electronic lock of claim 6 wherein the
housing further comprises an internal housing, and the seli-
powered electronic lock further comprises:

an external housing adapted to be accessible to the user of
the self-powered electronic lock when the lock element
1s 1n the locked or unlocked position, wherein the inter-
nal housing and external housing are adapted to be dis-
posed on opposite sides of an intervening structure.

8. The self-powered electronic lock of claim 7 wherein first

clectric power generator and the first set of electronics are
located 1nside the external housing.
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9. The self-powered electronic lock of claim 7 wherein the
code mput device 1s located proximate to or coupled with the
external housing and accessible to the user.

10. The self-powered electronic lock of claim 1 wherein the
code input device further comprises at least one of a dial, a >
keypad, a card reader, a radio frequency tag, a fingerprint
scanner, a retinal scanner, or other biometric device.

11. The self-powered electronic lock of claim 1 further
comprising;

a rotatable shaft; and

a dial coupled to the first electric power generator through

the rotatable shait, wherein rotating the dial transters a
rotational motion to the first electric power generator
through the shaft to generate electrical power.

12. The self-powered electronic lock of claim 11 wherein
the dial 1s additionally coupled to the second electric power
generator through the rotatable shatt, and wherein rotating the
dial transfers the rotational motion to the first and second
clectric power generators through the shaft to generate elec- »g
trical power.

13. The self-powered electronic lock of claim 12 wherein
the rotatable dial further operates as the code input device.

14. The selt-powered electronic lock of claim 1 further
comprising; 25

a display electrically coupled to the code input device and

powered by the first electric power generator, the display
operable to display code input by the user with the code
input device.

15. The self-powered electronic lock of claim 14 wherein
the display further comprises a liquid crystal display (LCD).

16. The self-powered electronic lock of claim 1 wherein the
first and second electric power generators comprise a stepper
motor.

17. The self-powered electronic lock of claim 1 wherein the
first and second electric power generators comprise a ring
magnet, a coil, and a Hall sensor.

18. A method of operating a self-powered electronic lock,
wherein the seli-powered electronic lock includes a lock ele-
ment, an electric actuator, a code mput device, first and sec-
ond electric power generators, and first and second sets of
clectronics, the method comprising:

generating electrical power with the first electric power

generator;

generating electrical power with the second electric power

generator;

inputting a proper code 1nto the code mput device oper-
ating with the first set of electronics using the power
generated by the first electric power generator and not
using the power generated by the second electric gen-
crator;

simultaneously generating information 1n the second set
of electronics synchronized with the first set of elec-
tronics, the information indicative of the proper code
being entered into the code input device; and

using the power generated by the second electric power
generator and not using the power generated by the
first electrical generator, activating the electric actua-
tor as a result of the information generated in the
second set of electronics to thereby allow movement
of the lock element from a locked position to an

unlocked position.
19. The method of claim 18 wherein inputting the proper
code turther comprises at least one of:
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rotating a dial, depressing a keypad, inserting a card into a
card reader, reading a radio frequency tag, scanning a
fingerprint, scanning a retina, or inputting other biomet-
ric information.

20. The method of claim 18 wherein the self-powered lock
further includes a dial coupled to the first electric power
generator through a rotatable shait, and wherein generating
clectrical power comprises:

rotating the dial to transfer a rotational motion to the first
electric power generator through the shait to generate

clectrical power.
21. The method of claim 20 wherein the dial 1s also coupled

to the second electric power generator through the rotatable
shaft, and wherein generating electrical power comprises:
rotating the dial to transfer a rotational motion to the first
and second electric power generators through the shaft
to generate electrical power.

22. The method of claim 20 wherein mputting the proper
code further comprises inputting the code by rotating the dial.

23. The method of claim 22 wherein the proper code com-
prises a series of numbers, and wherein the self-powered
clectronic lock further includes a display, powered by the first
clectric power generator, and wherein inputting the proper
code comprises:

rotating the dial to a position corresponding to a first num-

ber 1n the series of numbers;

displaying the first number on the display corresponding to

the rotation of the dial; and

reversing the rotation of the dial to input the first number 1n

the series of numbers and indicate a start of an entry of a
second number in the series of numbers.
24. The method of claim 21 wherein the first and second
clectric power generators comprise stepper motors config-
ured to generate pulses of electrical power, and wherein
simultaneously generating information comprises:
generating synchronized pulses of electrical power with
the stepper motors by rotating the dial coupled to the
shaft and the first and second power generators; and

simultaneously transforming the synchronized pulses of
clectrical power 1nto corresponding numbers using the
first and second sets of electronics.

25. The method of claim 21 wherein the first and second
clectric power generators comprise a ring magnet, a coil and
a Hall sensor, and wherein simultaneously generating infor-
mation comprises:

generating synchronized pulses of electrical power 1n the

coil by rotating the dial coupled to the shaft thereby
rotating the ring magnet;
determining a direction of the rotation of the dial with the
Hall sensor; and

simultaneously transforming the synchronized pulses of
clectrical power 1nto corresponding numbers using the
first and second sets of electronics.

26. The method of claim 18 further comprising:

wirelessly communicating synchronization information

and information not related to the proper code between
the first and second sets of electronics,

wherein wirelessly communicating includes at least one of:

communicating the information via Bluetooth technol-
ogy, communicating the information via general radio
frequency commumnications, communicating the infor-
mation via pulsed magnetic fields, communicating the
information via pulsed electric fields, or communicating
the information via infrared signals.
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