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1

SECURE DOCUMENT MANAGEMENT
USING DISTRIBUTED HASHING

BACKGROUND OF THE INVENTION

(1) Field of the Invention

The present invention relates to a document management
device that manages electronic documents and provides elec-
tronic documents requested by a user.

(1) Description of the Related Art

Techniques for providing a user with data have been dis-
closed. According to one of the techniques, the user receives
clectronic mail including reference information necessary for
accessing available files and, on the basis of the reference
information included in the electronic mail, obtains a desired
file from a file server.

The technique disclosed above allows the file server to
manage which user has requested a file on the basis of refer-
ence iformation. Even if reference information on the same
file 1s provided to multiple users, the file server can manage
which users have received the reference information. How-
ever, because reference information 1s information necessary
for accessing a file, the reference information on a given file
located 1n a given area 1s always the same. Therefore, 1f a user
distributes provided reference information to another user
and the other user requests to obtain the file on the basis of the
distributed reference information, the file server cannot iden-
t1fy which user originally received the reference information.

SUMMARY OF THE INVENTION

The present invention provides a system where, even when
the same {ile 1s provided to multiple users, a user to whom the
information required for requesting the file was originally
provided can be 1dentified.

According to one aspect of the present invention, there 1s
provided a document management server which includes an
identification information providing unit that receives a
request to obtain identification information required for
accessing a document from a client, generates the 1dentifica-
tion information for the recerved request, and sends the gen-
erated 1dentification information to the client; a relation infor-
mation management unit that manages relation information
ol the requested document and the 1dentification information
generated for the request; and a history information manage-
ment umit that manages information on the client who has sent
the request, associating with the identification information.

According to another aspect of the present invention, there
1s provided a document management system which includes
an 1dentification information providing umt that receives a
request to obtain identification information required for
accessing a document from a client, generates the identifica-
tion information for the recerved request, and sends the gen-
erated 1dentification information to the client; arelation infor-
mation management unit that manages relation information
ol the requested document and the 1dentification information
generated for the request; and a history information manage-
ment unit that manages information of the client who has sent
the request, associating with the identification information.

According to a further aspect of the present invention, there
1s provided a storage medium readable by a computer, the
storage medium storing a program of istructions executable
by the computer to function as a document management
server. The function includes recerving a request to obtain
identification information required for accessing a document
from a client; generating the identification information for the
received request; sending the generated i1dentification infor-
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mation to the client; managing relation information of the
requested document and the 1dentification information gen-
erated for the request; and managing information of the client
who has sent the request associating with the 1dentification
information.

According to a still further aspect of the present invention,
there 1s provided a storage medium readable by a computer,
the storage medium storing a program of 1nstructions execut-
able by the computer to function as a client that obtains a
document via a network. The function includes an 1dentifica-
tion i1nformation obtaining unit that sends an obtaiming
request designating a document to be obtained and obtains the
identification mformation, as a response to the obtaining
request; a document obtaiming unit that sends a document
access request, which designates the obtained 1dentification
information, and obtains a document associated with the
identification information and an updating information as a
response to the access request; and an 1dentification informa-
tion changing unit that changes the identification information
designated by the access request, according to the updating
information.

According to another aspect of the present invention, there
1s provided a node connected to a Peer-to-Peer network using
a distributed hash table and sharing documents with other
nodes. The node mcludes a document registration unit that
generates {irst meta information including a hash value of a
document to be registered and sends the document to be
registered and the first meta information to a node where the
document and the first meta information are to be stored; a
shortcut 1ssuance unit that, 1n response to a request for brows-
ing a document, obtains the first meta information corre-
sponding to the document and generates second meta infor-
mation including a hash value of the first meta information,
issues the shortcut including a hash value of the second meta
information, and provides the shortcut to a user who has
requested; a relation information management unit that man-
ages relation information of the first meta information and the
second meta information; and a history information manage-
ment unit that manages iformation of a user to which the
shortcut has been provided and a hash value of the second
meta information included 1n the shortcut.

According to a further aspect of the present invention, there
1s provided a document management server that manages
history information on access to documents. The document
management server includes an identification mformation
providing unit that receives a request to access a document
from a client, and generates 1dentification information for the
received request; and a history information management unit
that manages information of the requested document, the
generated 1dentification information, and a client who has
sent a request to access the document based on the 1dentifi-
cation information.

According to a still further aspect of the present invention,
there 1s provided a document management method which
includes recetving a request to obtain 1dentification informa-
tion required for accessing a document from a client; gener-
ating the i1dentification information for the received request;
sending the generated 1dentification information to the client;
managing relation mformation of the requested document
and the identification information generated for the request;
and managing information of the client who has sent the
request associating with the identification information.

According to a yet further aspect of the present invention,
there 1s provided a client of a document management system.
The client includes an 1dentification information obtaining
unit that sends the obtaining request to the document man-
agement server and recerves 1dentification information as a
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response; a document obtaining unit that sends a document
access request, which designates the obtained 1dentification
information, and obtains a document associated with the
identification mmformation and an updating information as a
response to the access request; and an 1dentification informa-
tion changing unit that changes the identification information
designated by the access request, according to the updating
information.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention will be described in
detail by reference to the drawings, wherein;

FI1G. 1 1s a diagram showing the general configuration of a
document management system ol an embodiment of the
present invention;

FIG. 2 1s a functional block diagram of a document man-
agement server of the embodiment;

FI1G. 3 1s a diagram showing an example of data included in
a duplicate copy shortcut;

FIG. 4A 15 a diagram showing an example of tree structure
data indicating the dervative relation of an original copy 1D
and duplicate copy IDs;

FI1G. 4B 1s a diagram showing an example of tree structure
data indicating the derivative relation of an original copy ID
and duplicate copy IDs;

FIG. 5A 15 a diagram showing an example of tree structure
data indicating the derivative relation of an original copy ID
and duplicate copy IDs;

FIG. 5B 1s a diagram showing an example of tree structure
data indicating the dervative relation of an original copy ID
and duplicate copy IDs;

FIG. 6 15 a diagram showing an example of history infor-
mation managed by a history information management unit;

FIG. 7 1s a functional block diagram of a client of the
embodiment;

FI1G. 8 1s a diagram showing an example of a document list
table provided to a client by the document management
SErver;

FIG. 9 1s a diagram showing the processing procedure
executed by the document management server and a client
when a document registration event 1s executed;

FIG. 10 1s a diagram showing the processing procedure
executed by the document management server and a client
when a duplicate copy shortcut 1ssuance event 1s executed;

FIG. 11 1s a diagram showing the processing procedure
executed by the document management server and a client
when a document provision event 1s executed;

FI1G. 12 1s a diagram showing an example of tree structure
data indicating the dervative relation of an original copy 1D
and duplicate copy IDs;

FI1G. 13 1s a diagram showing an example of history infor-
mation managed by the history information management
unit;

FIG. 14 1s a diagram showing the general configuration of
a document management system of a first modification;

FIG. 15 1s a functional block diagram of a file server of the
first modification;

FIG. 16 1s a flowchart showing the processing procedure
for document replacement executed by a document replace-
ment unit;

FIG. 17 1s a diagram showing an example of a document
selection screen provided to a client by the file server;

FIG. 18A 15 a diagram showing the general configuration
of a document management system of a second modification
of the embodiment;
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FIG. 18B i1s a diagram showing a network configured by
Chord, which 1s a hash table;

FIG. 19 1s a diagram showing the objects stored in the
nodes 1n the second modification;

FIG. 20A 1s a diagram showing an example of the tag
configuration of an XML document describing original copy
meta information;

FIG. 20B 1s a diagram showing an example of the tag
configuration of an XML document describing duplicate
copy meta information;

FIG. 21 A 1s a diagram showing an example of tree structure
data indicating the derivative relation of original copy meta
information and duplicate copy meta information;

FIG. 21B 1s a diagram showing an example of the data
configuration of history information managed by a node;

FIG. 22 15 a flowchart showing the processing procedure
executed by a node 1n the second modification for registering
a new document and providing to browsing users a duplicate
copy shortcut, corresponding to the document; and

FIG. 23 15 a flowchart showing the processing procedure
executed by a node 1n the second modification for browsing a
document using a duplicate copy shortcut.

DETAILED DESCRIPTION OF THE INVENTION

Embodiments of the present invention will be described
below with reference to the drawings.

FIG. 1 1s a diagram showing the general configuration of a
document management system of an embodiment. As shown
in FIG. 1, this system includes a document management
server 10 and a client 30, both of which are connected to a
network 50 such as a LAN (Local Area Network) or the
Internet. In this system, the document management server 10
manages the original copies of documents. To browse a docu-
ment managed by the document management server 10, the
client 30 sends to the document management server 10 1den-
tification information, which identifies the document to be
browsed. On the basis of the 1dentification information, the
document management server 10 1dentifies an original copy,
copies a document included 1n the original copy, and provides
data, including the copied document, to the client 30 as a
duplicate copy. The term “document™ as used herein refers to
all data transmittable on the network 50, such as a text file, an
image file, an audio file, and a moving 1mage file.

FIG. 2 1s a functional block diagram of the document
management server 10. In FIG. 2, a document registration
unit 12 executes a document registration event. More specifi-
cally, in response to a document registration request from the
client 30, the document registration unit 12 creates a set
composed of a document included 1n the document registra-
tion request and the attribute of the document, and registers
the set 1n a document management unit 22 as the original
copy. When registering the original copy, the document reg-
istration unit 12 generates an original copy ID uniquely 1den-
tifying the original copy and registers the original copy and
the original copy ID, which are associated with each other, in
the document management unit 22. The document registra-
tion unit 12 registers the generated original copy 1D 1n deriva-
tive relation mformation stored 1n a dertvative relation infor-
mation storage unit 24. The dervative relation information
will be described later.

The attribute of a document as used herein refers to a file
name of the document, a name of a user who created the
document, creation date of the document, or the like.

An oniginal copy ID, preferably a character string whose
pattern 1s difficult to guess, can be a random number gener-
ated on the basis of a known random number generation
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algorithm. Alternatively, an original copy ID may be a hash
value of a sufliciently large data size calculated for data
specific to the original copy. For example, a known message
digest algorithm such as the SHA-256 algorithm 1s used for
calculation of a hash value. Data specific to the original copy
are, for example, contents of the document or the attribute of
the document. XML document describing the hash value of
the content of the document and the hash value of the attribute
of the document may also be used as data specific to the
original copy. The XML document may also include an addi-
tional random number.

A shortcut-providing unit 14 executes a duplicate copy
shortcut 1ssuance event. More specifically, 1n response to a
duplicate copy shortcut request from the client 30, the short-
cut-providing unit 14 1ssues a duplicate copy shortcut corre-
sponding to the original copy ID included 1n the duplicate
copy shortcut request and provides the 1ssued duplicate copy
shortcut to the client 30. The duplicate copy shortcut 1s a file
including reference information necessary for the client 30 to
browse a document. More specifically, the duplicate copy
shortcut includes access site information 1ndicating the host
name of the document management server 10 and the request
URL (Uniform Resource Locator) used for document brows-
ing, the duplicate copy 1D associated with the original copy
ID of a document to be browsed, and the attribute of the
duplicate copy shortcut. Note that the duplicate copy shortcut
does not include the entity of the document. The file format of
the duplicate copy shortcut 1s, for example, PDF (Portable
Document Format).

The client 30 references the reference information
included 1n the duplicate copy shortcut and sends a document-
browsing request, which specifies the duplicate copy 1D, to
the request URL 1included in the reference information to
obtain a duplicate copy including the copied document of the
document to be browsed.

The duplicate copy ID, which 1s a unique value that does
not duplicate any of already-generated original copy IDs and
other duplicate copy IDs, may be a random number or a hash
value for the attribute of the duplicate copy such as that
described above. The attribute of a duplicate copy 1s, for
example, the original copy ID included 1n the duplicate copy
shortcut request, the time of receipt of the duplicate copy
shortcut request, or the user ID of the client 30 requesting the
duplicate copy shortcut. FIG. 3 shows an example of data
included 1n a duplicate copy shortcut. FIG. 3 shows data

included 1n a duplicate copy shortcut: a duplicate copy 1D
102, a host name 104, and the creation date and time 106 of a
duplicate copy shortcut.

After generating the duplicate copy ID, the shortcut-pro-
viding umt 14 updates dertvative relation information stored
in the dermvative relation information storage unit 24. The
derivative relation information indicates the derivative rela-
tion between an original copy ID and a duplicate copy 1D
corresponding to the original copy ID, and its data structure 1s
represented as a tree structure. The document management
server 10 references this derivative relation information to
determine from which original copy ID a duplicate copy 1D
has been generated. FIG. 4A 1s a diagram showing an
example of a derivative relation represented by the dervative
relation information. FIG. 4A shows that the shortcut-provid-
ing unit 14 has generated the duplicate copy ID [1-1] and the
duplicate copy ID [1-2] for the original copy ID [0]. When the
shortcut-providing unit 14 generates an additional duplicate
copy 1D [1-3] for the original copy ID [0] having the deriva-
tive relation shown 1n FI1G. 4A, the shortcut-providing unit 14
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updates the dertvative relation as shown 1n FIG. 4B so that the
duplicate copy ID [1-3] becomes a child of the original copy
ID [0].

As shown 1n FIG. 2, adocument-providing unit 16 executes
a document-providing event. More specifically, inresponse to
a document browsing request from the client 30, the docu-
ment-providing unit 16 reads the duplicate copy ID from the
document-browsing request and references the derivative
relation information to identity the original copy ID that 1s the
root of the duplicate copy ID. Next, the document-providing
unmit 16 obtains the original copy, related to the i1dentified
original copy ID, from the document management unit 22 and
copies the document included 1n the original copy. The docu-
ment-providing unit 16 generates a new duplicate copy ID 1n
the same manner as the shortcut-providing unit 14, and reg-
isters the generated duplicate copy ID 1n the denivative rela-
tion information so that the new duplicate copy 1D becomes a
chuld of the duplicate copy ID specified by the document-
browsing request. In addition, the document-providing unit
16 provides a duplicate copy, including the copied document
and the new duplicate copy 1D, to the client 30. The client 30
uses the new duplicate copy ID, included 1n the duplicate
copy, to update the duplicate copy ID included 1n the dupli-
cate copy shortcut maintained on the client 30.

A duplicate copy ID generated by the document-providing
unit 16 1s generated 1n the same manner as a duplicate copy 1D
generated by the shortcut-providing unit 14; that 1s, it may be
a random number or a hash value for the attribute of a dupli-
cate copy ID. FIG. 5A 1s a diagram showing an example of a
derivative relation in which a duplicate copy ID generated by
the document-providing unit 16 1s added. FIG. 5B 1s a dia-
gram showing the derivative relation indicating that the docu-
ment-providing unit 16 has generated a new duplicate copy
ID, [2-1], for the duplicate copy ID [1-1] specified by the
document-browsing request.

A history information management unit 18 manages his-
tory information of the events executed by the document
registration unit 12, the shortcut-providing unit 14, and the
document-providing unit 16. That 1s, when the document
registration unit 12 executes a document registration event,
the history information management unit 18 manages, as
history information, the user 1D requesting the registration of
a document, the original copy ID generated at that time, and
the registration date and time. When the shortcut-providing
unit 14 executes a duplicate copy shortcut 1ssuance event, the
history information management unit 18 manages, as history
information, the user ID requesting the duplicate copy short-
cut, the duplicate copy ID generated at that time, and the
generation date and time. In addition, when the document-
providing unit 16 executes a duplicate copy providing event,
the history information management unit 18 manages, as
history information, the user ID requesting the duplicate copy
(that 1s, the user ID requesting the browsing of a document),
the new duplicate copy ID (for updating) generated at that
time, and the duplicate copy providing date and time. FIG. 6
shows an example of history information managed by the
history information management unit 18.

As described above, even 1f the same document 1s
requested, the shortcut-providing unit 14 1n this system gen-
crates a unique duplicate copy ID for each duplicate copy
shortcut request and provides to the client 30 a duplicate copy
shortcut, including the generated duplicate copy ID. There-
fore, the history information, managed by the history infor-
mation management unit 18 as described above, indicates
which duplicate copy shortcut 1s provided to which user.

Because a duplicate copy shortcut does not include the
entity of a document, a third party who receives a copy of the
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duplicate copy shortcut must access the document manage-
ment server 10 to browse the document. In addition, when a
user copies a duplicate copy shortcut and provides the copied
shortcut to another user, it 1s also possible to keep track of
which duplicate copy shortcut (that 1s, to which user the
duplicate copy shortcut was originally generated) the other
user uses to request browsing of a document.

FIG. 7 1s a functional block diagram of the client 30. As
shown 1n FIG. 7, when registering a new document 1n the
document management server 10, a document registration
requesting unit 32 sends a document registration request,
including the document, to the document management server
10.

A shortcut-requesting unit 34 sends a duplicate copy short-
cut request for a document to the document management
server 10 and receives the duplicate copy shortcut. More
specifically, the shortcut-requesting unit 34 first obtains a
document list table from the document management server
10. As shown 1n FIG. 8, the document list table stores the
attribute information, such as file names, and original copy
IDs of the documents available to the client 30. Next, the
shortcut-requesting unit 34 sends to the document manage-
ment server 10 a duplicate copy shortcut request, specifying,
the original copy ID of a user-selected document selected
from the obtamned document list table. Subsequently, the
shortcut-requesting unit 34 recerves a duplicate copy shortcut
from the document management server 10 as a response to the
duplicate copy shortcut request and stores the received dupli-
cate copy shortcut 1n a duplicate copy shortcut storage unit 36.

A browsing-requesting unit 38 requests the document
management server 10 for the duplicate copy of a document
to be browsed. More specifically, the browsing-requesting
unit 38 obtains a user-specified duplicate copy shortcut from
the duplicate copy shortcut storage unit 36. The browsing-
requesting unit 38 sends a document-browsing request, which
specifies the duplicate copy 1D included 1n the duplicate copy
shortcut, to the request URL included 1n the obtained dupli-
cate copy shortcut. Subsequently, the browsing-requesting
unit 38 recerves a duplicate copy from the document manage-
ment server 10 as a response to the document-browsing
request and displays on the screen the document included 1n
the duplicate copy. In addition, the browsing-requesting unit
38 rewrites the duplicate copy ID, included in the duplicate
copy shortcut obtained previously, into a new duplicate copy
ID (generated for updating ) included in the received duplicate
cCopy.

Next, with reference to FIG. 9, the processing procedure
carried out by the document management server 10 and the
client 30 for executing a document registration event will be
described.

First, the client 30 sends to the document management
server 10 a document registration request, which includes a
document to be registered and metadata (hereinafter called
document metadata) on the contents of the document (S100).
Note that, when the document management server 10 and the
client 30 communicate with each other via HTTP (HyperText
Transter Protocol), the client 30 uses an HT'TP request to send
a document registration request to the document management
server 10.

In response to the recerved document registration request,
the document management server 10 generates an original
copy ID for the document included 1n the request (S102). For
example, the document management server 10 calculates a
hash value (heremafter called a document hash value) of
document metadata included in the document registration
request and defines the calculated document hash value as the
original copy ID. In this case, if the client 30 side also calcu-
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lates the document hash value and includes the calculated
value 1n the document registration request, the document
management server 10 can check if the document hash value
calculated by the client 30 side matches the document hash
value calculated by the document management server 10, to
thereby confirm that the data included 1n the received docu-
ment registration request have not been not altered.

After generating the original copy 1D, the document man-
agement server 10 associates the original copy, composed of
the document to be registered and 1ts attribute, with the origi-
nal copy ID generated 1n S102 and registers the original copy
and the original copy ID 1n the document management unit 22
(5104). At this time, the document management server 10
uses, for example, the document hash value as the file name of
the document and registers the document 1n the document
management unit 22 as the original copy. After registering the
original copy, the document management server 10 updates
the dernvative relation information and the history informa-
tion (S106). That 1s, the document management server 10
adds the original copy ID to the dervative relation informa-
tion and, at the same time, adds the contents of this event to
the history information. Subsequently, the document man-
agement server 10 sends a registration success notification to
the client 30 (S108) On the other hand, if the registration of
the requested document fails, the document management
server 10 sends a registration error notification to the client 30
(5108-2). If the document management server 10 and the
client 30 communicate with each other via HT'TP, the docu-
ment management server 10 sends an HTTP status code 200
as the registration success notification, or an HT'TP status
code 500 as the registration error notification.

The document management server 10 and the client 30
execute a document registration event according to the pro-
cessing procedure described above.

Next, with reference to FIG. 10, the processing procedure
carried out by the document management server 10 and the
client 30 for executing a duplicate copy shortcut 1ssuance
event will be described.

First, the client 30 sends a document list table request to the
document management server 10 (S200). In response to the
request, the document management server 10 searches for the
original copies available to the client 30 and, on the basis of

the attributes of the documents included 1n the original copies
found as the result of the search, generates a document list
table such as that shown 1n FIG. 8 (8202). Subsequently, the
document management server 10 provides the document list
table to the client 30 (5204).

The client 30 displays the provided document list table on
the screen and waits for a user to select a desired document. In
response to a document selection from the user (S206), the
client 30 sends a duplicate copy shortcut request, including
the original copy ID of the selected document, to the docu-
ment management server 10 (S208).

In response to the duplicate copy shortcut request, the
document management server 10 generates a duplicate copy
ID corresponding to the original copy ID included in the
request (S210) and 1ssues a duplicate copy shortcut including
the duplicate copy ID, access site information, and the
attribute of the duplicate copy shortcut (5212). In addition,
the document management server 10 updates the derivative
relation information and the history information (S214) and
provides the 1ssued duplicate copy shortcut to the client 30
(5216). If the 1ssuance of the duplicate copy shortcut fails, the
document management server 10 sends a duplicate copy
shortcut 1ssuance error notification to the client 30 (S216-2).
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In response to the duplicate copy shortcut, the client 30
registers the duplicate copy shortcut in the duplicate copy
shortcut storage unit 36 (5218).

The document management server 10 and the client 30
execute a duplicate copy shortcut 1ssuance event according to
the above-described processing procedure.

Next, with reference to FIG. 11, the processing procedure
carried out by the document management server 10 and the
client 30 for executing a document provision event will be
described.

First, the client 30 sends a document-browsing request to
the document management server 10 (S300). That 1s, the
client 30 obtains the access site information and the duplicate
copy ID from the duplicate copy shortcut for the document to
be browsed, and sends to the access site a document-browsing,
request, including the duplicate copy ID.

When the duplicate copy shortcut 1s a PDF file and the user
opens the duplicate copy shortcut of a document to be
browsed, a predetermined PDF plug-in 1s started to interpret
the duplicate copy shortcut and reads the request URL and the
duplicate copy 1D from the duplicate copy shortcut. The PDF
plug-1n sends an HTTP request, specitying the duplicate copy
ID, to the document management server 10 with the request
URL specified.

The document management server 10 reads the duplicate
copy ID from the received document-browsing request and
references the duplicate copy ID and the derivative relation
information to 1identify the original copy ID of the duplicate
copy ID (8302). For example, assume that the document
management server 10 reads the duplicate copy ID [3-1] from
the document browsing request. The document management
server 10 searches the denivative relation information for the
derivative relation including the duplicate copy ID [3-1]. If
the document management server 10 searches for the deriva-
tive relation, shown in FIG. 12, as the result of the search, the
document management server 10 can identily that the origi-
nal copy ID [0] 1s the original copy ID that 1s the root of the
duplicate copy ID [3-1].

Next, the document management server 10 obtains the
original copy corresponding to the original copy ID and gen-
crates a new duplicate copy ID (generated for updating)
(S304). In addition, the document management server 10
generates a duplicate copy including the copied document of
the document included in the original copy and the new
duplicate copy ID (for updating) (8306). The document man-
agement server 10 also updates the derivative relation infor-
mation and the history information (S308). Subsequently, the
document management server 10 provides the duplicate copy
to the client 30 (S310).

Uponrecerving the duplicate copy, the client 30 displays on
the screen the copied document included 1n the duplicate copy
(S312) and, in addition, rewrites the duplicate copy ID of the
duplicate copy shortcut specified for the document-browsing
request to the duplicate copy ID (generated for updating)
included 1n the duplicate copy (S314). If the duplicate copy
ID 1n the duplicate copy shortcut 1s rewritten 1n this way each
time the document 1s browsed, the document management
server 10 that references the derivative relation information
and the history information can manage when or how often
which user has browsed which duplicate copy.

If the document management server 10 and the client 30
communicate with each other via HT TP, the document man-
agement server 10 returns a HI'TP status code 200 (OK) 1n
5310 and the client 30 displays on the screen the PDF docu-
ment, which is sent as the body of the HI'TP response. In this
system, the displayed PDF document 1s processed only 1n the
memory of the client 30 but 1s not output to a file even
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temporarily. The client 30 can print, but cannot save the file
displayed on the client 30, or edit the displayed document.
Next, the processing executed when the client 30 that has
1ssued a document-browsing request cannot obtain a dupli-
cate copy from the document management server 10 will be

described.

First, assume that the client 30 sends a document-browsing,
request to the document management server 10 but, because
of a network error, the document-browsing request cannot
reach the document management server 10 (S300-2). In this
case, the client 30 displays on the screen display data included
in the duplicate copy shortcut specified for the document-
browsing request (5316). In addition, an error message 1ndi-
cating that the document cannot be browsed may also be
displayed on the screen, by use of, for example, a dialog. The
display data that are displayed 1n this case can be generated 1n
conjunction with the duplicate copy ID and included 1n the
duplicate copy shortcut when the document management
server 10 1ssues the duplicate copy shortcut.

Next, assume that a document-browsing request sent by the
client 30 successfully reaches the document management
server 10 (S300-3) but the document management server 10
fails to generate a duplicate copy for that request (S318). A
duplicate copy sometimes cannot be generated, because the
user authentication of the client 30 fails or the original copy
does not already exist in the document management server
10.

I1 for some reason the duplicate copy cannot be created; for
example, for any of those reasons described above, the docu-
ment management server 10 sends a duplicate copy genera-
tion error notification to the client 30 (8320). When the client
30 and the document management server 10 communicate
with each other via HI'TP, the document management server
10 sends an HT'TP status code 304 (Not Modified), an HTTP
status code 4xx, or an HTTP status code 5xx. In this case as
well, the client 30 displays on the screen display data included
in the duplicate copy shortcut used for the document-brows-
ing request (5322).

As described above, the document management server 10
in this embodiment generates a unique duplicate copy ID for
cach duplicate copy shortcut request from the client 30 even
i the same original copy 1s requested, and provides a dupli-
cate copy shortcut, including the duplicate copy ID, to the
client 30. In addition, the document management server 10
updates the derivative relation information and the history
information each time 1t generates a duplicate copy ID.

The document management server 10 references the
derivative relation information to identily an original copy ID
corresponding to a duplicate copy ID. Therelfore, on the basis
of the duplicate copy ID specified for a document-browsing
request received from the client 30, the document manage-
ment server 10 can identify the original copy to be browsed
and provide the copy of a document, included 1n the original
copy, to the client 30.

The document management server 10 can reference the
derivative relation information and the history information to
keep track of which user has 1ssued a duplicate copy shortcut
to which original copy. Even when a user copies a duplicate
copy shortcut provided to that user and distributes the same to
another user by mail and, subsequently, i1f the user who
receives the copied duplicate copy shortcut uses 1t to send a
document-browsing request to the document management
server 10, the document management server 10 can identily
the user, to which the duplicate copy shortcut corresponding
to the duplicate copy ID was provided, on the basis of the
duplicate copy ID included 1n the request. That 1s, the docu-



US 8,086,570 B2

11

ment management server 10 can identity which user copied
the duplicate copy shortcut and distributed it to another user.

The method described above will now be described with
reference to dertvative relation information shown 1in FI1G. 12
and history information shown in FIG. 13.

First, as shown 1in FIG. 12, a first hierarchical level 122 has
three duplicate copy IDs that are chuldren of the original copy
ID [0]. This indicates that three duplicate copy shortcuts are
generated from the original copy 1D [0]. FIG. 13 indicates that
the user ID, to which the duplicate copy ID [1-1] has been
provided, 1s user ID [abc02].

In addition, a second hierarchical level 124 includes two
duplicate copy IDs that are children of the duplicate copy ID
[1-1]. The duplicate copy ID i1s updated each time the docu-
ment 1s browsed by use of the duplicate copy shortcut includ-
ing the duplicate copy 1D [1-1] and therefore, 1n this case, the
presence of the two duplicate copy IDs indicates that the
document has been browsed twice by use of the duplicate
copy shortcut including the duplicate copy ID [1-1]. That 1s,
this second hierarchical level indicates that the duplicate copy
shortcut including the duplicate copy ID [1-1] has been cop-
ied at least once.

In addition, the history information shown 1n FIG. 13 1indi-
cates that the user IDs corresponding to the duplicate copy ID
[2-1] and duplicate copy ID [2-2] 1in the second hierarchical
level are user ID [abcl4] and user ID [abc15], respectively.
Therefore, the mnformation indicates that the duplicate copy
shortcut provided to the user ID [abc02] has been copied and
distributed to at least user ID [abc14] and user ID [abc15] for
browsing the copied document of the original copy 1D [0].

In addition, the derivative relation shown 1n FIG. 12 1ndi-
cates that the duplicate copy ID [3-1], which 1s the child of the
duplicate copy ID [2-1], 1s 1n a third hierarchical level 126.
This relation indicates that still another browsing request has
been 1ssued by use of the duplicate copy shortcut whose
duplicate copy ID was updated by the browsing by the user 1D
[abc14]. In this case, 11 the history information shows that the
user ID who browsed the document using the duplicate copy
shortcut including the duplicate copy 1D [2-1] 1s not the user
ID [abcl4], this indicates that the user ID [abcl4] further
copied the duplicate copy shortcut and distributed it to a third
party and that the third party, who received the distributed
duplicate copy shortcut, used the duplicate copy shortcut to
browse the copied document of the original copy ID [0].

As described above, the derivative relation information 1n
this embodiment shows how many duplicate copy shortcuts
have been 1ssued to an original copy by the document man-
agement server 10. The derivative relation information also
shows how many times a document has been browsed by use
of an 1ssued duplicate copy shortcut. In addition, the deriva-
tive relation information, 1f referenced with the history infor-
mation, shows which user has browsed a document using a
duplicate copy shortcut 1ssued to which user. When a user
browses a document using a duplicate copy shortcut, the
duplicate copy ID included 1n the duplicate copy shortcut 1s
updated. Therefore, when a user has provided a duplicate
copy shortcut to another user, whether the user browsed the
document using the duplicate copy shortcut before providing
the duplicate copy shortcut to the other user can be checked
by checking whether the duplicate copy ID 1n the duplicate
copy shortcut 1s updated.

Furthermore, access to an original copy managed by the
document management server 10 can be limited as follows by
adding special information to the derivative relation informa-
tion and the history mformation managed by the document
management server 10.
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That 1s, 1n this system, for each created duplicate copy
shortcut, a limitation can be 1mposed on users who can
browse the document using the duplicate copy shortcut. For
example, when a duplicate copy shortcut request 1s accepted
from the client 30, the document management server 10
requests the client 30 to specily the user IDs who are allowed
to browse the document using the duplicate copy shortcut.
The document management server 10 associates the user IDs,
specified by the client 30 as browsing users, with the duplicate
copy ID and stores them. Subsequently, when a document-
browsing request is recerved from the client 30, the document
management server 10 checks if the user ID of the client 30
matches one of browsing user IDs associated with the dupli-
cate copy ID specified by the document-browsing request, so
as to determine whether to provide the duplicate copy to the
client 30. Therefore, even 1f the duplicate copy shortcut 1s
copied illegally and 1s distributed to a third party, this method
provides the duplicate copy only to previously registered
browsing users, thus protecting the contents of the document.
The document management server 10 can also manage the
browsing status of the browsing users and, after all browsing
users have browsed the document, inhibits reading of the
document.

Furthermore, the document management server 10 may
accept a browsing permission period associated with a dupli-
cate copy shortcut from the client 30 at a duplicate copy
shortcut request time and store the accepted browsing per-
mission period in conjunction with the duplicate copy ID.
Using this information, the document management server 10
can limit the period during which the document can be
browsed by use of the duplicate copy shortcut.

In addition, the document management server 10 can limit
the number of times a document 1s browsed by each duplicate
copy shortcut. For example, upon receiving a duplicate copy
shortcut request from the client 30, the document manage-
ment server 10 requests the client 30 to specity the threshold
number of times the document can be browsed by use of the
duplicate copy shortcut. The document management server
10 associates the threshold number of times, specified by the
client 30, with the duplicate copy ID and stores them. Each
time a document-browsing request 1s 1ssued, the document
management server 10 counts the number of occurrences of
the duplicate copy ID specified for the request. Once the
number of occurrences reaches the threshold number of times
allocated to the duplicate copy 1D, the document management
server 10 does not allow the duplicate copy to be provided to
a document-browsing request for which the duplicate copy 1D
1s specified. This method allows the document management
server 10 to limit the number of times the document can be
browsed for each duplicate copy shortcut.

In this system, the document management server 10 may
authenticate the user each time an event 1s executed or may
authenticate the user only when a duplicate copy shortcut
1ssuance event 1s executed.

In this system, when printing a copied document included
in a duplicate copy provided from the document management
server 10, the client 30 can print the duplicate copy ID
included 1n the duplicate copy in a predetermined location
(for example, 1 the header) at the same time the client 30
prints the contents of the document. The duplicate copy ID
may be printed visibly or may be printed on the back side of
the document as a hidden character string so that the duplicate
copy ID becomes visible when the printed matter 1s copied by
a CopIer.

In the example shown 1n the embodiment described above,
the document management server 10 1ssues a duplicate copy
shortcut, including access site information, and provides it to
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the client 30. Alternatively, 1f access site information 1s reg-
istered 1n the client 30 1n advance, the document management
server 10 can 1ssue to the client 30 a duplicate copy shortcut,
which does not include access site information. For example,
if the duplicate copy shortcut 1s a PDF file, access site infor-
mation 1s described 1n advance 1n the setting file of the PDF
plug-in 1n the client 30 so that, when the PDF plug-in 1s
started, the PDF plug-in can read the access site information
from the setting file.

In the example shown 1n the embodiment described above,
the document management server 10 generates an original
copy ID or a duplicate copy ID during event execution. Alter-
natively, the client 30 can generate an original copy ID or a
duplicate copy ID during event execution. An original copy
ID or a duplicate copy ID generated by the client 30 may be
generated by the random number calculation method or the
hash calculation method used by the document management
server 10. If an original copy ID or a duplicate copy ID
generated by the client 30 1s not unique, the document man-
agement server 10 can request the client 30 to re-generate an
original copy ID or a duplicate copy 1D 1n order to prevent the
registration of duplicate original copy IDs or duplicate copy
IDs. An original copy ID or a duplicate copy ID generated by
the client 30 1s included 1n a document registration request, a
duplicate copy shortcut request, or a document-browsing
request and 1s provided to the document management server
10. The document management server 10 uses the provided
original copy ID or duplicate copy ID to update the dervative
relation information.

In the example shown 1n the embodiment described above,
the document management server 10 provides a duplicate
copy shortcut, which does not include the entity of a docu-
ment, to the client 30 and, each time the client 30 i1ssues a
browsing request, provides a copied document to the client
30. Alternatively, the document management server 10 may
accept a duplicate copy request, rather than a duplicate copy
shortcut request, from the client 30; generate a unique dupli-
cate copy ID for each duplicate copy request; and provide to
the client 30 a duplicate copy, composed of the duplicate copy
ID and the copied document. This method allows the client 30
to browse the copied document even 1f the client 30 1s 1n the
olffline state in which i1t cannot communicate with the docu-
ment management server 10. In this case, the client 30 should
preferably generate and update a duplicate copy ID each time
it browses the duplicate copy. In this case, the client 30 also
manages the derivative relation information independently
and, when the state 1s changed to the online state 1n which the
client 30 can communicate with the document management
server 10, provides the derivative relation information to the
document management server 10. The document manage-
ment server 10 updates 1ts own dervative relation informa-
tion on the basis of the dertvative relation mformation pro-
vided to the client 30. This enables the document
management server 10 to manage document browsing.

In this embodiment, a duplicate copy shortcut 1s a PDF file
not including the entity of a document. Note that a duplicate
copy shortcut may include any subordinate data, so long as 1t
1s not the entity of the original copy. For example, a duplicate
copy shortcut that includes a part of the original copy docu-
ment, such as the table of contents or the cover page, could
also achieve an effect equivalent to that of the present mnven-
tion described above. A duplicate copy shortcut may include
not only a part of the original copy document, but also data
obtained by processing the original copy. Such data includes
a thumbnail 1mage or the abstract of the original copy. Such
subordinate data, 1f included 1n a duplicate copy shortcut,
would allow the client 30 to display the subordinate data
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when the client 30 fails to communicate with the document
management server 10. Even in the absence of the plug-in that
can interpret the duplicate copy shortcut, the client 30 can
display the subordinate data. In this case, the client 30 can
browse the subordinate data 1n order to determine the best
action to take next.

Next, a first modification of the embodiment will be
described below with reference to the drawings.

FIG. 14 1s a diagram showing the general configuration of
a document management system of the first modification. The
first modification differs from the embodiment described
above 1n that a file server 70 1s added. In the system 1n the first
modification, a document management server 10 manages
documents, which have been managed by the file server 70,
according to an instruction from a client 30 on behalf of the
file server 70. The file server 70 manages duplicate copy
shortcuts 1nstead of documents.

FIG. 15 15 a functional block diagram of the file server 70.
A document storage umt 72 stores documents with the
attributes associated therewith. A document replacement unit
74 registers a document, which 1s selected by the client 30
from the documents stored in the document storage unit 72,
into the document management server 10 as an original copy.
The document replacement unit 74 also receives a duplicate
copy shortcut, corresponding to the registered original copy,
from the document management server 10 and registers 1t 1in
a duplicate copy shortcut storage unit 76. The duplicate copy
shortcut storage unit 76 stores duplicate copy shortcuts pro-
vided from the document management server 10.

The following describes, with reference to the flowchart
shown 1n FIG. 16, the processing procedure for document
replacement executed by the document replacement unmt 74
Fig.

The document replacement unit 74 obtains from the docu-
ment storage unit 72 a document selected by the client 30 and
the attribute of the document (5400). More specifically, the
document replacement unit 74 provides to the client 30 a
document selection screen such as that shown in FIG. 17.
That 1s, the document replacement unit 74 provides a list of
documents that are stored 1n the document storage unit 72 and
that can be registered in the document management server 10.
On the document selection screen, the user presses a regis-
tration button 140 corresponding to a document to be replaced
or checks checkboxes 142 corresponding to one or more
documents to be replaced and then presses a group registra-
tion button 144. The client 30 presses the registration button
140 or the group registration button 144 to send 1dentification
information, such as document file names, to the document
replacement unit 74. In response to the recerved identification
information, the document replacement unit 74 obtains the
document (s), selected by the client 30, and the attributes
thereof from the document storage unit 72.

Next, the document replacement unit 74 sends to the docu-
ment management server 10 a document registration request,
including the document and the attribute of the document
(S402). In response to the document registration request, the
document management server 10 1ssues a duplicate copy
shortcut as 1n the embodiment described above and sends 1t to
the file server 70. After that, the document replacement unit
74 recerves the duplicate copy shortcut from the document
management server 10 (S404) and registers it in the duplicate
copy shortcut storage unit 76 (S406).

In this way, a document that has been managed by the file
server 70 1s managed by the document management server 10
as an original copy. The file server 70 manages the duplicate
copy shortcut of a document instead of the document 1tself.
The client 30 can download a duplicate copy shortcut, man-
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aged by the file server 70, to browse the document by use of
the duplicate copy shortcut as i the embodiment described
above.

In the first modification, the client 30 downloads a file from
the file server 70 without worrying about whether the file
managed by the file server 70 1s a duplicate copy shortcut.
When the client 30 opens the downloaded file, the client 30
automatically accesses the document management server 10,
and the document corresponding to the duplicate copy short-
cut 1s displayed on the screen.

The document management server 10 can also manage the
duplicate copy shortcuts managed by the file server 70; that 1s,
the file server 70 can manage which user uses a duplicate copy
shortcut, provided to the file server 70, for browsing a docu-
ment.

In response to a request for a duplicate copy shortcut from
the client 30, the file server 70 can also return a second
duplicate copy shortcut instead of the duplicate copy shortcut.
To do so, the client 30 obtains the duplicate copy ID from the
duplicate copy shortcut, generates a second duplicate copy
shortcut including a new second duplicate copy 1D according
to the method described 1n the above-described embodiment,
and returns 1t to the client. Generating a second duplicate
copy shortcut allows the client 30 to obtain a duplicate copy
shortcut including a different duplicate copy ID each time the
client 30 obtains a duplicate copy shortcut, thus producing
more-detailed dervative relation recording. Although a new
duplicate copy shortcut 1s generated at the time the duplicate
copy shortcut 1s obtained 1n the above description 1n order to
generate more-detailled derivative relation information, the
duplicate copy shortcut managed by the file server 70 may
also be replaced by the new second shortcut after the client 30
has obtained the duplicate copy shortcut. In addition, 1f a
duplicate copy shortcut i1s downloaded a predetermined num-
ber of times, the duplicate copy shortcut may also be replaced
by a new duplicate copy shortcut or may be replaced after a
predetermined time has elapsed; that 1s, on a regular basis.

In the example described above, a document managed by
the file server 70 1s registered 1n the document management
server 10 as an original copy. It 1s also possible that, when a
request to register a new document 1s sent from the client 30
to the file server 70, the document management server 10
manages the document as an original copy and the file server
70 manages the duplicate copy shortcut of the original copy.

Next, a second modification of the embodiment will be
described below with reference to the drawings.

FIG. 18A 15 a diagram showing the general configuration
ol a document management system of the second modifica-
tion. The document management system of the second modi-
fication 1s configured as a so-called pure P2P (Peer-to-Peer)
network. Nodes 80-1, 80-2, 80-3, and so on configured 1n this
way (hereinaiter generally called “node 80 1n cases where
they need not be 1dentified individually) do not act simply as
a document management server 10 or as a client 30, but act as
both of these devices. They are distributed for managing
objects such as documents.

In the embodiments described above, the client 30 requests
the document management server 10 to send a duplicate copy
shortcut corresponding to an original copy that 1s one of the
original copies registered i the document management
server 10 1n advance and that 1s specified by the requesting
user. By contrast, in the second modification, the node 80 also
receives the specification of browsing users from the request-
ing user when the node 80 registers a new document and
1ssues duplicate copy shortcuts to the browsing users when
the node 80 registers the new document to provide the dupli-
cate copy shortcuts to the browsing users. In other words, 1n
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the second modification, 1t 1s not the case that each node 80
searches the registered documents for a document whose
duplicate copy shortcut 1s to be 1ssued. More precisely, in the
second modification, 1f there are users to which a duplicate
copy shortcut 1s to be 1ssued for allowing them to browse a
document, a user registers a document to be browsed in the
node and, at the same time, requests the node to issue a
duplicate copy shortcut and distribute the duplicate copy
shortcut to the browsing users.

In this system, a Chord algorithm, which 1s a type of so-
called distributed hash table, 1s used. The nodes register an
object 1n a node 1n accordance with the hash value of the
object and transiers objects among the nodes. (Reference: Ion
Stoica, Robert Morris, David Karger, M. Frans Kaashoek,
and Hari Balakrishnan, Chord: A Scalable Peer-to-Peer
Lookup Service for Internet Applications, ACM SIGCOMM
2001, San Diego, Calif., August 2001, pp. 149-160).

The node 80 has anode ID that is a hash value generated by

calculating node-specific data (IP address 1n this system) by
means of a known hash function. In this system, SHA-256 1s
used as the known hash function. In the below description,
SHA-256 1s used also for the calculation of a hash value for
other data. A hash value 1s also allocated to each object as a
unmique ID. In this system configured according to Chord, the
entire network 1s defined as a circular virtual space called an
ID circle (Identifier Circle) as shown in FIG. 18B with all
nodes 80 and all objects allocated on the ID circle.
The node 80, to which a hash space corresponding to the
node ID 1s allocated, has objects each having a hash value
included 1n the hash space. The node 80 also has a list of
unique IDs of the objects owned by the node, routing infor-
mation (a so-called finger table), and information on the
neighboring nodes. The routing information contains infor-
mation on the next node to which an inquiry 1s to be forwarded
(sent) when a desired object is not found 1n the node as a result
ol a search for an object.

When a node attempts to register an object in this system
but the unique ID of the object to be registered 1s not included
in the hash space allocated to the node itself, the node refer-
ences the routing information to determine the next node to
which an 1nquiry 1s to be forwarded and sends the object to be
registered to that node. An object can be registered 1n a node
by repeating the sequence of this determination processing.
Similarly, when a node attempts to obtain an object but the
unmique ID of the object to be obtained 1s not registered in the
l1st, the node determines the next node to which an inquiry 1s
to be forwarded and sends the inquiry to that node. The node
repeats this sequence ol determination processing to search
for a node 1n which the object to be obtained 1s stored and
obtains that object from the node which 1t has found as aresult
of the search.

In this system, an object held in the node 80 includes, as
shown 1n FIG. 19, a document 160, original copy meta infor-
mation 180, and duplicate copy meta information 184.

The document 160 1s data of byte strings, and a hash value
generated by performing the hash calculation for the docu-
ment 160 1s a unique ID 162 of the document.

The original copy meta information 180, which 1s an XML
document describing the attribute of the document, describes
the unique ID 162 of the document and other information. The
node 80 references the umique ID included in the original
copy meta mformation; that 1s, the hash value of the docu-
ment, to identily the node in which the document correspond-
ing to the original copy meta information 1s stored. A hash
value obtained by performing the hash calculation for the
original copy meta information 180 1s a umique 1D 182 of the
original copy meta information.
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The duplicate copy meta information 184 1s an XML docu-
ment generated each time the node 80 1ssues a duplicate copy
shortcut 190. The duplicate copy meta information 1s also

generated each time the copied document 1s browsed by use
of the duplicate copy shortcut 190. A unique ID 186 of the
duplicate copy meta information corresponds to a duplicate
copy ID. A hash value generated by performing the hash
calculation for the duplicate copy meta information 1s the
unique 1D 186 of the duplicate copy meta information.

The node 80 uses a unique ID 186-1 for the duplicate copy
ID of a duplicate copy shortcut 190-1 that 1s 1ssued by the
node 80, and a unique ID 186-2 for the duplicate copy ID (for
updating) of a duplicate copy shortcut 190-2 used for brows-
ng.

FIG. 20A shows an example of the data structure of origi-
nal copy meta information. In FIG. 20A, a tag 200 indicates
that this XML document includes original copy meta infor-
mation. The element indicated by a tag 202 describes the file
name of a document associated with the original copy meta
information. The element indicated by a tag 204 describes the
file format of the document. The element indicated by a tag
206 describes the name of the user (user ID) who created the
document. The element indicated by a tag 208 describes the
creation date and time of the document. The element indi-
cated by a tag 210 describes the hash value (unique ID) of the
document.

FIG. 20B shows an example of the data structure of dupli-
cate copy meta information. In FIG. 20B, a tag 300 indicates
that this XML document includes duplicate copy meta infor-
mation. The element indicated by a tag 302 describes the
name of a user who 1ssued the duplicate copy shortcut or who
browsed the document using the duplicate copy shortcut. The
clement indicated by a tag 304 describes the date and time at
which the duplicate copy shortcut was 1ssued or the date and
time at which the user browsed the copied document using the
duplicate copy shortcut. The element indicated by a tag 306
describes the unique ID of the original copy meta information
when the duplicate copy meta information was generated
when the duplicate copy shortcut was generated. Meanwhile,
when the duplicate copy meta information 1s duplicate copy
meta information generated when the user browsed the cop-
ied document using the duplicate copy shortcut, this element
describes the unique 1D (duplicate copy ID) included 1n the
duplicate copy shortcut.

The node 80 maintains and manages the derivative relation
information indicating the derivative relation of the original
copy meta mnformation owned by 1itself as well as the history
information on the original copy meta information. FIG. 21A
1s a diagram showing the derivative relation built by this
system. FI1G. 21B shows an example of the data configuration
of the history information managed by the node 80. As shown
in FIG. 21B, the node 80 associates the duplicate copy 1D of
a duplicate copy shortcut (that 1s, the unique ID of duplicate
copy meta information) 1ssued to original copy meta infor-
mation stored in itself with the user ID (for example, mail
address) of a user to which the duplicate copy shortcut was
1ssued and manages these as the history information. This
information indicates to which user the duplicate copy short-
cut, used when a user browsed the document, was provided.

In this system, when a new document 1s registered, the
node 80 accepts the specification of browsing users of the
document from the user. The node 80 1ssues duplicate copy
shortcuts, one for each specified user, and sends a duplicate

copy shortcut to each browsing user by, for example, e-mail.
With reference to the flowchart shown in FIG. 22, the
processing procedure executed by the node 80 for registering,
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a new document and providing the duplicate copy shortcut
corresponding to the document to browsing users will be
described.

In response to a request from a user for registering a new
document, the node 80 generates the original copy meta infor-
mation on the document (S500) and, in addition, generates
duplicate copy meta information for each browsing user
specified by the request-1ssuing user when the registration
request was 1ssued (S502). Next, the node 80 calculates the
hash values; that 1s, the unique IDs, of the document, the
original copy meta information, and the duplicate copy meta
information (hereinafter, original copy meta information and
duplicate copy meta information are collectively called “meta
information” where they do not need to be distinguished). On
the basis of the calculated unique IDs, the node 80 searches
for the nodes where the document and the meta information
are to be stored and sends the meta information to the nodes
that have been found (S504). Depending upon the values of
the unique IDs, the node 80 may in some cases store the
document or any of the meta information.

In addition, the node 80 1ssues the duplicate copy shortcuts
for the document to be registered, one for each browsing user
(5506). The duplicate copy ID of a duplicate copy shortcut
generated 1n this step 1s the unique ID (hash value) of dupli-
cate copy meta information generated for each browsing user.
Next, the node 80 provides the 1ssued duplicate copy short-
cuts to the browsing users (S508). Furthermore, the node 80
instructs the node, where the original copy meta information
1s stored, to update the derivative relation information and the
history information (5510). The node that receives the update
istruction registers mto the derivative relation information
tree structure data, composed of a parent that 1s the unique 1D
of the original copy meta information and a child that 1s the
unmque 1D of the duplicate copy meta mnformation. The node
also associates the unique ID of the duplicate copy meta
information with the respective browsing user 1Ds and regis-
ters them 1n the history information.

After the processing procedure described above 1s
executed, the new document and the original copy meta infor-
mation on the document are registered 1n any of the nodes. In
addition, duplicate copy meta information on the document 1s
also generated for each browsing user specified by the user,
who 1ssued the registration request, and 1s stored 1n any of the
nodes. And, a duplicate copy shortcut whose duplicate copy
ID 1s the unique 1D of generated duplicate copy meta infor-
mation 1s 1ssued and sent to each browsing user.

With reference to the flowchart shown in FIG. 23, the
processing procedure executed by the node 80 for browsing a
document using a duplicate copy shortcut will be described.

The node 80 obtains the unique ID [1] from the duplicate
copy shortcut selected by the user for browsing (5600),
searches for the node where meta information corresponding,
to the unique ID [1] 1s stored, and obtains meta information
from the node that has been found as the result of search
(5602). Next, the node 80 checks 11 the obtained meta infor-
mation 1s original copy meta mnformation or duplicate copy
meta information (S604). If the result of checking shows that
the meta information 1s original copy meta mnformation (Y in
S606), the node 80 searches for the node where the document
corresponding to the original copy meta information 1s stored
as the original copy on the basis of the unique ID included 1n

the original copy meta information, and obtains a copy of the
document to be browsed from the node that has been found as
a result of search (5608). The node 80 displays the obtained
copied document on the screen (S608).

Next, when the node 80 browses the document, the node 80
generates new duplicate copy meta information in which the
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unique ID [1] 1s described 1n the tag where the hash value 1s
described (S610). In addition, the node 80 calculates the hash
value of the new duplicate copy meta information, searches
tor the node where the new duplicate copy meta information
1s to be stored, using the calculated hash value as the unique
ID [1+1] of the new duplicate copy meta information, and
sends the new duplicate copy meta information to the node
that has been found as the result of search (5612). The node 80
updates the duplicate copy ID of the duplicate copy shortcut,
used for document browsing, with the unique ID [1+1] (S614).
That 1s, the node 80 changes the duplicate copy ID of the
duplicate copy shortcut to the unique ID [1+1]. Furthermore,
the node 80 associates the unique ID [1+1] with the unique 1D
[1] and sends those umique IDs to the node 80 where the
original copy meta information on the document to be
browsed 1s stored (S616). In response to the notification of the
unique IDs, the node updates the derivative relation informa-
tion 1t owns. That 1s, the node adds the unique ID [1+1] as a
child of the unique ID [1].

On the other hand, 11 the type of the obtained meta 1n:
mation that 1s checked 1n S604 1s duplicate copy meta infor-
mation (N 1n S606), the node 80 searches for a node that
includes the meta information corresponding to the umique ID
described in the obtained meta information, obtains new meta
information from the node that 1s found as the result of search
(S618), and again checks the type in S606. The node 80
repeats this processing to obtain the original copy meta infor-
mation.

As described above, the nodes 80 1n the second embodi-
ment are not distinguished clearly as the document manage-
ment server 10 or the client 30, but act as both to perform
distributed management of objects such as documents. The
derivative relation information and the duplicate copy meta
information show which user has i1ssued a duplicate copy
shortcut, which user has browsed a document, and when the
user browsed 1t. The history information, 1f referenced with
the dermvative relation information and the duplicate copy
meta information, shows which user has 1ssued a duplicate
copy shortcut and when the user 1ssued 1t. In addition, the
derivative relation information managed by each node shows
how many duplicate copy shortcuts have been 1ssued for a
document, which duplicate copy shortcut was used to browse
the document, and how many times the document has been
browsed.

There may also be employed a simpler configuration in
which a node does not store the derivative relation informa-
tion or the history information on original copy meta infor-
mation and, when duplicate copy meta information is gener-
ated, no notification 1s sent to the node that stores the original
copy meta information. Even in such a simpler configuration,
the history information, to which the given duplicate copy
shortcut 1s propagated, can be restored by recursively refer-
encing meta imformation.

In one embodiment of the present invention, the document
management server further comprises a document-providing,
unit that recerves an access request for a document, 1dentifies
an original copy ID corresponding to the access request by
referencing a duplicate copy ID specified for the access
request and the derivative relation information, and sends a
document corresponding to the identified original copy ID as
a response to the access request.

According to the present invention, the derivative relation
information shows the dermvative relation between original
copy IDs and duplicate copy IDs. Therefore, for an access
request for which a duplicate copy 1D 1s specified, an original
copy ID associated with the duplicate copy ID can be
uniquely i1dentified by reference to the derivative relation
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information, and the document corresponding to the original
copy ID can be provided to the user who has 1ssued the access
request.

In one embodiment of the present invention, the document-
providing unit generates a new duplicate copy 1D different
from the duplicate copy ID specified for the access request
and sends the new duplicate copy ID, as well as the identified
document, as an updating ID for the duplicate copy 1D spem-
fied for the access request, and the derivative relation infor-
mation management unit adds to the derivative relation infor-
mation a dermvative relation between the duplicate copy 1D
specified for the access request and the new duplicate copy 1D
generated for the duplicate copy ID by the document-provid-
ing unit.

According to the present invention, the document-provid-
ing unit sends a duplicate copy ID for updating, which differs
from the duplicate copy ID specified for the access request, as
a response to the access request, and the dervative relation
information management unit adds to the derivative relation
information a dertvative relation between the duplicate copy
ID specified for the access request and the duplicate copy 1D
tor updating. Therefore, by referencing the dertvative relation
information, a check can be made as to whether the access
was made by the duplicate copy ID provided to the requesting
user. In addition, the duplicate copy ID of the access request
source 1s changed to the duplicate copy ID for updating.
Therefore, even when the access request source distributes
the duplicate copy 1D i1t owns to a third party, a check can be
made as to whether the access request source has 1ssued an
access request using the provided duplicate copy 1D, by
checking whether the duplicate copy ID distributed to the
third party has been updated.

In one embodiment of the present invention, the history
information management unit manages an access request
source specified for the access request and the duplicate copy
ID specified for the access request, by associating the access
request source with the duplicate copy ID.

According to the present invention, the history information
management unit manages an access request source specified
for the access request and a duplicate copy 1D specified for the
access request, by associating the access request source with
the duplicate copy ID. Therelore, by referencing the deriva-
tive relation information in conjunction with the history infor-
mation indicating the relation between the access request
source and the duplicate copy ID, 1t 1s possible to 1dentily
which duplicate copy ID (that is, to which access request
source the duplicate copy ID was 1ssued) was used by the
access request source to access the document.

In one embodiment of the present invention, the document-
providing unit references access condition information indi-
cating an access condition for each duplicate copy 1D, checks
if the duplicate copy ID specified for the access request sat-
1sfies the access condition and, 1f the access condition 1s
satisfied, provides the document as the response to the access
request.

According to the present invention, the document-provid-
ing unit references the access condition mformation and, 1f
the duplicate copy ID specified for the access request satisties
the access condition, provides the document as the response
to the access request. Therefore, access to a document can be
limited by defining a desired access condition according to
the duplicate copy ID specified for the access request.

According to one embodiment of the present ivention,
there 1s provided a document management server which
includes an identification information providing unit that
receives a request to obtain identification information
required for accessing a document from a client, generates the
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identification information for the received request, and sends
the generated 1dentification information to the client; a rela-
tion information management unit that manages relation
information of the requested document and the 1dentification
information generated for the request; and a history informa-
tion management unit that manages information on the client
who has sent the request, associating with the identification
information.

The above-described document management server may
turther include a document-providing unit that recerves an
access request for a document, 1dentifies the document cor-
responding to the access request by referencing identification
information designated by the access request and the relation
information, and sends the identified document as a response
to the access request.

In the above-described document management server, the
document-providing umt may generate new 1dentification
information different from the identification information des-
ignated by the access request and sends the new 1dentification
information, as well as the 1dentified document, as an updat-
ing information for the identification information designated
by the access request. Further, the relation information man-
agement unit may store relation mformation of the identifi-
cation information designated by the access request and the
new i1dentification information.

In the above-described document management server, the
history information management unit may manage imforma-
tion of the client who has sent the access request and the
identification information designated by the access request.

In the above-described document management server, the
identification information providing unit may send access site
information as well as the identification information as the
response to the obtaining request, the access site information
indicating an access site where the document corresponding
to the obtaining request 1s stored.

In the above-described document management server, the
document-providing unit may reference access condition
information idicating an access condition for each identifi-
cation information, checks it the identification information
designated by the access request satisfies the access condition
and, 1f the access condition 1s satisfied, provide the document
as the response to the access request.

In the above-described document management server, the
access condition information may include access request
sources, which are permitted to access the document, for each
identification information. Further, the document-providing
unit may reference the access condition information and, 11 an
access request source of the access request 1s included 1n the
access condition mformation, provide the document as the
response to the access request.

In the above-described document management server, for
identification information which 1s mncluded in the access
condition mnformation and whose associated access request
sources have all already recerved the document, the docu-
ment-providing unit may function to not provide the docu-
ment thereatiter as the response to an access request designat-
ing the 1identification information.

In the above-described document management server, the
access condition information may include a document acces-
sible period for identification information. Further, the docu-
ment-providing unit may reference the access condition
information and, if the access request 1s received during the
accessible period for the identification information desig-
nated by the access request, provide the document as the
response to the access request.

In the above-described document management server, the
access condition information may include a maximum num-
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ber of accesses for a document for identification information.
Further, 1 a number of accesses to a document by the 1denti-
fication information designated by the access request is
smaller than the maximum number of accesses, the docu-
ment-providing umt may provide the document as the
response to the access request.

The above-described document management server may
turther include a document registration unit that receives a
document registration request, generates 1dentification infor-
mation associated with the document, registers the document
in a storage unit associated with the document, and sends the
generated 1dentification information as a response to the reg-
1stration request.

According to another embodiment of the present invention,
there 1s provided a document management system which
includes an identification information providing unit that
receives a request to obtain identification information
required for accessing a document from a client, generates the
identification information for the received request, and sends
the generated 1dentification information to the client; a rela-
tion information management unit that manages relation
information of the requested document and the 1dentification
information generated for the request; and a history informa-
tion management unit that manages information of the client
who has sent the request, associating with the identification
information.

The document management system may further include an
identification information obtaining unit that sends the
request to obtain identification information and receives 1den-
tification information as a response; a document-obtaining
unit that sends a document access request, which designates
the obtained i1dentification information, to obtain a document
assoclated with the i1dentification information; and a docu-
ment-providing unit that receives an access request for a
document, identifies the document corresponding to the
access request by referencing identification information des-
ignated by the access request and the relation information,
and sends the 1dentified document as a response to the access
request.

In the above-described document management system, the
document-providing unit may generate new identification
information different from the identification information des-
1gnated by the access request and sends the new 1dentification
information, as well as the identified document, as an updat-
ing information for the identification information designated
by the access request. The relation information management
unit may store relation information of the identification infor-
mation designated by the access request and the new 1denti-
fication information. The document management system may
further include an identification imnformation changing unit
that changes the 1dentification information designated by the
access request according to the updating information recerved
as the response to the access request.

The above-described document management system may
further include a document registration unit that receives a
document registration request, generates 1dentification infor-
mation associated with the document, registers the document
associated with the 1dentification information, and sends the
generated 1dentification information as a response to the reg-
1stration request; an i1dentification information management
unit that manages 1dentification information mstead of docu-
ments; and an obtaining request response unit that recerves an
obtaining request for a document and sends 1dentification
information of the requested document as a response to the
obtaining request.

According to a further embodiment of the present imnven-
tion, there 1s provided a storage medium readable by a com-
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puter, the storage medium storing a program of instructions
executable by the computer to function as a document man-
agement server. The function includes recerving a request to
obtain identification information required for accessing a
document from a client; generating the identification infor-
mation for the received request; sending the generated 1den-
tification mformation to the client; managing relation infor-
mation ol the requested document and the identification
information generated for the request; and managing infor-
mation of the client who has sent the request associating with
the 1dentification information.

According to a still further embodiment of the present
invention, there 1s provided a storage medium readable by a
computer, the storage medium storing a program of mstruc-
tions executable by the computer to function as a client that
obtains a document via a network. The function includes an
identification information obtaining unit that sends an obtain-
ing request designating a document to be obtained and
obtains the i1dentification information, as a response to the
obtaining request; a document obtaining unit that sends a
document access request, which designates the obtained
identification information, and obtains a document associated
with the identification imnformation and an updating informa-
tion as a response to the access request; and an 1dentification
information changing unit that changes the identification
information designated by the access request, according to
the updating information.

According to another embodiment of the present invention,
there 1s provided a node connected to a Peer-to-Peer network
using a distributed hash table and sharing documents with
other nodes. The node mcludes a document registration unit
that generates first meta information including a hash value of
a document to be registered and sends the document to be
registered and the first meta information to a node where the
document and the first meta information are to be stored: a
shortcut 1ssuance unit that, 1n response to a request for brows-
ing a document, obtains the first meta information corre-
sponding to the document and generates second meta infor-
mation including a hash value of the first meta information,
issues the shortcut including a hash value of the second meta
information, and provides the shortcut to a user who has
requested; a relation information management unit that man-
ages relation information of the first meta information and the
second meta information; and a history information manage-
ment unit that manages iformation of a user to which the
shortcut has been provided and a hash value of the second
meta information included 1n the shortcut.

The node may further include a document-obtaiming unit
that obtains a requested document based on the meta 1nfor-
mation corresponding to a hash value included in the shortcut
and the relation information, generates new meta information
including the hash value included in the shortcut, and changes
the 1identification information in the shortcut to a hash value of
the new meta information. Further, the relation information
management unit may add relation information of the meta
information included 1n the shortcut and the new meta 1nfor-
mation.

According to a further embodiment of the present inven-
tion, there 1s provided a document management server that
manages history iformation on access to documents. The
document management server includes an 1dentification
information providing unit that receives a request to access a
document from a client, and generates identification informa-
tion for the received request; and a history information man-
agement unit that manages information of the requested
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document, the generated identification information, and a
client who has sent a request to access the document based on
the 1dentification information.

According to a still further embodiment of the present
invention, there 1s provided a document management method
which includes recerving a request to obtain identification
information required for accessing a document from a client;
generating the identification information for the recerved
request; sending the generated 1dentification mnformation to
the client; managing relation information of the requested
document and the 1identification information generated for the
request; and managing information of the client who has sent
the request associating with the identification information.

According to a yet further embodiment of the present
invention, there 1s provided a client of a document manage-
ment system. The client includes an 1dentification informa-
tion obtaiming unit that sends the obtaining request to the
document management server and recerves identification
information as a response; a document obtaining unit that
sends a document access request, which designates the
obtained 1dentification information, and obtains a document
associated with the identification information and an updat-
ing mformation as a response to the access request; and an
identification information changing unit that changes the
identification information designated by the access request,
according to the updating information.

The entire disclosure of Japanese Patent Application No.
20035-185934 filed on Jun. 27, 2003, including specification,
claims, drawings, and abstract, 1s incorporated herein by ret-
erence 1n 1ts entirety.

While embodiments which are at present considered to be
preferred embodiments of the invention have been described,
it 15 to be understood that various modifications may be made
thereto, and the appended claims are intended to cover all
such modifications falling within the true spirit and scope of
the mvention.

What 1s claimed 1s:

1. A document management server connected to a network
that receives documents from a client, comprising:

an 1dentification information providing unit that receives a

request for duplicated copy identification information
required for accessing a document from a client, gener-
ates unique duplicated copy 1dentification information
for the recerved request, wherein the generated dupli-
cated copy 1dentification information is not identical to
any already-generated original copy 1dentification infor-
mation and other duplicated copy identification infor-
mation, and sends the generated duplicated copy 1denti-
fication information to the client:

a relation information management unit that manages rela-
tion information between the original copy identifica-
tion information designated by the request and the dupli-
cated copy 1dentification information generated for the
request, the original copy identification information
uniquely 1dentitying the document;

a history information management unit that manages infor-
mation by associating the client who has sent the
request, with the duplicated copy 1dentification informa-
tion generated for the request;

an 1dentification information obtaining unit that send the
request to obtain 1identification information and receives
the generated duplicated copy identification information
as a response;

a document-obtaining umt that sends a document access
request, which designates the obtained duplicated copy
identification information, to obtain a document associ-
ated with the duplicated copy 1dentification information;
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a document-providing unit that recerves an access request
for the document, 1dentifies the original copy 1dentifica-
tion information corresponding to the access request by
referencing the duplicated copy identification informa-
tion designated by the access request and the relation
information, and sends the document 1dentified by the
identified original copy identification information as a
response to the access request; and

an i1dentification immformation changing unit that changes
the 1dentification information designated by the access
request according to the updating information received
as the response to the access request.

2. The document management server according to claim 1,
wherein the history mformation management unit manages
information of the client who has sent the access request and
the original copy 1dentification information designated by the
access request.

3. The document management server according to claim 1,
wherein the identification information providing umt sends
access site information as well as the generated duplicated
copy 1dentification information as the response to the request,
the access site information indicating an access site where the
document corresponding to the request 1s stored.

4. The document management server according to claim 1,
wherein the document-providing unit references access con-
dition information indicating an access condition for each
original copy 1dentification information, checks 1t the origi-
nal copy 1dentification information designated by the access
request satisiies the access condition and, 11 the access con-
dition 1s satisfied, provides the document as the response to
the access request.

5. The document management server according to claim 4,
wherein the access condition information includes access
request sources, which are permitted to access the document,
for each original copy identification information, and the
document-providing umt references the access condition
information and, 1f an access request source of the access
request 1s included 1n the access condition information, pro-
vides the document as the response to the access request.

6. The document management server according to claim 5,
wherein the document-providing unit does not provide, for
original copy identification information which 1s included 1n
the access condition information and whose associated access
request sources have all already received the document, the
document thereafter as the response to an access request
designating the original copy 1dentification information.

7. The document management server according to claim 4,
wherein the access condition mformation includes a docu-
ment accessible period for original copy identification infor-
mation, and the document-providing umt references the
access condition mformation and, 1f the access request 1s
received during the accessible period for the original copy
identification mmformation designated by the access request,
provides the document as the response to the access request.

8. The document management server according to claim 4,
wherein the access condition information includes a maxi-
mum number of accesses for a document for original copy
identification information, and if a number of accesses to a
document by the original copy identification information des-
ignated by the access request 1s smaller than the maximum
number of accesses, the document-providing unit provides
the document as the response to the access request.

9. The document management server according to claim 1,
turther comprising a document registration unit that receives
a document registration request, generates identification
information associated with the document, registers the docu-
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ment 1n a storage unit associated with the document, and
sends the generated 1dentification information as a response
to the registration request.

10. A document management system comprising:

a Processor;

an 1dentification information providing unit that receives a
request for duplicated copy identification information
required for accessing a document from a client, gener-
ates unique duplicated copy 1dentification information
for the received request, wherein the generated dupli-
cated copy 1dentification information is not 1identical to
any already-generated original copy 1dentification infor-
mation and other duplicated copy identification infor-
mation, and sends the generated duplicated copy 1denti-
fication information to the client:;

a relation information management unit that manages rela-
tion information between the original copy identifica-
tion information designated by the request and the dupli-
cated copy 1dentification information generated for the
request, the original copy 1dentification information
uniquely identifying the document;

a history information management unit that manages infor-
mation by associating the client who has sent the
request, with the duplicated copy 1dentification informa-
tion generated for the request;

identification information obtaining unit that send the
request to obtain 1dentification information and receives
the generated duplicated copy 1dentification information
as a response;

a document-obtaining umt that sends a document access
request, which designates the obtained duplicated copy
identification information, to obtain a document associ-
ated with the duplicated copy 1dentification information;

a document-providing unit that recerves an access request
for the document, 1dentifies the original copy 1dentifica-
tion 1nformation corresponding to the access request by
referencing the duplicated copy identification informa-
tion designated by the access request and the relation
information, and sends the document 1dentified by the
identified original copy i1dentification information as a
response to the access request; and

an 1dentification information changing unit that changes
the 1dentification information designated by the access
request according to the updating information recerved
as the response to the access request.

11. The document management system according to claim

10, further comprising:

a document registration unit that recetves a document reg-
istration request, generates identification information
associated with the document, registers the document
associated with the identification information, and sends
the generated 1dentification information as a response to
the registration request;

an 1dentification information management unit that man-
ages 1dentification information instead of documents;
and

an obtaining request response unit that receives an obtain-
ing request for a document and sends identification
information of the requested document as a response to
the obtaining request.

12. A storage medium readable by a computer, the storage
medium storing a program of 1nstructions executable by the
computer to function as a document management server, the
function comprising:

causing a document management server to receive a
request for duplicated copy 1dentification information
required for accessing a document from a client;
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causing a document management server to generate unique
duplicated copy identification information for the
received request, wherein the generated duplicated copy
identification information 1s not identical to any already-
generated original copy i1dentification information and
other duplicated copy 1dentification information;

causing a document management server to send the gener-
ated duplicated copy 1dentification mmformation to the
client;

causmg a document management server to manage relation

information between the original copy identification
information designated by the request and the duplicated
copy 1dentification information generated for the
request, the original copy identification information
umquely 1dentitying the document;

causing a document management server to manage infor-

mation by associating the client who has sent the request
with the duplicated copy 1dentification information gen-
erated for the request;

causing a document management server to receive an

access request for the document;

causing a document management server to i1dentity the

original copy 1dentification imnformation corresponding
to the access request by referencing the duplicated copy
identification information designated by the access
request and the relation information; and

causing a document management server to send the docu-

ment 1dentified by the identified original copy 1dentifi-
cation information as a response to the access request.

13. A storage medium readable by a computer, the storage
medium storing a program of instructions executable by the
computer to function as a client that obtains a document via a
network, the function comprising:

causing an identification information obtaining unit to send

an obtaining request designating a document to be
obtained and to obtain unique duplicated copy 1dentifi-
cation information, as a response to the obtaining
request, the unique duplicated copy 1dentification nfor-
mation 1s not 1identical to any already-generated original
copy identification information and other duplicated
copy 1dentification information;

causing a document obtaining unit to send a document

access request, which designates the obtained unique
duplicated copy 1dentification information, and to obtain
a document associated with the unique duplicated copy
identification information and an updating information
as a response to the access request;

causing an identification information changing unit to

change the unique duplicated copy identification infor-
mation designated by the access request, according to
the updating information; and

causing a document-providing unit to receive an access

request for a document, identifies original copy 1denti-
fication information corresponding to the access request
by referencing the duplicated copy 1dentification infor-
mation designated by the access request and the relation
information, and sends the document identified by the
identified original copy 1dentification information as a
response to the access request.

14. A document management server that manages history
information on access to documents connected to a network
that recerves the documents from a client, the document man-
agement server comprising:

an 1dentification information providing unit that receives a

request for duplicated copy identification information
required for accessing a document from a client, gener-
ates the unique duplicated copy 1dentification informa-
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tion for the received request, wherein the generated
duplicated copy 1dentification information 1s not identi-
cal to any already-generated original copy 1dentification
information and other duplicated copy identification
information;

a history information management unit that manages infor-
mation by associating the client who has sent the request
with the duplicated copy identification information gen-
erated for the request;

an 1dentification information obtaining unit that send the
request to obtain 1identification information and receives
the generated duplicated copy identification information
as a response;

a document-obtaining unit that sends a document access
request, which designates the obtained duplicated copy
identification information, to obtain a document associ-
ated with the duplicated copy 1dentification information;

a document-providing unit that recerves an access request
for the document, 1dentifies the original copy 1dentifica-
tion information corresponding to the access request by
referencing the duplicated copy identification informa-
tion designated by the access request and the relation
information, and sends the document 1dentified by the
identified original copy identification information as a
response to the access request; and

an 1dentification information changing unit that changes
the 1denfification mnformation designated by the access
request according to the updating information recerved
as the response to the access request.

15. A document management method comprising:

recerving a request for duplicated copy 1dentification infor-
mation required for accessing a document from a client;

generating unique duplicated copy 1dentification informa-
tion for the recerved request, wherein the generated
duplicated copy 1dentification information is not identi-
cal to any already-generated original copy 1dentification
information and other duplicated copy identification
information;

sending the generated duplicated copy 1dentification infor-
mation to the client;

managing relation information between the original copy
identification information designated by the request and
the duplicated copy 1dentification information generated
for the request, the original copy 1dentification informa-
tion uniquely 1dentitying the document;

managing information by associating the client who has
sent the request with the duplicated copy 1dentification
information generated for the request;

recerving an access request for the document;

identifying the original copy identification information
corresponding to the access request by referencing the
duplicated copy i1dentification information designated
by the access request and the relation information; and

sending the document 1dentified by the identified original
copy identification information as a response to the
access request.

16. A client of a document management system, the client

comprising:

an 1dentification information obtaining unit that sends the
obtaining request to the document management server
and receives umique duplicated copy 1dentification infor-
mation as a response, the unique duplicated copy 1den-
tification information 1s not identical to any already-
generated original copy 1dentification information and
other duplicated copy 1dentification information;

a document obtaining unit that sends a document access
request, which designates the obtaimned unique dupli-
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cated copy identification information, and obtains a
document associated with the unique duplicated copy
identification information and an updating information
as a response to the access request;

an i1dentification imformation changing unit that changes
the 1dentification information designated by the access
request, according to the updating information; and

a document-providing unit that recerves an access request

for a document, identifies original copy i1dentification

30

information corresponding to the access request by ref-
erencing the duplicated copy 1dentification information
designated by the access request and the relation infor-
mation, and sends the document 1dentified by the 1den-
tified orniginal copy identification information as a
response to the access request.
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