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USING LAYER TWO CONTROL PROTOCOL
(L2CP) FOR DATA PLANE MPLS WITHIN AN
L2 NETWORK ACCESS NODE

This application claims the benefit of U.S. Provisional
Application Ser. No. 60/843,202, filed Sep. 8, 2006, the entire
content of which is incorporated herein by reference.

TECHNICAL FIELD

The invention relates to computer networks and, more par-
ticularly, to engineering traific flows within computer net-
works.

BACKGROUND

Routing devices within a network, often referred to as
routers, maintain routing information that describes available
routes through the network. Upon recerving an mmcoming,
packet, the router examines information within the packet and
forwards the packet in accordance with the routing informa-
tion. In order to maintain an accurate representation of the
network, routers exchange routing information in accordance
with one or more defined routing protocol, such as the Border
Gateway Protocol (BGP).

The term “link™ 1s often used to refer to the connection
between two devices on anetwork. The link may be a physical
medium, such as a copper wire, a coaxial cable, any of a host
of different fiber optic lines or a wireless connection. In
addition, network devices may define “virtual” or “logical”
links, and map the virtual links to the physical links. As
networks grow 1n size and complexity, the traific on any given
link, including peering links, may approach a maximum
bandwidth capacity for the link, thereby leading to congestion
and loss.

Multi-Protocol Label Switching (MPLS) 1s a mechanism
used to engineer trailic patterns within Internet Protocol (IP)
networks. MPLS may be viewed as a protocol that allows
packet-based networks to emulate certain properties of a cir-
cuit-switched network. By utilizing MPLS, a source device
can request a path through a network to a destination device,
1.€., a Label Switched Path (LSP). An LSP defines a distinct
path through the network to carry MPLS packets from the
source device to a destination device. Each router along an
LSP allocates a label and propagates the label to the closest
upstream router along the path for use 1n forwarding MPLS
packets along the path. Routers along the path cooperatively
perform MPLS operations to forward the MPLS packets
along the established path.

MPLS operates at an OSI Model layer that 1s generally
considered to lie between traditional definitions of Layer 2
(1.e., the data link layer) and Layer 3 (1.e., the network layer),
and thus 1s often referred to as a “Layer 2.5” protocol. For
example, MPLS requires use of Layer 3 routing information
and other Layer 3 services with respect to traific engineering,
path selection and construction, but may also utilize Layer 2
SErvices.

SUMMARY

In general, the invention 1s directed towards techniques for
forwarding data from a layer two (L2) access node 1nto a
Multi-Protocol Label Switching (MPLS) aggregation net-
work using MPLS labels. For example the techniques may be
readily used for forwarding subscriber frames from L2 net-
work access nodes mto an MPLS aggregation network pro-
vided by a service provider using MPLS labels. Moreover, as
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2

described herein, the L2 access nodes (1.¢., access devices that
operate within the second layer of the OSI network stack)
may implement a “light” or “thin” version of MPLS by imple-
menting certain MPLS functions in a forwarding plane (1.¢.,
data plane) of the nodes without fully implementing the L3
portions of the MPLS protocol within a control plane of the
nodes. In this manner, the L2 access nodes, which typically
are not configured to support network protocols that operate
above the second layer of the network stack, may operate to
inject MPLS ftraffic into an MPLS network without being
reconiigured to fully implement the MPLS protocol.

For example, access nodes of a service provider (SP) net-
work may be configured to implement MPLS functionality in
the data plane, 1.e., the hardware and software components
handling data forwarding. However, the access nodes need
not implement an MPLS signaling protocol in the control
plane, 1.e., the hardware and software components that pro-
vide an operating environment for execution of routing and
other protocols for communication with peer devices.

In certain embodiments, the access nodes forward sub-
scriber frames from subscribers to an access provider edge
device (“A-PE”) using MPLS labels istead of Virtual Local
Area Network (VLAN) tags to indicate the forwarding path
through the MPLS aggregation network. VLANs are used
where the access node interface 1s an Ethernet interface. As a
result, VL ANSs need not be configured in the access network.
This may avoid 1ssues associated with current service pro-
vider networks thatuse MPLS in the service provider domain,
but are forced to configure VL ANSs 1n the access network to
distinguish between services or customers. In other words,
the techniques for use of certain MPLS services within the
data plane of the 1.2 access devices may allow SP networks to
avold the overhead and resources necessary to manage both

Ethernet VLAN and MPLS forwarding for broadband cus-
tomers.

In certain embodiments, subscriber labels that distinguish
the subscriber access lines and MPLS labels that indicate the
torwarding paths through the MPLS network are distributed
by access nodes as “upstream assigned” labels. That 1s, the
labels are assigned as close to the subscribers as possible, 1n
particular, at an L2 access node device. For example, 1in one
embodiment the access nodes provide an interface by which
an administrator or software agent may define and maintain
pools of subscriber labels and MPLS labels for use in the
forwarding plane. In this embodiment, the access nodes may
autonomously allocate the subscriber labels to subscriber
devices that request broadband services from a Broadband
Services Router (BSR) or other device within the SP network.
In another embodiment, the BSR or other device within the
SP network may configure and control allocation of the sub-
scriber labels and MPLS labels on the access nodes via a
protocol by which a layer three (I.3) device controls provision
of layer two (L2) functionality by an L2 device, such as the
Layer Two Control Protocol (L2CP), also known as the
Access Node Control Protocol (ANCP). In either case, the
access nodes need not fully implement the MPLS protocol
within the control place of the access nodes.

In one embodiment, a method comprises receiving con-
figuration information on a layer two (LL2) network device via
an L.2 control protocol that allows a layer three (I3 ) network
device to control provision of L2 functionality by the L2
network device, wherein the configuration information speci-
fies a set of Multi-Protocol Label Switching protocol (MPLS)
labels. The method also includes applying the MPLS labels 1n
a data plane of the L2 network device to encapsulate L2 data
within MPLS packets and output the MPLS packets from the
[.2 device to an MPLS network.
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In another embodiment, a layer two (L2) network device
comprises a set of Multi-Protocol Label Switching protocol
(MPLS) labels applied by the L2 network device 1n the data
plane of the L2 network device to output MPLS packets to an
MPLS network, and an .2 control protocol that allows a layer
three (L3) device to control provision of L2 functionality by
the L2 network device, wherein set of MPLS labels 1is
dynamically configured by the L3 device via the L2 control
protocol.

In a further embodiment, a system comprises a plurality of
subscriber devices that request network services and an
access node network device that receives the requests for
network services from the plurality of subscriber devices, and
torwards the requests as MPLS packets to a Multi-Protocol
Label Switching (MPLS) network. The system also includes
a broadband services router that receives the requests via the
MPLS network, and configures the access node network
device to include a set of MPLS labels via a layer two (LL2)
control protocol that allows the broadband services router to
control provision of L2 functionality by the access node net-
work device. The access node applies the MPLS labels 1n the
data plane to output the MPLS packets to the MPLS network.

In yet another embodiment, a computer-readable medium
comprising instructions for causing a programmable proces-
sor to receive configuration information on a layer two (LL2)
network device via an L2 control protocol that allows a layer
three (LL3) network device to control provision of L2 func-
tionality by the L2 network device, wherein the configuration
information specifies a set of Multi-Protocol Label Switching
protocol (MPLS) labels, and apply the MPLS labels 1n a data
plane of the L.2 network device to encapsulate .2 data within
MPLS packets and output the MPLS packets from the L2
device to an MPLS network.

The techniques of the imnvention may provide one or more
advantages. For example, by running MPLS 1n only the data
plane of the access nodes, a service provider network may
employ MPLS-only forwarding in the SP domain. This may
simplity the SP network, since only MPLS labels need be
managed for connectivity between devices within the SP
network. Where the BSR connects directly to the MPLS
network with an interface running MPLS, using MPLS-only
forwarding may also simplify BSR subscriber interfaces,
since VLANS need no longer be used for differentiating
between different subscribers on an access node.

The techniques may also allow extension of failover
schemes to the access node. For example, fault detection on
the access node can allow a global switchover to a backup
interface or path. The same encapsulation can be used on the
backup interface, and the same pseudowire from the backup
A-PE may be used with L2VPN dual-homing. As another
example, the invention utilizes the extensibility of MPLS
labels, due to increased number space and local significance.
Moreover, SP-level operations and management (OAM) may
be based solely on MPLS OAM.

The techmques may allow for a clear demarcation between
subscriber 1.2 domain and the SP domain, since subscriber
frames can be encapsulated in MPLS packets by the access
node. By use of the techniques, there 1s no requirement to
learn the source MAC address of subscriber originated Eth-
ernet frames for purposes of populating a forwarding table 1n
any device, thereby potentially reducing risks associated with
Ethernet-based attacks on the SP network. Further, the use of
MPLS 1n only the data plane may result 1n a simpler access
node and may reduce port costs relative to access nodes
configured to fully support MPLS. The techniques may also
reduce operating expenses, by not having to manage an
MPLS network with an order of magnitude more devices,
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4

relative to an MPLS network 1n which access nodes are con-
figured to fully support MPLS. The techniques may provide
flexibility to deploy new access technologies without 1mpos-
ing a highly complex set of requirements on the new access
nodes.

The details of one or more embodiments of the mvention
are set forth 1n the accompanying drawings and the descrip-
tion below. Other features, objects, and advantages of the

invention will be apparent from the description and drawings,
and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a block diagram illustrating an example broad-
band networking environment 1n which multi-protocol label
switching (MPLS) forwarding 1s used 1n a service provider
(SP) domain for connectivity between a broadband services
router (BSR) and an access node (AN).

FIG. 2 1s a block diagram 1llustrating an example AN that
maintains a pool of labels and autonomously allocates the
labels to subscriber access lines.

FIG. 3 1s a block diagram 1illustrating an example BSR that
provides broadband services to access nodes via an MPLS
network.

FIG. 4 1s a flowchart illustrating an exemplary method of
configuring the pool of labels on the AN.

FIG. 5 1s a block diagram 1llustrating an example AN that
receives an assigned pool of labels via a protocol that allows
a layer three (IL3) device to control provision of layer two (LL2)
functionality by a L2 device.

FIG. 6 1s a block diagram 1illustrating an example BSR that
dynamically allocates the pool of labels to the AN of FIG. 5
via the layer two control protocol, and provides broadband
services to access nodes via an MPLS network.

FIG. 7 1s a flowchart 1llustrating an exemplary method of
configuring the pool of labels on the AN.

FIG. 8 1s a flowchart 1illustrating exemplary operation of
network devices 1n the broadband networking environment
forwarding a subscriber request from the subscriber to the
BSR.

FIG. 9 1s a flowchart illustrating exemplary operation of
network devices 1n the broadband networking environment
forwarding a response to the subscriber request from the BSR
to the subscriber.

DETAILED DESCRIPTION

FIG. 1 15 a block diagram illustrating an example broad-
band networking environment 10 in which multi-protocol
label switching (MPLS) forwarding may be used 1n a service

provider (SP) domain for connectivity between a broadband
services router (BSR) 12 and access nodes 14A-14C (collec-

tively, ANs 14). BSR 12 1s a layer three (LL3) network device
that provides broadband network services to subscriber
devices 18A-18N (collectively, subscriber devices 18). For
example, BSR 12 may be a router, a Broadband Remote
Access Server (B-RAS), or a Broadband Network Gateway
(BNG). ANs 14 are layer two (L.2) network devices, such as
switches or access multiplexers, e.g., Digital Subscriber Line
Access Multiplexers (DSLAMs) or Cable Modem Termina-
tion Systems (CMTSs). As another example, ANs 14 may be
access nodes for mobile-based networks or 3G cellular net-
works. As shown 1in FIG. 1, ANs 14 and Access-Provider
Edge (A-PE) devices 16A-16B (collectively, A-PEs 16)
couple subscriber devices 18 to MPLS aggregation network
20. Subscriber devices 18 may be, for example, personal
computers, servers, laptop computers, handheld computers,
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personal digital assistants (PDAs), cellular telephones, wire-
less communication devices, or network-enabled appliances,
such as digital television set-top boxes.

For exemplary purposes, network 20 1s described 1n refer-
ence to an MPLS aggregation network. MPLS aggregation
network 20 may be an autonomous system associated with a
Service Provider (SP) that provides multimedia services to
subscribers associated with subscriber devices 18, 1.e., an SP
network. ANs 14, A-PEs 16, BSR 12, and MPLS aggregation
network 20 may comprise an SP domain. Although not illus-
trated, MPLS aggregation network 20 may be coupled to one
or more networks administered by other providers, and may
thus form part of a large-scale public network infrastructure,
¢.g., the Internet.

Subscriber devices 18 are coupled to ANs 14 of the SP
domain via access lines 19A-19N (collectively, access lines
19). The SP domain uses BSR 12 to provide a variety of
multimedia services to the subscribers associated with sub-
scriber devices 18. For example, the SP domain may allow the
subscribers to recetve multicast streams on subscriber devices
18 via BSR 12. For example, the SP domain makes multicast
streams available to the subscribers, and the subscribers
request and recerve multicast streams on their associated sub-
scriber devices 18. Multicast streams may include, for
example, video, audio, data, voice, or any combination
thereof. The SP domain may also use BSR 12 to provide
packet transmission according to a Quality of Service (QoS)
class for particular unicast packet flows, such as Voice over
Internet Protocol (VoIP) calls, for the subscribers. As another
example, the SP domain may use BSR 12 to manage service
profiles that vary from subscriber to subscriber. A service
profile may define a one or more general Quality of Service
(QoS) classes for all nbound or outbound packet traflic for a
particular customer.

BSR 12 maimtains multicast filter information that
describes how recerved multicast packets should be repli-
cated and forwarded to one or more of subscriber devices 18.
BSR 12 updates multicast filter information based on mes-
sages recerved from subscriber devices 18 that indicate a
desire to jo1n or leave multicast groups, 1.€., to recerve or stop
receiving multicast streams. For example, when a subscriber
associated with subscriber device 18A requests a multicast
stream, subscriber device 18A sends a multicast join mes-
sage, €.g2. an Internet Group Management Protocol (IGMP)
host membership report requesting membership in the mul-
ticast group associated with the requested multicast stream, to
aneighboring router, 1.¢., BSR 12. Asan .2 device, 1.e., a data
link layer device, AN 14A forwards the join message to BSR
12 via the MPLS aggregation network. AN 14 A may imple-
ment an L2 IGMP snooping function or similar to detect
membership state and implement a multicast replication
function. This function may be transparent to BSR 12.

BSR 12 may act as a B-RAS or a Broadband Network
Gateway (BNG) for subscriber devices 18. Consequently,
BSR 12 may authenticate the subscriber associated with sub-
scriber device 18A, and determine whether the subscriber 1s
authorized to receive the multicast stream. A server 22 avail-
able within SP domain may store information identifying
subscribers and indicating what multicast streams the sub-
scribers are authorized to recerve. When a subscriber associ-
ated with one of subscriber devices 18 logs on or otherwise
activates 1ts multimedia service account, BSR 12 may query
server 22 to authenticate the subscriber and receive authori-
zation information for the subscriber. Server 22 may, for
example, be a Remote Authentication Dial-In User Service
(RADIUS) server. BSR 12 1s a layer three (LL3) network
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model, 1.e., the network layer. Access nodes 14 are layer two
(L2) network devices that operate within the second layer of
the OSI reference model, 1.e., the data link layer.

The techniques of the mvention allow ANs 14 to forward
subscriber frames through MPLS aggregation network 20
encapsulated in MPLS packets, 1.¢., packets conforming to
the MPLS protocol, using MPLS labels. Moreover, access
nodes 14 may implement a “light” or “thin” version of MPLS
by implementing certain MPLS functions 1n a forwarding
plane (1.e., data plane) of the access nodes 14 without fully
implementing the L3 portions of the MPLS protocol within a
control place of access nodes 14. In this manner, the L2 access
nodes 14, which typically are not configured to support net-
work protocols that operate above the second layer of the
network stack, may operate to inject MPLS traffic into MPLS
aggregation network 20 without being reconfigured to fully
implement the MPLS protocol.

In this example, ANs 14 implement MPLS 1n the data plane

to forward subscriber frames from subscriber devices 18 to
A-PEs 16 using MPLS labels mstead of VLAN tags to indi-
cate the forwarding path through the MPLS aggregation net-
work. ANs 14 indicate which subscriber device 18 1s request-
ing the services by allocating a subscriber label that
designates the access line 19 associated with the subscriber
device 18, and attaching the subscriber label to the subscriber
frames. Although generally used to describe labels that indi-
cate the forwarding path through the MPLS aggregation net-
work, the term “MPLS label” may also encompass the “sub-
scriber label” that identifies the subscriber in relation to a
specific access node.
ANs 14 may be configured to store pools of subscriber
labels, from which ANs 14 may allocate specific subscriber
labels to specific access lines 19. In a first embodiment, ANs
14 provide an interface by which an administrator or software
agent may define and maintain pools of subscriber labels and
MPLS labels for use 1n the forwarding plane. The pools of
subscriber labels may be predefined, 1.e., are not dynamically
installed using MPLS signaling 1n the control plane. In this
embodiment, ANs 14 autonomously allocate the subscriber
labels to the access lines 19, and the allocation may not be
coordinated across the ANs 14. In a second embodiment, the
subscriber label pools are dynamically configured on ANs 14
by BSR 12 via a protocol that allows an L3 device to control
provision of L2 functionality by an L2 device. For example,
BSR 12 may configure ANs 14 using a protocol such as the
Layer Two Control Protocol (L2CP), also known as the
Access Node Control Protocol (ANCP). In the second
embodiment, an administrator may configure BSR 12 by
speciiying L2CP connections for which BSR 12 should
assign pools of subscriber labels. BSR 12 then assigns a
non-overlapping range of subscriber labels to each AN 14
associated with the specified L2CP connections. Although
the second embodiment 1s described below with respect to
[.2CP, any protocol that allows an .3 device (e.g., BSR 12) to
control provision of L2 functionality by an L2 device (e.g.,
ANs 14) may be used. In any case, however, ANs 14 need not
tully implement the MPLS protocol within the control plane
of the access nodes. That 1s, access nodes 14 need not execute
the L3 portions of the MPLS protocol to negotiate LSPs and
distribute and/or receive label to/from downstream devices,
such as A-PEs 16 and BSR 12. Examples of the L3 portions of
the MPLS protocol that need not be implemented in the
control plane of ANs 14 include the L3 signaling portions of
MPLS that utilize or exchange routing information with peer
L3 devices.

In operation, AN 14 A recetves a request for services (e.g.,
multicast transmissions) from subscriber device 18B, which
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may be a subscriber frame. If AN 14A has not previously
recetved communications from subscriber device 18B, AN
14 A allocates a new subscriber label to the subscriber device
18B (i1.e., to access line 19B over which the request was
received) from the subscriber label pool configured by one of
the methods described above. AN 14 A attaches the subscriber
label to the subscriber frame, and encapsulates the frame 1n an
MPLS packet, adding a turther MPLS label that indicates a
BSR that provides access to the service with which the frame
1s associated, and which by implication indicates the path by

which the subscriber frame should be forwarded through
MPLS aggregation network 20. AN 14A sends the MPLS
packet to A-PE 16A, which swaps the outer MPLS label with
a pseudowire label, and forwards the packet along an MPLS
pseudowire (indicated as dashed lines in F1G. 1) to BSR 12. In
this manner, MPLS may be used throughout the SP domain
for forwarding from ANs 14 to BSR 12, while requiring
implementation of MPLS 1n only the data plane of ANs 14.

The configuration of network environment 10 illustrated in
FIG. 1 1s merely exemplary. For example, MPLS aggregation
network 20 may include more than one BSR 12. As another
example, A-PEs 16 may be coupled to any number of ANs
14 A. Further, switches 24 may each be coupled to any number
of subscriber devices 26. MPLS aggregation network 20 may
include additional devices, such as routers and switches (not
shown), to route packets across MPLS aggregation network
20.

FIG. 2 1s a block diagram illustrating an example AN 24
that maintains a pool of subscriber labels and autonomously
allocates the labels to subscriber access lines 1n accordance
with one embodiment of the imnvention. AN 24 may be, for
example, a DSLAM, CMTS, or Ethernet bridge, as described
above. AN 24 includes IFCs 26 that receive and send tlows of
ATM cells or Ethernet frames via links 28 and 29, respec-
tively. AN 24 1s logically represented as being separated 1into
a control plane 32 (1.e., the hardware and soitware compo-
nents that provide an operating environment for protocols for
communication with peer devices) and a data plane 42 (i.e.,
the hardware and software components handling data for-
warding).

In accordance with one embodiment of the invention, an
administrator configures AN 24 via user interface 34. The
administrator may configure or update subscriber label pool
38 to assign a pool of subscriber labels from which AN 24
may draw to allocate labels to subscriber devices 18. The
administrator may also configure forwarding label pool 44
via user interface 34. Forwarding label pool 44 may contain
MPLS labels that are associated with particular services or
paths through MPLS aggregatlon network 20.

In general, AN 24 receives cells or frames from network
links 28, and forwards the cells or frames via network links 29
based on information contained in the header of the cells,
frames, or encapsulated packets. More specifically, upon
receiving an inbound cell or frame, a respective one of IFCs
26 relays the cell or frame to a control unit 30. Control unit 30
identifies an appropriate outbound link 29 on which to for-
ward the recetved cell or frame by comparing information in
the header of the cell or frame to forwarding information 36
maintained by control unit 30. In some cases, control unitmay
reencapsulate, 1.e. modity the header, of the cell or frame to
torward the cell or frame to a particular path through MPLS

aggregation network 20 indicated by the forwarding informa-
tion 36.

Service deliminator 46 examines the received frame to
determine a characteristic associated with the request, such as
atype ol service requested by the subscriber device 18. Based
on the characteristic associated with the request, service
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deliminator 46 selects a forwarding label, e.g., an MPLS
forwarding label, from forwarding label pool 44. The MPLS
forwarding label indicates a path through MPLS aggregation
network 20 to a particular BSR 12. Different BSRs may be
associated with different services, such as voice, video, audio,
and data. Moreover, different BSRs may be assoc1ated w1th
different types of service, such as residential service or busi-
ness service. For example, service deliminator 46 may deduce
the appropriate MPLS label value based on the configuration
of the access line 19 on AN 24. Although illustrated as resid-
ing in the data plane, in some aspects service deliminator 46
and forwarding label pool 44 may form a part of the control
plane. For example, service deliminator 46 may act based on
configured control plane information that defines services
and forwarding labels.

When a frame 1s recerved from a subscriber device 18 for
which AN 24 does not have an entry 1n forwarding informa-
tion 36, label allocator 40 allocates a label from subscriber
label pool 38 to the subscriber device 18 (1.e., to the access
line 19 associated with the subscriber device 18). The sub-
scriber label uniquely 1dentifies the subscriber device 18 with
respect to access node 24. Label allocator 40 updates for-
warding information 36 to associate the allocated subscriber
label with the subscriber device 18. In this manner, access
node 24 autonomously allocates labels to subscriber devices
18 from a pool of subscriber labels. Control unit 30 forms the
subscriber frames into a packet and adds the subscriber label
selected by label allocator 40 and the MPLS label selected by
service deliminator 46 to the frame received from subscriber
device 18. Control unit 30 may also add an Ethernet header or
other header. Packet forwarding engine 48 forwards the
packet to an A-PE 16 via the appropnate outbound link 29.

Control unit 30 may include one or more microprocessors,
DSPs, ASICs, FPGASs, or other logic circuitry. Control unit 30
may include memory (not shown) that stores computer-read-
able program 1nstructions that cause control unmt 30 to per-
form the functions ascribed to 1t herein. The memory may
include any magnetic, optical, or electrical media, such as a
RAM, ROM, hard disk, CD-ROM, or EEPROM. Control unit
30 may maintain subscriber label pool 38, forwarding label
pool 44, and forwarding information 36 in memory in the
form of one or more tables, databases, link lists, radix trees,
databases, flat files, or any other data structures.

FIG. 3 1s a block diagram 1llustrating an example BSR 50
that provides broadband services to subscriber devices 18 via
MPLS aggregation network 20. BSR 50 includes interface
cards 52 that send and receive packet flows via network links
54 and 55, respectively. IFCs 52 are typically coupled to
network links 54, 35 via a number of interface ports (not
shown). BSR 50 may include a chassis (not shown) having a
number of slots for recerving a set of cards, including IFCs 52.
Each card may be inserted into a corresponding slot of a
chassis for electrically coupling the card to a control unit 56
via a bus, backplane, or other electrical communication
mechanism. BSR 50 may be, for example, a B-RAS, a BNG,
or other routing device.

In general, BSR 50 recetves inbound packets from network
links 54, determines destinations for the recerved packets, and
outputs the packets on network links 55 based on the desti-
nations. More specifically, upon recerving an inbound packet
via one of inbound links 354, a respective one of IFCs 52 relays
the packet to control unit 56. Inresponse, control unit 56 reads
a block of data from the packet, referred to as the “key,” which
may include an IP address of the destination for the packet,
and forwards the packet based on the key. BSR 50 may also
implement a number of subscriber management functions
betore forwarding inbound packets.
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BSR 50 maintains routing information (not shown) that
describes the topology of MPLS aggregation network 20, 1.e.,
the routes through MPLS aggregation network 20. BSR 50
exchanges routing information with other routing devices
within MPLS aggregation network 20, thereby learming
routes through the network. BSR 50 may exchange informa-
tion with other routing devices 1n accordance with one or
more signaling protocols 58, such as the Border Gateway
Protocol (BGP) routing protocol 58 A, the Label Distribution
Protocol 58B, and the Resource Reservation Protocol with
Traffic Engineering Extensions (RSVP-TE) 58C. BSR 50
may include other signaling protocols 58 not shown.

Control unit 56 generates forwarding information 60 based
on routing information and subscriber management informa-
tion. For example, control unit 56 may determine forwarding
information for a given subscriber by configuration informa-
tion or reactively upon setup of a subscriber session, 1 con-
junction with routing information. Control unit 56 selects
routes for packets, e.g., determines which output links 55 on
which to forward the packets, by comparing the keys of the
packets to forwarding information 60. Forwarding informa-
tion 60 includes information identifying a next hop and an
associated output interface to which to forward packets that
match a particular key. In the example of FIG. 3, forwarding,
information 60 includes global forwarding table 60A and a
plurality of local forwarding tables 60B.

Subscriber management module 68 handles MPLS packets
encapsulating subscriber frames from subscriber devices 18
in accordance with forwarding information 60 and subscriber
policies table 64. Subscriber management module 68 looks
up an outer label of a received MPLS packet 1n global for-
warding table 60A to determine in which of the plurality of
local forwarding tables 60B to look up an inner label of the
packet. In this manner, subscriber management module 68
can determine the approprate label space 1n which to inter-
pretthe packet. Local forwarding table 60B contains forward-
ing information specific to the particular MPLS paths defined
for the MPLS aggregation network 20. Subscriber manage-
ment module 68 looks up the subscriber label of the packet in
local forwarding table 60B to determine how to forward the
packet

Control unit 36 maintains multicast filter information (not
shown), and authentication/authorization information 62
received from server 22 (FIG. 1). Control unit 56 also main-
tains subscriber policies table 64. Subscriber policies table 64
includes policies for subscriber management, such as Quality
of Service (QoS) policies, accounting policies, or other poli-
cies. An administrator may configure or update subscriber
policies table 64 via user 1interface 66. Control unit may also
update subscriber policies table 64 with subscriber informa-
tion recerved at the time of a positive authentication result.
Control unit 56 receirves multicast join/leave messages, e.g.,
IGMP host membership reports, from subscriber devices 18
via links 34 and IFCs 52. IGMP conveys information to
identify the subscriber device and multicast group to be
joined or left. For example, multicast join/leave message may
include a source IP address of the requesting one of subscriber
devices 18, a destination IP address identifying the multicast
group associlated with requested multicast stream, and the
requested action, 1.e., join or leave. Control unit 56 updates
the multicast filter information based on recerved join/leave
messages, and replicates and forwards recetved multicast
packets based on the multicast filter information.

When BSR 30 receives a multicast join/leave message
from one of subscriber devices 18, BSR 50 may access the
authentication and authorization information 22 to verity that
a user associated with the subscriber device 18 1s authent-
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cated and authorized to receive the requested multicast
stream. BSR 50 updates the multicast filter information to
indicate that the requested multicast stream 1s to be replicated
and forwarded to the subscriber device 18.

Control unit 56 may include one or more microprocessors,
DSPs, ASICs, FPGASs, or other logic circuitry. Control unit 56
may include memory (not shown) that stores computer-read-
able program 1nstructions that cause control unmit 56 to per-
form the functions ascribed to 1t herein. The memory may
include any magnetic, optical, or electrical media, such as a
RAM, ROM, hard disk, CD-ROM, or EEPROM. Control unit
56 may maintain authentication/authorization information
62, subscriber policies table 64, and forwarding information
60 1n memory 1n the form of one or more tables, databases,
link lists, radix trees, databases, flat files, or any other data
structures.

FIG. 4 1s a flowchart 1llustrating an exemplary method of
configuring subscriber label pool 38 on AN 24 of FIG. 2. In
this embodiment, AN 24 receives configuration information
from an administrator of the SP domain or {from an automated
soltware agent. In either case, the configuration information
specifies operations for maintaining a pool of labels for AN 24
to use for identifying communications as originating from
particular subscriber devices 18 (80). AN 24 stores the labels
in subscriber label pool 38 (82). AN 24 proceeds to recerve
and forward data in the data plane, as described in further
detail below (85). As shown 1n FIG. 4, the steps of receiving
and storing assigned labels occur in the control plane of
access node 24 without requiring MPLS signaling with peer
devices, while forwarding data using the labels occurs 1n the
data plane of access node 24.

Referring to ANs 14 of FIG. 1, the admimstrator may
configure each of ANs 14 with a different set or range of
labels, or may configure ANs 14 with identical or overlapping
sets or ranges of labels. In this embodiment of the invention,
allocation of subscriber labels 1s not coordinated across ANs
14. As a result, A-PEs 16 will allocate one AN 14 and one
pseudowire per port of A-PE 16. In this manner, BSR 12 1s
able to differentiate between subscriber devices 18 even
where overlapping labels are used by ANs 14, based on the
combination of subscriber label and the MPLS pseudowire
(also referred to as an MPLS tunnel) on which the frame 1s
received. Alternatively, more than one pseudowire may be
allocated per port of A-PE 16, using multiplexing based on
the MPLS forwarding label to allow a many-to-one relation-
ship between ANs and BSRs.

FIG. 5 1s a block diagram illustrating another example AN
24 that receives an assigned pool of labels from BSR 12 via a
protocol that allows an L3 device to control provision of L2
functionality by a L2 device, 1n accordance with one embodi-
ment of the mnvention. An administrator configures AN 24 via
user interface 34 to support the use of L2CP for upstream
label assignment. For example, AN 24 uses L2CP module 49
to receive control messages from BSR 12 via L2CP. The
control messages may include a pool of subscriber labels
assigned to AN 24 by BSR 12. The control messages may also
include a pool of MPLS labels. Upon receiving the L2CP
control messages, AN 24 stores the pool of labels 1n sub-
scriber label pool 38, and stores the pool of MPLS labels 1n
forwarding label pool 44. In this fashion, control plane 32 of
AN 24 need not execute L3 soltware necessary to implement
MPLS signaling to dynamaically assign or recerve labels from
peer devices, yet allows for centralized management of the
MPLS services implemented in data plane 42 of the access
node.

Control unit 30 operates 1n a manner similar to that
described above, by using label allocator 40 to allocate one of
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the stored subscriber labels to a subscriber device 18 upon
receiving arequest for services from the subscriber device 18.
The remaining components of AN 24 of FIG. 5 may operate
substantially similar to those of AN 24 of FIG. 2, and thus will
not be discussed separately.

Control unit 30 may also use L2CP module 49 to dynami-
cally configure multicast filter information (not shown) based
on additional control messages received from BSR 12. The
additional control messages may 1dentily the path on which
packets for the requested multicast stream will be sent to AN
24, or the multicast MAC address assigned to the requested
multicast stream by BSR 12. The control messages also 1den-
tify an associated subscriber device 18 and the requested
action, 1.e. join or leave. The associated subscriber device 18
may be 1dentified by using a MAC address of the requesting
subscriber device or by using a text-based subscriber line 1D.

FIG. 6 1s a block diagram 1llustrating an example BSR 50
having a label allocator 70 that dynamically allocates the pool
of subscriber labels to AN 24 of F1G. 5 via L2CP, and provides
broadband services to subscriber devices 18 (FIG. 1) via
MPLS aggregatlon network 20. An administrator configures
BSR 50 via user interface 66 to support the use of L2CP for
upstream label assignment. The administrator may further
configure BSR 50 to indicate certain L2C connections for
which BSR 50 should start using upstream assigned labels.
BSR 50 accesses the local loop identifiers for these L2C
connections from server 22, and determines which of ANs 14
are associated with these L2C connections. Label allocator 70
assigns a range ol upstream labels to each of the appropnate
ANs 14, and uses L2CP module 58D to send control mes-
sages containing the assigned labels to the ANs 14 via L2CP.

In one embodiment, AN 24 still performs autonomous
allocation of subscriber labels, but draws from the subscriber
label pool 38 dynamically populated by BSR 30. In another
embodiment, label allocator 70 of BSR 50 may even control
allocation of particular subscriber labels to particular access
lines 19 via LL2CP. In this case, BSR 50 would not need to
maintain separate local forwarding tables 60B.

BSR 50 may also may use label allocator 70 and L2CP 38D
to control the MPLS forwarding label scheme, which avoids
manual configuration of the MPLS forwarding label pool 44
on ANs 14. Label allocator 70 can map labels to specific
access lines or specific frames received on a given access line.
BSR 50 may use L2CP 38D to provide further information to
ANs 14, such as EXP bits to be used. BSR 50 may further use
L.2CP 58D to control the performance of multicast elabora-
tion by ANs 14, in accordance with conventional L2CP func-
tionality. The remaiming components of BSR 350 of FIG. 6
may operate substantially similar to those of BSR 50 of FIG.
3, and thus will not be discussed separately.

FI1G. 7 1s a flowchart illustrating an exemplary method of
configuring subscriber label pool 38 on AN 24 of FIG. 4. In
this embodiment, BSR 50 of FIG. 3 recerves configuration
information from an administrator (90). The configuration
information includes an indication of L2C connections for
which BSR 50 should start using upstream assigned labels,
from which BSR 50 determines associated ANs 14 to which
to assign subscriber labels, as discussed above. For example,
assume the administrator indicates that BSR 50 should assign
and commumnicate subscriber labels to AN 24. BSR 50 assigns
arange of upstream subscriber labels to AN 24 (92), and sends
the assigned range of labels to access node via L2CP (94).

AN 24 receives the range of labels (96), and stores the
labels 1n subscriber label pool 38 (98). AN 24 proceeds to
receive and forward data 1n the data plane, as described in
turther detail below (85). As shown in FIG. 7, the steps of
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plane of access node 24, while forwarding data occurs 1n the
data plane of access node 24. Referring to ANs 14 of FIG. 1,
BSR 12 may assign non-overlapping ranges of labels to each
of ANs 14, thus coordinating allocation of subscriber labels
across ANs 14. This allows each AN 14 connected to the same
A-PE 16 (e.g., ANs 14A and 14B) to share one MPLS
pseudowire when communicating with BSR 12, since the
subscriber labels will be unique across the ANs 14.

FIG. 8 1s a flowchart illustrating exemplary operation of
network devices in example networking environment 10 of
FIG. 1 while forwarding a subscriber request from the sub-
scriber device 18 to BSR 12. In particular, steps 100-110 of
FIG. 8 illustrate the data plane forwarding step (85) of AN 24
referred to with respect to FIGS. 4 and 7. For example, 1n
operation, AN 14A may recerve a request for services (e.g.,
broadband services) from subscriber device 18B via sub-
scriber access line 19B (100). The request may be in the form
of asubscriber frame. AN 14 A uses label allocator 40 to select
a subscriber label from subscriber label pool 38 and allocate
the subscriber label (“sub-label”) to access line 19B (1.¢., to
subscriber device 18B) (102). If AN 14A has previously
recerved communications from subscriber device 18B, AN
14 A uses the same subscriber label that AN 14A previously
allocated to subscriber device 18B.

AN 14A encapsulates the subscriber frame 1 an MPLS
packet with the allocated subscriber label in the header (104),
and adds an MPLS forwarding label (106). The MPLS {for-
warding label 1s selected by service deliminator 46 upon
determining a type of service associated with the request
frame. Service deliminator 46 selects the appropriate MPLS
forwarding label by accessing forwarding label pool 44. AN
14 A builds an Ethernet header for the packet (108), and sends
the packet to A-PE 16A (110). As 1llustrated in FIG. 8, AN
14A performs MPLS forwarding using data plane function-
ality, without implementing MPLS in the control plane.

A-PE 16A receives the packet from AN 14A (112), and
looks up the MPLS forwarding label to identily a pseudowire
associated with the MPLS forwarding label (114). A-PE 16 A
swaps the MPLS forwarding label with a label associated
with the pseudowire (116). The administrator may configure
A-PE 16A to associate MPLS forwarding labels with
pseudowires. A-PE 16A forwards the pseudowire packet onto
a base LSP that traverses MPLS aggregation network 20
(118). The base LSP takes the packet to BSR 12.

BSR 12 receives the pseudowire packet from A-PE 16A
(120), and de-encapsulates the MPLS packet from the
pseudowire packet (122). BSR 12 passes the packet to sub-
scriber management module 68 (124). Subscriber manage-
ment module 68 looks up a pseudowire label on the packet in
global forwarding table 60A to determine the appropriate
local forwarding table 60B that provides the context in which
to interpret the packet (126). Subscriber management module
68 then looks up the subscriber label in the indicated local
forwarding table 60B.

If state does not exist for the subscriber label 1n the local
forwarding table 60B indicated by the global forwarding
table (NO branch o1 128), subscriber management module 68
uses the information that 1dentifies the subscriber, which may
be based on local loop 1d or some upper layer information
(e.g., source IP, PPP username/password, or other upper layer
information) contained in the subscriber frame to determine
information about the services for subscriber device 18B,
such as policies (130). Subscriber management module 68
then creates state 1n the local forwarding table 60B for the
subscriber label (132), and performs standard subscriber
management actions, such as accessing multicast or other
services to be sent to subscriber device 18 1n accordance with
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the request (134). I1 state does exist for the subscriber label 1in
the local forwarding table 60B (YES branch of 128), sub-
scriber management module 68 obtains the policies associ-
ated with the subscriber label (136), and performs standard
subscriber management actions in accordance with the
request (134).

FIG. 9 1s a flowchart 1llustrating exemplary operation of
network devices in example networking environment 10
while forwarding a response to the subscriber request from
the BSR 12 to the subscriber device 18B. BSR 12 builds a
subscriber frame based on information in local forwarding
table 608 and subscriber policies table 64 (140). This infor-
mation may have been auto-sensed by BSR 12, or configured
by an administrator. BSR 12 adds a subscriber label from
local forwarding table 60B, and an MPLS header to the sub-
scriber frame (142), and sends the packet onto the appropriate
pseudowire (144).

A-PE 16A recerves the packet from BSR 12 via the MPLS
pseudowire (146). A-PE 16A de-encapsulates the MPLS
packet from the pseudowire packet (148), builds an .2 header
tor the packet (150), and forwards the packet to AN 14A on an
interface associated with the MPLS pseudowire (152). Simi-
lar to PHP, A-PE 16 A pops the pseudowire MPLS label onthe
MPLS packets, but leaves the MPLS packets with the sub-
scriber label and adds an Ethernet header destined for the AN.
AN 14A receives the MPLS packet from A-PE 16A (154),
and de-encapsulates the subscriber frames from the MPLS
packet (156). AN 14A forwards the subscriber frame onto
access line 19B based on the subscriber label (158). Sub-
scriber device 18B receives the subscriber {frame. As shown,
AN 14 A can use upstream-allocated labels without the use of
a dynamic signaling protocol, e.g., MPLS, i the control
plane. AN 14 A only needs limited data plane implementation
of MPLS.

Various embodiments of the invention have been
described. For example, although described for exemplary
purposes with respect to a broadband network environment,
the principles of the invention may be readily applied to other
network environments. For example, the principles may be
applied to access nodes for mobile-based networks or third
generation (3G) cellular networks. These and other embodi-
ments are within the scope of the following claims.

The mvention claimed 1s:

1. A method comprising:

receiving configuration information on a layer two (LL2)
network device via an L2 control protocol that allows a
layer three (LL3) network device to control provision of
L2 functionality by the L2 network device, wherein the
confliguration information specifies a set of subscriber
labels to be individually allocated to access lines that
extend between subscriber devices and the L2 network
device and provide the subscriber devices with access to
the L2 network device, wherein the configuration infor-
mation specifies individual allocation by the I3 network
device of subscriber labels to access lines, and wherein
the subscriber labels uniquely i1dentify the subscriber
devices associated with the access lines;

receiving an .2 frame from a subscriber device coupled via
an access line to the .2 network device;

with the L2 network device, selecting a subscriber label for
the subscriber device based on the individual allocation
specified by the configuration information, wherein the
selected subscriber label uniquely 1dentifies the sub-
scriber device associated with the access line;

with the L2 network device, selecting a Multi-Protocol

Label Switching (MPLS) label to apply to the L2 frame
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from a set of MPLS labels, wherein the selected MPLS
label 1s associated with the 1.3 network device:

applying the selected subscriber label and the selected
MPLS label 1n a data plane of the L2 network device to
the received L2 frame to form an MPLS packet, wherein
the subscriber label 1s applied as an 1nner label and the
MPLS label 1s applied as an outer label of the MPLS
packet; and

outputting the MPLS packet from the .2 network device to

an MPLS network.

2. The method of claim 1, wherein recerving configuration
information comprises recerving the configuration informa-
tion using the L2 control protocol without executing an
MPLS signaling protocol within a control plane of the L2
network device.

3. The method of claim 2, wherein recerving configuration
information comprises recerving the configuration informa-
tion using the L2 control protocol without executing Layer 3
portions of the MPLS signaling protocol within the control
plane of the L2 network device.

4. The method of claim 1,

wherein recerving an L2 frame comprises receving a
request via one of the access lines from one of the sub-
scriber device for network services; and

wherein outputting the MPLS packet comprises forward-
ing the request as an MPLS packet to the MPLS network
in response to recerving the request.

5. The method of claim 1, further comprising:

receving a request via an access line from a subscriber
device for network services: and

determiming a type of network service requested,

wherein selecting the MPLS labels for the access lines
comprises selecting an MPLS label based on the deter-
mination.

6. The method of claim 5, wherein the type of network
service requested 1s one of voice, video, audio, or data net-
work services.

7. The method of claim 1, further comprising configuring,
the L2 network device and the L3 network device to support
the use of the L2 control protocol for receiving the configu-

ration information.

8. The method of claim 1, wherein receiving and applying
the MPLS labels comprises receiving and applying the MPLS
labels without exchanging label information using an MPLS
signaling protocol.

9. The method of claim 1, wherein recerving configuration
information on an L2 network device via an L2 control pro-
tocol comprises receiving configuration mformation on an
access node via an L2 control protocol that allows a broad-
band services router to control provision of L2 functionality
by the access node.

10. The method of claim 1, further comprising receiving
configuration information on the L2 network device from the
.3 network device via the L2 control protocol that specifies
allocation by the L3 network device of the MPLS labels to the
access lines, wherein selecting the MPLS labels for the access
lines comprises selecting the MPLS labels according to the
specified allocation by the L3 network device.

11. The method of claim 1, wherein switching the MPLS
packet from the L2 network switch to an MPLS network
comprises applying an Ethernet header to the MPLS packet,
and outputting the MPLS packet having the Ethernet header
to a provider edge device of the MPLS network positioned
between the L2 network switch and the L3 network device to
which to forward the frame.
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12. The method of claim 1, wherein the MPLS label indi-
cates, to a provider edge device of the MPLS network posi-
tioned between the L2 network switch and the L3 network
device, a path through the MPLS network to the L3 network
device on which to forward the MPLS packet.

13. The method of claim 1, wherein selecting the MPLS
label comprises selecting the MPLS label based on the access
line on which the L2 frame was recetved.

14. A layer two (L2) network device comprising:

an L2 control protocol that allows a layer three (IL.3) device
to control provision of L2 functionality by the L2 net-
work device, wherein the L2 control protocol receives
configuration information dynamically configured by
the L3 device that specifies individual allocation by the
[.3 network device of subscriber labels to access lines,
and wherein the subscriber labels uniquely 1dentify the
subscriber devices associated with the access lines
wherein the access lines provide access by the sub-
scriber devices to the L2 network device;

an interface card that receives an L2 frame from a sub-
scriber device coupled via an access line to the L2 net-
work device;

a control unit that selects a subscriber label for the sub-
scriber device based on the individual allocation speci-
fied by the configuration information, wherein the
selected subscriber label uniquely identifies the sub-
scriber device associated with the access line,

wherein the control unit selects a Multi-Protocol Label
Switching (MPLS) label to apply to the L2 frame from a
set of MPLS labels, wherein the selected MPLS label 1s
assoclated with the .3 network device,

wherein the control unit applies the selected subscriber
label and the selected MPLS label 1n a data plane of the
L2 network device to the recerved L2 frame to form an
MPLS packet, wherein the subscriber label 1s applied as

an 1nner label and the MPLS label 1s applied as an outer
label of the MPLS packet, and

wherein the control unit outputs the MPLS packet from the
L.2 network device to an MPLS network.

15. The L.2 network device of claim 14, wherein the [.2

control protocol 1s the Layer Two Control Protocol (L2CP).

16. The L2 network device of claim 14, wherein the
received L2 frame comprises a request from one of the sub-
scriber devices for network services.

17. The L2 network device of claim 16, further comprising:

a service deliminator that determines a type of service
associated with the received request, and wherein the
control unit selects the MPLS label to apply to the L2
frame from the set of MPLS labels based on the deter-
mination.

18. The [.2 network device of claim 14, wherein the [.2
network device 1s an access node of a broadband service
provider domain.

19. The .2 network device of claim 14, wherein the [.2
network device 1s an access node of a wireless service pro-
vider domain.

20. The L2 network device of claam 14, wherein the [.2
network device receives the MPLS labels without exchanging
label information using an MPLS signaling protocol.

21. A system comprising:

a plurality of subscriber devices that request network ser-

vices:

an access node network device that recerves the requests
for network services from the plurality of subscriber
devices, and forwards the requests as Multi-
Protocol Label Switching (MPLS) packets to a MPLS

network; and
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a broadband services router that receives the requests from
the access node network device via the MPLS network,
and, prior to the access node network device forwarding

the requests as MPLS packets, configures the access
node network device to include a set of subscriber labels
via a layer two (LL2) control protocol that allows the
broadband services router to control provision of L2
functionality by the access node network device,

wherein the set of subscriber labels are individually
allocated by the broadband services router to access
lines that extend between the subscriber devices and the

access node network device, which extend between the

access node network device and each of the plurality of
subscriber devices and provide the subscriber devices
with access to the access node network device, wherein
the subscriber labels uniquely 1dentity the subscriber
devices associated with the access lines,

wherein the access node network device receives one of the
requests as an L2 frame from one of the plurality of
subscriber devices via an access line and selects a sub-
scriber label for the subscriber device based on the 1ndi-
vidual allocation, wherein the selected subscriber label
uniquely identifies the subscriber device associated with
the access line,

wherein the access node network device selects an MPLS
label to apply to the L2 frame from a set of MPLS labels,
wherein the selected MPLS label 1s associated with the

broadband services router, and

wherein the access node applies the selected subscriber
label and the selected MPLS label 1n the data plane to the
received L2 frame according to the allocation to form an
MPLS packet, wherein the subscriber label 1s applied as

an 1nner label and the MPLS label 1s applied as an outer
label of the MPLS packet.

22. A non-transitory computer-readable medium encoded
with instructions for causing a programmable processor to
perform steps comprising:

receving configuration information on a layer two (L2)
network device via an L2 control protocol that allows a
layer three (LL3) network device to control provision of
[.2 functionality by the L2 network device, wherein the
confliguration information specifies a set of subscriber
labels to be individually allocated by the 1.2 network
device to access lines that extend between subscriber
devices and the .2 network device and provide the sub-
scriber devices with access to the .2 network device,
wherein the configuration information specifies indi-
vidual allocation by the L3 network device of subscriber
labels to access lines, and wherein the subscriber labels
uniquely 1dentily the subscriber devices associated with
the access lines:

recerving an L2 frame from a subscriber device coupled via
an access line to the .2 network device:

selecting a subscriber label for the subscriber device based
on the individual allocation specified by the configura-
tion information, wherein the selected subscriber label
uniquely identifies the subscriber device associated with
the access line;

selecting a Multi-Protocol Label Switching (MPLS) label
to apply to the L2 frame from a set of MPLS labels,
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wherein the selected MPLS label 1s associated with the
[.3 network device;

applying the selected subscriber label and the selected
MPLS label 1n a data plane of the L2 network device to
the recerved L2 frame to form an MPLS packet, wherein

the subscriber label 1s applied as an inner label and the
MPLS label 1s applied as an outer label of the MPLS
packet; and

18

outputting the MPLS packet from the L2 network device to
an MPLS network.

23. The computer-readable medium of claim 22, wherein

the 1nstructions cause the processor to receive and apply the

5 Ml

PLS labels without exchanging label information using an

M

LS signaling protocol.
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