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(57) ABSTRACT

Detecting an unauthorized wireless access point 1n a network
uses a detector. A rogue access point detector recerves an
incoming data packet which 1s scanned for a time expiration
value. The time expiration value may be a Time To Live
(T'TL) value as used 1n Internet Protocol data packet headers.
It 1s determined whether the time expiration value 1s the same
as a threshold time expiration value. If the time expiration
value 1s not the same as the threshold value, 1t 1s determined
whether the mcoming data packet was routed through an
authorized access point 1n the network. If 1t 1s determined that
the packet 1s not being routed from an authorized access
point, a security component in the network, such as a network
administrator’s workstation, 1s notified. During this process
the time expiration value remains unchanged.
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DETECTING ROGUE ACCESS POINTS IN A
COMPUTER NETWORK

BACKGROUND OF THE

INVENTION

1. Field of the Invention

The present invention relates to computer network security.
More specifically, 1t relates to software and network systems
for detecting rogue or unauthorized network access points 1n
computer networks.

2. Description of the Related Art

Computer networks have become increasingly vulnerable
to attack from external and internal entities acting mali-
ciously or in some unauthorized manner. The ease with which
users can now log onto wireless networks and the tlexibility
offered to these users have not come without drawbacks,
particularly with regard to security and data integrity. This 1s
especially true with computer networks that allow for wire-
less connections. For example, unauthorized individuals may
“tap” 1to an 1nternal network, such as one 1n a company or
government agency, and access data, communicate with other
nodes 1n the network, and perform other activities, by using,
what are referred to as “rogue” or unauthorized access points
in a network. An access point 1s a physical component 1n a
network that enable connections 1n a network where an autho-
rized component, typically a laptop making a wireless con-
nection, gains access to the network. In many cases, wireless
access points to a network are not protected and can be
accessed without having to use a password or user account.

Presently, the primary method of detecting rogue access
points 1nvolves using a radio recerver or radio wave detector.
System administrators or security personnel, for example,
physically walk through offices, hallways, and other areas of
the physical structure containing the network with a radio
receiver and check for radio waves. This 1s not a computer-
implemented method nor 1s 1t automated 1n any manner. Fur-
thermore, 1t 1s expensive, time-consuming, may not always be
reliable, and clearly does not integrate well with computer-
based network security techniques and components.

SUMMARY OF THE INVENTION

One embodiment of the present invention a method of
detecting an unauthorized wireless access point 1n a network
1s described. An mncoming data packet i1s scanned for a time
expiration value. In one embodiment, the time expiration
value may be a Time To Live (1TL) value as used 1n Internet
Protocol data packet headers. It 1s determined whether the
time expiration value 1s the same as a threshold time expira-
tion value, also referred to as a maximum time expiration
value. If the time expiration value 1s not the same as the
threshold value, 1t 1s determined whether the mncoming data
packet was routed through an authorized access point 1n the
network. If 1t 1s determined that the packet 1s not being routed
from an authorized access point, a security component in the
network, such as a network administrator’s workstation, 1s
notified. During this process the time expiration value
remains unchanged.

Another embodiment of the present invention 1s a wireless
access point detection component. The component contains a
processor, an mcoming network interface and an outgoing,
network interface, a time expiration data analysis module,
and a packet scan module for scanning an incoming data
packet for a time expiration value. The component also has a
memory storing an authorized wireless access point data set.
The time expiration data analysis module determines a maxi-
mum time expiration value for data packets originating from
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2

end user devices 1n a network. The authorized access point
data set 1s used to determine whether an access point 1s autho-
rized. In one embodiment, the data set contains IP addresses
ol authorized access points 1n the network.

Another embodiment 1s a computer network having mul-
tiple end user devices, multiple routers, where at least one 1s
an authorized access point component, and multiple switches.
The network has at least one rogue access point detector

containing an authorized access point IP address data set. One
of the end user devices 1s an mtruder device connected to an

unauthorized access point.

BRIEF DESCRIPTION OF THE DRAWINGS

References are made to the accompanying drawings,
which form a part of the description and 1n which are shown,
by way of illustration, particular embodiments:

FIG. 1 1s a network diagram showing the configuration of
end devices and various network components;

FIG. 2 1s a network configuration diagram showing com-
ponents 1n a network implementing one embodiment of the
present invention;

FIG. 3 1s a flow diagram showing a process of detecting,
whether a rogue WAP 1s being used 1n a computer network in
accordance with specific embodiments;

FIG. 4 1s a flow diagram of a process of determining a
maximum or threshold T'TL value 1n accordance with specific
embodiments of the present invention;

FIG. 5 15 a logical block diagram showing internal compo-
nents ol a RAP detector in accordance with specific embodi-
ments of the present mvention;

FIG. 6 1s a network configuration diagram showing an
alternative configuration of the various components, specifi-
cally of the RAP detector, that may be used 1n specific
embodiments of the present invention; and

FIGS. 7A and 7B 1llustrate a computer system suitable for
implementing embodiments of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

Methods, components, and systems for detecting unautho-
rized wireless connections to access points and other compo-
nents in computer networks are described 1n the various fig-
ures. Computer networks often have wired and wireless
connections between 1ts components. There are various pro-
tocols that may be used to transmit and receive data 1n a
network. One of the most commonly used ones 1s TCP/IP
which i1s used 1n the Internet and in other types ol networks.
The Internet Protocol has a field referred to as Time To Live or
TTL. This 8-bat field stores a value that 1s essentially the upper
bound on the time that an IP packet or datagram 1s allowed to
ex1st on the network. Although this field is referred to as TTL
in 1P, there may be a similar field in other protocols. For ease
of 1llustration, the TTL field 1s used to illustrate one embodi-
ment of the present mvention. In one embodiment, the TTL
field 1s set by the packet sender, which may be the computer
or end device or by the first router or similar network com-
ponent. Typically, maximum TTL values for end devices
connected to the same switch 1n a network are the same, as
described 1n greater detail below. The maximum TTL value
and operations performed on this value by components 1n a
network during transmission of data packets are used to detect
potential unauthorized wireless access points.

FIG. 1 1s a network diagram showing the configuration of
end devices and various network components. At one end of
a network 102 are multiple user devices, in most cases, desk-
top or laptop computers. One group ol computers 104 1s



US 8,074,279 B1

3

connected to a switch 106. Another group of computers 108 1s
connected to switch 110 and a third group 112 1s connected to
switch 114. Groups 104, 108, and 112 may be connected 1n a
network, such as in virtual LAN (VLAN) or other type of
configuration. Or the only factor grouping the end devices 1s
that they are connected to the same switch (e.g., switches 106,
110 or 114). Also shown 1n network 102 are two laptop
computers 116 and 118 that are connected via wireless con-
nections 120 and 122 to wireless access points or, simply,
APs. Laptop 116 1s connected to AP 124 and laptop 118 1s
connected to AP 126. An AP i1s a special type of router for
wireless devices in a network. APs 124 and 126 are authorized
APs that are known to network administrators who likely
installed them for wireless devices 1n the network. They are
legitimate network components with IP addresses recorded
and maintained by network administrators. The configuration
shown 1n FI1G. 1 1s merely illustrative and 1s intended to show
one network topology. Of course, numerous others are pos-
sible and the various embodiments described herein may be
applied to other topologies as well. In addition, there may be
hundreds or thousands of end user devices, switches, and APs
in a network, which may service hundreds of laptop comput-
ers or other wireless portable computing devices.

Switches 106 and 110 and AP 124 are connected to a router
A 128. Switch 114 and AP 126 are connected to a router B
130. Routers 128 and 130 are, 1in turn, connected to a switch
132 which 1s connected to a router C 134. As described below,
routers, including wireless APs, perform a specific operation
on the value 1n the TTL field of an incoming packet, namely,
subtracting one from the TTL value. This operation on the
TTL wvalue 1s not performed by switches or other network
components, such as gateways.

FIG. 2 1s a network configuration diagram showing com-
ponents 1n a network implementing one embodiment of the
present mnvention. A network 202 has numerous end user
devices, such as laptop computer 204 and PCs 206, 208, and
210. Laptop 204 1s connected to wireless AP 212 (as 1n FIG.
1) and PC 206 1s connected to switch 214, PC 208 1s con-
nected to switch 216, and PC 210 1s connected to switch 218.
Also shown 1n network 202 1s an intruder laptop 220 which 1s
connected to an unauthorized or “rogue” AP 222 via a wire-
less connection 224. Rogue AP 222 1s connected to switch
216 via wired connection 226. As described above, rogue AP
222 may be connected to switch 216 without necessarily
having to overcome any internal security provisions, such as
a secured logon or password protection.

Wireless AP 212 and switch 214 are connected to a rogue
AP detector or RAP detector 228. Switch 216 1s connected to
R AP detector 230 and switch 218 1s connected to RAP detec-
tor 232. RAP detectors 228 and 230 are connected to router A
234 and RAP detector 232 1s connected to router B 236.
Routers 234 and 236 are connected to another switch 238
which, 1n turn, 1s connected to a router C 240. As noted above
with respect to FIG. 1, the network segments shown in these
figures are merely segments and are presented to i1llustrate
embodiments of the present invention. They are not intended
to show entire or complete network configurations or topolo-
gies.

With respect to techmical characteristics and operation,
rogue AP 222 1s essentially the same as authorized AP 212 (or
APs 124 and 126 in FIG. 1). Rogue AP 222 does not operate
differently, has an IP address, and performs the same opera-
tion on an mcoming packet TTL value as do the authorized
APs. The only significant difference 1s that the connections
between rogue APs and switches or other network compo-
nents are unauthorized/malicious and that the wireless com-
puting device connected to the rogue AP 1s not a legitimate
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4

end user device in the network. Instead, it 1s a device operated
by a potential intruder who can now obtain information from
network 202 or mnject malicious code or data into the network.

In one embodiment, RAP detectors are installed between a
router and a switch, such as a “core switch” (one that 1s
connected directly to a PC or server computer). A rogue AP, a
physical network component, 1s connected to a switch 1n the
network without having to bypass any security measures.
Typically, connecting to a WAP (a specific type of router) to a
switch 1n a network often does not require entering pass-
words, user names, or any type of login data. Switches may
often be kept in network closets or computer rooms that are
locked, but once access 1s gained to these areas, the compo-
nents themselves often do not have additional security mea-
sures. Normally, an AP, legitimate or unauthorized, techni-
cally cannot connect to another AP. An intruder’s laptop or
other device then connects to the unauthorized AP and gains
access to the network.

FIG. 3 1s a flow diagram showing a process of detecting,
whether a rogue WAP 1s being used 1n a computer network in
accordance with specific embodiments. Not every step pro-
vided for such a detection process 1s necessary, that other
steps might be 1included, and that the order of steps may be
rearranged as desired for a given application. At step 302 a
rogue AP (RAP) detector receives an incoming data packet
via a network interface. A RAP detector 1s described in FIG.
5. The data packet typically originates from an end user
device and may be routed through a switch, such as those
shown 1n FIGS. 1 and 2. In one embodiment, the data packet
1s formatted according to the Internet Protocol (IP) format
and has a field for a TTL value. At step 304 the data packet 1s
scanned or read to determine the TTL value or similar value.
In one embodiment this may be done by going directly to the
byte position in the IP data frame and reading the 1 byte value.
As 1s known 1n the art, the TTL value 1n an IP data frame 1s an
8-bit field 1n an IP header. In other embodiments where the
data frame 1s not an IP formatted frame, the packet may be
scanned to determine which field 1s similar or analogous to
the TTL field; that 1s, which field stores data on how long a
data packet 1s permitted to “live” or be transmitted on the
Internet or other type of network.

At step 306, 1n one embodiment, the TTL value 1s com-
pared to a threshold or maximum TTL value. Methods for
deriving a threshold TTL value are described in FI1G. 4. A data
packet originates from an end user device, such as a PC or
laptop, having a value that dictates the amount of “time” that
packet may exist in the network. The concept of “time” 1s
measured not by seconds and minutes but rather by the num-
ber of relays a packet may go through 1n a network before 1t
expires. This 1s to prevent a packet from being transmitted
from node to node within a network indefinitely. The TTL
value may be thought of as an upper bound on the number of
times an IP data frame may be transmitted 1n a system, which
necessarily limits the “time” the frame can exist 1n a network,
for example, on the Internet.

The TTL field 1s typically set by the packet sender and 1ts
value 1s reduced by one when 1t passes through a particular
type of host, specifically, routers, including wireless APs, and
gateways, on route to the packet’s destination. Switches and
hubs, for example, are not considered to be hosts and thus do
not decrement the T'TL value or affect 1t 1n any manner. It 1s
important to note that authorized and unauthorized wireless
APs will decrement the TTL value. An AP does not have to be
a legitimate network device, installed and maintained by a
network administrator, in order to change a packet’s TTL
value. Thus, packets originating from intruder laptop 220 wall
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have 1ts TTL value decremented by rogue AP 222 before
being transmitted to switch 216.

To 1llustrate how TTL values are modified 1n a network, we
refer to FIG. 1. Generally, TTL values for packets originating,
from end user devices within the same network are the same.

That 1s, the TTL values of data packets leaving laptops 116
and 118 and PCs 1in groups 104, 108, and 112 are the same. To

illustrate, this value 1s referred to as n. The TTL 1s assigned a
value of n 1s assigned to data packets leaving a PC (for
example 1n group 104) and leaving laptop 116. Following the
laptop example, when the data packet reaches AP 124, the
TTL value 1s reduced by one to n—1 and by the time 1t gets to
router A 128, 1t 1s reduced to n—-2. At router C 134, the TTL
value of the data packet leaving laptop 116 1s n-3. In contrast,
the TTL value of a data packet leaving a PC 1s deducted by one
when 1t reaches router A 128 and has a value of n-1 and a
value of n-2 when 1t leaves router C 134, as opposed to n-2
and n-3 for laptop 116. As noted above, the reason for the
difference in TTL values stems from AP 124 performing as a
router and affecting the T'TL value for data packets from
wireless devices, whereas a switch for wired connections to
devices does not affect TTL values. As described below, this
difference 1n TTL value may be used to ascertain wireless
connections and a further check using IP addresses of AP
devices may be used to determine whether an unauthorized
AP 1s being used.

Returning to the description of step 306, a TTL value ofthe
data packet 1s compared to a maximum or threshold TTL
value. As explained above, TTL values for data packets leav-
ing wired devices, such as PCs, 1s one value higher than T'TL
values for packets leaving ereless devices, because those
packets must go through a wireless AP. As explamed 1n
greater detail below, the maximum TTL value 1s the TTL
value of data packets transmitted from wired devices. It may
also be described as the “higher” T'TL value as compared to
the TTL values from wireless devices. If at step 300, the TTL
value 1n the data packet 1s the same as the maximum or higher
TTL value, 1t may be assumed that the packet originated from
a wired device and nothing further needs to be done with the
packet given that only wireless rouge AP components are of
concern. Control returns to step 302 where an incoming data
packet 1s received and then scanned at step 304, repeating the
process.

If the TTL value 1s not the same as the maximum TTL
value, then control goes to step 308. In the described embodi-
ment, 1f the TTL value 1s not the same as the maximum or
threshold TTL wvalue, then it 1s lower, typically by one, as
explained above. However, the value may be less by more
than one 1 there are additional routers or APs through which
the packet traversed betfore reaching the RAP detector. In the
example above, the “wireless™ data packet only traversed one
AP before reaching the same router as the “wired” data
packet, thus the difference in TTL values was one (1.e., n—1
vs. n—2). At step 308, 1t 1s assumed that the packet originated
from a wireless device because of the lower TTL value. Thus,
the packet was relayed either directly by a wireless AP or
indirectly via a switch. In either case, the AP inserts 1ts 1P
address 1n the data packet pursuant to the Internet Protocol.
Thus, the data packet will contain in 1ts header the IP address
of all APs that the data packet has traversed. Because of the
positioning of the RAP detector in one embodiment, any
“wireless” data packets received by the detector will have
been transmitted or relayed by an AP (directly or via a
switch), and “wired” packets will have been transmitted by a
switch without having to go through an AP. For example, 1n
FIG. 2, RAP detector 228 1s positioned between AP 212 and
router A 234. It 1s also positioned between a switch 214 and
router A 234. In another example, RAP detector 230 1s posi-
tioned between rogue AP 222 via switch 216 and router A

234.
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6

Returning to the description of step 308, the AP IP address
1s read from the data packet header and compared to a list of
authorized APs 1n the network. In one embodiment, any AP IP
addresses that may be contained 1n the data packet header
(there may not be 1f the packet origimnated from a wired
device), may be read or scanned at step 304. Belore the
process begins, a network security administrator may create a

list or data set of IP addresses of authorized or legitimate
wireless APs 1n a network. This list may be stored 1n a RAP

detector and updated when new authorized APs are installed
in a network. This list of authorized and legitimate wireless
AP IP addresses may be referred to as a “white list.” If an AP
IP address 1s on the authorized AP list, then control returns to
step 304 where the next data packet 1s scanned. In this case, it
has been determined that the data packet originated from a
legitimate wireless device using an authorized AP 1n the net-
work. If the IP address 1s not in the authorized data set, control
goes to step 310. In this scenario, 1t 1s determined that the data
packet was routed via an unauthorized or rogue AP and likely
originated from an intruder wireless device, such as rogue AP
222 and laptop 220 in FIG. 2.

FIG. 4 1s a flow diagram of a process of determining a
maximum or threshold T'TL value 1n accordance with specific
embodiments of the present invention. This process may be
performed before a RAP detector goes online or begins opera-
tion at which stage the value dertved from this process,
namely, the maximum TTL value (as this term 1s used above)
1s stored in the detector. In one embodiment, obtaining the
maximum TTL value for one or more wired end user com-
puting devices, such as PCs, 1s done by examining data over
time. While the TTL value 1s set by the originating computer
and 1s based, 1 part, on how far the packet 1s intended to 20,
generally the TTL values for data packe‘[s from computers 1n
the same network are the same. However, 1n one embodiment,
this value still needs to be determined, even if 1t 1s the same for
all computers in a network or in a network segment, for
example, a segment that 1s covered or under the purview of a
specific RAP detector. It 1s worth noting that 1n most cases a
data packet reaches 1ts destination well before the TTL value
gets to zero.

At step 402, T'TL value data 1s collected from computers
“downstream” from the RAP detector. For example, 1n FIG. 2
RAP detector 228 may collect TTL value data from PC 206
and any other PCs that are connected to switch 214 that are not
shown (refer to FIG. 1 which shows multiple PCs but does not
show the detectors). The data collection may be done by
scanning the TTL value field or similar time-expiration field
in the data packets from the computers. The data 1s only read
and stored for analysis, described below. At step 404, the RAP
detector or other suitable network component determines
whether a'T'TL value data collection time has expired. If it has
not, the detector or other component continues to collect TTL
value data. A collection time period may depend on several
factors, such as the number of computers from which data 1s
being collected and the frequency with which those comput-
ers are used. Not all computers from which data may be
collected are on at the same time and some may be on for a
much shorter period than others. Naturally, with a longer
collection time period, more data will be collected and the
analysis will likely be more accurate, that 1s, the maximum
TTL value derived may be more accurate. In one embodi-
ment, a time out period may be 24 hours. In other embodi-
ments, 1t may be 36 hours or 12 hours. If the collection time
out period has expired, control goes to step 406.

At step 406 the T'TL value data that has been collected 1s
examined and a maximum TTL value i1s determined. As
described above, in many cases the TTL values scanned from
the packets originating from the computers being monitored
will be the same (e.g., the number n from the example used
above). If there 1s a wide disparity in the values or any differ-
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ence at all, a network administrator may examine the results
to see 1f a RAP detector will be effective 1n the given context.
At step 408 the maximum TTL value determined at step 406
1s stored in the memory of the RAP detector and may be used

during operation of the detector, specifically at step 306 of 5

FIG. 3 where the TTL value 1s compared to the maximum or
threshold TTL value. At this stage the process 1s complete.

This process of collecting TTL value data and determining
the maximum value may be performed as often as deemed

necessary by the network administrator and may be done, for
example, when new computers are being added to the net-
work (or to a relevant segment of a network).

FIG. 5 1s a logical block diagram showing internal compo-
nents ol a RAP detector in accordance with specific embodi-
ments of the present invention. In one embodiment, a RAP
detector 502 may consist of a T'TL value analysis module 504,
an incoming data packet scan module 506, and a T'TL value
comparison module 508. Scan module 506 1s used to scan
incoming data packets as described 1n step 304 1n FIG. 3. In
another embodiment, 1t may also be used to collect or read
TTL value data 1n data packets as described in step 402. T'TL
value comparison module 508 contains logic for comparing a
scanned T'TL value from an incoming data packet to a maxi-
mum TTL value as described at step 306.

Also 1ncluded 1s an authorized wireless AP data set 510 or
“white list” of APs 1n the network stored in a memory 512
which, in one embodiment, may be a non-volatile type
memory. In one embodiment, data set 510 contains IP
addresses of authorized APs in the network and 1s kept current
by the network administrator. Computer or network imple-
mented methods may also be used to keep data set 510 cur-
rent, such as automatic network updates to the data set when
the network detects the addition of a new AP. With respect to
TTL value analysis module 504, the analysis for determining
the maximum TTL value for use 1n the actual detection pro-
cess may take place on another suitable component in the
network and the TTL value may be transmitted to and stored
in the RAP detector. Also included 1n detector 502 are one or
more processors 514 and a network interface 516 for com-
municating with the network. In some embodiments, there
may be fewer or more modules, data sets, and logic than those
shown 1n FIG. §. For example, there may also be a module or
code for examining authorized AP data set 510 to see 11 the AP
IP address from the data packet 1s contained 1n the data set.
There may also be areporting module or code for transmitting
a message to the network administrator 1n the event a rogue
AP 1s believed to be detected.

FIG. 6 1s a network configuration diagram showing an
alternative configuration of the various components, specifi-
cally of the RAP detector, that may be used 1n specific
embodiments of the present invention. The configuration
shown 1n network 602 has several of the components shown
in FIG. 2 and their descriptions are not repeated here. Net-
work 602, however, does not have separate RAP detectors
228 and 230. Instead of having these separate components,
RAP detection software 1s embedded 1n a pre-existing soit-
ware package that executes 1n one embodiment 1n a router.
For example, rogue AP detection soitware may be bundled
with an existing network security software package (e.g.,
StarGate from Trend Micro) which runs on a router, for
example, from Cisco Systems of San Jose, Calif., making the
router a “RAP-enabled” router, such as routers 604 and 606.
In one embodiment, the detection software executes on the
data packet when 1t 1s first received by the router and before
the router decrements the TTL value 1n the data packet. In
another embodiment, the data packet may be processed by the
detection software after the router decrements the T'TL value,
in which case the logic for step 306 1in FIG. 3 1s modified
accordingly. In another embodiment, RAP detection software
1s 1nstalled and executes on an existing product, such as IGSA
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from Trend Micro or other network component that operates
between a switch and a router, or similar devices.

FIGS. 7A and 7B illustrate a computer system 700 suitable
for implementing embodiments of the present invention. FIG.
7A shows one possible physical form of the computer system.
Of course, the computer system may have many physical
forms including an integrated circuit, a printed circuit board,

a small handheld device (such as a mobile telephone or PDA),
a personal computer or a super computer. Computer system

700 includes a monitor 702, a display 704, a housing 706, a
disk drive 708, a keyboard 710 and a mouse 712. Disk 714 1s
a computer-readable medium used to transfer data to and
from computer system 700.

FIG. 7B 1s an example of a block diagram for computer
system 700. Attached to system bus 720 are a wide variety of
subsystems. Processor(s) 722 (also referred to as central pro-
cessing units, or CPUs) are coupled to storage devices includ-
ing memory 724. Memory 724 includes random access
memory (RAM) and read-only memory (ROM). As 1s well
known 1n the art, ROM acts to transfer data and instructions
uni-directionally to the CPU and RAM 1s used typically to
transier data and instructions in a bi-directional manner. Both
of these types of memories may include any suitable of the
computer-readable media described below. A fixed disk 726
1s also coupled bi-directionally to CPU 722; 1t provides addi-
tional data storage capacity and may also include any of the
computer-readable media described below. Fixed disk 726
may be used to store programs, data and the like and 1s
typically a secondary storage medium (such as a hard disk)
that 1s slower than primary storage. It will be appreciated that
the information retained within fixed disk 726, may, 1n appro-
priate cases, be incorporated 1n standard fashion as virtual
memory 1n memory 724. Removable disk 714 may take the
form of any of the computer-readable media described below.

CPU 722 1s also coupled to a vanety of input/output
devices such as display 704, keyboard 710, mouse 712 and
speakers 730. In general, an input/output device may be any
of: video displays, track balls, mice, keyboards, microphones,
touch-sensitive displays, transducer card readers, magnetic or
paper tape readers, tablets, styluses, voice or handwriting
recognizers, biometrics readers, or other computers. CPU
722 optionally may be coupled to another computer or tele-
communications network using network interface 740. With
such a network interface, 1t 1s contemplated that the CPU
might receive miformation from the network, or might output
information to the network 1n the course of performing the
above-described method steps. Furthermore, method
embodiments of the present invention may execute solely
upon CPU 722 or may execute over a network such as the
Internet 1 conjunction with a remote CPU that shares a
portion of the processing.

In addition, embodiments of the present invention further
relate to computer storage products with a computer-readable
medium that have computer code thereon for performing
various computer-implemented operations. The media and
computer code may be those specially designed and con-
structed for the purposes of the present invention, or they may
be of the kind well known and available to those having skall
in the computer software arts. Examples of computer-read-
able media include, but are not limited to: magnetic media
such as hard disks, floppy disks, and magnetic tape; optical
media such as CD-ROMs and holographic devices; magneto-
optical media such as floptical disks; and hardware devices
that are specially configured to store and execute program
code, such as application-specific integrated circuits
(ASICs), programmable logic devices (PLDs) and ROM and
RAM devices. Examples of computer code include machine
code, such as produced by a compiler, and files containing
higher-level code that are executed by a computer using an
interpreter.
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Although 1llustrative embodiments and applications of this
invention are shown and described herein, many variations
and modifications are possible which remain within the con-
cept, scope, and spirit of the invention, and these variations
would become clear to those of ordinary skill in the art after
perusal of this application. For example, although the
embodiments are described using TTL values 1n the Internet
Protocol, other similar time expiration values for a data
packet may be used. In another example, while switches are
used as the component directly connected to wired end user
devices, there may be other types of components 1n place of
switches, such as hubs, servers, and gateways, which may
also be present i other parts of the network but are not shown
in the figures. Accordingly, the embodiments described are to
be considered as 1llustrative and not restrictive, and the inven-
tion 1s not to be limited to the details given herein, but may be
modified within the scope and equivalents of the appended
claims.

We claim:

1. A method of detecting an unauthorized wireless access
point 1n a network using a computing device, the method
comprising:

collecting time expiration value data from a plurality of

data packets originating from end-user computers of
said network;
analyzing said time expiration value data to obtain a thresh-
old time expiration value, wherein said threshold time
expiration value 1s dertved from collecting time expira-
tion value data from said plurality of data packets;

scanning an incoming data packet for said time expiration
value:

determining whether the time expiration value 1s the same

as a threshold time expiration value;

when 1t 1s determined that the time expiration value 1s not

the same as the threshold time expiration value, deter-
mining whether the incoming data packet is being routed
through an authorized access point in the network
including
reading an access point IP address from the imncoming
data packet, and
determining whether the access point IP address 1s in an
authorized access point IP address data set;
determining that said access point that 1s not an authorized
access point when said access point IP address 1s not 1n
said authorized access point IP address data set; and
reporting to a security component of said network when it
1s determined that the incoming data packet 1s not being
routed through an authorized access point, wherein the
time expiration value 1s unmodified.

2. A method as recited 1n claim 1 further comprising:

receiving the incoming data packet from a switch 1n the

network, the switch being connected to said unautho-
rized access point.

3. A method as recited 1n claim 1 further comprising:

storing the threshold time expiration value i a rogue

access point detection component of said network.

4. A method as recited in claim 1 further comprising:

transmitting notification to a network administrator work-

station 11 the access point IP address 1s not 1n the autho-
rized access point address data set.

5. A method as recited in claim 1 further comprising:

updating the authorized access point IP address data set

when one or more authorized access points are added to
the network.

6. A method as recited 1n claim 1 wherein the time expira-
tion value 1s a Time-To-Live (1TL) value.
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7. A wireless access point detection apparatus comprising:

at least one processor; at least one incoming network inter-
face and at least one outgoing network interface for
communication within a computer network;

a time expiration data collection module that reads time

expiration data from a plurality of data packets from
end-user devices in said network for a predetermined
amount of time;

a time expiration data analysis module arranged to derive a
maximum time expiration value from said time expira-

tion data from said plurality of data packets, wherein the
time expiration data analysis module holds said maxi-
mum time expiration value for data packets originating
from end-user devices 1n said network;

a packet scan module for scanming an incoming data packet
for a time expiration value;

a memory storing an authorized wireless access point data
set, said data set including IP addresses of authorized
access points; and

a comparison module for comparing the time expiration
value scanned from the incoming data packet with the
maximum time expiration value, for determining
whether an access point 1s authorized using said autho-
rized access point data set, and for reporting to a security
component of said network when 1t 1s determined that
the incoming data packet 1s not being routed through an
authorized access point, wherein the time expiration
value 1s unmodified.

8. A wireless access point detection component as recited

in claim 7 further comprising;:

a reporting module for reporting an unauthorized access
point to a network administrator workstation.

9. A computer network apparatus comprising;

a plurality of end user devices, wherein one of the end user
devices 1s an 1ntruder device connected to an unautho-
rized access point;

a plurality of routers, wherein at least one of said routers 1s
an authorized access point component;

a plurality of switches;

a time expiration data collection module that reads time
expiration data from a plurality of data packets from said
end-user devices 1n said network for a predetermined
amount of time and determines a maximum time expi-
ration value from said time expiration data from said
plurality of data packets; and

at least one rogue access point detector containing an
authorized access point IP address data set, wherein the
at least one rogue access point detector 1s arranged to
examine a time-to-live (T'TL) value of a data packet
traversing the network, compare said (1TTL) value to said
maximum time expiration value, utilize the authorized
access point IP address data set to detect the unautho-
rized access point, and to report to a security component
of said network when 1t 1s determined that said data
packet 1s not being routed through an authorized access
point, wherein the T'TL value 1s unmodified.

10. A computer network as recited in claim 9 wherein the at
least one rogue access point detector 1s implemented 1n a
router, thereby creating a rogue access point detection-en-
abled router.

11. A computer network as recited in claim 9 wherein the at
least one rogue access point detector 1s implemented 1n an
ex1isting network security component.

12. A computer network as recited in claim 9 wherein the
unauthorized access point 1s connected to a switch from the
plurality of switches.
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