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(57) ABSTRACT

In one embodiment, a method for remote mirroring includes
providing a control entity coupled to a primary site and a
secondary site, receiving lirst memory space information
indicative of a location of a first memory space, establishing
a remote mirroring relationship between the primary site and
the secondary site, copying data from the primary site to the
secondary site, and writing status information to the first
memory space for storing status information representative of
a relationship between data stored 1n the primary site and
destined to be copied to the secondary site and data copied
from the primary site to the secondary site.

14 Claims, 2 Drawing Sheets
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REMOTE MIRRORING BETWEEN A
PRIMARY SITE AND A SECONDARY SITE

FIELD OF THE INVENTION

The present invention relates to methods, systems and
computer program products for remote mirroring.

BACKGROUND OF THE INVENTION

The mmportance of data has increased during the last
decade while the cost of data storage medium has decreased,
thus motivating data storage vendors to provide data protec-
tion schemes that are based upon duplication of data.

One of these protection schemes 1s known as remote mir-
roring. Remote mirroring involves repetitively generating,
one or more duplicates on a remote secondary site. Remote
mirroring 1s mainly used for disaster recovery.

Remote mirroring does not guarantee that the secondary
site 1s Tully synchronized (consistent) with the primary (pro-
duction) site at all times. A data set 1s consistent 11 1t does not
reflect any operation that depends on another operation that 1s
not reflected 1n the data set.

In case of a disaster at the primary site, 1t 1s crucial to know
whether the secondary site 1s fully synchronized and allows
continuation of normal operation.

In cases where the primary and secondary site run compat-
ible firmware, the primary site controller uses a special pro-
prietary “update secondary” command to update the second-
ary site controller as to 1ts status with respect to full
synchronization.

In many cases the secondary site includes a secondary site
controller that 1s not compatible with the primary site con-
troller. This can occur due to cost constrains (for example—
using a cheaper secondary site controller) but this is not
necessarily so. In these situations the status of the secondary
site can not be updated by sending a special proprietary
“update secondary” command from the primary site control-
ler to the secondary site controller.

There 1s a need to enable a control entity to know whether
a secondary site 1s consistent even when the secondary site
controller 1s not compliant with the primary site controller.

SUMMARY OF THE PRESENT INVENTION

In accordance with a first embodiment, a method for
remote mirroring includes providing a control entity coupled
to a primary site and a secondary site, recerving first memory
space information mdicative of a location of a first memory
space, establishing a remote mirroring relationship between
the primary site and the secondary site, copying data from the
primary site to the secondary site, writing status information
to the first memory space for storing status information rep-
resentative of a relationship between data stored 1n the pri-
mary site and destined to be copied to the secondary site and
data copied from the primary site to the secondary site.

In accordance with a second embodiment, a system for
remote mirroring includes a control entity coupled to a pri-
mary site and a secondary site, a non-transitory computer
readable medium having computer readable program code
embodied therewith, the computer readable program code
configured to recerve first memory space information mdica-
tive of a location of a first memory space, the first memory
space located at the secondary site, establish a remote mir-
roring relationship between the primary site and the second-
ary site, copy data from the primary site to the secondary site,
and write status information to the first memory space for
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storing status information representative of a relationship
between data stored in the primary site and destined to be
copied to the secondary site and data copied from the primary
site to the secondary site.

In accordance with a third embodiment, a system for
remote mirroring imncludes a control entity coupled to at least
a secondary site, a primary site coupled to the control entity,
the primary site including a primary site controller and a
primary storage controller, wherein the primary site 1s con-
figured to establish a remote mirroring relationship between
the primary site and the secondary site, copy data from the
primary site to the secondary site, and receive first memory
space information from the control entity and write status
information to a first memory space at the secondary site, the
first memory space information indicative of a location of the
first memory space, the first memory space allocated for
storing status information representative of a relationship
between data stored in the primary site and destined to be
copied to the secondary site and data copied from the primary
site to the secondary site.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be understood and appreciated
more fully from the following detailed description taken in
conjunction with the drawings 1n which:

FIG. 1 illustrates a primary site environment, according to
an embodiment of the invention; and

FI1G. 2 1llustrates a method for remote mirroring, according,
to an embodiment of the invention;

DETAILED DESCRIPTION OF THE DRAWINGS

Methods, systems and computer program products for
remote mirroring are provided.

FIG. 1 1llustrates a primary site environment 10, according,
to an embodiment of the invention.

FIG. 1 illustrates a single primary and a single secondary
site although the invention can be applied mutatis mutandis 1n
environments that include multiple primary and secondary
sites.

Environment 10 includes control entity 40, primary site 20
and secondary site 30. Primary site 20 and secondary site 30
can exchange data and status information over network 60.

It 1s further noted that each of the primary and secondary
sites 20 and 30 can recerve data from other components such
as host computers (not shown), other storage sites and the
like.

It 1s further noted that the various components within envi-
ronment 10 can be connected to each other by various links,
networks and the like. It 1s further noted that additional data
protection schemes can be applied. These data protection
schemes include using non-volatile memories, duplicating,
the primary site and at least one remote site and the like.
Redundant power supply units as well as other components
can also be used.

Primary site 20 includes three primary storage units 26-28,
primary storage controller 24 and primary site management
entity 22. Secondary site 30 includes three secondary storage
units 36-38, secondary storage controller 34 and secondary
site management entity 32.

Each primary storage site or secondary storage unit can
include a disk, but this 1s not necessarily so. It is noted that the
number of storage units per site can differ from three and that
the number of primary storage units can differ from the num-
ber of secondary storage units.
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Control entity 40 1s connected to primary site 20 and sec-
ondary site 30. Control entity 40 1s conveniently connected to
primary site management entity 22 and to secondary site
management entity 32.

Primary storage controller 24 1s connected between pri-
mary site management entity 22 and between three primary
storage units 26-28. Conveniently, primary storage controller
24 1s controlled by primary site management entity 22. Pri-
mary storage controller 24 also controls three primary storage
units 26-28.

Secondary storage controller 34 1s connected between sec-
ondary site management entity 32 and between three second-

ary storage units 36-28. Conveniently, secondary storage con-
troller 34 1s controlled by secondary site management entity
32. Secondary storage controller 34 also controls three sec-
ondary storage units 36-38.

Control entity 40 can determine that a first memory space
should be allocated at secondary site 30. The first memory
space should be used for storing status information represen-
tative of (1) a relationship between data stored in the primary
site but destined to be copied to the secondary site and (1) data
copied from the primary site to the secondary site. It 1s noted
that the first memory space can include one or more memory
sub-spaces that can be arranged 1n a continuous or a non-
continuous manner.

Control entity 40 can 1nstruct secondary site 30 to allocate
the first memory space and can also instruct primary site 20 to
write the status information to that first memory space when-
ever 1t 1s deemed necessary to write such information. It 1s
noted that a single instruction can result 1n multiple write
operations of the status information. For clarnty of explana-
tion first memory space 1s represented by box 51 within
second secondary storage umt 37.

If control entity 40 (or primary site management entity 22)
decides to start a mirroring relationship then primary site
management entity 22 sends primary storage controller 24 an
establish remote mirroring relationship command that
includes first memory space mformation. The first memory
space 1nformation 1s indicative of a location of the first
memory space.

In response, primary storage controller 24 establishes a
remote mirroring relationship with secondary site 30.

Once the remote mirroring relationship 1s established pri-
mary site 20 sends data (1n a continuous or frequent manner)
to secondary site 30 and writes status information to first
memory space 51.

It 1s noted that control entity 40 can access the status
information and in response be able to determine (1) the
relationship between data stored in the primary site but des-
tined to be copied to the secondary site and (11) data copied
from the primary site to the secondary site.

Conveniently, control entity 40 1s adapted to determine
whether secondary site 30 1s consistent.

The determination (of the consistency) can be triggered by
a failure of primary site 20 although this 1s not necessarily so.

The determination can be followed by determiming (by
control entity 40 or by another entity) how to recover from a
failure of primary site 20.

It 1s noted that primary site 20 can execute one or more
stages ol method 200 that 1s further 1llustrated 1n FIG. 2.

FI1G. 2 illustrates method 200 for remote mirroring, accord-
ing to an embodiment of the invention.

Method 200 starts by stage 210 of determining a location of
a first memory space within a secondary site to be allocated
for storing status information representative of a relationship
between (1) data stored 1n the primary site but destined to be
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copied to the secondary site and (11) data copied from the
primary site to the secondary site.

The determination can be made by a control entity that does
not belong to the primary site or to the secondary site.

Stage 210 15 followed by stages 220 and 230. Stage 220
includes allocating the first memory space. Stage 220 can
include sending an allocation instruction to the secondary
site.

Stage 230 includes recewving, by a primary site, first
memory space mformation. The first memory space informa-
tion 1s indicative of a location of the first memory space.
Conveniently, the first memory space information is sent from
control entity.

Stages 220 and 230 are followed by stage 240 of establish-
ing a remote mirroring relationship between a primary site
and a secondary site.

Conveniently, stage 240 1ncludes sending to the primary
storage controller an Establish Remote Mirroring relation-
ship command that includes the first memory space informa-
tion.

Stage 240 1s followed by stage 250 of copying data from the
primary site to the secondary site and writing status informa-
tion by a primary site controller to the first memory space.

Stage 250 can be followed by stages 260 or 270. Stage 260
includes reading the status information and determiming the
relationship between (1) data stored in the primary site but
destined to be copied to the secondary site and (11) data copied
from the primary site to the secondary site. Stage 260 can
include determining whether the secondary site 1s consistent.
Method 200 can decide how to perform data recovery in
response to the consistency of the secondary site.

Stage 270 includes determining that the primary site has
failed and recovering from the primary site failure inresponse
to status mformation stored in the first memory space. It 1s
noted that stage 270 can include stage 260. IT, for example, the
secondary site 1s not consistent then the recovery process can
include looking for another (consistent) secondary site, but
this 1s not necessarily so.

It 1s further noted that stage 270 can include selecting
between multiple secondary sites. It 1s noted that the deter-
mination (of said failure) can be responsive to a reception of
a failure indication, as well as the absence of transmissions
from the primary host. The determination can be made by the
remote sites or by another component.

As will be appreciated by one skilled 1n the art, aspects of
the invention may be embodied as a system, method or com-
puter program product Accordingly, aspects of the mnvention
may take the form of an entirely hardware embodiment, an
entirely software embodiment (including firmware, resident
soltware, micro-code, etc.) or an embodiment combining
solftware and hardware aspects that may all generally be
referred to herein as a “circuit,” “module” or “system.” Fur-
thermore, aspects of the mvention may take the form of a
computer program product embodied 1n one or more com-
puter readable medium(s) having computer readable program
code embodied thereon.

Any combination of one or more computer readable stor-
age medium(s) may be utilized. A computer readable storage
medium may comprise any suitable non-transitory computer
readable storage medium that includes, for example, an elec-
tronic, magnetic, optical, or semiconductor system, appara-
tus, or device, or any suitable combination of the foregoing.
More specific examples (a non-exhaustive list) of the com-
puter readable storage medium would include the following:
an electrical connection having one or more wires, a hard
disk, a semiconductor or solid-state memory, magnetic tape,
a removable computer diskette, a random access memory
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(RAM), a read-only memory (ROM), a rigid magnetic disk,
an erasable programmable read-only memory (EPROM or
Flash memory), an optical fiber, a portable compact disc
read-only memory (CD-ROM), and an optical disk, or any
suitable combination of the foregoing. Current examples of
optical disks include compact disk—read only memory (CD-
ROB), compact disk—read/write (CD-R/W)and DVD. In the
context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or 1n connection with an instruction
execution system, apparatus, or device.

A data processing system suitable for storing and/or
executing program code will include at least one processor
coupled directly or indirectly to memory elements through a
system bus. The memory elements can include local memory
employed during actual execution of the program code, bulk
storage, and cache memories which provide temporary stor-
age of at least some program code 1n order to reduce the
number of times code must be retrieved from bulk storage
during execution.

Input/output or I/O devices (including but not limited to
keyboards, displays, pointing devices, etc.) can be coupled to
the system either directly or through intervening 1I/0 control-
lers.

Network adapters may also be coupled to the system to
enable the data processing system to become coupled to other
data processing systems or remote printers or storage devices
through intervening private or public networks. Modems,
cable modem and Ethernet cards are just a few of the currently
available types of network adapters.

Variations, modifications, and other implementations of
what 1s described herein will occur to those of ordinary skall
in the art without departing from the spirit and the scope of the
invention as claimed.

Accordingly, the mvention 1s to be defined not by the
preceding illustrative description but instead by the spirit and
scope of the following claims.

I claim:

1. A method for remote mirroring comprising:

providing a control entity coupled to a primary site and a

secondary site;

receiving first memory space information indicative of a

location of a first memory space;

establishing a remote mirroring relationship between the

primary site and the secondary site;

copying data from the primary site to the secondary site;

and

writing status information to the first memory space for

storing status information representative of a relation-
ship between data stored in the primary site and destined
to be copied to the secondary site and data copied from
the primary site to the secondary site.

2. The method of claim 1 wherein the first memory space
information 1s provided by the control entity and wherein the
first memory space 1s located at the secondary site.

3. The method of claim 2 further comprising;:

providing a primary site controller for sending an establish

remote mirroring relationship command to the control
entity, the remote mirroring relationship command com-
prising {irst memory space information.

4. The method of claim 1 further comprising:

reading the status information and determining the rela-

tionship between data stored in the primary site and
destined to be copied to the secondary site and data
copied from the primary site to the secondary site.

5. The method of claim 4 further comprising:

determining 11 the secondary site 1s consistent.
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6. The method of claim 1 further comprising;:

determiming if the primary site has failed and 11 the primary
site has failed, then recovering from the primary site
failure in response to status information stored 1n the first
memory space.

7. The method of claim 1 further comprising;:

allocating the first memory space at the secondary site.

8. A system for remote mirroring comprising;:

a control entity coupled to a primary site and a secondary
site;

a non-transitory computer readable storage medium hav-
ing computer readable program code embodied there-
with, the computer readable program code comprising:
computer readable program code configured to receive

first memory space information indicative of a loca-
tion of a first memory space, the first memory space
located at the secondary site;

computer readable program code configured to establish
a remote mirroring relationship between the primary
site and the secondary site;

computer readable program code configured to copy
data from the primary site to the secondary site; and

computer readable program code configured to write
status information to the first memory space for stor-
ing status information representative of a relationship
between data stored 1n the primary site and destined to
be copied to the secondary site and data copied from
the primary site to the secondary site.

9. The system of claim 8 further comprising:

computer readable program code configured to send an
establish remote mirroring relationship command to the
control entity, the establish remote mirroring relation-
ship command comprising first memory space informa-
tion.

10. The system of claim 8 further comprising:

computer readable program code configured to read the
status 1nformation and determine the relationship
between data stored 1n the primary site and destined to be
copied to the secondary site and data copied from the
primary site to the secondary site.

11. The system of claim 10 further comprising;:

computer readable program code configured to determine
i the secondary site 1s consistent.

12. The system of claim 8 further comprising;

computer readable program code configured to determine
if the primary site has failed and 11 the primary site has
failed, then recover from the primary site failure in
response to status information stored in the first memory
space.

13. A system for remote mirroring comprising:

a control entity coupled to at least a secondary site;

a primary site coupled to the control entity, the primary site
comprising:

a primary site controller and a primary storage control-
ler, the primary site configured to establish a remote
mirroring relationship between the primary site and
the secondary site;

the primary site configured to copy data from the pri-
mary site to the secondary site; and

the primary site controller configured to recerve first
memory space information from the control entity
and write status information to a first memory space at
the secondary site, the first memory space mforma-
tion indicative of a location of the first memory space,
the first memory space allocated for storing status
information representative of a relationship between
data stored in the primary site and destined to be
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copied to the secondary site and data copied from the relationship command comprising the first memory space
primary site to the secondary site. information to the primary storage controller.

14. The system of claim 13 wherein the primary site con-
troller 1s configured to send an establish remote mirroring %k ok k%
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