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COMPLIANCE MONITORING

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present invention 1s a continuation-in-part application
of application Ser. No. 11/742,205, enfitled “SYSTEM AND
METHOD FOR PROVIDING SUPPORT ASSISTANCE”
and filed on Apr. 30, 2007, the contents of which are incor-
porated herein by reference 1n its entirety.

BACKGROUND

In today’s world, providing information technology ser-
vices plays an important part 1n all aspects of business and
personal life. Having a robust information technology inira-
structure allows businesses to run seamlessly without signifi-
cant manual intervention or involvement. In view of the
importance and ubiquity of information technology, compli-
ance standards have been set 1n place to insure data integrity
and security. Currently, many businesses and organizations
try to msure compliance by requesting audits on a periodic
basis. However, oftentimes, such compliance 1s based on out
of date information and thus, might not provide an accurate
depiction of the compliance of information technology ser-
vices and systems. Additionally, audits typically require
weeks 11 not months of time, rendering on the spot compli-
ance reports virtually impossible.

For the foregoing reasons, a system and method for deter-
mimng compliance of mformation technology services 1s
needed.

SUMMARY

Compliance monitoring includes monitoring one or more
compliance data sources such as internal diagnostic utilities,
manually entered data and/or third party applications. The
data may be monitored 1n a real-time fashion and recerved by
a compliance engine. The data may then be compiled and
evaluated to determine a level of compliance based on pre-
defined compliance objectives. For example, compliance
objectives may correspond to various categories of data secu-
rity and integrity. In another example, compliance objectives
may be defined based on one or more industry standards for
information technology governance. Once a level of compli-
ance has been determined, a compliance report may be gen-
erated. The compliance report may include various types of
information including a breakdown of compliance levels for
different compliance areas, suggestions for improvements
and an overall compliance score.

According to one or more aspects, compliance may be
judged based on user interactions with process maps. Process
maps generally refer to a set of process steps configured to
guide a user through resolving an 1ssue or providing a service.
Compliance may thus be evaluated based on whether a user
tollows the process steps 1n an approved order, the amount of
time spent on each process step, whether the process map was
followed to the end, whether the service or 1ssue was com-
pleted or resolved and the like. In one example, one aspect of
compliance may correspond to a speed with which a user
provides a service such as trouble shooting a technical 1ssue.

According to another aspect, compliance reports may be
generated “on the spot,” in response to a user’s request. Thus,
in contrast to current auditing methods, compliance reports
may be generated in a relatively short amount of time after a
request 1s made. Auditing methods generally require days,
weeks or months to complete. Further, users may request
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2

parameter specific compliance reports. That 1s, a user may
specily that the compliance report should only include a
particular time frame, service, user, department and/or com-
binations thereof.

These as well as other advantages and aspects of the inven-
tion are apparent and understood from the following detailed

description of the invention, the attached claims, and the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention 1s 1llustrated by way of example and
not limited 1n the accompanying figures 1n which like refer-
ence numerals indicate similar elements and in which:

FIG. 1 illustrates a block diagram of a computing environ-
ment 1n which one or more aspects described herein may be
implemented.

FIG. 2 illustrates a compliance momitoring system for
determining compliance across multiple systems and pro-
cesses according to one or more aspects described herein.

FIG. 3 illustrates a compliance data source including a
manual entry interface according to one or more aspects
described herein.

FIG. 4 1s a flowchart 1llustrating a method for determining
compliance of one or more mformation technology services
according to one or more aspects described herein.

FIG. 5 15 a flowchart 1llustrating a method for monmitoring
compliance according to one or more aspects described
herein.

FIG. 6 1llustrates a process map configured to guide users
through providing support according to one or more aspects
described herein.

FIG. 7 1s a flowchart illustrating a method for processing
and generating parameter specific compliance reports accord-
ing to one or more aspects described herein.

FIG. 8 illustrates a manner of conveying compliance 1n a
compliance report according to one or more aspects described
herein.

FIG. 9 1llustrates an alternative or additional manner of
conveying compliance levels 1n a compliance report accord-
ing to one or more aspects described herein.

FIGS. 10A & 10B 1illustrate conditions for compliance
according to one or more aspects described herein.

DETAILED DESCRIPTION

In the following description of the various embodiments,
reference 1s made to the accompanying drawings, which form
a part hereof, and 1n which 1s shown by way of illustration
various embodiments 1n which the mvention may be prac-
ticed. It 1s to be understood that other embodiments may be
utilized and structural and functional modifications may be
made without departing from the scope of the present inven-
tion.

FIG. 1 illustrates a computing environment in which one or
more aspects described herein may be implemented. A com-
puting device such as computer 100 may house a variety of
components for inputting, outputting, storing and processing
data. For example, processor 105 may perform a variety of
tasks including executing one or more applications, retrieving
data from a storage device such as storage 1135 and/or output-
ting data to a device such as display 120. Processor 105 may
be connected to Random Access Memory (RAM) module
110 1n which application data and/or instructions may be
temporarily stored. RAM module 110 may be stored and
accessed 1 any order, providing equal accessibility to the
storage locations 1n RAM module 110. Computer 100 may
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turther include Read Only Memory (ROM) 112 which allows
data stored thereon to persist or survive after computer 100
has been turned off. ROM 112 may be used for a variety of
purposes including for storage of computer 100°s Basic
Input/Output System (BIOS). ROM 112 may further store
date and time information so that the mformation persists
even through shut downs and reboots. In addition, storage 1135
may provide long term storage for a variety of data including,
applications and data files. Storage 115 may include any of a
variety ol computer readable media such as disc drives, opti-
cal storage mediums, magnetic tape storage systems, flash
memory and the like. In one example, processor 105 may
retrieve an application from storage 115 and temporarily store
the mstructions associated with the application RAM module
110 while the application 1s executing.

Computer 100 may output data through a variety of com-
ponents and devices. As mentioned above, one such output
device may be display 120. Another output device may
include an audio output device such as speaker 125. Each
output device 120 and 125 may be associated with an output
adapter such as display adapter 122 and audio adapter 127,
which translates processor instructions into corresponding,
audio and video signals. In addition to output systems, com-
puter 100 may receive and/or accept input from a variety of
input devices such as keyboard 130, storage media drive 135
and/or microphone (not shown). As with output devices 120
and 125, each of the input devices 130 and 135 may be
associated with an adapter 140 for converting the input into
computer readable/recognizable data. In one example, voice
input received through microphone (not shown) may be con-
verted into a digital format and stored 1n a data file. In one or
more 1nstances, a device such as media drive 135 may act as
both an mput and output device allowing users to both write
and read data to and from the storage media (e.g., DVD-R,
CD-RW, etc.).

Computer 100 may further include one or more communi-
cation components for recerving and transmitting data over a
network. Various types of networks include cellular net-
works, digital broadcast networks, Internet Protocol (IP) net-
works and the like. Computer 100 may include adapters
suited to communicate through one or more of these net-
works. In particular, computer 100 may mclude network
adapter 150 for communication with one or more other com-
puter or computing devices over an IP network. In one
example, adapter 150 may facilitate transmission of data such
as electronic mail messages and/or financial data over a com-
pany or organization’s network.

In another example, adapter 150 may facilitate transmis-
sion or receipt of information from a world wide network
such as the Internet. Adapter 150 may 1nclude one or more
sets of instructions relating to one or more networking pro-
tocols. For example adapter 150 may include a first set of
instructions for processing IP network packets as well as a
second set of instructions associated with processing cellular
network packets. In one or more arrangements, network
adapter 150 may provide wireless network access for com-
puter 100.

One of skill in the art will appreciate that computing
devices such as computer 100 may include a variety of other
components and 1s not limited to the devices and systems
described 1n FIG. 1.

Computing devices such as computer 100 of FIG. 1 are
often used 1n carrying out information technology solutions
for achieving various business goals. However, information
technologies vary greatly 1n levels of security, quality and
integrity and thus, may often create uncertainty in the safety
and reliability of data processed there through. To combat
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such uncertainty, organizations have developed guidelines
and standards to help promote the security, quality and integ-
rity of information technology. For example, Control Objec-
tives for Information and related Technology (COBIT) rep-
resents a set of standards and ideas created to help optimize
business mvestments 1 information technology, ensure ser-
vice delivery and provide a benchmark for judging informa-
tion technology. Thus, a business may wish to evaluate its
information technology services against standards such as
COBIT to msure compliance. In one or more arrangements,
compliance may be measured based on the amount of time 1t
takes for a user to complete a process step, customer polls
relating to satisfaction, whether a resolution was reached,
whether notes were kept, how and/or when a process tool 1s
used and the like. Additional information relating to COBIT
may be found at http://www 1saca.org/
Template.cim?Section=COBIT6& Template=/TaggedPage/
TaggedPageDisplay.cim& TPLID=55&ContentID=31519.

FIG. 2 illustrates a system for monitoring compliance of
information technology solutions and personnel with one or
more standards or objectives. The standards and objectives
may be defined and inputted into compliance monitor 200,
which 1s configured to monitor data from a variety of sources
including manual input sources 205, incident diagnostic utili-
ties 210 and third-party applications and systems 215. In
contrast to current auditing methods, compliance monitor
200 may perform compliance monitoring 1n a real-time man-
ner. Stated differently, compliance monitor 200 may evaluate
the compliance of a particular information technology pro-
cess as data relating to the process 1s generated or detected. In
one example, a compliance monitor may monitor how long 1t
takes for information technology (IT) support personnel to
resolve an issue raised by a client. In another example, a
compliance monitor may receive information relating to the
suificiency of IT risk management documentation as 1t 1s
uploaded or entered 1nto a system.

Compliance monitor 200 may include a compliance moni-
tor engine 201 configured to receive and process compliance
information received from the various compliance informa-
tion sources 205, 210 and 215. Thus, each of sources 205, 210
and 215 may be monitored and data may be recerved there-
from through a data network. In one example, compliance
monitor 200 may monitor the accuracy of captured or
received data and detect any updates to the data. Compliance
monitor 200 may further include manual compliance inter-
face 203 that 1s configured to receive user iput correspond-
ing to analysis of the compliance data. For example, a user
may use the manual compliance 1nterface 203 to manually
evaluate the level of compliance of various processes with the
compliance objectives and enter data corresponding to the
user’s evaluation. The compliance monitor 200 may further
generate compliance reports based on the various data and
input received from data sources 205, 210 and 215 and/or
manual compliance interface 203.

Manual 1nput source 205 may allow a user to enter data or
upload information to compliance monitor 200 for analysis.
For example, a user may be presented with a compliance form
that requests responses to a series of compliance questions.
Further, the form may request the uploading of various docu-
ments that are required as part of compliance review.

FIG. 3 1llustrates a manual entry interface 300 that 1s con-
figured to receive compliance data. As illustrated, interface
300 may 1include entry areas 305 and 310 for indicating
whether certain documentation or plans exist. The document
or plan may be linked using fields 315 and 320. Further,
information about the document or plan such as a date of
creation may be specified 1n entry field 325. As discussed, one
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or more aspects of an IT plan or structure may be reviewed
manually by an authorized individual. In such instances,
interface 300 may further include entry fields 330 and 335 for
reviewing information such as name of the designated
reviewer, a date on which the document or plan was last
reviewed and a required or preferred frequency of review.

Referring again to FIG. 2, manual 1mnput source 205 may
thus be used to collect a variety of information and documents
that may require manual identification and/or review. Com-
pliance monitor 200 may thus use the collected data as a
turther measure of compliance. For example, one compliance
objective may correspond to the existence of a particular
document. Accordingly, 1f the particular document 1s deter-
mined to exist (e.g., through a manual i1dentification of the
document), the compliance objective may be considered sat-
1sfied.

Incident diagnostic utilities 210 generally relate to appli-
cations that are configured to aid in the resolution of an
incident. Incident diagnostic utilities 210 may monitor for
various types of data including times (e.g., time required to
resolve an 1ssue), data suificiency (e.g., the amount of data
requested versus the amount of data entered), worktlow (e.g.,
the order of steps that were taken imn resolving an 1ssue) and the
like to a1d 1n determining a level of compliance of information
technology being used. In one or more arrangements, incident
diagnostic utilities 210 may include process maps that are
designed to guide support personnel through a resolution
process. These process maps may be interactive and provide
a step-by-step manual on how to resolve a problem or inquiry.
Thus, 1n one embodiment, by detecting and monitoring per-
sonnel 1nteraction with such process maps, compliance may
be measured. For example, the amount of time 1t takes for a
support individual to reach a particular step 1n a process map
may be compared to a predefined threshold time to determine
compliance.

Process maps, as used herein, generally refer to a set of
process steps that are linked to form a process tlow. Support
personnel and other users may use process maps to help
identify a solution to one or more 1ssues. For example, a client
calling for technical troubleshooting may be aided by an
individual using a process map. The process map may guide
the mdividual through asking certain questions, requesting
certain types of information and/or using various applications
for resolving the 1ssue or problem. Process maps may also be
interactive. For example, upon selection of a process step, an
application corresponding to the step may automatically be
launched. Alternatively or additionally, selecting a process
step may allow a user to enter notes or data 1n association with
the selected step.

Additionally, activities of a process map user may auto-
matically be tracked by the process map or a background
process corresponding thereto. In one or more configurations,
the service application may 1nitiate a background process that
tracks the amount of time spent on each process step, the
actions taken by the support personnel (e.g., clicking on a
link, activating an application or applet), notes taken by the
support personnel and other related information. A tracker or
logger may be activated automatically upon selection of a
process map or activation of a service application. Alterna-
tively or additionally, logging activation may be controlled
manually by a user. Further details relating to process maps
may be found in U.S. application Ser. No. 11/742,205,
entitled “System and Method for Providing Support Assis-
tance” and filed Apr. 30, 2007.

Third-party applications and systems 215 are also used to
resolve or aid 1n resolving problems that may arise. In one
example, a third-party product may provide an interface for
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resetting or retrieving lost passwords and updating profile
information. In another example, a third-party system may be
used to provide data security. Accordingly, data recorded
and/or generated by such third-party products may be used as
a further metric for analyzing compliance of a particular
service. For example, third-party systems and applications
215 may provide statistics as to the number of lost or forgotten
passwords during a predefined period. Such statistics may, 1
relevant, be used as a component of determining compliance.

Additionally or alternatively, data that 1s received from one
or more sources such as manual mput sources 205, incident
diagnostic utilities 210 and third-party applications and sys-
tems 215 may be stored in database 220. Compliance monitor
200 may be configured to retrieve data from database 220, for
example, when evaluating compliance and generating com-
pliance reports. Database 220 may also store specified control
objectives, thresholds and goals relating to compliance. Stor-
ing data in database 220 may further allow compliance moni-
tor 200 to generate comparative or historical reports based on
past performance.

FIG. 4 1s a flowchart illustrating a method for determining
compliance of one or more information technology services.
In step 400, a compliance system (e.g., compliance monitor
200 of FIG. 2) may monitor one or more mformation tech-
nology services or systems. In step 405, the compliance sys-
tem may receive compliance related data as a product of the
monitoring. In particular, the compliance system may receive
real-time data relating to the processes being performed by
support personnel, internal applications or third-party IT
products. For example, the compliance system may receive
compliance data tracked by a process map being used by
support personnel to resolve an incident as the incident 1s
being resolved. In another example, the compliance system
may receive up-to-date statistics relating to failed logins from
a third-party IT platform. Upon receiving the compliance
relevant data, the compliance system may compile the data in
one or more manners 1n step 410. For instance, data in the
same category (e.g., risk management or data security) may
be grouped 1nto one database or one collection. Various sta-
tistics may also be determined during the compilation phase
including averages, standard deviations, maximums and
minimums and the like.

In step 4135, the compliance system may compare the
received data with one or more compliance objectives or
standards to determine a level of compliance. By way of
example, a number of security breaches may be compared to
a threshold number of security breaches to determine a level
of compliance of a particular compliance objective. Compli-
ance may also be measured based on whether various plans or
documents exist, whether documents or plans have been
reviewed in accordance with a designated frequency of
review and the like. The various comparisons of the received
data with the one or more compliance objectives may then be
compiled in step 420 to determine or generate an overall
compliance score or level. In one arrangement, a compliance
level or score may be determined for each compliance objec-
tive and/or process according to the above process prior to
generating an overall service compliance score or level (e.g.,
in step 420). For example, 1f 3 out of 5 requirements of a
compliance objective have been satisfied, a compliance score
of 80% may be assigned to that compliance objective. Deter-
mining the overall compliance score or level, on the other
hand, may include averaging the various compliance scores
or levels. Various algorithms and/or formulas may also be
used to determine a compliance score. In one example, dif-
ferent objectives or requirements of an objective may be
weighted differently in generating the overall compliance
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score or level. For example, data security objectives may be
weighted more heavily than data integrity objectives.

In step 425, one or more compliance reports may be gen-
erated. The compliance report may provide an overall com-
pliance score, a breakdown of categories of compliance
objectives, suggestions or guidelines for improvement and/or
combinations thereol. Alternatively or additionally, compar-
ing the monitored data and the compliance objectives may
also 1include the 1dentification of business risks relating to the
determined compliance score or level. The business risks may
specily which areas of a businesses technology infrastructure
are exposed to potential attack or failure if one or more
corresponding objectives are non-compliant.

According to one or more aspects, retrieving compliance
data, determining compliance levels and generating compli-
ance reports (e.g., steps 405-425) may be performed 1n
response to a request for compliance mformation. Thus, in
contrast to present auditing methods requiring days, weeks
and even months to audit a set of data that may be outdated, a
client or other entity may request “on the spot” compliance
reports that are generated based on real-time data. “On the
spot” compliance reports may be generated in the matter of
seconds, minutes or hours.

Compliance scores and levels may be calculated using a
variety of formulas and algorithms. In one arrangement, a
compliance score for a process map may be determined by
identifyving a total number of control points having trace
based controls, M, 1n the process map and a number of com-
pliant control points having trace based controls, L. Control
points, as used herein, refers to a process step or other point in
a process map that 1s associated with a control objective. A
percentage compliance of trace based control points may thus
be determined using the formula: L/M. Cycle time based
controls points may be evaluated 1n similar fashion by deter-
mimng a percentage based on the total number of cycle time
controls, X, and the number of cycle time control points
where cycle time was recorded, Y. A total compliance includ-
ing both trace based control points and cycle time control
points may further be determined based on the formula:
(L+Y)/(M+X).

Cycle time control points, as used herein, refer to processes
or process steps that are evaluated based on time. Stated
differently, a compliance monitor may determine an amount
of time used to complete a process or process step and com-
pare that amount of time to a predefined threshold time to
determine compliance. Thus, 1f a particular process step takes
five minutes for support personnel to complete, that measured
time may be compared with a threshold of three minutes in
determining that the personnel was non-compliant in com-
pleting the step. Trace based control points, on the other hand,
refer to processes or process steps for which interaction and/
or completion 1s monitored. That 1s, a trace based control
point may detect whether the process or step has been
addressed or completed to determine compliance. Thus, if a
process or process step was not address or completed, a com-
pliance monitor may determine that an operating user was not
compliance in his or her use.

In addition to analyzing and monitoring the overall com-
pliance of a business’ technology infrastructure, a compli-
ance monitoring system may also evaluate the compliance of
a particular process or service. FI1G. 3 illustrates a method for
monitoring the compliance of an information technology ser-
vice provided to a client. In step 3500, a service, such as
technical support, or system may be monitored. That 1s, data
associated with the service being provided or process being
performed may be recerved by the compliance system. In one
or more arrangements, such data may be transmitted in real-
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time or according to periodic or aperiodic updates. In step
505, the compliance system may determine whether the 1nci-
dent has been resolved and/or whether service has been com-
pleted. If not, the compliance system may continue monitor-
ing the service task or incident. If, however, the incident has
been resolved or service has been completed, the compliance
system may determine a level of compliance of the service
provided based on the data received during the monitoring
phase 1n step 510.

Upon determiming the level of compliance, the compliance
system may subsequently determine whether the level of
compliance meets a predefined compliance threshold 1n step
515. If the level of compliance fails to meet the threshold, a
notification may be automatically generated and transmitted
to one or more individuals associated with governing the
provided service 1n step 520. The one or more individuals
may 1nclude a group manager, a department head, a shift
supervisor and the like. In step 525, alog of the service and the
determined level of compliance may be stored. In one or more
configurations, the log and/or determined level of compliance
may be recorded regardless of whether the threshold of com-
pliance was met.

As discussed, 1n one or more arrangements, compliance
may be measured based on metrics associated with the use of
process maps. FIG. 6 1llustrates a process map wherein vari-
ous metric tools may be mtegrated. Each of the process steps
in map 600 may include a detection module that 1s configured
to determine whether the corresponding step has been acti-
vated or selected (e.g., indicating that the step was followed).
The detection module allows a compliance monitor to deter-
mine various types of compliance including whether the
department, individual or organization using the process map
1s Tollowing the proper steps 1n resolving a situation, whether
the steps were followed 1n a specified order and whether the
amount of time spent on a particular steps or series of steps
was within an acceptable range. For example, selecting or
otherwise interacting with process step 603a may activate a
timer while selection or interaction with process step 605/
may cause the timer to stop and an elapsed amount of time to
be determined. In another example, the amount of time spent
on one step may be calculated based on the amount of time
between selection of a first step and the selection or interac-
tion with a second subsequent step.

Process step 605¢ illustrates the imntegration of applications
and other functions into the activation of a process step. That
1s, selecting or otherwise interacting with process step 605¢
may cause an application or function such as data entry form
610 to launch. A user may subsequently enter data into form
610 and select SUBMIT option 615 upon completion. Once
the process step 605¢ has been addressed, the process step
605¢ may change 1n appearance. For example, process step
605¢ may change color (not shown) to indicate that the pro-
cess step has been completed or a label COMPLETE (not
shown) may be added to process step 605c.

In one or more arrangements, certain functions or interac-
tions of a process step might not become active until interac-
tion with another process step has been detected. In the above
timer example, for instance, the function for stopping the
timer might not be activated for process step 605/ until inter-
action with process step 605a has been detected. In another
example, a process map might require the entry of certain data
prior to allow a password to be reset. Thus, a password reset
process step might not be activated or interaction with the
password reset step might not be possible until the process
step of entering data has been completed. Such a feature may
allow more structured control of how a process map 1s used
and how the process steps are followed.
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Additionally or alternatively, compliance may also be
evaluated based on whether documents and plans have been
reviewed and/or approved. For example, a risk management
plan and a periodic or aperiodic review thercolf may be
required as part of a set of compliance objectives. In such
instances, the compliance monitor may monitor whether the
risk management plan has expired (1.e., not been re-approved
or reviewed according to a predefined schedule). It so, the
level of compliance may be negatively afiected and the com-
pliance monitor may 1ssue a notification requesting review or
re-approval of the plan.

According to one aspect, a compliance monitoring system
such as compliance monitor 200 of FIG. 2 may also be con-
figured to generate reports that are specific to a specified
parameter. For example, a report may be generated for a
particular client, 1ssue and/or service. FIG. 7 illustrates a
method for generating parameter specific compliance reports.
In step 700, for example, a request may be received for a
compliance report. The request may include one or more
parameters speciiyving a range of information that is being
requested. These parameters may include a type of service, a
client name, a type of 1ssue or problem, dates and the like. In
step 705, a compliance monitoring system may retrieve com-
pliance data from a database or from one or more sources
being monitored by the system. For example, the compliance
monitoring system may receive data from an icident diag-
nostic utility. Upon receipt of the compliance data, the data
may be filtered using the specified parameters 1n step 710.

Once the compliance data has been filtered, the compliance
monitoring system may determine a level of compliance
using the remaining data in step 715. Further, a compliance
report may be generated 1n step 720, specilying the compli-
ance lindings and 1dentifying particular areas of compliance
or non-compliance, details regarding compliance objectives,
follow-up tasks and suggestions for improvement.

FI1G. 8 illustrates various methods for and types of compli-
ance reporting that may be used, e.g., in a compliance report.
Interface 800 may include multiple pie charts 805 corre-
sponding to multiple compliance objectives, 1.e., DS2.1-
DS10.1, overall service compliance and a process compli-
ance. In the arrangement shown, compliance 1s 1dentified by
a color coded slice 1n each chart. Each of the compliance
objective charts 805a convey the compliance of a particular
process, €.g., process 3, with respect to each objective while
chart 8056 conveys the overall compliance of the process. For
example, chart 80556 may be a composite chart of all of
objective charts 803a. Further, overall service compliance
chart 805¢ corresponds to a compliance of all processes of a
particular service (e.g., a service desk service).

FI1G. 9 illustrates a user interface displaying an alternative
or additional method of indicating compliance, 1.e., using
compliance indicators 905 and 910. Compliance indicator
905 may be configured to display compliance for each of
process steps 907 1n a process map while indicator 910 may
be configured to display the compliance of personnel 912 for
a particular process step (e.g., process step 9075). In the
arrangement shown, compliance indicators 905 and 910 may
cach indicate performance based on three colors where each
color corresponds to a level of compliance. In one example,
green may indicate full compliance, yellow partial compli-
ance and red non-compliance. A variety of indicators may be
used 1n place of or in conjunction with the color indicators.
For example, a rating of 1-10, shape indicators and/or “YES”
or “NO” indicators may be used. Alternatively or addition-
ally, compliance indicator 910 may be accessed by selecting
one of the process steps of compliance indicator 905. That 1s,
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by selecting one of the process steps of indicator 903, detailed
information about personnel compliance may be displayed 1n
indicator 910.

FIGS. 10A and 10B illustrate compliance evaluation charts
that specily conditions for compliance and non-compliance
ol a risk management document and a contract, respectively.

In FI1G. 10A, chart 1000q 1indicates that achieving compliance
includes having a risk management document, having the
document reviewed by a reviewer and that the document 1s
reviewed within a designated time frame. In FIG. 10B, chart
10005 shows that compliance 1s dependent upon whether
remedies and penalties exist in the contract, whether the pen-
alties have been reviewed by a reviewer and whether the
document was reviewed within a specified time frame. Other
compliance objectives may also be used 1n addition to oras an
alternative to those 1llustrated.

According to one aspect, compliance reports may be gen-
erated based on specified time frame or period. Thus, a user
may specily a particular time period for which he or she
would like the monitor to generate a compliance report. The
time period may be a specified time period leading up to the
present or may be a period occurring in the past. Accordingly,
compliance reports may be generated using select portions of
historic data relating to controls, processes and/or services.

Additionally, the methods and features recited herein may
turther be implemented through any number of computer
readable media that are able to store computer readable
instructions. Examples of computer readable media that may
be used include RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, DVD or other optical
disk storage, magnetic cassettes, magnetic tape, magnetic
storage and the like.

The present invention has been described 1n terms of pre-
terred and exemplary embodiments thereof. Numerous other
embodiments, modifications and variations within the scope
and spirit of the appended claims will occur to persons of
ordinary skill 1n the art from a review of this disclosure.

We claim:

1. A computer implemented method comprising:

monitoring one or more processes being performed by

information technology (IT) support personnel, wherein
the processes are performed using an interactive process
map that guides the I'T support personnel through resolv-
ing an I'T 1ssue or providing an IT solution; and
receving a request for a compliance report, then:
receiving, from the monitored processes, real-time data
that specifies an actual amount of time taken for the IT
support personnel to reach a particular step 1n the
process map,
automatically determining an extent to which the moni-
tored processes comply with the I'T standard by com-
paring the received real-time data to one or more
compliance parameters associated with an IT stan-
dard, wherein the one or more compliance parameters
specily a predefined threshold time associated with
reaching the particular step in the process map, and
generating a compliance report that specifies the extent
to which the momtored processes comply with the IT
standard.

2. The method of claim 1, wherein generating a compliance
report that specifies an extent to which the monitored pro-
cesses comply with the I'T standard comprises generating a
compliance report that specifies an extent to which the moni-
tored processes comply with the Control Objectives for Infor-

mation and related Technology (COBIT) standard.
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3. The method of claim 1, wherein recerving the real-time
data comprises:

providing a manual input source to allow the I'T support

personnel to enter or upload the real-time data; and
receiving the real-time data through the manual input
source from the I'T support personnel.

4. The method of claim 1, wherein automatically determin-
ing an extent to which the monitored processes comply with
the IT standard further comprises automatically determining,
whether particular documentation identified by the I'T support
personnel actually exists.

5. The method of claim 1, wherein automatically determin-
ing an extent to which the monitored processes comply with
the IT standard further comprises automatically determining,
whether an amount of data requested matches an amount of
data entered.

6. The method of claim 1, wherein automatically determin-
ing an extent to which the monitored processes comply with
the IT standard further comprises comparing an actual num-
ber of security breaches to a threshold number of security
breaches associated with the compliance parameters.

7. The method of claim 1, comprising:

determining that the monitored processes fail to comply

with the I'T standards, then generating and transmitting a
message to one or more 1ndividuals associated with gov-
erning the processes.

8. The method of claim 1, wherein the compliance report
comprises multiple color-coded pie charts that each corre-
spond to a compliance objective of the I'T standard.

9. A system comprising:

one or more computers; and

a computer-readable medium coupled to the one or more

computers having instructions stored thereon which,
when executed by the one or more computers, cause the
one or more computers to perform operations compris-
ng:

monitoring one or more processes being performed by

information technology (IT) support personnel, wherein
the processes are performed using an interactive process
map that guides the IT support personnel through resolv-
ing an I'T 1ssue or providing an I'T solution; and
receiving a request for a compliance report, then:
receiving, Ifrom the momtored processes, real-time data
that specifies an actual amount of time taken for the IT
support personnel to reach a particular step 1n the
process map,
automatically determining an extent to which the moni-
tored processes comply with the I'T standard by com-
paring the receiwved real-time data to one or more
compliance parameters associated with an I'T stan-
dard, wherein the one or more compliance parameters
specily a predefined threshold time associated with
reaching the particular step in the process map, and
generating a compliance report that specifies the extent
to which the monitored processes comply with the I'T
standard.

10. The system of claim 9, wherein generating a compli-
ance report that specifies an extent to which the monitored
processes comply with the I'T standard comprises generating,
a compliance report that specifies an extent to which the

monitored processes comply with the Control Objectives for
Information and related Technology (COBIT) standard.
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11. The system of claim 9, wherein receiving the real-time
data comprises:

providing a manual mput source to allow the I'T support

personnel to enter or upload the real-time data; and
recerving the real-time data through the manual nput
source from the IT support personnel.

12. The system of claim 9, wherein automatically deter-
mining an extent to which the monitored processes comply
with the IT standard further comprises automatically deter-
mining whether particular documentation identified by the I'T
support personnel actually exists.

13. The system of claim 9, wherein automatically deter-
mining an extent to which the monitored processes comply
with the IT standard further comprises automatically deter-
mining whether an amount of data requested matches an
amount of data entered.

14. The system of claim 9, wherein automatically deter-
mining an extent to which the monitored processes comply
with the I'T standard further comprises comparing an actual
number of security breaches to a threshold number of security
breaches associated with the compliance parameters.

15. The system of claim 9, wherein automatically deter-
mining an extent to which the monitored processes comply
with the I'T standard further comprises comparing an actual
number of security breaches to a threshold number of security
breaches associated with the compliance parameters.

16. The system of claim 9, wherein the operations com-
prise:

determining that the monitored processes fail to comply

with the I'T standards, then generating and transmitting a
message to one or more individuals associated with gov-
erning the processes.

17. A computer storage medium encoded with a computer
program, the program comprising instructions that when
executed by one or more computers cause the one or more
computers to perform operations comprising:

monitoring one or more processes being performed by

information technology (IT) support personnel, wherein
the processes are performed using an interactive process
map that guides the I'T support personnel through resolv-
ing an I'T 1ssue or providing an IT solution; and
receving a request for a compliance report, then:
receiving, from the monitored processes, real-time data
that specifies an actual amount of time taken for the IT
support personnel to reach a particular step 1n the
process map,
automatically determining an extent to which the moni-
tored processes comply with the I'T standard by com-
paring the received real-time data to one or more
compliance parameters associated with an IT stan-
dard, wherein the one or more compliance parameters
specily a predefined threshold time associated with
reaching the particular step in the process map, and
generating a compliance report that specifies the extent
to which the momitored processes comply with the IT
standard.

18. The medium of claim 17, wherein generating a com-
pliance report that specifies an extent to which the monitored
processes comply with the I'T standard comprises generating
a compliance report that specifies an extent to which the
monitored processes comply with the Control Objectives for
Information and related Technology (COBIT) standard.
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