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MOBILE DEVICE SUBJECT TO A
COMMUNICATION RESTRICTION
RESPONDING TO A PRIORITY CALL

BACKGROUND OF THE INVENTION

1. Field of the Invention

The 1nvention 1s related to the field of communications, and
in particular, to allow a mobile device that 1s subject to a
communication restriction to respond to a priority call.

2. Statement of the Problem

Wireless networks have integrated methods of 1ssuing
communication restrictions to control the network flow dur-
ing special circumstances, such as a network malfunction,
overload, or at other times when the performance of the
network 1s jeopardized. A communication restriction when
applied to a mobile device of a wireless network restricts 1ts
ability to 1nitiate or respond to network communications to
connect a call. One example of a communication restriction 1s
the access class barring technique used by Universal Mobile
Telecommunication System (UMTS), Global System {for
Mobile Communications (GSM), and other compatible com-
munication service providers. The 3"? Generation Partnership
Project (3GPP) Technical Specification Group Services and
System Aspects; Service accessibility (Release 7) document
discusses this in Chapter 4, Access Control (3GPP TS 22.011
V'7.1.0, found at www.3gpp.org). The specification allocates
a set of access classes and requires that a GSM compatible
mobile device be a member of at least one access class. A
mobile device 1s under a communication restriction/access
class bar when the mobile device recetves an access control
restriction broadcast by the wireless network which contains
the access class for the mobile device. While the GSM com-
patible mobile device 1s subject to an access class bar the
mobile device will continue to receive and monitor paging,
requests from the wireless network. However, the mobile
device 1s prohibited from responding to a paging request and
cannot make or receive a call. The wireless network will
continue to monitor the network tratfic and as the situation
improves the wireless network will take steps to remove the
communication restrictions.

The special circumstances resulting 1n the use of a com-
munication restriction are varied. A malfunction caused by
component failure, physical damage to the network, or other
clectro-mechanical failure may result 1n a need to restrict
network traffic. An overload can be caused by something as
simple as a shopping mall around the holiday season or as
complex as an emergency situation, but 1n any case 1s caused
by a large number of users 1n a particular area concurrently
attempting to place phone calls. Whether malfunction or
overload, users are subject to a communication restriction and
cannot make or receive calls.

At the same time the need to provide individuals and orga-
nizations who respond to man-made and natural disasters
with priority communication has long been recognized. Pri-
ority services are made available to authorized government,
emergency and other key personnel so that in times of net-
work congestion priority calls can be placed. Priority calls
receive specialized processing from the wireless network to
assure that each priority call 1s connected over the next avail-
able channel. By doing so both the expediency and probabil-
ity of establishing a connection with crucial personnel 1is
much improved. One example of a priority service 1s Wireless
Priority Services (WPS). WPS i1s an enhancement to wireless
communication services that provides for National Security
and Emergency Preparedness (NS/EP) calls. Another
example 1s Government Emergency Telecommunications
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System (GETS). GETS 1s for primarily handling landline
initiated priority calls. WPS and GETS are complementary to
cach other and both use the same NS/EP protocol to initiate a
priority call. WPS and GETS are discussed as just two
examples of priority services.

Thus, a potential conflict may occur between communica-
tion restrictions and priority services. As an example, a wire-
less network may be congested as users close to an emergency
initiate calls, thereby causing the network to imnvoke commu-
nication restrictions. But at the same time authorized person-
nel (1.e., priority service users) may be attempting to contact
a public service user who may be close to the same incident by
using a priority service. This situation would cause the mobile
device being used by the public service user to restrict com-
munication such that the public service user could not
respond to the priority call 1n a timely manner.

SUMMARY OF THE SOLUTION

The invention solves the above problems and other prob-
lems by enabling a mobile device subject to a communication
restriction from a wireless network to determine that a pend-
ing call 1s a priority call and determine that the mobile device
1s temporarily exempt from the communication restriction 1f
the call 1s a priority call. For example, an authorized user of a
priority service initiates a priority call to the user of a mobile
device. The authorized user 1s unaware that the mobile device
he or she called 1s subject to a communication restriction. The
invention advantageously allows the user of the mobile
device subject to a communication restriction to answer the
priority call, where the prionty call would have previously
gone unanswered due to the communication restriction.

One embodiment 1s a method of operating a mobile device
communicating with a wireless network. The mobile device1s
under a communication restriction from the wireless network.
If a call 1n the wireless network 1s destined for the mobile
device, then the mobile device receives a paging request
message for the call from the wireless network. The mobile
device then determines if the call 1s a priority call. The priority
call may have been initiated by a service provided by the
wireless network, such as WPS or GETS. If the call 1s a
priority call, then the mobile device determines that it 1s
exempt from the communication restriction. The mobile
device may be exempt for this particular call, for a defined
time period, etc. The mobile device may then transmit a
response message to the wireless network to mnitiate setup of
the priority call to the mobile device.

The 1invention may include other exemplary embodiments
described below.

DESCRIPTION OF THE DRAWINGS

The same reference number represents the same element
on all drawings.

FIG. 1 illustrates a mobile device in communication with a
wireless network 1n an exemplary embodiment of the inven-
tion.

FIG. 2 1s a flow chart illustrating a method of operating a
mobile device subject to a communication restriction 1n an
exemplary embodiment of the invention.

FIG. 3 1llustrates mobile devices in communication with a
wireless network in an exemplary embodiment of the mnven-
tion.

FIG. 4 1s a message diagram illustrating communication
between a wireless network and a mobile device 1n response
to a priority call 1n an exemplary embodiment of the inven-
tion.
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DETAILED DESCRIPTION OF THE INVENTION

FIGS. 1-4 and the following description depict specific
exemplary embodiments of the invention to teach those
skilled in the art how to make and use the invention. For the
purpose of teaching mventive principles, some conventional
aspects of the mvention have been simplified or omitted.
Those skilled in the art will appreciate variations from these
embodiments that fall within the scope of the invention.
Those skilled 1n the art will appreciate that the features
described below may be combined in various ways to form
multiple vanations of the invention. As a result, the invention
1s not limited to the specific embodiments described below,
but only by the claims and their equivalents.

FIG. 1 illustrates a mobile device 112 1n communication
with a wireless network 100 1n an exemplary embodiment of
the invention. Mobile device 112 comprises any device con-
figured to communicate via wireless signals, such as a cell
phone, a PDA, etc. Mobile device 112 includes network inter-
face 116 for transmitting and receiving voice calls, data mes-
sages or other communications provided by wireless network
100. Mobile device 112 also includes processing system 118
for processing messages, data and other mformation. Pro-
cessing system 118 could comprise a computer microproces-
sor, logic circuit, or some other processing device.

Wireless network 100 comprises any wireless network
operable to provide voice and/or data communications, such
as a cellular network, PCS network, etc. Wireless network
100 1includes one or more network nodes 104 and one or more
base stations 108. Base station 108 1s configured to provide
wireless service to mobile device 112 and a plurality of other
mobile devices not shown. Base station 108 may communi-
cate with mobile device 112 using Universal Mobile Tele-
communications System (UMTS), Global System for Mobile
Communication (GSM), Code Division Multiple Access
(CDMA), Time Division Multiple Access (TDMA), 802.11
WikF1, 802.16 WiMax, Bluelooth (Registered), satellite,
packet radio, or other wireless methods compatible with
mobile device 112.

The number of calls made on wireless network 100 can
reach a level that jeopardizes the integrity of wireless network
100. When this occurs, wireless network 100 may control the
network traific by applying communication restrictions to
mobile devices, such as mobile device 112. While mobile
device 112 1s subject to a communication restriction 1t will
continue to recerve and monitor paging requests from the
wireless network 100. However, mobile device 112 1s prohib-
ited from responding to a paging request and cannot make or
receive a call.

Assume a user of wireless network 100, or other commu-
nication network communicating with wireless network 100,
initiates a call to mobile device 112 while mobile device 112
1s under the commumnication restriction. The user may be
another public user of wireless network 100, or an authorized
user of a priority service such as WPS or GETS. FIG. 2 1s a
flow chart illustrating a method 200 of operating mobile
device 112 subject to the communication restriction in an
exemplary embodiment of the invention. The steps of the flow
chart in FIG. 2 are not all inclusive and may include other
steps not shown.

In step 202 of method 200, network interface 116 of mobile
device 112 receives a paging request message for the call
from wireless network 100. Network interface 116 may also
receive other signals and/or data prior to, during or after
receiving the paging request message from wireless network
100. The other signals and/or data may be used to indicate
priority, prioritize queuing, or for other purposes and may
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4

include a priority signal accompanying the paging request
message or a priority flag included in the paging request
message.

In step 204, processing system 118 determines 11 the call 1s
a priority call. In one embodiment of the invention, process-
ing system 118 may process the paging request message to
determine if the call 1s a prionty call. In other embodiments,
processing system 118 may determine the paging request
message was accompanied by a priority signal in determining,
that the call 1s a priority call. Alternatively, the paging request
message may include a priority tlag and processing system
118 may process the priority flag 1n determining that the call
1s a priority call. If processing system 118 determines that the
call 1s not a priority call, then mobile device 112 continues
operating subject to the communication restriction.

If processing system 118 determines that the call 1s a pri1-
ority call, then processing system 118 determines that the
mobile device 112 1s exempt from the communication restric-
tion 1n step 206. Being exempt means that the mobile device
112 1s not subject to the communication restriction. In one
embodiment of the invention, processing system 118 may
determine that mobile device 112 1s exempt from the com-
munication restriction for this particular priority call. In other
embodiments, processing system 118 may determine that
mobile device 112 1s exempt from the communication restric-
tion for a defined time period or for a defined number of calls.
In step 206, processing system 118 may determine that spe-
cial circumstances warrant further modification to the exemp-
tion from the communication restriction so that mobile device
112 may respond to all calls, may allow the user of mobile
device 112 to imtiate calls, or may allow other modifications
to the exemption that are responsive to the special circum-
stances.

Responsive to mobile device 112 being exempt from the
communication restriction, mobile device 112 may transmit a
response message to wireless network 100 to initiate call
setup for the priority call in step 208. Normal call flow may
then continue between the user of mobile device 112 and the
caller who placed the priority call after setup.

FIG. 3 illustrates mobile devices 1n communication with a
wireless network 300 1n an exemplary embodiment of the
invention. Wireless network 300 comprises any wireless net-
work operable to provide voice and/or data communications,
such as a cellular network, PCS network, etc. Wireless net-
work 300 provides a priority service 302 and includes one or

more network nodes 304, one or more Mobile Switching
Centers (MSC) 306, and one or more Radio Network Con-

trollers (RINC) 308. RNC 308 1s configured to provide wire-
less service to mobile devices 310, 312 and 314. RNC 308
may communicate with mobile devices 310, 312 and 314
using UMTS.

Wireless network 300 provides priority services 302 and
may provide other network services, servers, and systems not
shown. Examples of priority services 302 include Wireless
Priority Service (WPS) and Government Emergency Tele-
communications System (GE'TS). Priority service 302 facili-
tates the placing of priornity calls by authorized personnel of
wireless network 300 to other public service users of wireless
network 300.

Assume for example that an emergency situation has
occurred near mobile device 312 resulting in a network over-
load. Responsive to the network overload, wireless network
300 broadcasts a UMTS access class bar message (or com-
munication restriction). Mobile devices 310, 312 and 314
cach receive an access class bar message and are then subject
to restricted communication if their access classes are
included in the message. The access class bar on mobile
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devices 310, 312 and 314 restricts each of the mobile devices
from making or receiving a call. While mobile device 312 1s
subject to the access class bar, further assume that an autho-
rized user of priority service 302 uses communication device
303 to place a priority call to a user of mobile device 312 who
1s crucial to responding to the emergency. Priority service 302
then 1nitiates a priority request for the priority call. FIG. 4 1s
amessage diagram illustrating communication between wire-
less network 300 and mobile device 312 in response to a
priority call in an exemplary embodiment of the mvention.
FIG. 4 1llustrates one embodiment and the invention 1s not
limited to this embodiment.

Responsive to the priority request from priority service
302, network node 304 transmits an ISDN User Part (ISUP)
Inmitial Address Message (IAM) that includes a category
parameter set to “NS/EP Call”. The ISUP IAM may also
include a precedence parameter. The ISUP 1AM 1s then
received by MSC 306. Responsive to the ISUP 1AM, MSC
306 transmits a Radio Access Network Application Part
(RANAP) paging message with priority indication to RNC
308. Responsive to the RANAP paging message, RNC 308
broadcasts a Radio Resource Control (RRC) paging request
message for call termination with priority indication. The
RRC paging request message 1s then recetved by mobile
device 312. Mobile device 312 determines 11 the RRC paging
request message 1s for call termination. If the RRC paging
request message 1s for call termination, then mobile device
312 determines 1if the call was indicated as a prionty call. If
the RRC paging request 1s indicated as priority, then mobile
device 312 determines that 1t 1s exempt from the access class
bar.

Responsive to the determination that mobile device 312 1s
exempt from the access class bar, mobile device 312 transmuts
an RRC connection request to RNC 308. Mobile device 312
then recerves a RRC connection setup from RNC 308, to
which mobile device 312 responds with a RRC connection
complete. Normal call setup may then continue after this
point in the call flow and the call from the authorized user of
communication device 303 may be completed to the crucial
personnel using mobile device 312.

Although specific embodiments were described herein, the
scope of the invention 1s not limited to those specific embodi-
ments. The scope of the invention 1s defined by the following
claims and any equivalents thereof.

I claim:

1. A method of operating a mobile device subject to a
communication restriction from a wireless network, the
method comprising:

receiving a paging request message for a call from said

wireless network:

determining 11 said call 1s a priority call;

determining that said mobile device 1s exempt from said

communication restriction responsive to determining
that said call 1s a priority call, and

wherein said paging request message imncludes a priority

flag and wherein determining 11 said call 1s a priority call
comprises processing said priority flag to determine that
said call 1s a prionty call.

2. The method of claim 1, further comprising;

transmitting a response message to said wireless network

responsive to said determination that said mobile device
1s exempt from said communication restriction, wherein
said response message initiates call setup of said priority
call to said mobile device.

3. The method of claim 1, further comprising;

receiving a priority signal from said wireless network 1n

addition to said paging request message; and
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6

wherein determining 11 said call 1s a priority call comprises
processing said priority signal to determine that said call
1s a priority call.

4. The method of claim 1, wherein determining said mobile
device 1s exempt from said communication restriction coms-
prises determining that said mobile device 1s exempt from
said communication restriction for the priority call.

5. The method of claim 1, wherein determining said mobile
device 1s exempt from said communication restriction coms-
prises determining that said mobile device 1s exempt from
said communication restriction for a defined period of time.

6. The method of claim 1, wherein determining said mobile
device 1s exempt from said communication restriction coms-
prises determining that said mobile device 1s exempt from
said communication restriction for a defined number of calls.

7. The method of claim 1 wherein said communication
restriction comprises an access class bar and wherein said
wireless network comprises a UMTS wireless network.

8. The method of claim 1, wherein said paging request
message 1s mitiated by a priority service provided by said
wireless network.

9. A mobile device subject to a communication restriction
from a wireless network, said mobile device comprising;

a network interface adapted to receive a paging request

message for a call from said wireless network; and
a processing system coupled to said network interface and
adapted to determine 11 said call 1s a priority call respon-
stve to receipt of said paging request message, and

determine that said mobile device 1s exempt from said
communication restriction responsive to determining
that said call 1s a priority call, and

wherein said paging request message includes a priority

flag and wherein determining if said call 1s a priority call
comprises processing said priority flag to determine that
said call 1s a priority call.

10. The mobile device of claim 9 wherein said processing
system 1s further adapted to:

transmit a response message to said wireless network

responsive to said determination that said mobile device
1s exempt from said communication restriction, wherein
said response message 1nitiates call setup of said priority
call to said mobile device.

11. The mobile device of claim 9 wherein said network
interface 1s further adapted to

recerve a priority signal from said wireless network 1n

addition to said paging request message and wherein
said processing system 1s further adapted to process said
priority signal to determine that said call 1s a priority
call.

12. The mobile device of claim 9 wherein said paging
request message includes a prionty flag and wherein said
processing system 1s further adapted to process said priority
flag to determine that said call 1s a priority call.

13. The mobile device of claim 9, wherein said processing
system 1s Turther adapted to determine that said mobile device

1s exempt from said communication restriction for the priority
call.

14. The mobile device of claim 9 wherein said processing
system 1s Turther adapted to determine that said mobile device
1s exempt from said communication restriction for a defined
period of time.

15. The mobile device of claim 9 wherein said processing
system 1s Turther adapted to determine that said mobile device
1s exempt from said communication restriction for a defined
number of calls.
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16. The mobile device of claim 9 wherein said communi-
cation restriction comprises an access class bar and wherein
said wireless network comprises a UMTS wireless network.

17. The mobile device of claim 9 wherein said paging
request message 1s 1nitiated by a priority service provided by 4
said wireless network.

18. A method of operating a mobile device subject to an
access class bar from a UMTS wireless network, the method
comprising;

receiving a Radio Resource Control (RRC) priority paging

request message from said UMTS wireless network;

determining 11 said priority paging request message 1s for a

priority call;

determining 11 said priority paging request message 1s for

call termination;

determining that said mobile device is exempt from said 1°

access class bar responsive to said determination that
said priority paging request message 1s for a priority call
and responsive to said determination that said priority
paging request message 1s for call termination; and
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transmitting an RRC response message to said UMTS
wireless network wherein said response message 1ni-
tiates call setup of said prionty call to said mobile
device, and

wherein said paging request message includes a priority
flag and wherein determining if said call 1s a priority call
comprises processing said priority flag to determine that

said call 1s a priority call.

19. The method of claim 18, further comprising:

receving a priority signal from said wireless UMTS net-
work 1n addition to said priority paging request message;
and

wherein determining 1f said priority paging request mes-
sage 1s for a priority call comprises processing said
priority signal to determine that said priority paging
request message 1s for a priority call.
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