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(57) ABSTRACT

The 1invention relates to a method and data transfer arrange-
ment for executing consecutive mstructions in a client device
(21) 1n a mobile user application—device management
server—client device environment (23, 22, 21). The invention
also relates to an 1nstruction execution module utilized 1n the
implementation of the method. In the procedure according to
the invention, the user application (23) forms the instructions
to be executed 1n the client device (21) 1into an instruction
sequence (200), which 1s transmitted to the device manage-
ment server (22) controlling the client device (21). The
instruction execution module 1n the device management
server breaks up the instruction sequence mnto command
sequences and control structures. The command sequences
are executed in the client device (21). The conditional com-
mands belonging to the instruction sequence, specified by the
control structures, are executed by the instruction execution
module mndividually, without the help of the user application.
The device management server sends a message describing
the success of the execution of the instruction sequence to the
user application.
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METHOD AND DEVICE ARRANGEMENT
FOR MANAGING A USER

APPLICATION/DEVICE MANAGEMENT
SERVER/CLIENT DEVICE ENVIRONMENT

TECHNICAL FIELD OF THE INVENTION

The mvention relates to a method for executing consecu-
tive 1structions 1n a client device 1n a mobile User Applica-
tion/Device Management Server/Client Device environment.
The invention also relates to a data transier arrangement used
in the implementation of the method, an instruction execution
module 1n the device management server and a computer
program product by which the mnstruction execution module
can be implemented.

BACKGROUND OF THE INVENTION

The management of information in decentralized informa-
tion networks 1s important. This i1s especially true in the
management of information and soitware contained by vari-
ous mobile devices. Such management of information and
files 1s generally called Device Management. Device Man-
agement has the following characteristics, for example: It
enables one user application, terminal device or server to
remote control at least one other device. It also enables
complementing a program or a part thereof in a terminal
device by new information or parts of a program, which are
located 1n another device. The validity of licenses, or rights of
use, of the software 1s also managed by 1t. Device Manage-
ment may also comprise matters related to Digital Right
Management.

Open Mobile Alliance (OMA) has published specifica-
tions, which concern the updating and maintenance of soft-
ware in mobile devices. The specifications OMA DM (Device
Management) and OMA DS (Data Synchromization) describe
some possible ways of implementing data transfer and real-
time maintenance of the files of mobile devices. These speci-
fications also describe the SyncML protocol (Synchroniza-
tion Markup Language) and how 1t 1s utilized.

FIG. 1 presents an exemplary signal chart of the prior art
operation in a User Application/Device Management Server/
Client Device environment according to the OMA standard.
The transfer of instructions and data between the Client
Device 11, the Device Management Server 12 and the User
Application 13 requires a large amount of message exchange
between them. The Device Management Server mentioned
below 1n this description 1s also referred to by the general
name server. The user application 13 can be located either in
the server 12 or some third device, which has the right to
implement changes 1n the client device 11. When the user
application 13 1s located 1n a third device, the data transter
connection between the user application 13 and the device
management server 12 can be a wireless data transfer con-
nection.

Performing a procedure required by a user application 13
in the client device 11 may require executing a number of
separate 1nstructions 1n a certain order. The responsibility for
the execution of the 1nstructions lies with the user application
13, which implements the instructions in the client device 11
through the server 12. The client device 11 implements one
instruction received at a time and reports on the result to the
server 12, which gave the instructions and which transmats the
information to the user application 13.

The message exchange can be like the following, for
example. Message exchange 1s started by a user application
13. In the example of FIG. 1, the user application 13 requires
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the performance of certain procedures in the client device 11.
The procedures are implemented by sending a certain number

of instructions, like m instructions 1n the example of FIG. 1.

Theuser application 13 sends the first instruction, Ret. 144,
to the server 12. The server transmits the mstruction it has
recetved to the client device 11 for execution, Ref. 1454. After
the execution of the instruction, the client device 11 sends the
execution information, Ref. 154, of the result of the operation
back to the server 12, which transmitted the instruction. The
server 12 transmits the performance information it has
received further to the user application 13, Ref. 155. If the first
instruction has been executed successiully, the user applica-
tion 13 sends the next instruction to the server 12, Ref. 164.
The server 12 transmits the mstruction it has recerved further
to the client device 11 for performance, Ref. 165. The client
device 11 executes the second instruction 1t has received and
sends execution information of the execution of the second
instruction back to the server 12. The server 12 transmits the
execution mnformation 1t has recerved in the manner described
above to the user application 13.

The user application 13 must always check the content of
cach piece of execution information it has recerved, 1n order to
be able to proceed 1n the mstruction sequence to the execution
of the next instruction. The execution information recerved
from the client device 11 may thus also result 1n that the user
application 13 must make a decision on which 1nstruction 1s
transmitted to the client device next.

The user application 13 may also report to the requester of
the instruction sequence, which may be a physical client, after
cach 1nstruction executed.

The message exchange lasts until the user application 13
sends the last instruction belonging to the sequence of
instructions through the server 12 to the client device 11,
Rets. 17a and 17b. The execution mmformation of the last
instruction 1s returned by message 18a to the server 12, which
transmits 1t further to the user application, Ret. 185. It the
message mdicates that the execution of the last instruction
was also successiul, the message exchange between the user
application 13, server 12 and client device 11 1s stopped.

A central problem 1n wireless data transfer is the limited
data transfer channel used. The prior art conversation
between the user application, server and client device for
executing the sequence of mstructions consumes the limited
data transier resources of the wireless system unnecessarily.

SUMMARY OF THE INVENTION

An aspect of the invention 1s to provide a new method and
device arrangement, by the utilization of which the sequence
of instructions in the client device controlled by the user
application need not be implemented like a conversation 1n 1ts
entirety, whereby the data transfer resources of the wireless
system are saved.

The aspect of the invention 1s achieved by an arrangement,
in which the device management server comprises an instruc-
tion performance module, which can recetve an instruction
sequence from the user application as one entity and indepen-
dently execute the instructions contained by it 1n the client
device without additional guidance given by the user appli-
cation.

The invention has the advantage that data transfer between
the client device and the user application taking place over the
wireless links can be reduced.

Furthermore, the invention has the advantage that the data
transier capacity of the wireless link becoming free can be
assigned for use by the utility applications of other devices
connected to the same wireless data transfer network.
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The method according to the invention for executing con-
secutive mstructions in a client device 1n a mobile user appli-
cation—device management server—client device environ-
ment 1s characterized in that the instruction sequence
transmitted to the device management server also comprises
control structures containing conditional commands, which
are executed by the instruction execution module of the
device management server.

The data transfer arrangement according to the mvention
for executing consecutive instructions 1n a client device 1n a
mobile user application—device management server—client
device environment 1s characterized in that the instruction
sequence transmitted to the device management server also
comprises control structures containing conditional com-
mands, which are arranged to be executed by the instruction
execution module of the device management server.

The mnstruction execution module of a device management
server operating 1n a mobile user application—device man-
agement server—client device environment 1s characterized
in that 1t comprises

program means for recewving an instruction sequence

transmitted by the user application

program means for breaking up the instruction sequence

into individual 1nstructions, which are either command
sequences or control structures

program means for controlling the execution of the com-

mand sequences in the client device

program means for executing the control structures 1n the

device management server

program means for drawing up a message describing the

success of the execution of the nstruction sequence, and
program means for sending a message describing the suc-
cess to the user application.

The computer program product according to the mnvention
for achieving an 1nstruction execution module of a device
management server operating in a mobile user application—
device management server—client device environment 1s
characterized in that the computer program product com-
prises

computer readable code means for receiving an instruction

sequence transmitted by the user application

computer readable code means for breaking up the instruc-

tion sequence into individual instructions, which are
either command sequences or control structures
computer readable code means for controlling the execu-
tion of the command sequences 1n a client device
computer readable code means for executing the control
structures 1n a device management server
computer readable code means for drawing up a message
describing the success of the execution of the instruction
sequence, and

computer readable code means for sending a message

describing the success to the user application.

Some preferred embodiments of the invention are pre-
sented 1n the dependent claims.

The basic 1dea of the invention 1s the following: The device
management server 1s provided with an instruction execution
module, which can independently execute the command
sequences and the control structures according to the inven-
tion, such as IF, THEN, ELSE, WHILE, DO-UNTIL,
FOREACH or CALL 1n the mstruction sequence transmitted
to 1t by the user application. In the method according to the
invention, the user application thus sends only the instruction
sequence drawn up by 1t to the device management server, 1n
which the instruction execution module controls the opera-
tions according to the instruction sequence 1n the actual client
device. By using the control structures, the istruction execu-
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tion module according to the 1nvention can also solve inde-
pendently the situations 1n which some conditions have been
set for the execution result of an individual instruction. By the
procedure according to the invention 1t 1s thus possible to
reduce the need for data transier between the user application
and the client device significantly compared to the prior art
instruction-by-instruction conversation.

Further scope of applicability of the present invention will
become apparent from the detailed description given hereat-
ter. However, 1t should be understood that the detailed
description and specific examples, while indicating preferred
embodiments of the invention, are given by way of illustration
only, since various changes and modifications within the
spirit and scope of the mvention will become apparent to
those skilled 1n the art from this detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a prior art device management procedure as
an exemplary signal chart,

FIG. 2a shows how the control structures are associated
with the 1nstruction sequences in the procedure according to
the invention,

FIG. 2b shows the device management procedure accord-
ing to the mvention as an exemplary signal chart,

FIG. 3a shows the main steps of the device management
procedure according to the mvention as an exemplary flow
chart, and

FIG. 35 presents the utilization of the control structures
belonging to the device management procedure according to

the invention as an exemplary flow chart.

DETAILED DESCRIPTION

FIG. 1 was explained above 1n connection with the descrip-
tion of the prior art.

FIG. 2a presents a hierarchical structure, which 1s utilized
in the method and device arrangement according to the mnven-
tion. The 1nstruction sequence 200 includes all the instruc-
tions, which the user application 23 orders to be executed 1n
the client device 21. The nstruction sequence 200 includes a
number of separate instructions 210. A single instruction 210
can be either a command sequence 230 or a control structure
240. The command sequence 230 consists of separate com-
mands 231 to be executed 1n the client device 21, and there
may be a plurality of them. The prior art SyncML protocol
220 comprises the command sequence—command entity
shown 1n FIG. 2a.

In the operation according to the invention, control struc-
tures 240 are utilized in the device management server 22 in
addition to the command sequences 230. The control struc-
tures 240 advantageously include the following conditional
commands as single commands 241 or combinations thereof:
IF, THEN, ELSE, WHILE, DO-UNTIL, FOREACH and
CALL. By using the control structures 240, a device manage-
ment server 22 according to the invention can independently
perform prior art control measures that belonged to the user
application 23.

FIG. 2b shows an exemplary signal chart of a device man-
agement procedure according to the mvention, in which the
change of the data structure ordered by the user application 23
1s implemented 1n the client device 21. Ref. 23 denotes a user
application on the demand of which the operation 1s 1imple-
mented. Ref. 22 denotes a device management server under
the control of which the change operation mentioned above 1s
performed 1n the client device 21.
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In the procedure according to the invention, the user appli-
cation 23 forms single instructions required in the perfor-
mance of the operation 1into an mnstruction sequence 22, which
1t delivers to the server 22, Ref. 24.

In FIG. 2b, the device management server 22 starts con-
trolling the client device 21 by instruction No. 1, Ref. 25,
belonging to the istruction sequence 200. Arrow 26 indicates
the feedback information given by the client device 21,
describing the execution of instruction No. 1. The operation
proceeds instruction by instruction, controlled by the mnstruc-
tion execution module of the device management server 22 up
to the lastinstruction No. m, Ref. 27, if there 1s no comparison
alter the execution associated with the instruction and 1f each
instruction has been executed successiully. When all the
instructions of the instruction sequence have been executed 1n
the client device 21, the client device 21 sends the feedback
information related to the last instruction No. m, Ref. 28, to
the device management server 22. Then the device manage-
ment server 22 states that i1t has successiully performed the
task assigned to 1t by the user application 23. The server 22
transmits this information further to the user application 23.

If the istruction sequence 200 recerved from the user
application 23 includes a comparison after execution and a
decision on the method of proceeding taken on the basis of
that, the control structures 240 are utilized in the device
management server 22 in the mnstruction execution module
according to the mnvention. Then the instruction execution
module of the device management server 22 takes the deci-
sion on which command sequence 230 or command 231 1s
executed next, on the basis of the feedback information
received by 1t.

The device management server 22 comprises an instruction
execution module according to the instruction, which has
advantageously been implemented by program means
installed in the server 22. When the server 22 has received the
instruction sequence 200 transmitted by the user application
23, 1t controls the execution of the command sequences 230 1n
the client device 21. In addition, the instruction execution
module according to the mvention executes the conditional
control structures belonging to the mstruction sequence 200.
The conditional, executable commands belonging to the con-
trol structures include, for example: IF, THEN, ELSE,
WHILE, DO-UNTIL, FOREACH and CALL 1n various com-
binations. The instruction execution module can execute all
the nstructions and control structures included 1n the instruc-
tion sequence 1n the specified order and extent.

If an 1nstruction ordered to be executed results in a state
from which 1t 1s 1impossible to proceed by the instruction
execution module according to the invention, the instruction
execution module generates a fault report of the situation. The
fault report 1s sent to the user application 23.

If the mstruction execution module according to the mven-
tion succeeds 1n executing the instruction sequence in the
manner specified by the user application 23, the instruction
execution module of the device management server 22 sends
a message describing the success to the user application, Ref.
29.

If the mstruction sequence ordered by the user application
23 cannot be executed 1n the specified manner, the instruction
execution module of the device management server 22 sends
information about it to the user application, Ref. 29.

The transmission of only one instruction sequence 200
from the user application 23 to the device management server
22, Ref. 24, and the feedback message caused by 1t, Ref. 29,
1s shown 1n FIG. 25. However, the invention 1s not limited to
only one mstruction sequence to be transmitted, but Ret. 24 1in
the figure may comprise a number of separate instruction
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sequences, whereby a conversation 1s created between the
device management server 22 and the user application 23. In
addition, it 1s possible that the user application 23 first sends
a number of instruction sequences consecutively, and only
alter recerving the last instruction sequence, the device man-
agement server 22 executes the mstruction sequences 1t has
received and gives a feedback message about them, either
separately about each instruction sequence or about all of
them together.

FIG. 3a 1s an exemplary flow chart of the main steps of the
device management procedure according to the invention 1n
different functional parts of the device arrangement. The pro-
cess starts 1n step 30, in which the user application 23 speci-
fies a change measure to be performed i a certain client
device 21, which as implemented causes a change 1n a data
structure of the above mentioned client device 21.

In step 31, the user application 23 specifies the measures
required 1n the change process. It also specifies by what kind
ol instructions to be executed in the client device 21 the
required change measures can be implemented. The user
application 23 forms the specified instructions into an mstruc-
tion sequence, step 32, which 1s transmitted 1n step 33 to a
device management server 22 connected to the client device.

In the device management server 22, the instruction
sequence 1s directed to an struction execution module
according to the invention, which recognizes the 1nstruction
sequence and advantageously breaks 1t up 1nto single instruc-
tions and further into command sequences and control struc-
tures. These are turther broken up into commands and con-
ditional commands.

In step 34, the mstruction execution module of the device
management server 22 sends a command sequence or a single
command to the client device 21, in which the commands are
executed.

Step 35 of FIG. 3a 1s reached when the last instruction in
the mstruction sequence has been executed. It all the instruc-
tions included 1n the mstruction sequence received have been
successiully executed, 1in step 35 the device management
server 22 sends a report of the successiul execution of the
instruction sequence to the user application 23, which trans-
mitted the instruction sequence.

Another possible way of arriving at step 35 1s that the
instruction execution module according to the invention,
belonging to the device management server, finds that the
client device 21 cannot execute an instruction of the instruc-
tion sequence. In that case, a fault report 1s generated 1n step
35 1n the device management server 22. The fault report 1s
sent to the user application 23, which transmuitted the instruc-
tion sequence.

The substeps of the execution of the mnstruction sequence
200 of step 34 1n FIG. 3a are shown in FIG. 3b. In step 341, the
device management server 22 receives the instruction
sequence 200 formed by the user application 23.

In step 342, the instruction execution module of the device
management server breaks up the instruction sequence nto
instructions 210 and further into command sequences 230
and control structures 240. The 1nstruction execution module
forms the next command sequence 230 to be transmitted to
the client device 21. When forming the new command
sequence 230, the mstruction execution module preferably
utilizes the control structures 240 according to the mvention.

In step 343, the formed command sequence 230 1s trans-
mitted to the client device 21. In step 344, the client device 21
executes the command sequence 1t has recerved. In step 345,
the client device 21 transmits the return value of the execution
of the command sequence to the device management server

22.
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In step 346, the instruction execution module of the device
management server 22 analyzes the return value 1t has
received. Utilizing the control structures, the instruction
execution module advantageously forms the next command
sequence to the client device 21 or a report of the successiul

execution of the mstruction sequence to the user application
21.

In step 347, 1t 1s examined which alternative it 1s. If 1t 1s
found 1n step 347 that some of the nstructions specified for
the client device 21 have not yet been executed, alternative
“No”, the procedure returns to step 342, 1n which the mstruc-
tion execution module forms the next command sequence to
be transmitted to the client device 21.

If the mstruction sequence 200 has been executed 1n its
entirety, alternative “Yes”, the procedure arrives at step 35
described above, 1n which a report of the execution of the
istruction sequence 1s sent to the user application 23.

A Tfeature that 1s essential with regard to the implementa-
tion of the invention 1s the instruction execution module 1n the
device management server 22. The instruction execution
module can advantageously be implemented by program
means, which have been saved in the device management
server. All the measures to be performed in the method
according to the invention can thus advantageously be per-
formed 1n the processor unit of the device management server
as controlled by the instruction execution module. The
instruction execution module according to the invention can
be implemented by some prior art programming language.

The invention being thus described, 1t will be obvious that
the same may be varied in many ways. Such variations are not
to be regarded as a departure from the spirit and scope of the
invention, and all such modifications as would be obvious to
one skilled 1n the art are intended to be included within the
scope of the following claims.

What is claimed 1s:

1. A device management method for changing a data struc-
ture 1n a separate wireless mobile client device by executing,
consecutive instructions 1n the wireless mobile client device,
the method comprising:

forming at least one device management instruction

sequence by a user application residing 1n a second

clectronic device, wherein the device management

istruction sequence comprises:

command sequences including single commands, and;

control structures including conditional commands to be
executed in the mobile client device;

transmitting the formed device management instruction

sequence from the user application residing in the sec-
ond electronic device to a device management server
residing 1n a third electronic device; and

executing the command sequences and control structures

of the device management instruction sequence by
remote control of the device management server in the
separate wireless mobile client device for changing the
data structure 1n the wireless mobile client device.

2. The method according to claim 1, further comprising:

directing the separate mobile client device to execute the

instructions belonging to the device management
istruction sequence one nstruction at a time by an
instruction execution module of the device management
server, and;

sending a message describing the success of the execution

of the device management instruction sequence from the
instruction execution module of the device management
server to the user application.
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3. The method according to claim 2, wherein the transmit-
ting includes the user application transmitting the device
management instruction sequence as one entity to the device
management server.

4. The method according to claim 3, wherein said device
management instruction sequence comprises at least one con-
trol structure, which includes one or more of the following
conditional commands: IF, THEN, ELSE, WHILE, DO-UN-
TIL, FOREACH or CALL.

5. The method according to claim 2, wherein said device
management instruction sequence comprises at least one con-
trol structure, which includes one or more of the following
conditional commands: IF, THEN, ELSE, WHILE, DO-UN-
TIL, FOREACH or CALL.

6. The method according to claim 1, wherein said device
management instruction sequence comprises at least one con-
trol structure, which includes one or more of the following
conditional commands: IF, THEN, EL.SE, WHILE, DO-UN-
TIL, FOREACH or CALL.

7. A wireless device management arrangement compris-
ng:

wireless mobile client devices:

a second electronic device comprising a user application;

and

a third electronic device comprising a device management

server that includes a processor unit;

in which wireless device management arrangement for

executing device management instructions 1n a separate
mobile client device:

the user application residing 1 the second electronic

device 1s configured to:

form at least one device management instruction
sequence, the device management 1nstruction
sequence comprising:
command sequences with single commands; and
control structures containing conditional commands;

and

transmit the formed device management instruction
sequence to the device management server residing in
the third electronic device; and

the device management server device 1s configured to con-

trol execution of said device management instruction
sequence 1n a processor unit of the separate wireless
mobile client device for changing the data structure 1n
the separate mobile client device.

8. The device management arrangement according to claim
7, wherein:

the device management instruction sequence 1s configured

to be transmitted from the user application to the device
management server;

an mstruction execution module of the device management

server 1s configured to control the execution of the
device management 1nstruction sequence in the mobile
client device one instruction at a time, and;

the instruction execution module of the device manage-

ment server 1s configured to send a message describing
the success of the execution of the device management
instructions to the user application.

9. The device management arrangement according to claim
8, wherein the user application 1s configured to transmit the
device management nstruction sequence as one entity to the
device management server.

10. The device management arrangement according to
claim 9, wherein said device management instruction
sequence comprises at least one control structure, which con-
tains one or more of the following conditional commands: IF,

THEN, ELSE, WHILE, DO-UNTIL, FOREACH or CALL.
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11. The device management arrangement according to
claiam 8, wherein said device management instruction

sequence comprises at least one control structure, which con-

tains one or more of the following conditional commands: IF,
THEN, ELSE, WHILE, DO-UNTIL, FOREACH or CALL.

12. The device management arrangement according to
claiam 7, wherein said device management instruction
sequence comprises at least one control structure, which con-
tains one or more of the following conditional commands: IF,
THEN, ELSE, WHILE, DO-UNTIL, FOREACH or CALL.

13. A device management server comprising a processor
unit and an instruction execution module which comprises:

means for recerving a device management instruction

sequence transmitted by a user application residing in a

second electronic device for changing a data structure in
a separate wireless mobile client device;

means for breaking up the device management 1nstruction
sequence 1nto single instructions, which are either com-
mand sequences or control structures;

means for controlling the execution of the command
sequences 1n the separate wireless mobile client device;

means for executing the control structures in the processor
unit of the device management server;

means for drawing up a message describing the success of
the execution of the device management instruction
sequence, and

means for sending a message describing the success to the
user application residing 1n the second electronic device.

14. The device management server according to claim 13,

which further comprises means for executing conditional
commands IF, THEN, ELSE, WHILE, DO-UNTIL,

FOREACH or CALL belonging to the control structures, 1f
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the conditional commands are included 1n the device man-
agement 1nstruction sequence transmitted by the user appli-
cation.

15. The device management server according to claim 13,
where the processor unit 1s configured to execute a set of
instructions comprising:

a receiving code segment for receiving a device manage-
ment mstruction sequence transmitted by a user appli-
cation residing 1n the second electronic device;

a breaking up code segment for breaking up the device
management instruction sequence nto single mnstruc-
tions, which are either command sequences or control
structures;

a controlling code segment for controlling the execution of
the command sequence in a separate wireless mobile
client device;

an executing code segment for executing the control struc-
tures 1 a processor unit of the device management
Server;

a drawing up code segment for drawing up a message
describing the success of the execution of the device
management instruction sequence, and;

a sending code segment for sending a message describing,
the success to the user application.

16. The device management server according to claim 135,
where the processor unit 1s further configured to execute a
second executing code segment of the conditional commands
IF, THEN, ELSE, WHILE, DO-UNTIL, FOREACH or
CALL belonging to the control structures, if they the condi-
tional commands are included in the device management
instruction sequence transmitted by the user application.

% o *H % x
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