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METHODS, DEVICES, AND COMPUTER
PROGRAM PRODUCTS FOR CONTROLLING

WIRELESS CONNECTION ACCESS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation-in-part of non-provi-
sional application 11/653,550 filed Jan. 16, 20077, now U.S.
Pat. No. 7,664,851, which claims the benefit of provisional
patent application 60/830,812 filed Jul. 14, 2006, the entire
contents of both applications are incorporated herein by ret-
erence.

BACKGROUND

Exemplary embodiments relate generally to controlling
wireless network connection access and, more particularly, to
methods, systems, and computer program products for con-
trolling wireless network connection access 1n response to
services attempting to access the wireless network connec-
tion.

There exist wireless networks mat charge users on a per
byte basis. As “pay by the byte” wireless solutions become
more prevalent and device management needs continue to
grow (meaning bandwidth requirements will also grow), the
ability to discriminate services that are required to run over
given connection will be a growing need as well. There 1s a
need 1n the art for a technique for controlling which services
access wireless connections in order to reduce charges
incurred on, for example, a pay-per-byte connection.

SUMMARY

Exemplary embodiments include a device for controlling
wireless network connection access. The device includes a
processor for executing instructions, and multiple network
adapters for operatively connecting to multiple networks. The
device includes a wireless network connection monitoring
application for controlling access to the multiple networks via
the processor, and the monitoring application 1s configured to
monitor the multiple network adapters. The device also
includes a monitor file that has permissions for services to
communicate on the multiple networks, and the monitoring
application allows or denies access to the multiple networks
via the plurality of network adapters based on the permissions
tor the services 1n the monaitor file.

Additional exemplary embodiments include a method for
controlling wireless network connection access. The method
includes mitiating a wireless network, connection monitoring
application for controlling access to multiple networks,
where the monitoring application 1s configured to monitor
multiple network adapters for operatively connecting to the
multiple networks. The method includes a monitor file that
receives permissions for services to communicate on the plu-
rality of networks, and the monitoring application allows or
denies access to the multiple networks via the multiple net-
work adapters based on the permissions for the services in the
monitor file.

Further exemplary embodiments include a computer pro-
gram product, tangibly embodied on a computer readable
medium, for controlling wireless network connection access,
and the computer program product includes instructions for
causing a processor to execute a method. The computer pro-
gram product includes instructions for causing a computer to
execute 1itiating a wireless network connection monitoring
application for controlling access to a plurality of networks,
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where the monitoring application 1s configured to monitor
multiple network adapters for operatively connecting to the
multiple networks. Also, the computer program product
includes 1nstructions for causing a computer to execute
receiving, by a monitor file, permissions for services to com-
municate on the plurality of networks, and allowing or deny-
ing access, by the monitoring application, to the multiple
networks via the multiple network adapters based on the
permissions for the services i the monaitor file.

Other systems, methods, and/or computer program prod-
ucts according to embodiments will be or become apparent to
one with skill in the art upon review of the following drawings
and detailed description. It 1s intended that all such additional
systems, methods, and/or computer program products be
included within this description, be within the scope of the
exemplary embodiments, and be protected by the accompa-
nying claims.

BRIEF DESCRIPTION OF DRAWINGS

Referring now to the drawings wherein like elements are
numbered alike 1n the several FIGURES:

FIG. 1 1llustrates a system for controlling wireless network
connection access 1 exemplary embodiments;

FIG. 2 illustrates an exemplary user interface for control-
ling wireless network connection access in exemplary
embodiments;

FIG. 3 illustrates an exemplary file generated based on the
user mput to the user intertace of FIG. 2: and

FIG. 4 1s a flowchart of a process for controlling services
for network connections 1n exemplary embodiments.

FIG. 5 1s a block diagram illustrating a system 1n which
network-switching services may be implemented 1n accor-
dance with exemplary embodiments.

FIG. 6 1s a flow diagram describing a process for imple-
menting network switching and monitoring services 1n exem-
plary embodiments.

The detailed description explains the exemplary embodi-
ments, together with advantages and features, by way of
example with reference to the drawings.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

FIG. 1 1s a block diagram of a system for controlling
wireless network connection access in exemplary embodi-
ments. The system may be implemented, on a wireless device
(e.g., general purpose computer) 100 which includes a pro-
cessor 110 executing computer program code stored on a
storage medium 1n order to perform the processes described
herein. It 1s understood that other processor-based devices
(e.g., personal digital assistants, wireless phones) may imple-
ment the exemplary processes described herein. Thus, exem-
plary embodiments of the mvention are not limited to per-
sonal computers.

As known 1n the art, the wireless device 100 establishes a
wireless connection with various networks using known pro-
tocols (e.g., 802.11). There are situations, however, where a
user does not desire to incur wireless network charges for
certain services. For example, 1t would be desirable for an
automatic update from MICROSOFT WINDOWS to be
delivered over a less costly, wired network connection, rather
than a wireless connection that incurs charges for units of use
(e.g., pay-per-byte). Exemplary embodiments allow the user
to designate which services have access to the wireless con-
nection.
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The device 100 executes a wireless network connection
monitoring application 102. According to exemplary
embodiments, the wireless network connection monitoring
application 102 1s mitiated, upon booting of the device 100
and accesses a monitor file 104. The monitor file 104 may
include a designation of services executing on the device 100
and the network permissions for each service. The monitor
file 104 may be generated based on user mnput as described 1n
turther detail herein.

The device 100 also includes network adapters 120 for
making network connections. The wireless network connec-
tion monitoring application 102 monitors the network adapt-
ers 120 and checks for connections and disconnections,
according to exemplary embodiments. The wireless network
connection monitoring application 102 enables services to
execute or disables services from executing on connections
established via the network adapters 120, based on network
permissions for each service in the monitor file 104.

FIG. 2 illustrates an exemplary user interface 200 for
assigning network permissions to services executing on the
device 100. As shown in FIG. 2, the user 1s presented with a
list of services and a list of available network connections of
the user interface 200. The user may enable access to network
connections on a service-by-service basis by selecting autho-
rized network connections for each service. In the example
shown 1n FIG. 2, the user has authorized the MICROSOFT
(MS) systems management server (SMS) Agent Host to com-
municate on a wired LAN connection but not on a wireless
WAN network connection. This prevents the service from
communicating on the wireless WAN network connection
thereby preventing the occurrence of wireless network
charges.

Based on the user mnput 1n the user interface 200 of FI1G. 2,
the wireless network connection monitoring application 102
generates the monitor file 104. FIG. 3 depicts an exemplary
embodiment of the monitor file 104 generated 1n XML for-
mat. It 1s understood that the monitor file 104 may be 1n a
variety of formats, and embodiments of the invention are not
limited to XML. The monitor file 104 1dentifies services and
the network connections that each service i1s permitted to
access. According to exemplary embodiments, one element
of the monaitor file 104 1s the name of the network adapter that
will trigger connectivity events. Another element of the moni-
tor file 104 may be the name of the services that will be
stopped and started based on the connectivity event. In exem-
plary embodiments, the monitor file 104 1s accessed by the
wireless network connection momitoring application 102 to
control access to network connections 1n response to the
information in the monitor file 104.

Referring to FIG. 4, operation of the wireless network
connection monitoring application 102 is described 1n accor-
dance with exemplary embodiments. The wireless network
connection monitoring application 102 monaitors the network
adapters 120 associated with the network connections 1den-
tified 1n the monitor file 104 at 400, and determines whether
network connections have been connected or disconnected at
410. If the wireless network connection monitoring applica-
tion 102 detects that a certain network adapter (e.g., network
adapters 120) has been 1nitiated, the wireless network con-
nection monitoring application 102 determines which ser-
vices should be enabled or disabled based on the monitor file
104 at 420. For example, when the wireless network connec-
tion momtoring application 102 detects the SONY ERICS-
SON Wireless WAN Adapter (e.g., the network adapters 120)
connecting to the wireless network (e.g., at 410), the wireless
network connection monitoring application 102 sends a com-

mand to disable the MS SMS Agent Most service at 430.
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Conversely, if the SONY ERICSSON Wireless WAN Adapter
1s disconnected from the wireless network, (e.g., at 410), the
wireless network connection monitoring application 102
sends a command to enable the MS SMS Agent Host service
at 430. Accordingly, approprate services are enabled or dis-
abled 1 accordance with the particular network connections
in exemplary embodiments.

Exemplary embodiments provide the ability to prevent
pre-defined services from being active while pre-defined net-
work adapters are also active in pre-defined combinations.
This prevents per-byte wireless network charges from being
incurred unnecessarily.

Exemplary embodiments include systems, methods and
computer products for network service switching for appli-
cations requiring network access that tend to use network
bandwidth when not 1n required use. In general, the ability to
prevent pre-defined services from being active while pre-
defined network adapters are also active 1n predefined com-
binations 1s provided. As such, if there are several applica-
tions that normally require adapter time or network
bandwidth, but are not currently 1n need of required adapter
time or network bandwidth, they are blocked from accessing
the adapter for unnecessary operations. For example, on a
personal computer (PC) certain services do not run when
certain conditions exist with associated network adapters.

It 1s therefore appreciated that 1ssues associated with net-
work connectivity are addressed. Although the embodiments
described herein can handle a specific switching scenario,
they can also provide a general switching service for multiple
applications over a single adapter. In exemplary implemen-
tation, a system can determine when a specific adapter has
established a network connection, and then turn off services
that may communicate across this connection. As such a
device can be filtered based on network connection speeds
and costs.

FIG. 515 ablock diagram illustrating a system 500 in which
network-switching services may be implemented 1n accor-
dance with exemplary embodiments. System 500 can include
a network access device 505, which 1s can be a general pur-
pose computer, which includes a processor executing com-
puter program code stored on a storage medium 1n order to
perform the processes described herein. Network access
device 505 can also be any type of network-enabled device
that 1s capable of presenting programming content to viewers.
In exemplary embodiments, network access device 505 can
be a PC, a laptop computer, a portable computing device (e.g.,
personal digital assistant), a digital music player (e.g., MP3
player), cellular telephone (e.g., a 3G cell phone), etc. Net-
work access device 505 further can include a network adapter
5235 for connectivity to a network 530, via a network connec-
tion 526 (1.e., wired or wireless as discussed below). In accor-
dance with exemplary embodiments, network 530 1s an IP-
based network that transmits content to and from network
access device 505 via a broadband connection. In exemplary
embodiments, network 530 can be a public network such as
the Internet or a managed IP network administered by a
service provider, which can control bandwidth and quality of
application flow. As discussed, network 5330 may be 1mple-
mented 1 a wired fashion, e.g. Ethernet, copper, etc, or 1n a
wireless fashion, e.g., using wireless protocols and technolo-
gies, such as GPRS, WiFi1, WiMax, etc. Although exemplary
embodiments of the systems and methods described herein
relate to wireless adapters, 1t 1s understood that 1n other exem-
plary embodiments, wired applications are also contem-
plated. System 500 can further include an additional network
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access device 535 1in communication with network 530,
which can be 1n further communication with network access
device 505.

System 500 further includes applications which can reside
in a local memory of network access device 505, a storage
medium of network access device 505 or a combination
thereol. A first application 510 can be a soitware application
requiring access to network adapter 525. A second applica-
tion 515 can be a software application also requiring access to
network adapter 525. As discussed above, network access
device 505 may implement a network access service that
requires a “pay by the byte” or “all you can eat” solution.
Applications 510, 515 may periodically access network 530
for various reasons that can create network tratfic or “chat-
ter”.

“Chatter” can be defined as the network traffic generated in
the background by a system service or function. “Back-
ground” traflic like this 1s usually, but not always, the result of
a service that polls 1ts service-hosting server(s) for a check-in
looking for any additional tasks to perform or can be “back-
ground’” data between an application and 1ts hosting server. In
these cases, this “chatter” 1s considered non-critical to current
end user operations, but may be critical to the long term
functioning of that service or application and just needs to
occur at a later time.

However, one or both of applications 510, 515 may require
legitimate access to network 530 via network adapter 525.
Legltlmate access relfers to an operation m which a user
desires to have a given service or function communicate over
the network and 1s willing to pay for the bytes transmitted in
the case of a “pay by the byte” service or assume the band-
width consumption in general. As such, according to exem-
plary embodiments, a third event-driven network service
switching utility (“switching™) application 520 monitors net-
work adapter 525 and the traffic that 1s transmitted via net-
work adapter 525. In accordance with exemplary embodi-
ments, switching application 520 can turn off an application
that 1s not 1n legitimate use when an application that 1s in
legitimate use 1s accessing network adapter 325. For example,
first application 510 may be an “SMS Agent Host” service
that allows a service, such as the Microsoit Systems Manage-
ment Service, to provide configuration management services
and software updates to devices on network 530 such as
additional network access device 335. These services are
preconfigured and therefore may generate network tratfic that
1s undesired at a particular time, such as when an application
that 1s 1n legitimate use 1s accessing the network adapter 525.
However, network access 1s not always required, but the SMS
Agent Host may constantly try to access network adapter 525
and therefore generate network traflic across the wireless
connection that was paid for by the amount of bytes used, but
not required. SMS Agent Host therefore has a predetermined
network access that activates when not always required by the
user. Second application 515 can be any other application in
which the user desired to access network 530, such as a
browser. Switching application 3520 therefore determines
when the predetermined network access by SMS Agent Host
1s connected and stops the service when not required or
desired by the user, such as when the second application 515
1s accessing the network adapter 525. When the user 1s {in-
ished with the network connection using second application
515, and disconnects from the network 530, switching appli-
cation 120 may automatically sense the adapter disconnect
and start the preconfigured service of the SMS Agent Host
without unnecessarily using the network adapter 525.

According to exemplary embodiments, the switching
application 520 1s an event driven network service switching
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utility application that 1s triggered by network interface spe-
cific events, such as the connect or disconnect of a network
interface such as wireless adapter 525. In other exemplary
embodiments, switching application 520 can check for con-
nect and disconnect events on a periodic basis, based on a
timer.

The switching application 520 and related network switch-
ing services may be implemented as a single program execut-
ing on the network access device 305, or may be separate
physical components that interact via, e.g., an application
programming interface or other technique.

FIG. 6 1s a flow diagram describing a process 600 for
implementing network switching and monitoring services in
exemplary embodiments. In exemplary embodiments,
switching application 520 monitors and watches for changes
in the network adapter 525 status at step 610. At step 620,
switching application 520 checks the network adapter status.
If the switching application 520 determines that the network
adapter 525 1s running and being accessed by an application
that would cause undesired chatter on the network adapter
5235 and that the undesired application access 1s not required
and/or that an application that a user desires to access the
network adapter 5235 1s accessing the network adapter, the
switching application 3520 stops the application that would
cause undesired chatter at step 640. Similarly, if the network
adapter 525 has been disabled (i.e., 1s not being accessed), the
switching application 520 may start the application that
would cause undesired chatter on the network adapter 525 at
step 630. Process 600 1s an ongoing monitoring process via
switching application 520 so long as network access device
505 1s powered on and using network adapter 525, or until
switching application 520 has been disabled.

Further, the examples discussed herein are meant to be
non-limiting and to assist in providing a better understanding
of the details.

As described heretolore, the exemplary embodiments can
he provided in the form of computer-implemented processes
and apparatuses for practicing those processes. The exem-
plary embodiments can also be provided 1n the form of com-
puter program code containing instructions embodied 1n tan-
gible media, such as floppy diskettes, CD ROMs, hard drives,
or any other computer-readable storage medium, wherein,
when the computer program code 1s loaded into and executed
by a computer, the computer becomes an apparatus for prac-
ticing the exemplary embodiments. The exemplary embodi-
ments can also be provided in the form of computer program
code, for example, whether stored 1n a storage medium,
loaded 1nto and/or executed by a computer, or transmitted
over some transmission medium, loaded into and/or executed
by a computer, or transmitted over some transmission
medium, such as over electrical wiring or cabling, through
fiber optics, or via electromagnetic radiation, wherein, when
the computer program code 1s loaded mto and executed by a
computer, the computer becomes an apparatus for practicing
the exemplary embodiments. When implemented on a gen-
eral-purpose microprocessor, the computer program code
segments configure the microprocessor to create specific
logic circuaits.

While the invention has been described with reference to
exemplary embodiments, 1t will be understood by those
skilled 1n the art that various changes may be made and
equivalents may be substituted for elements thereol without
departing from the scope of the invention. In addition, many
modifications may be made to adapt a particular situation or
material to the teachings of the invention without departing
from the essential scope thereot. Theretfore, 1t 1s intended that
the mvention not be limited to the particular embodiments
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disclosed for carrving out this invention, but that the invention
will include various embodiments. Moreover, the use of the
terms first, second, etc. do not denote any order or 1mpor-
tance, but rather the terms first, second, etc. are used to dis-

tinguish one element from another. Furthermore, the use of 5

the terms a, an, etc. do not denote a limitation of quantity, but
rather denote the presence of at least one of the referenced
item.

What 1s claimed 1s:

1. A user device for controlling wireless network connec-
tion access, comprising;

a processor for executing instructions; and

a network adapters for operatively connecting to a net-

work;

the processor operative for:

establishing a connection with the network via the network

adapter;
generating a first traific of a first application for commu-
nicating over the network adapter in which the first traf-
fic 1s user mitiated, the first application on the device;

blocking a second traific of a preconfigured computer ser-
vice from communicating over the network adapter in
response to the first tratfic communicating over the net-
work adapter, the second traffic of the preconfigured
computer service 1s not user iitiated and the precontig-
ured computer service 1s a second application on the
device;

wherein blocking the second tratfic of the preconfigured

computer service from communicating over the network
adapter comprises disabling the preconfigured computer
service by a third application in response to establishing
the connection with the network via the network
adapter; and

enabling the preconfigured computer service inresponse to

disabling the connection with the network via the net-
work adapter.

2. The device of claim 1, wherein if the third application
detects that the network adapter 1s mnitiated, the third appli-
cation determines which of services are enabled or disabled
based on a monitor file.

3. The device of claim 1, wherein, 1n accordance with
permissions for services, the third application allows or
denies access to corresponding networks.

4. The device of claam 1, wherein a monitor file receives
selections from a user, the selections being to a list of services
and to a plurality of networks for which a plurality of network
adapters may operatively connect, and

wherein the selections enable the services to communicate

on selected networks of the plurality of networks.

5. The device of claim 4, wherein the monaitor file 1s con-
figured to i1dentily the services and corresponding networks
of the plurality of networks that each of the services 1s per-
mitted to access.

6. The device of claim 4, wherein the monitor file com-
prises the names of the plurality of adapters.

7. The device of claim 4, wherein the monitor file com-
prises the names of the services.

8. The device of claim 4, wherein the third application
allows services to communicate over the plurality of net-
works based on whether wireless network charges apply.

9. A method for controlling wireless network connection
access ol a device comprising:

establishing a connection with a network via a network

adapter;

generating a first traific of a first application for commu-

nicating over the network adapter in which the first traf-
fic 1s user mitiated, the first application on the device;
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blocking a second traific of a preconfigured computer ser-
vice from communicating over the network adapter 1n
response to the first tratfic communicating over the net-
work adapter, the second trailic of the preconfigured
computer service 1s not user initiated and the precontig-
ured computer service 1s a second application on the
device;

wherein blocking the second traffic of the preconfigured

computer service from communicating over the network
adapter comprises disabling the preconfigured computer
service by a third application in response to establishing,
the connection with the network via the network
adapter; and

enabling the preconfigured computer service 1in response to

disabling the connection with the network via the net-
work adapter.

10. The method of claim 9, wherein 11 the third application
detects that any of a plurality of network adapters are acti-
vated, the third application determines which services are
enabled or disabled based on a monitor file.

11. The method of claim 9, further comprising recerving
selections, from a user, to a list of services and to a plurality
of networks for which a plurality of network adapters may
operatively connect, wherein the selections enable the ser-
vices to communicate on selected networks of the plurality of
networks.

12. The method of claim 11, wherein a monitor file 1s
configured to identily the services and corresponding net-
works of the plurality of networks that each of the services 1s
permitted to access.

13. The method of claim 12, wherein the monitor file
comprises the names of the plurality of network adapters.

14. The method of claim 12, wherein the monitor file
comprises the names of the services.

15. The method of claim 9, wherein the third application
allows the services to communicate over the plurality of net-
works based on whether wireless network charges apply.

16. A computer program product, tangibly embodied on a
non-transitory computer readable medium, for controlling
wireless network connection access, the computer program
product including instructions for causing a processor of a
computer to execute a method, comprising:

establishing a connection with a network via a network

adapter;
generating a first traffic of a first application for commu-
nicating over the network adapter in which the first traf-
fic 1s user mnitiated, the first application on the computer;

blocking a second traffic of a preconfigured computer ser-
vice from communicating over the network adapter in
response to the first tratfic communicating over the net-
work adapter, the second traflic of the preconfigured
computer service 1s not user initiated and the precontig-
ured computer service 1s a second application on the
computer;

wherein blocking the second traffic of the preconfigured

computer service from communicating over the network
adapter comprises disabling the preconfigured computer
service by a third application in response to establishing,
the connection with the network via the network
adapter; and

enabling the preconfigured computer service in response to

disabling the connection with the network via the net-
work adapter.

17. The computer program product of claim 16, wherein i
the third application detects that any of a plurality of network
adapters are activated, the third application determines which
of the services are enabled or disabled based on a monitor file.
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18. The computer program product of claim 16, further wherein the monitor files comprises at least one of the
comprising instructions for causing the computer to execute names of the plurality of adapters and the names of the
receiving selections, from a user, to a list of services and to a services.

plurality of networks for which a plurality of network adapt- . .
ers may operatively connect, wherein the selections enable s 20. The computer program product of claim 18, wherein

the services to communicate on selected networks of the the third application allows services to communicate over the
plurality of networks. plurality of networks based on whether wireless network

19. The computer program product of claim 18, wherein charges apply.
the momnitor file 1s configured to i1dentity the services and

corresponding networks of the plurality of networks that each
of the services 1s permitted to access, and * % % ok ok
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