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(57) ABSTRACT

A fault location device detects a communication device con-
nected to a broken communication line from among commu-
nication devices that carry out communications between each
other through a two-wire communication line. The commu-
nication device, when detecting a communication error,
stores communication error time and a communication error
counter accumulated value indicating accumulated counts of
the communication error, changes into a bus off state on the
basis of the communication error counter accumulated value,
and, after a predetermined period of time, returns fromthe bus
off state. The fault location device includes an acquisition unit
that acquires the communication error time and communica-
tion error counter accumulated value, stored 1n each commu-
nication device; and a detection unit that detects a communi-
cation device connected to a broken communication line on
the basis of variations 1n the communication error counter
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FAULT LOCATION DEVICE,
COMMUNICATION DEVICE, AND FAULT

LOCATION METHOD

INCORPORATION BY REFERENC.

(Ll

The disclosure of Japanese Patent Application No. 2008-
003101 filed on Jan. 10, 2008 including the specification,

drawings and abstract 1s incorporated herein by reference 1n
its entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates to a controller area network (CAN)
communication system and method by which communica-
tions are carried out among a plurality of communication
devices connected through a CAN bus and, more particularly,
to a fault location device, communication device, and fault
location method that are able to 1dentify a fault point due to a
one-wire break.

2. Description of the Related Art

A known CAN communication system carries out data
communications among a plurality of communication
devices. The plurality of communication devices are con-
nected with one another through a CAN bus, and each have a
CAN controller unit. The CAN communication protocol
allows bidirectional serial communication through a differ-
ential serial bus.

In the CAN communication system, each communication
device transmits data with 1ts own 1dentification (ID) code to
the CAN bus. At the time the communication device transmits
the data, when the CAN bus 1s not occupied by data transmut-
ted from another communication device, the data transmitted
from the communication device tlows through the CAN bus
and reaches an intended communication device. On the other
hand, when the CAN bus 1s occupied by data from another
communication device, the data, which will be transmitted
from the communication device, 1s queued 1n the CAN con-
troller unit. Then, when there 1s only one communication
device in which the data are queued, the queued data flow
through the CAN bus when the CAN bus 1s unoccupied. On
the other hand, when there are a plurality of communication
devices 1n which the data are queued, the data of the highest-
priority communication device on the basis of the ID code
from among those communication devices flow through the
CAN bus prior to the other queued data.

The CAN commumnication system includes the plurality of
communication devices (nodes). These plurality of commu-
nication devices are connected with one another through the
CAN bus which 1s formed of twisted pair wires. The commu-
nication devices transmit and receive data to and from one

another. The twisted pair wires of the CAN bus are bus wires,
one of which 1s called CAN High (CANH) and the other one

of which 1s called CAN Low (CANL). The communication
devices may be, for example, formed of a plurality of elec-
tronic control units (ECUSs) that control various portions of a
vehicle.

Japanese Patent Application Publication No. 2003-143164
(JP-A-2003-143164), for example, describes a controller that
1s able to identify another faulty controller (ECU) at the time
ol intercommunication control. This controller observes a
device that transmits and receives data to and from a commu-
nication line. The device includes a measurement unit that
measures a period of time from the time when the preceding,
communication data are acquired to the time when the sub-
sequent communication data are acquired, and a determina-
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tion unit that determines a breakdown of communications
when the measured time exceeds a predetermined determina-

tion time. When communication data, transmitted from
another communication device to the communication line at a
minimal communication cycle, are not acquired even when a
transmission interval of the communication data exceeds a
predetermined determination threshold, 1t 1s determined that
a breakdown of communications occurs in that transmitting
communication device and the device 1s faulty.

However, the above described related art has the following
problems.

In the CAN communication system, when a one-wire break
occurs, 1t 1s difficult to identily a communication device con-
nected to a communication line 1n which the one-wire break
1s occurring. The one-wire break includes a break that occurs
in one of communication lines connected to a communication
device and a contact failure that occurs 1 one of the commu-
nication lines connected to a communication device. When
the one-wire break occurs, 1t 1s no problem when the one-wire
break continues and then can be repaired; however, there 1s a
possibility that, for example, 1n the case of a contact failure,
the communication line may be apparently connected before
the one-wire break is repaired. In this case, the communica-
tion line 1s just apparently connected, so a contact failure
occurs again when the communication line 1s pulled. Thus, a
fault point may be i1dentified by pulling the communication
line. However, because a vehicle 1s equipped with several
hundreds of communication lines, 1t 1s practically impossible
to 1dentily the communication device, 1n which the contact
failure 1s occurring, by pulling the communication lines.

In addition, when a one-side communication line 1s broken,
a communication device connected to the broken communi-
cation line generates an abnormal voltage. This corrupts data
transmitted from another communication device. As a result,
data (message) from a normal communication device are also
corrupted. As a consequence of corruption of the message
transmitted from the normal communication device, the nor-
mal communicable communication device 1s also determined
to be 1n a breakdown of communications. Thus, the normal
communicable communication device 1s erroneously deter-
mined to be faulty.

In the above described JP-A-2003-143164, 1t 1s not
assumed that one of wires between CANH and CANL 1s
broken. Thus, it 1s 1mpossible to 1dentily a commumnication
device connected to a wire 1n a one-wire break.

SUMMARY OF THE INVENTION

The ivention provides a fault location device, communi-
cation device, and fault location method that are able to detect
a communication device 1n which one of two wires connected
to the communication device 1s broken.

A first aspect of the invention provides a fault location
device. The fault location device detects a communication
device connected to a broken communication line from
among first and second communication devices that carry out
communications between each other through a two-wire
communication line. When a communication error has been
detected, each of the communication devices stores time of
the communication error and a communication error counter
accumulated value that indicates accumulated counts corre-
sponding to the communication error, changes into a bus off
state on the basis of the communication error counter accu-
mulated value and then, after a predetermined period of time
has elapsed, returns from the bus off state. The fault location
device includes: an acquisition unit that acquires the time of
the communication error and the communication error
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counter accumulated value, which are stored 1n each of the
communication devices; and a detection unit that detects a
communication device connected to a broken communication
line on the basis of variations 1n the communication error
counter accumulated values while any one of the communi-
cation devices 1s 1n a bus off state.

With the above configuration, 1t 1s possible to detect a
communication device connected to a broken communication
line on the basis of variations 1in the communication error
counter accumulated values while any one of the communi-
cation devices 1s 1n a bus off state. The fault location device
may be, for example, formed of a service tool.

In the above first aspect, the communication error may
include a transmission error and a reception error. Each of the
communication devices may store a transmission error
counter accumulated value that indicates accumulated counts
corresponding to the transmission error and a reception error
counter accumulated value that indicates accumulated counts
corresponding to the reception error. When there 1s a commu-
nication device whose transmission error counter accumu-
lated value increases and whose reception error counter accu-
mulated value does not increase, the detection unit may
determine that a communication line connected to that com-
munication device 1s broken.

Alternatively, 1n the first aspect, the communication error
may include a transmission error and a reception error. Each
of the communication devices may store a transmission error
counter accumulated value that indicates accumulated counts
corresponding to the transmission error and a reception error
counter accumulated value that indicates accumulated counts
corresponding to the reception error. When there 1s no com-
munication device whose transmission error counter accumus-
lated value i1ncreases, and when the reception error counter
accumulated values of all the communication devices do not
increase, the detection unit may determine that a communi-
cation line connected to the communication device which 1s
in the bus off state 1s broken.

With the above configuration, 1t 1s possible to detect a
communication device connected to a broken communication
line on the basis of the transmission error counter accumu-
lated value and the reception error counter accumulated
value, which are stored 1n each of the communication devices.

A second aspect of the invention provides a first commu-
nication device 1n a communication system formed of the first
communication device and a second communication device.
The first communication device and the second communica-
tion device carry out communications between each other
through a two-wire communication line. The first communi-
cation device includes: a storage unit that stores time of a
communication error and a communication error counter
accumulated value that indicates accumulated counts corre-
sponding to the communication error; a control unit that
changes the first communication device mto a bus off state on
the basis of the communication error counter accumulated
value and then, after a predetermined period of time has
clapsed, returns the first communication device from the bus
off state; an acquisition unit that acquires the time of the
communication error and the communication error counter
accumulated value, which are stored 1n each of the commu-
nication devices; and a detection unit that detects a commu-
nication device connected to a broken communication line on
the basis of variations 1n the communication error counter
accumulated values while one of the first and second com-
munication devices 1s 1n a bus off state.

With the above configuration, 1t 1s possible to detect a
communication device connected to a broken communication
line on the basis of variations 1in the communication error
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counter accumulated values while one of the first and second
communication devices 1s in a bus off state. The first commu-
nication device may be formed of a communication device
that has, for example, a master function.

In the above second aspect, the communication error may
include a transmission error and a reception error. The storage
unit may store a transmission error counter accumulated
value that indicates accumulated counts corresponding to the
transmission error and a reception error counter accumulated
value that indicates accumulated counts corresponding to the
reception error. When there 1s a communication device whose
transmission error counter accumulated value increases and
whose reception error counter accumulated value does not
increase, the detection unit may determine that a communi-
cation line connected to that communication device 1s broken.

Alternatively, in the second aspect, the communication
error may 1nclude a transmission error and a reception error.
The storage unit may store a transmission error counter accu-
mulated value that indicates accumulated counts correspond-
ing to the transmission error and a reception error counter
accumulated value that indicates accumulated counts corre-
sponding to the reception error. When there 1s no communi-
cation device whose transmission error counter accumulated
value increases, and when the reception error counter accu-
mulated values of all the communication devices do not
increase, the detection unit may determine that a communi-
cation line connected to the communication device which has
been 1n the bus off state 1s broken.

With the above configuration, 1t 1s possible to detect a
communication device connected to a broken communication
line on the basis of the transmission error counter accumus-
lated value and the reception error counter accumulated
value, which are stored 1n each of the communication devices.

A third aspect of the mvention provides a fault location
method for detecting a communication device connected to a
broken communication line from among first and second
communication devices that carry out communications
between each other through a two-wire communication line.
The fault location method 1ncludes: when a communication
error has been detected by the first communication device,
storing time of the communication error and a communica-
tion error counter accumulated value that indicates accumu-
lated counts corresponding to the communication error;
changing the first communication device into a bus off state
on the basis of the communication error counter accumulated
value and then, after a predetermined period of time has
clapsed, returning the first communication device from the
bus off state; acquiring the time of the communication error
and the communication error counter accumulated value,
which are stored in each of the first and second communica-
tion devices; and detecting a communication device con-
nected to a broken communication line on the basis of varia-
tions in the communication error counter accumulated values
of each of the communication devices while one of the first
and second communication devices 1s 1n a bus off state.

By so doing, 1t 1s possible to detect a communication device
connected to a broken communication line on the basis of
variations in the communication error counter accumulated
values while one of the first and second communication
devices 1s 1n a bus off state. The fault location method may be,
for example, executed by a service tool.

In the above third aspect, the communication error may
include a transmission error and a reception error. When the
time of the communication error and the communication
error counter accumulated value are stored, a transmission
error counter accumulated value that indicates accumulated
counts corresponding to the transmission error and a recep-
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tion error counter accumulated value that indicates accumu-
lated counts corresponding to the reception error may be
stored. When there 1s a communication device whose trans-
mission error counter accumulated value increases and whose
reception error counter accumulated value does not increase,
it may be determined that a communication line connected to
that communication device 1s broken.

Alternatively, 1n the third aspect, the communication error
may include a transmission error and a reception error. When
the time of the communication error and the communication
error counter accumulated value are stored, a transmission
error counter accumulated value that indicates accumulated
counts corresponding to the transmission error and a recep-
tion error counter accumulated value that indicates accumu-
lated counts corresponding to the reception error may be
stored. When there 1s no communication device whose trans-
mission error counter accumulated value increases and when
the reception error counter accumulated values of all the
communication devices do not increase, 1t may be determined
that a communication line connected to the communication
device which i1s 1n the bus off state 1s broken.

By so doing, 1t 1s possible to detect a communication device
connected to a broken communication line on the basis of the
transmission error counter accumulated value and the recep-
tion error counter accumulated value, which are stored 1n
each of the communication devices.

According to the above described fault location device,
communication device and fault location method, it 1s pos-

sible to detect a communication device in which one of two
wires connected to the communication device 1s broken.

BRIEF DESCRIPTION OF THE DRAWINGS

The features, advantages, and technical and industrial sig-
nificance of this invention will be described in the following
detailed description of example embodiments of the mven-
tion with reference to the accompanying drawings, in which
like numerals denote like elements, and wherein:

FIG. 1 1s a view that illustrates a CAN communication
system and a fault location device according to a first embodi-
ment of the invention;

FIG. 2 1s a view that illustrates an example of a time

variation 1n reception and transmission error counter accu-
mulated values under the condition that there 1s a communi-
cation device that 1s 1n a bus off state;

FIG. 3 1s a view that illustrates the CAN communication
system according to the first embodiment of the invention;

FI1G. 41s atime chart that shows a change into a bus off state
of each communication device under the condition that there
1s a faulty communication device;

FIG. 5 1s a flowchart that shows the operations of a com-
munication device according to the first embodiment of the
invention;

FI1G. 6 1s a flowchart that shows the operations of the fault
location device according to the first embodiment of the
invention;

FI1G. 7 1s a flowchart that shows the operations of the fault
location device according to a second embodiment of the
invention; and

FIG. 8 1s a view that illustrates the CAN communication
system according to a third embodiment of the mnvention.

DETAILED DESCRIPTION OF EMBODIMENTS

Embodiments of the invention will now be described with
reference to the accompanying drawings. Note that 1n all the
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6

drawings for illustrating the embodiments, like reference
numerals denote like components, and the description thereof
will not be repeated.

A CAN communication system according to a first
embodiment of the invention will be described with reference
to FIG. 1. FIG. 1 also shows a DLC 450 and a fault location
device 500. The DLC 4350 and the fault location device 500
are connected to the CAN communication system when a
fault point 1s detected.

The CAN communication system 1000 according to the
present embodiment, for example, includes a plurality of
communication devices that carry out communications 1in
accordance with the communication protocol of an 1n-vehicle
LAN. For example, the communication protocol of the 1n-
vehicle LAN may employ a controller area network (CAN).
The communication devices are respectively formed of a
plurality of electronic control units (ECUs) that control vari-
ous portions of a vehicle.

In the CAN, as described above, a communication line

(communication bus) uses a two-wire CAN communication
line 400 formed of a CANH 200 and a CANL 300, and a

terminator 1s connected at each end of the two-wire CAN
communication line 400. Then, in the CAN, a transmitting
communication device transmits mnverted signals to the
CANH 200 and the CANL 300, and a receiving communica-
tion device determines, on the basis of a voltage difference
between the CANH 200 and the CANL 300, whether a piece
of data on the CAN communication line 400 1s “1” or “0”.

Each of the ECUs 100, to 100, includes a CPU 102 (102,
102,,and 102,), acommunication driver 104 (104,,104.,, and
104,), and a storage unit 106 (106,, 106,, and 106,). Each
CPU 102 executes a control process for controlling various
portions of the vehicle and a process for carrying out com-
munications with another ECU. Each communication driver
104 1s connected to the above described two-wire CAN com-
munication line 400. Each communication driver 104 outputs
transmission data, transterred from the CPU 102, to the two-
wire CAN communication line 400, and mputs data on the
two-wire CAN communication line 400 1nto the CPU 102.
Each storage unit 106 stores a communication error detected
by the CPU 102. The communication error includes a trans-
mission error and a reception error.

Each communication driver 104 includes first and second
output butlers (two output butlers) and a binarization circuait.
For example, the first output buffer sets the voltage of the
CANH 200 to a high level (or example, 3.5 V) when the
transmission data 1s “0”, or sets the voltage of the CANH 20
to a low level ({or example, 2.5 V) when the transmission data
1s “1”. The second output butler sets the voltage of the CANL
300 to a low level ({or example, 1.5V) when the transmission
data 1s “0”, or sets the voltage of the CANL 300 to a high level
(for example, 2.5 V) when the transmission data 1s “1”. The
binarization circuit generates a binary signal “1” or “0” that
indicates the data on the CAN communication line 400 on the

basis of a difference between a voltage mput to the CANH
200 and a voltage mput to the CANL 300.

In each of the ECUs 100, to 100,, the CPU 102 monaitors
the condition of CAN communication and detects a commu-
nication error. For example, the CPU 102 monitors the con-
dition of CAN communication and detects a reception error
and/or a transmission error as the communication error. The
communication error includes any one of a bit error, a stuff
error, a cyclic redundancy check (CRC) error, a form error,
and an authentication error. The communication device,
which transmits data, monitors the bus at the same time. The
bit error 1s detected when a monitoring bit 1s different from a
transmitted bit. The stufl error 1s detected when successive six
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bits have the same bit level against a bit-stuiling rule. A CRC
sequence contains a CRC calculation result calculated 1n a
transmitter. The CRC error 1s detected when a receiver cal-
culates a CRC and the calculated CRC 1s different from the
above CRC calculation result. The form error 1s detected
when a field whose number of bits 1s fixed contains an imvalid
bit. The authentication error 1s detected by the transmuitter
when an ACK slot from a recetver does not return a dominant
bit.

The CPU 102 updates an error counter value, which 1s
determined beforehand in correspondence with a communi-
cation error, 1n accordance with the detected communication
error. For example, the CPU 102 detects a transmission error
and/or a reception error, increases a transmission €rror
counter value (TEC), corresponding to the transmission error,
and/or a reception error counter value (REC), corresponding
to the reception error, and then obtains a transmission error
counter accumulated value and/or a reception error counter
accumulated value. The transmission error counter accumus-
lated value represents accumulated counts corresponding to
the transmission error. The reception error counter accumu-
lated value represents accumulated counts corresponding to
the reception error. Then, the CPU 102 determines to enter a
state called bus off when the transmission error counter accu-
mulated value 1s larger than or equal to a predetermined
transmission error counter accumulated value at which 1t 1s
assumed to intluence communications of the other ECUs 100.
The bus off 1s a function by which the communication device
interrupts data transmission by itself and 1solates 1tself from
the bus when the number of transmission errors 1s larger than
or equal to a prescribed number of counts and then, after 1t 1s
confirmed that the bus idle state continues for a predeter-
mined period of time, returns to a normal state. In this bus off
state, data reception 1s allowed. When an ECU connected to a
one-wire-broken communication line enters a bus off state, no
abnormal voltage 1s transmitted from the one-wire-broken
ECU and, therefore, the other ECUs are not adversely 1nflu-
enced. Thus, 1t 1s possible to allow communications among
the other ECUs. In addition, each of the CPUs 102 of the other
ECUs monitors the condition of communications of the local

ECU. Specifically, the CPU 102 of each E

ECU records com-
munication errors. More specifically, the CPU 102 records a
variation in transmission error counter value in the storage
unit 106. For example, when the CPU 102 detects a commu-
nication error, the CPU 102 records a detection time at which
the communication error 1s detected, and adds an error
counter value, corresponding to the transmission error and/or
the reception error and included 1n the communication error,

to the transmission error counter accumulated value and/or
the reception error counter accumulated value. In addition,

the CPU 102 mitiates communications aiter a predetermined
period of time has elapsed since the CPU 102 enters a bus off
state.

The fault location device according to the embodiment of
the invention will be described.

The fault location device 500 according to the present
embodiment 1s connected to the CAN communication system
1000 through the data link connector (DLC) 450. The fault
location device may be formed of an external fault determi-
nation tool. The fault determination tool includes a diagnostic
tool of a service department. The fault location device 500
includes an interface (I’F) 502 and a CPU 504. The CPU 504
serves as an acquisition unit and a detection unat.

The interface 502 receives the detection time of each of the
transmission and reception errors and the transmission and
reception error counter accumulated values, which are stored
in the storage unit 106 of each ECU 100. The detection time
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of each of the transmission and reception errors and the trans-
mission and reception error counter accumulated values are

input to the CPU 504.

The CPU 504 detects a faulty ECU on the basis of the
transmission and reception error counter accumulated values
input through the interface 502. For example, when an ECU
enters a bus off state and interrupts data transmission and then
returns from the bus off state after a predetermined period of
time has elapsed, the transmission and reception error counter
accumulated values of that ECU and the other ECUs vary as
shown 1n FIG. 2.

The bus off state 1s classified into two cases. The first bus
olf state 1s due to a fault of the local ECU. The second bus off
state 1s due to mterruption of data transmission of the local
ECU, caused by data transmitted from another faulty ECU,
even when the local ECU 1s normal. As shown 1in FIG. 2,
CASE 1 corresponds to the first bus off state, and CASE 2
corresponds to the second bus off state.

According to FIG. 2, when a broken communication line 1s
connected to an ECU that enters a bus off state, the transmis-
s1ion and reception error counter accumulated values of the
bus-otf ECU both do not increase, that 1s, both remain con-
stant. This 1s because a faulty ECU 1tself 1s 1n a bus off state
and interrupts data transmission. In addition, when a broken
communication line 1s connected to an ECU that enters a bus
off state, the transmission and reception error counter accu-
mulated values of the other ECUs, that 1s, the ECUs that
normally operate, both do not increase, that 1S, both remain
constant. This 1s because the ECU connected to a broken
communication line 1s 1n a bus off state and interrupts data
transmission and, theretore, the other normal ECUSs are not
influenced by the faulty ECU and are able to carry out com-
munications as 1f there were no faulty ECU. The communi-
cation configuration of the CAN communication system 1s
one-to-many communications, that 1s, communications from
an ECU to the other ECUs. Here, there are communications
from a normal ECU that normally operates (heremafter,
referred to as communications from a normal ECU) and com-
munications from an ECU connected to a broken communi-
cation line (hereinafter, referred to as communications from
an abnormal ECU). Because the abnormal ECU 1s 1n a bus off
state and interrupts data transmaission, the transmission error
counter of the abnormal ECU does not increase. Because data
transmitted from a normal ECU are received by another nor-
mal ECU, the transmission error counter of each normal ECU
does not increase. In addition, because a normal ECU 1s able
to recetve data transmitted from another normal ECU, the
reception error counter ol each normal ECU does not
increase. In addition, because data transmitted from a normal
ECU are not recerved by the abnormal ECU, the reception
error counter of the abnormal ECU does notincrease. In other
words, because the abnormal ECU cannot carry out accuracy
data reception, the reception error counter does not increase.

When a normal ECU enters a bus off state, the transmission
error counter accumulated value of an abnormal ECU, which
1s not 1n a bus oif state, increases, and the reception error
counter accumulated value thereof does not increase, that 1s,
remains constant. In addition, the transmission and reception
error counter accumulated values of a normal ECU, other
than the bus-oitf ECU, increase. This 1s because the abnormal
ECU, which 1s not 1n a bus off state, continues to carry out
communications and, therefore, the communications inter-
feres with communications of the other ECU. In the CAN
communication, the ECU, which transmits data, monitors the
CAN communication line 400 at the same time. The ECU
determines a situation where a monitoring bit 1s different
from the transmitted bit, as a transmission error. Because the




US 8,015,445 B2

9

abnormal FCU, which 1s not 1in a bus off state, continues
communications, data transmitted from the abnormal ECU
are transmitted at an abnormal voltage. For this reason, the
monitoring bit differs from the transmitted bit. Thus, the
transmission error counter of the abnormal ECU 1increases. In
addition, because the abnormal ECU cannot receive data
transmitted from another normal ECU, the reception error
counter does not increase. In the communications from a
normal ECU to the abnormal ECU, at the transmission side,

the monitoring bit 1s different from the transmaitted bit due to
the influence of the faulty ECU. Thus, the transmission error
counter of the normal ECU increases. In addition, the data
transmitted from a normal ECU cause a reception error in
another normal ECU due to the influence of the abnormal
ECU. Thus, the reception error counter of the normal ECU
1ncreases.

On the basis of the transmission and reception error
counter accumulated values stored 1n the storage units 106 of
all the ECUs 100, while an ECU 1s 1n a bus off state, when
there 1s an ECU whose transmission error counter accumu-
lated value increases and whose reception error counter accu-
mulated value does not increase, the CPU 504 estimates that
a communication line to that ECU 1s broken.

In addition, on the basis of the transmission and reception
error counter accumulated values stored in the storage units
106 of all the ECUs 100, while an ECU 1s 1n a bus off state,
when there 1s no ECU whose transmission error counter accu-
mulated value increases and whose reception error counter
accumulated value does not increase, and when the reception
error counter accumulated values stored in the storage units
106 of all the ECUs 100 do not increase, the CPU 504 deter-
mines that a communication line to the bus-oif ECU 1s bro-
ken.

In addition, on the basis of the transmission and reception
error counter accumulated values recorded 1n all the ECUSs,
while an ECU 1s 1n a bus off state, when there 1s no ECU
whose transmission error counter accumulated value
increases and whose reception error counter accumulated
value does notincrease, and when the transmission and recep-
tion error counter accumulated values recorded in all the
ECUSs increase, the CPU 504 determines that 1t 1s difficult to
identify a fault point.

A Tault location method according to the present embodi-
ment will be described.

In the present embodiment, the case described below 1s
such that, as shown 1n FIG. 3, among the ECUs 100, to 100,
connected to the CAN communication line 400, a one-wire
break has occurred in a CAN communication line connected
to the ECU 100,, and then the communication line 1s cur-
rently returned to a normal state. However, this may also be
applied to the case in which the number of ECUSs that consti-
tute the CAN communication system 1s two, four or more. In
addition, this may also be applied to the case 1n which two or
more ECUs each are connected to a one-wire-broken com-
munication line.

When a one-wire break has occurred in a CAN communi-
cation line connected to the ECU 100,, as shown in FIG. 4,
alter the one-wire break has occurred in the CAN communi-
cation line connected to the ECU 100,, the ECU 100, enters
a bus off state prior to the ECUs 100, and 100,. This 1s
because a transmission error {requently occurs due to a one-
wire break. After that, the ECU 100, and/or the ECU 100,
enter a bus off state. This 1s because the data transmitted from
the ECU 100, that 1s connected to a one-wire-broken CAN
communication line before entering a bus off state influences
communications of the ECU 100, and/or the ECU 100,,. Inthe

fault location method according to the present embodiment,
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on the basis of the transmission errors and reception errors
detected during times since the ECU 100, connected to a
one-wire-broken CAN communication line enters a bus off
state until the normal ECUs 100, and/or 100, enter a bus off
state, detection of a fault point, that 1s, detection of a broken
point, 1s performed. As described above, each ECU, which
serves as a communication device, changes 1into a bus off state
on the basis of the detected transmission error.

Here, the ECU 100, and/or the ECU 100, might enter a bus
oil state prior to the JCU 100,. In this case, aiter the bus-off
ECU 100, and/or ECU 100, return from the bus off state, the
ECU 100 and/or ECU 100 naturally initiate communica-
tions. However, while the ECUS 100, to 100, repeatedly enter
a bus oft state and return from the bus off state, the ECU 100,
1s more likely to enter a bus off state. Under the above situa-
tion, detection of a fault point 1s performed on the basis of the
transmission and reception error counter accumulated values.

In addition, 1n the present embodiment, the process at each
ECU and the process of the fault location device 500 will be
separately described.

The process at each
to FIG. S.

In accordance with the communication protocol of the
in-vehicle LAN, ECUs included 1n the communication sys-
tem carry out communications. For example, 1n accordance
with the CAN protocol the ECUs included 1n the CAN com-

munication system carry out communications.
The CPU 102, of the ECU 100, determines whether a

communication error 1s detected (step S502). For example,
the CPU 102, of the ECU 100, monitors the condition of
communications, and detects a transmission error and/or a
reception error.

When the communication error 1s detected (step S502:

YES), the CPU 102, of the ECU 100, obtains the detection
time and, in addition, adds the transmission error counter
value corresponding to the transmission error and/or the
reception error counter value corresponding to the reception
error to obtain the transmaission error counter accumulated
value and/or the reception error counter accumulated value.
The detection time, the transmission error counter accumu-
lated value and/or the reception error counter accumulated
value are stored 1n the storage unit 106,. It may be configured
to store the transmission error counter value and/or the recep-
tion error counter value. Then, the CPU 102, of the ECU 100,
notifies the other ECUs that an error 1s detected 1n order to
prevent the other ECUs acquire a message containing an
error. For example, the CPU 102, transmits an error flag. On
the other hand, when no communication error 1s detected
(step S502: NO), the process returns to step S502 and contin-
ues to detect a communication error. In this case, the condi-
tion of communications 1s normal, and estimation of a fault
point ends.

The CPU 102, of the ECU 100, determines whether to
enter a bus off state (step 8504) The CPU 102, of the ECU
100, determines to enter a bus oil state when the transmission
error counter accumulated value 1s larger than or equal to a
predetermined transmission error counter accumulated value
at which 1t 1s assumed to influence communications of the
other ECUs 100, and determines not to enter a bus oil state
when the transmission error counter accumulated value 1s
smaller than the predetermined transmission error counter
accumulated value. For example, when the CAN protocol 1s
employed as the communication protocol of the in-vehicle
L.AN, 1t 1s determined to change 1nto a bus off state when the
transmission error counter accumulated value 1s larger than or
equal to 256. The ECU that has changed into the bus off state
resumes communications when a return condition 1s satisfied.

ECU will be described with reference
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The return condition includes the case 1n which any ECUs do
not carry out communications for a predetermined period of
time, for example, 2.5 ms.

When 1t 1s determined that the ECU 100, 1s 1n a bus off state
(step S504: YES), the CPU 102, of the ECU 100, interrupts

data transmission. This interruption of data transmission con-

tinues for a predetermined period of time. Then, the CPU
102, of the ECU 100, stores the time, at which data transmis-
s10n 1s interrupted, 1n the storage unit 106,. In this case, ECUs

other than the ECU 100, are not notified that the ECU 100, 1s
in a bus off state, so the other ECUs continue to carry out
communications. On the other hand, when it 1s determined
that the ECU 100, 1s not 1n a bus off state (step S504: NO), the
process returns to step S3502 and continues to detect a com-
munication error. In this case, the duration of fault 1s short
and, therefore, the ECU 100, does not change into a bus off
state. When the CPU 102 of each ECU 100 i1s detected a

communication error, the CPU 102 stores the detection time

of the communication error in the storage unit 106. In addi-
tion, the CPU 102 of each ECU 100, on the basis of whether

the communication error 1s a transmission €rror or a reception
error, obtains a transmission error counter value and/or a
reception error counter value, and adds the transmaission error
counter value and/or the reception error counter value to the
transmission error counter accumulated value and/or the
reception error counter accumulated value, and then stores
the resultant transmission error counter accumulated value
and/or the resultant reception error counter accumulated
value 1n the storage unit 106 (step S508). For example, an
ECU that has detected a communication error (reception
error) transmits an error frame. The error frame 1s received by
the other ECUs included in the CAN communication system
As a result, the ECUSs, other than the ECU that has detected
the communication error, each increase the reception error
counter accumulated value. The ECUs that have received the
error frame increase only the reception error counter accu-
mulated value and do not increase the transmission error
counter accumulated value. An ECU whose transmission
message causes an error increases the transmission error
counter accumulated value. Fach ECU stores the transmis-
sion error counter accumulated value, the reception error
counter accumulated value, time at which the transmission
error counter accumulated value varies, and time at which the
reception error counter accumulated value varies, 1n the stor-
age umt 106. In addition, it may be configured to store the
transmission error counter value and/or the reception error
counter value.

The CPU 102, of the ECU 100, determines whether a
predetermined period of time has elapsed since 1t enters a bus
off state (step S510). For example, the predetermined period
of time may be set to a period of time that allows accumula-
tion of some transmission and reception error counter values
to make 1t possible to determine an abnormal ECU. For
example, about several minutes may be set to the predeter-
mined period of time.

When 1t 1s determined that the predetermined period of
time has not elapsed (step S510: NO), the process returns to
step S508 and continues to detect a communication error. On
the other hand, when 1t 1s determined that the predetermined
period of time has elapsed (step S510: YES), the CPU 102, of
the ECU 100, returns communications to a normal state. For
example, data transmaission 1s initiated.

The process of the fault location device 500 will be
described with reference to FIG. 6. The fault location device
500 1s connected to the CAN communication system 1000

through the DLC 450.
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The CPU 504 reads the transmission and reception error
counter accumulated values, stored 1n the storage units 106 of
all the ECUs, and the error detection time (step S602).

The CPU 504 determines whether there 1s an ECU whose
transmission error counter accumulated value increases and
whose reception error counter accumulated value does not
increase while data transmission of the ECU 100, 1s 1nter-
rupted, that 1s, while the ECU 100, 1s 1n a bus off state (step
S604).

When the appropriate ECU 1s present (step S604: YES), the
CPU 504 estimates that a communication line to the appro-
priate ECU 1s broken (step S606). Because an ECU connected
to a one-wire-broken communication line 1s not able to detect
that a message 1s transmitted from the other ECUSs, the trans-
mission error counter accumulated value 1increases, whereas
the reception error counter accumulated value does not
increase, while the ECU 100, 1s 1n a bus off state. Thus, when
such an ECU 1s present, 1t may be estimated that a commu-
nication line to that ECU 1s broken.

On the other hand, when there 1s no appropriate ECU (step
S604: NO), the CPU 504 determines whether no transmission
and reception error counter values increase in all the ECUs
(step 608). When no transmission and reception error counter
values increase 1n all the ECUs (step S608: NO), the CPU 504
estimates that a communication line to the ECU 100, 1s bro-
ken (step S610). That 1s, when no communication error
occurs while the ECU 100, 1s 1n a bus off state, 1t may be
estimated that a communication line to the ECU 100, 1s bro-
ken. On the other hand, when there 1s an ECU whose trans-
mission or reception error counter value increases (step S608:
YES), the CPU 504 determines that it 1s difficult to estimate a
fault point, and cancels determination of the fault location
(step S612). In this case, 1t 1s assumed that the ECU 100,
returns from a bus off state to a normal state for a short period
of time or a designed period of time during which the ECU
100, changes 1nto a bus off state 1s short.

The wire-broken point 1s repaired (step S614).

According to the present embodiment, even when a one-
wire break had occurred 1n the CAN communication line in
the past and the CAN communication line 1s currently
returned to a normal state, 1t 1s possible to 1dentily a wire-
broken point.

A CAN communication system according to a second
embodiment of the invention will be described.

The configuration of the CAN communication system
according to the second embodiment 1s similar to the configu-
ration described with reference to FIG. 1.

In the fault location device 500 according to the second
embodiment, on the basis of the transmission and reception
error counter accumulated values recorded 1n all the ECUSs,
while an ECU 1s 1n a bus off state, when there 1s an ECU
whose transmission error counter accumulated value
increases and whose reception error counter accumulated
value does not increase, the CPU 504 estimates that a com-
munication line to that ECU 1s broken.

In addition, on the basis of the transmission and reception
error counter accumulated values recorded 1n all the ECUs,
while an ECU 1s 1n a bus off state, when there 1s an ECU
whose transmission error counter accumulated value does not
increase and whose reception error counter accumulated
value does notincrease, and when the transmission and recep-
tion error counter accumulated values recorded in all the
ECUs do not increase, the CPU 504 determines that a com-
munication line to the bus-oitf ECU 1s broken.

In addition, on the basis of the transmission and reception
error counter accumulated values recorded 1n all the ECUSs,
while an ECU 1s 1in a bus off state, when there 1s no ECU
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whose transmission error counter accumulated value
increases and there 1s no ECU whose reception error counter
accumulated value does not increase, the CPU 504 deter-
mines that it 1s difficult to identify a fault location. That 1s,
when the transmission error counter accumulated values
recorded 1n all the ECUs do not increase and the reception
error counter accumulated values recorded 1n all the ECUSs
increase, the CPU 504 determines that 1t 1s difficult to identily
a fault location.

In addition, on the basis of the transmission and reception
error counter accumulated values recorded 1n all the ECUSs,
while an ECU 1s 1n a bus off state, when there 1s no ECU
whose transmission error counter accumulated value does not
increase and there 1s no ECU whose reception error counter
accumulated value does not increase, the CPU 504 deter-
mines that 1t 1s difficult to identify a fault point. That 1s, when
the transmission and reception error counter accumulated
values recorded 1n all the ECUs increase, the CPU 504 deter-
mines that i1t 1s difficult to 1dentity a fault point.

A Tault location method according to the present embodi-
ment will be described.

In the present embodiment, the case similar to the above
described embodiment will be described.

The process at each ECU 1s similar to the process described
with reference to FIG. 5.

The process of the fault location device 500 will be
described with reference to FIG. 7. The fault location device
500 1s connected to the CAN communication system 1000
through the DLC 450.

The CPU 504 reads the transmission and reception error
counter accumulated values, stored 1n the storage units 106 of
all the ECUs, and the error detection time (step S702).

The CPU 504 checks for each ECU whether the transmis-
sion error counter accumulated value and/or the reception
error counter accumulated value increase (step S704).

The CPU 504 determines whether there 1s an ECU whose
transmission error counter accumulated value increases while
data transmission of the ECU 100, 1s interrupted, that 1is,
while the ECU 100, 1s 1n a bus off state (step S706).

When there 1s an ECU whose transmission error counter
accumulated value increases while data transmission of the
ECU 100, 1s interrupted (step S706: YES), the CPU 504
determines whether there 1s an ECU whose reception error
counter accumulated value does not increase while data trans-
mission of the ECU 100, 1s interrupted (step S708).

When the appropriate ECU 1s present (step S708: YES), the
CPU 504 estimates that a communication line to the appro-
priate ECU 1s broken (step S710).

On the other hand, 1n step S706, when there 1s no ECU

whose ftransmission error counter accumulated value
increases while data transmission of the ECU 100, 1s inter-
rupted (step S706: NO), the CPU 3504 determines whether
there 1s an ECU whose reception error counter accumulated
value does not increase while data transmission of the ECU
100, 1s interrupted (step S712).

When there 1s an ECU whose reception error counter accu-
mulated value does not increase while data transmission of
the ECU 100, 1s interrupted (step S712: YES), the CPU 504
determines whether no reception error counter accumulated
values of all the ECUs increase (step S714).

When no reception error counter accumulated values of all
the ECUs increase (step S714: NO), the CPU 504 determines
that a communication line to the ECU 100, 1s broken (step
S716).

On the other hand, when, 1n step 8712, there 1s no ECU
whose reception error counter accumulated value does not
increase while data transmission of the ECU 100, 1s inter-
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rupted (step S712: NO), when, 1n step S708, there 1s no
appropriate ECU (step S708: NO), or when, 1n step S714,
there 1s an ECU whose reception error counter accumulated
value increases (step S714: YES), the CPU 504 determines
that 1t 1s difficult to i1dentify a fault point and cancels the
detection of a fault point (step S718). In this case, 1t 1s
assumed that the ECU 100, returns from a bus off state to a
normal state for a short period of time or a designed period of
time during which the ECU 100, changes 1nto a bus off state
1s short.

In step S710 and/or 1n step S716, the i1dentified broken
communication line 1s repaired (step S720).

According to the present embodiment, even when a one-
wire break had occurred 1n the CAN communication line in
the past and the CAN communication line 1s currently
returned to a normal state, it 1s possible to 1dentily a broken
point.

A CAN communication system according to a third
embodiment of the invention will be described.

The configuration of the CAN communication system
according to the third embodiment differs from the above
described embodiments in that, as shown in FIG. 8, the func-
tions of the fault location device that identifies a fault point are
incorporated into the ECU.

In the present embodiment, the case in which the functions
of the fault location device are incorporated into the ECU
100, will be described. This ECU may be configured as a
master ECU.

The CPU 102, and CPU 102, of the other ECUs 100, and
100, when communications returns to a normal state, trans-
mit the transmission and reception error counter accumulated
values and the error detection time to the ECU 100, through
the CAN communication line 400. The transmission timing
may be a regular transmission timing of each ECU or the
transmission may be performed so that the ECU 100, inquires
the transmission of each ECU and then the ECU that has
received the inquiry responds to the mnquiry.

The ECU 100, estimates an ECU, which 1s connected to a
one-wire broken communication line, by a method similar to
the above described method on the basis of the transmission
and reception error counter accumulated values and the error
detection time, transmitted from the other ECUs. The CPU
102, of the ECU 100, records the estimated ECU 1n the
storage unit 106.

By reading the information, regarding the ECU connected
to a one-wire broken communication line, stored 1n the stor-
age unit 106 of the ECU 100, from the outside of the vehicle,
it 15 possible to acquire the information regarding the esti-
mated fault point.

A fault location method according to the third embodiment
will be described.

In the present embodiment, the case similar to the above
described embodiments will be described.

The process ateach ECU 1s similar to the process described
with reference to FIG. .

The process of the master ECU 100, further includes the
process described with reference to FIG. 6 or FIG. 7 1n addi-
tion to the process described with reference to FIG. 5.

In addition, the information regarding the estimated ECU
may be displayed on the screen of a meter or a navigation
system. By so doing, without any extra reading device, 1t 1s
possible to indicate the estimated fault point.

In the present embodiment, the CPUs 102, and 102, of the
other ECUs 100, and 100, transmit the transmission and
reception error counter accumulated values and the error
detection time to the ECU 100, through the CAN communi-

cation line 400 when communications returns to a normal
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state. Instead, it 1s also applicable that an exclusive line con-
nected to the ECU 100, 1s provided and the transmission and
reception error counter accumulated values and the error
detection time are transmitted through the exclusive line. By
so doing, without influencing communications among the
ECUs, 1t1s possible to transmuit the transmission and reception
error counter accumulated values and the error detection time
to the ECU 100,.

According to the present embodiment, even when a one-
wire break had occurred in the CAN communication line in
the past and the CAN communication line 1s currently
returned to a normal state, it 1s possible to identily a wire-
broken point without providing a fault location device.

For the sake of convenience of description, specific
numeric values are illustrated to easily understand the inven-
tion; however, unless otherwise stated, those numeric values
are simply illustrative and any appropriate values may be
used.

The aspects of the invention are described with reference to
the specific embodiments; these embodiments are simply
illustrative. A person skilled 1n the art will understand various
alternative embodiments, modifications, substitutes, replace-
ments, and the like. For the sake of convenience of descrip-
tion, the devices according to the embodiments of the mven-
tion are described with reference to the functional block
diagrams. Those devices may be implemented by hardware,
software, or a combination of them.

What 1s claimed 1s:

1. A fault location device that 1s connected to first and
second communication devices that carry out communica-
tions between each other through a two-wire communication
line, each of the first and second communication devices
being connected to the two-wire communication line by a
respective pair ol commumcation lines, the fault location
device comprising:

a central processor;

an acquisition unit; and

a detection unit,

wherein, 1 a communication error 1s detected, then each of

the first and second communication devices:

stores a time of the communication error and a commu-
nication error counter accumulated value that indi-
cates accumulated counts corresponding to the com-
munication error,

changes nto a bus off state on the basis of the commu-
nication error counter accumulated value, and

alter a predetermined period of time has elapsed, returns
from the bus off state,

wherein the acquisition unit acquires, using the central

processor, the time of the communication error and the
communication error counter accumulated value, which
are stored 1n each of the first and second communication
devices, and

wherein the detection unit detects, using the central pro-

cessor, that one communication line, from one of the
respective pairs of communication lines 1s broken, but
the other communication line from the one of the respec-
tive pairs of communication lines 1s not broken, on the
basis of variations in the communication error counter
accumulated values while any one of the first and second
communication devices 1s 1n a bus oil state.

2. The fault location device according to claim 1, wherein
the communication error includes a transmission error and a
reception error,

wherein each of the first and second communication

devices stores a transmission error counter accumulated
value that indicates accumulated counts corresponding
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to the transmission error and a reception error counter
accumulated value that indicates accumulated counts
corresponding to the reception error, and

wherein 11 there 1s a communication device, from among
the first and second communication devices, whose
transmission error counter accumulated value increases
and whose reception error counter accumulated value
does not increase, then the detection unit determines that
one communication line, from the respective pair of
communication lines connected to that communication
device 1s broken, but the other communication line from
the respective pair of communication lines connected to
that communication device 1s not broken.

3. The fault location device according to claim 1, wherein
the communication error includes a transmission error and a
reception error,

wherein each of the first and second communication
devices stores a transmission error counter accumulated
value that indicates accumulated counts corresponding
to the transmission error and a reception error counter
accumulated value that indicates accumulated counts
corresponding to the reception error, and

wherein 11 there 1s no communication device, from among
the first and second communication devices, whose
transmission error counter accumulated value increases,
and 11 the reception error counter accumulated values of
all the first and second communication devices do not
increase, then the detection unit determines that one
communication line, from the respective pair of commu-
nication lines connected to the communication device
which 1s 1n the bus off state 1s broken, but the other
communication line from the respective pair of commu-
nication lines connected to the communication device
which 1s 1n the bus off state 1s not broken.

4. The fault location device according to claim 1, wherein
1f the first communication device 1s 1n a bus off state, then the
first communication device only performs reception of com-
munications from the second communication device.

5. A first communication device 1n a communication sys-
tem formed of the first communication device and a second
communication device, wherein the first communication
device and the second communication device carry out com-
munications between each other through a two-wire commu-
nication line, each of the first and second communication
devices being connected to the two-wire communication line
by a respective pair of communication lines, wherein the first
communication device comprises:

a central processor;

a storage unit that stores, using the central processor, a time
of a communication error and a communication error
counter accumulated value that indicates accumulated
counts corresponding to the communication error;

a control unit that changes, using the central processor, the
first communication device into a bus off state on the
basis of the error counter accumulated value and then,
after a predetermined period of time has elapsed, returns
the first communication device from the bus off state;

an acquisition unit that acquires, using the central proces-
sor, the time of the communication error and the com-
munication error counter accumulated value, which are
stored 1n each of the first and second communication
devices; and

a detection unit that detects, using the central processor,
that one communication line, from one of the respective
pairs of communication lines 1s broken, but the other
communication line from the one of the respective pairs
of communication lines 1s not broken, on the basis of
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variations 1n the communication error counter accumus-
lated values while one of the first and second communi-
cation devices 1s 1n a bus off state.

6. The first communication device according to claim 5,
wherein the communication error includes a transmission
error and a reception error,

wherein the storage unit stores a transmission error counter
accumulated value that indicates accumulated counts
corresponding to the transmaission error and a reception
error counter accumulated value that indicates accumu-
lated counts corresponding to the reception error, and

wherein if there 1s a communication device, from among
the first and second communication devices, whose
transmission error counter accumulated value increases
and whose reception error counter accumulated value
does not increase, then the detection unit determines that
one communication line, from the respective pair of
communication lines connected to that communication
device 1s broken, but the other communication line from
the respective pair of communication lines connected to
that communication device 1s not broken.

7. The first communication device according to claim 3,
wherein the communication error includes a transmission
error and a reception error,

wherein the storage unit stores a transmission error counter
accumulated value that indicates accumulated counts
corresponding to the transmission error and a reception
error counter accumulated value that indicates accumu-
lated counts corresponding to the reception error, and

wherein 11 there 1s no communication device, from among
the first and second communication devices, whose
transmission error counter accumulated value increases,
and 11 the reception error counter accumulated values of
all the first and second communication devices do not
increase, then the detection unit determines that one
communication line, from the respective pair ol commu-
nication lines connected to the communication device
which 1s 1n the bus off state 1s broken, but the other
communication line from the respective pair of commu-
nication lines connected to the communication device
which 1s 1n the bus off state 1s not broken.

8. The first communication device according to claim 5,
wherein 1f the first communication device 1s 1n a bus off state,
then the first communication device only performs reception
of communications from the second communication device.

9. A fault location method for detecting a communication
device connected to a broken communication line from
among first and second communication devices that carry out
communications between each other through a two-wire
communication line, each of the first and second communi-
cation devices being connected to the two-wire communica-
tion line by a respective pair of communication lines, the fault
location method comprising:

i a communication error has been detected by the first
communication device, then storing a time of the com-
munication error and a communication error counter
accumulated value that indicates accumulated counts
corresponding to the communication error;

changing the first communication device into a bus ofl state
on the basis of the communication error counter accu-
mulated value and then, after a predetermined period of
time has elapsed, returning the first commumication
device from the bus off state:

acquiring the time of the communication error and the
communication error counter accumulated value, which
are stored 1n each of the first and second communication
devices; and
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detecting that one communication line, from one of the
respective pairs ol communication lines 1s broken, but
the other commumnication line from the one of the respec-
tive pairs of communication lines 1s not broken, on the
basis of variations in the communication error counter
accumulated values of the first and second communica-
tion devices while one of the first and second commu-
nication devices 1s 1n a bus off state.

10. The fault location method according to claim 9,
wherein the communication error includes a transmission
error and a reception error,

wherein 1f the time of the communication error and the
communication error counter accumulated value are
stored, then a transmission error counter accumulated
value that indicates accumulated counts corresponding
to the transmission error and a reception error counter
accumulated value that indicates accumulated counts
corresponding to the reception error are stored; and

wherein 1f there 1s a communication device, from among
the first and second communication devices, whose
transmission error counter accumulated value increases
and whose reception error counter accumulated value
does not increase, then it 1s determined that a one com-
munication line, from the respective pair ol communi-
cation lines connected to that communication device 1s
broken, but the other communication line from the
respective pair of communication lines connected to that
communication device 1s not broken.

11. The fault location method according to claim 9,
wherein the communication error includes a transmission
error and a reception error,

wherein 1f the time of the communication error and the
communication error counter accumulated value are
stored, then a transmission error counter accumulated
value that indicates accumulated counts corresponding
to the transmission error and a reception error counter
accumulated value that indicates accumulated counts
corresponding to the reception error are stored; and

wherein 1 there 1s no communication device, from among
the first and second communication devices, whose
transmission error counter accumulated value increases
and 11 the reception error counter accumulated values of
all the first and second communication devices do not
increase, then it 1s determined that one communication
line, from the respective pair of communication lines
connected to the communication device which 1s 1n the
bus oif state 1s broken, but the other communication line
from the respective pair of communication lines con-
nected to the communication device which is 1n the bus
oif state 1s not broken.

12. A non-transitory computer-readable storage medium
storing instructions for causing at least one processor to
execute a fault location method for detecting a communica-
tion device connected to a broken communication line from
among first and second communication devices that carry out
communications between each other through a two-wire
communication line, each of the first and second communi-
cation devices being connected to the two-wire communica-
tion line by a respective pair of communication lines, the fault
location method comprising:

1 a communication error has been detected by the first
communication device, then storing, by the at least one
processor, a time of the communication error and a com-
munication error counter accumulated value that 1ndi-
cates accumulated counts corresponding to the commu-
nication error;
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changing, by the at least one processor, the first communi- detecting, by the at least one processor, that one commu-
cation device into a bus off state on the basis of the nication line, from one of the respective pairs of com-
communication error counter accumulated value and munication lines 1s broken, but the other communication
then, after a predetermined period of time has elapsed, line from the one of the respective pairs of communica-
returning, by the at least one processor, the first commu- 3 tion lines 1s not broken, on the basis of variations in the
nication device from the bus off state: communication error counter accumulated values of the
first and second communication devices while one of the

acquiring, by the at least one processor, the time of the
communication error and the communication error

counter accumulated value, which are stored 1n each of
the first and second communication devices; and ¥ % % % %

first and second communication devices 1s 1n a bus off
state.
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