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retrieve configuration information from a
protected first memory, where the
configuration information specifies a plurality
of non-contiguous memory locations that store

a checksum
302

retrieve the checksum from the plurality of
non-contiguous memory locations of the
checksum based on the configuration
iInformation, where the checksum is useable to
verify security for a system

204

Figure 3
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CONFIGURABLE SIGNATURE FOR
AUTHENTICATING DATA OR PROGRAM
CODLEL

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates generally to the field of computing,
devices, and more specifically to a configurable signature,
¢.g., for veritying data or program code, e.g., imtialization
code, 1n a computer system.

2. Description of the Related Art

Many hardware systems include a central processing unit
(CPU), 1.e., amain or host processor, and one or more embed-
ded controllers for performing auxiliary functions for the
system, such as initialization, input/output (I/O), manage-
ment, and reset functionality. For example, an embedded
controller may be part of a system-on-chip (SoC) that may
also include various additional components that coupled to
the embedded controller, e.g., memory, etc. Such systems
may be vulnerable to unauthorized access or tampering by
malicious users or agents, e.g., during boot-up.

It 1s important that initialization for the system be trustwor-
thy; otherwise, an attacker could modity the code to perform
unauthorized operations, e.g., to copy otherwise protected
verification iformation, keys, passwords, etc., to some
memory or I/O where it would be easily accessible. It the
initialization code 1s contained 1n on-chip ROM, it cannot be
modified and so it can be trusted by the chip manufacturer and
the system vendor who purchases the chip. If, however, the
code 1s loaded 1nto on-chip RAM from an off-chip memory
(for example, an SPI Flash memory chip), then the external
memory 1s vulnerable to malicious 1nterference. A memory
image, €.g., of the mitialization code, can be authenticated
using digital signatures or MAC (Message Authentication
Code). However, these methods are computationally inten-
stve, and may be impractical for a low cost device. Thus,
improved systems and methods for authenticating data or
program code are desired.

Other corresponding issues related to the prior art waill
become apparent to one skilled in the art after comparing such
prior art with embodiments of the present ivention as
described herein.

SUMMARY OF THE INVENTION

Various embodiments are presented of a system and
method for authenticating data or program code 1n a system
are presented. More specifically, a configurable signature
may be used to authenticate data or code, e.g., to check or
verily security 1n a system, e.g., a computer system that
includes a main or host processor, and an embedded control-
ler and memory. In one embodiment, the signature may be
useable by the embedded controller to verily inmitialization
code for the system, e.g., prior to boot-up of the main proces-
sor, although 1n other embodiments, the configurable signa-
ture may be used to verily data and/or program code 1n any
type of system as desired.

First, configuration iformation may be retrieved from a
protected first memory, where the configuration information
specifies a plurality of non-contiguous memory locations that
store a signature. In some embodiments, the protected first
memory may be or include at least one register, e.g., one or
more on-chip configuration registers. For example, in one
embodiment, the embedded controller and protected first
memory, e.g., the one or more configuration registers, may be
included on a system-on-chip, e.g., SoC, along with on-chip
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memory. The SoC may 1tself be included 1n a system, e.g., a
computer system, as mentioned above.

The signature may be retrieved from the plurality of non-
contiguous memory locations of the signature based on the
configuration information, where the signature 1s useable to
verily security for a system. The signature may correspond to
specified data and/or program code stored in a second
memory, €.g., external memory, €.g., olf-chip memory, such
as tlash memory. For example, the specified data and/or pro-
gram code may include initialization code for the system
which must be loaded 1nto on-chip memory before execution.
Note that this loading of the data and/or program code, e.g.,
iitialization code, from external (e.g., off-chip) memory
introduces a risk of tampering, since a malicious agent might
interfere with the transter, e.g., by replacing the external
memory, by intercepting the data and/or program code and
moditying or replacing it, and so forth. Thus, the signature
may be used to verily the loaded data and/or program code,
1.€., to ensure that the data and/or program code has not been
tampered with.

In some embodiments, the method may further include
copying the specified data and/or program code from the
second memory to a third memory, e.g., from the external
memory to on-chip memory, €.g., a random access memory
(RAM) located on the chip. A signature for the specified data
and/or program code may be calculated based on the configu-
ration information, and the calculated signature compared
with the retrieved signature to verity the specified data and/or
program code. For example, the configuration information
may, 1n addition to the plurality of non-contiguous memory
locations, may include one or more parameters for the signa-
ture, and so calculating a signature for the specified data
and/or program code based on the configuration information
may include calculating the signature using the one or more
parameters for the signature. For example, this portion of the
confliguration mformation may be stored 1n another register
on the embedded controller, e.g., on the SoC that includes the
embedded processor. Note that the one or more configuration
registers may or may not be contiguous, 1.¢., the register(s) or
memory storing the plurality of non-contiguous memory
locations or signature addresses may be distinct from the
configuration register(s) or memory storing the signature
parameters.

Note that this “byte scrambling” (distributing the configu-
ration information in noncontiguous memory locations)
makes the task of reverse engineering the signature much
more difficult. For example, 11 a malicious agent knew that the
signature were a 4-byte CRC, he or it could use a valid SPI
Flash ROM to determine the CRC coetlicients by trying all
possible polynomials over the mitialization code (approxi-
mately 2 billion). However, by hiding the CRC 1n a 64 byte
field, the agent must try 64!/60!, or approximately 16 million,
permutations of the trailer (note that this does not include the
2 billion combinations of each respective 4 byte sequence).
Note that the above-described CRC 1s meant to be exemplary
only, and that any other type of signature or signature formula
or specification may be used as desired, e.g., different CRCs,
hashes, checksums, and so forth.

Regarding to the use of on-chip configuration registers to
store signature parameters, in some embodiments, one type of
signature may be used for all instances of a chip, but the
parameters used in calculating the signature may be varied for
cach vaniation of the chip (for example, for different custom-
ers, or for different products designed by one customer). As
discussed above, the signature parameters, as well as the
location of the signature, may stored 1n on-chip registers that
have restricted access, 1.e., that are protected. For example, in
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preferred embodiments, the registers cannot be read by auto-
matic test equipment (ATE) or scan modes, but only by the
embedded controller when the embedded controller is
executing from boot ROM code. If the boot ROM 1s 1nacces-
sible, as for example, via a read-protect bit scheme, described
below, the signature parameters are unreadable.

As mentioned above, in preferred embodiments, the first
memory, the embedded controller, and the third memory are
include 1n a system-on-chip (SoC) 1n the system. Note that 1n
some embodiments, the efficacy of the security techmques
disclosed herein relies on the fact that the configuration infor-
mation and the (copied) data and/or program code (e.g., 1ni-
tialization code) are stored locally to the embedded control-
ler, as opposed to being stored 1n off-chip memory.

Thus, 1n one embodiment, the embedded controller may
copy the external memory into the on-chip RAM (1.e., the
third memory), calculating the signature, e.g., the hash func-
tion, along the way, e.g., using a ROM-based boot loader. As
discussed above, 1n some embodiments, the above copying,
calculating, and comparing may be performed by the embed-
ded controller prior to boot-up of the main processor. In other
words, prior to booting the main processor, the data and/or
program code, e.g., initialization code for the system, may be
verified via the signature, thus ensuring that the initialization
process will proceed as intended, e.g., without security vio-
lations, 1.e., ensuring that the initialization code has not been
corrupted or otherwise tampered with. Of course, 1n other
embodiments, the configurable signature may be used to pro-

tect or verily any data or program code as desired.
Thus, various embodiments of the invention described

herein may facilitate protection of data or program code 1n a
system.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing, as well as other objects, features, and
advantages of this invention may be more completely under-
stood by reference to the following detailed description when
read together with the accompanying drawings in which:

FI1G. 1 1s a high-level block diagram of an exemplary com-
puter system configured to implement one embodiment of the
present invention;

FIG. 2 1s an exemplary high-level system block diagram,
according to one embodiment of the present invention;

FI1G. 3 15 a flowchart of a method for authenticating data or
program code, according to one embodiment; and

FI1G. 4 1llustrates a distributed signature, according to one
embodiment of the present invention.

While the invention 1s susceptible to various modifications
and alternative forms, specific embodiments thereol are
shown by way of example in the drawings and will herein be
described 1n detail. It should be understood, however, that the
drawings and detailed description thereto are not intended to
limit the invention to the particular form disclosed, but on the
contrary, the intention 1s to cover all modifications, equiva-
lents, and alternatives falling within the spirit and scope of the
present invention as defined by the appended claims.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Incorporation by Reference

The following references are hereby incorporated by ref-
erence 1n their entirety as though fully and completely set
torth herein:
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U.S. patent application Ser. No. 11/848,808 titled
“Memory Protection For Embedded Controllers,” filed Aug.
31, 2007.

Various embodiments of a system and method are pre-
sented for authenticating data or program code, e.g., for
securing data or program 1instructions in a system, €.g., a
computer system.

Note that any headings used are for organizational pur-
poses only and are not meant to be used to limit or interpret the
description or claims. Furthermore, 1t should be noted that the
word “may” 1s used throughout this application in a permis-
stve sense (1.e., having the potential to, being able to), not a
mandatory sense (1.e., must).” The term “include”, and deri-
vations thereof, mean “including, but not limited to”. The
term “coupled” means “directly or indirectly connected”.

Moreover, as used herein, a “set of instructions™ may refer
to one or more instructions. More specifically, in some
embodiments, “instructions” may refer to programming
code, software, and/or functions implemented 1n the form of
a code that 1s executable by a controller, microprocessor,
and/or custom logic circuit adapted to execute these mstruc-
tions. In some embodiments, these mstructions may comprise
device drivers, control software, and/or machine code.

As used herein, a “controller” refers to any type of proces-
sor, such as a central processing unit (CPU), microprocessor,
microcontroller, or embedded controller or microcontroller,
among others.

Overview

Various embodiments of the invention described herein
may provide protection of data and/or program instructions
used to maintain or verily system security.

FIG. 1—Exemplary Computer System

FIG. 1 1s a high-level block diagram of an exemplary com-
puter system 82 configured to implement one embodiment of
the present invention, specifically to authenticate data or pro-
gram code via a configurable signature. The system of FIG. 1
comprises a computer system, e.g., a personal computer (PC),
although in other embodiments, the techniques and systems
described herein may be implemented 1n any other systems as
desired.

As FIG. 1 shows, the computer system 82 stores signature
configuration information 104, according to embodiments of
the present mnvention. In some embodiments, the computer
system 82 includes a main or central processor, 1.€., a host
processor, as well as at least one embedded controller, e.g., a
microcontroller, e.g., included 1n a system-on-chip (SoC),
such as, for example, a keyboard controller for managing or
controlling communications between a keyboard and the
main processor. A memory may be included on the SoC with
the embedded controller, and 1n various embodiments, may
be a random access memory (RAM) that stores mnitialization
code for the system. The embedded controller may load the
initialization code into the memory (e.g., the RAM) from an
external memory, €.g., an off-chip memory, e.g., an SPI flash
memory chip, via a ROM-based boot loader, e.g., boot ROM
code, and so the system may need to verily the memory
contents to ensure that the imtialization code has not been
tampered with. Thus, a signature may be computed and used
in accordance with the stored signature configuration infor-
mation to verily the contents of the memory, e.g., the 1nitial-
1zation code, as will be described 1n more detail below.

FIG. 2—High-Level Block Diagram of Exemplary System

FIG. 2 1s a high-level block diagram of an exemplary sys-
tem, according to one embodiment. More specifically, FI1G. 2
illustrates primary components ol an exemplary system
implementing embodiments of the present invention.
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As FIG. 2 shows, the system may include an embedded
controller 202, coupled to at least one register (or other
memory) 206 that stores configuration information for the
signature. As FIG. 2 indicates, in some embodiments, the
embedded controller 202 may be included 1n a system-on-
chip (SoC) 200. The embedded controller 202 may also be
coupled to a memory 204, e.g., on-chip memory, for storing
data and/or program code, e.g., initialization code, for 1nitial-
1zing the system, where the signature, which is retrievable
using configuration mformation stored in the configuration
register(s) 206, corresponds to the data and/or program code.
The embedded controller 202 may also be coupled to a main
or central processor, €.g., a central processing unit (CPU),
which may be referred to as the host CPU or processor, as well
as external (1.e., off-chip) memory 208, that may store the
data and/or program code, ¢.g., initialization code, and from
which the controller 202 may copy the data and/or program
code 1mto the on-chip memory 204, ¢.g., via a ROM boot-
loader, as will be described below 1n more detail.

In some embodiments, the controller 202 may comprise a
peripheral device controller for a computer system. For
example, 1n one exemplary embodiment, the embedded con-
troller 202 may be a keyboard controller comprised in a
computer system, e.g., the computer system of FIG. 1,
although 1n other embodiments, the system may be any type
ol system as desired.

FIG. 3—Method for Authenticating Data or Program Code

FIG. 3 1s a high-level flowchart of a method for authenti-
cating data or program code using a configurable signature,
¢.g., to verily a system, e.g., a computer system that includes
a main or host processor, and an embedded controller and
memory. In one embodiment, the signature may be useable by
the embedded controller to verily mitialization code for the
system, €.g., prior to boot-up of the main processor, although
in other embodiments, the configurable signature may be
used to verily data and/or program code 1n any type of system
as desired. In various embodiments, some of the method
clements shown may be performed concurrently, 1n a differ-
ent order than shown, or may be omitted. Additional method
clements may also be performed as desired. As shown, this
method may operate as follows.

In 302, configuration information may be retrieved from a
protected first memory, where the configuration information
speciflies a plurality of non-contiguous memory locations that
store a signature. As noted above with reference to FIG. 2, 1n
some embodiments, the protected first memory may be or
include at least one register, €.g., one or more on-chip con-
figuration registers 206. For example, as described above, the
embedded controller and protected first memory, e.g., the at
least one configuration register 206, may be included on a
system-on-chip, e.g., SoC 200, along with on-chip memory
204. The SoC may 1tself be included 1n a system, e.g., a
computer system, such as the computer system 82 of FIG. 1.

In 304, the signature may be retrieved from the plurality of
non-contiguous memory locations of the signature based on
the configuration information, where the signature 1s useable
to verily security for a system. The signature may correspond
to specified data and/or program code stored 1n a second
memory, €.g., external memory 208, e.g., off-chip memory,
such as flash memory. For example, the specified data and/or
program code may 1nclude mnitialization code for the system
which must be loaded into on-chip memory belfore execution.
Note that this loading of the data and/or program code, e.g.,
initialization code, from external (e.g., off-chip) memory
introduces a risk of tampering, since a malicious agent might
interfere with the transfer, e.g., by replacing the external
memory, by mntercepting the data and/or program code and
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modifying or replacing it, and so forth. Thus, the signature
may be used to verily the loaded data and/or program code,
1.€., to ensure that the data and/or program code has not been
tampered with.

In some embodiments, the method may further include
copying the specified data and/or program code from the
second memory to a third memory, e.g., from the external
memory 208 to on-chip memory 204, ¢.g., a random access
memory (RAM) located on the chip. A signature for the
specified data and/or program code may be calculated based
on the configuration information, and the calculated signature
compared with the retrieved signature to verily the specified
data and/or program code. For example, the configuration
information may, in addition to the plurality of non-contigu-
ous memory locations, may include one or more parameters
for the signature, and so calculating a signature for the speci-
fied data and/or program code based on the configuration
information may include calculating the signature using the
one or more parameters for the signature. For example, this
portion of the configuration information may be stored in
another register on the embedded controller, e.g., on the SoC
that includes the embedded processor. Note that the one or
more configuration registers may or may not be contiguous,
1.€., the register(s) or memory storing the plurality of non-
contiguous memory locations or signature addresses may be
distinct from the configuration register(s) or memory storing
the signature parameters.

In some embodiments, the signature may be made more
difficult to guess (e.g., by a malicious agent reverse engineer-
ing an authorized SPI Flash device) through any of a number
of methods.

For example, as noted above, in one embodiment, the sig-
nature includes or 1s a multi-byte value distributed over the
plurality of non-contiguous memory locations, where the
configuration information specifies the location and order of
cach byte of the value. In some embodiments, these non-
contiguous memory locations may be included 1n a trailer,
¢.g., where the trailer 1s included 1n the third memory, and
where, 1n addition to the plurality of non-contiguous memory
locations storing the signature, the trailer includes random
values. In other words, the signature may be embedded 1n a
long trailer, of which most of the bytes are filled with noise
(that 1s, with random 1’s and 0’s).

As one example, the signature could be a 4-byte cyclic
redundancy check (CRC) and the imitialization code trailer
could be 64 bytes long. Sixty of the bytes would be filled with
arandom patternof 1’s and 0’s. The boot ROM code may then
determine which 4 of the 64 bytes constitute the CRC with 3
secret bytes described 1n the signature configuration register
section, where the 3 bytes contain 4 6-bit fields. Each field
may contain the address of one byte of the CRC, so that the 4
bytes of the CRC can occupy any 4 bytes of the 64 byte trailer,
in any order.

FIG. 4 illustrates one embodiment of a signature configu-
ration register that stores addresses of the non-contiguous
memory locations storing the signature. More specifically,
FIG. 4 1llustrates how a signature configuration register may
be used to 1dentily the signature held within a larger trailer.
The example of FIG. 4 assumes a 4-byte signature, in this
case, a CRC, held 1n a 64-byte trailer, and that the least-
significant byte has the lowest byte address.

As may be seen, reading from left to right, 1.e., from least
significant bit to most significant bit, the 4 bytes of the register
cach denote respective memory locations in the ftrailer
wherein are stored respective portions of the signature, and
whereby the signature portions may be retrieved. Note that
since this address information 1s 1n protected memory, a mali-
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cious agent has no way of knowing which bytes of the trailer
store the signature, nor in which order the signature portions
should be assembled or sequenced.

In one exemplary embodiment, the CRC may be specified
by a plurality of coefficients, e¢.g., of a CRC polynomial,
where the CRC 1ncludes one bit per coetficient. Thus, fora32
bit (4 byte) CRC, there are 32 coelficients. Thus, the protected
first memory, ¢.g., the configuration register or registers, may
include a portion 32 bits or 4 bytes in size for storing these
coellicients. On example of a 32 bit CRC polynomial is:

31 30 29 0
A3 XX H830XX " +85gXX T+ . .. HAGXX, (1)

where the 32 bits stored 1n the signature configuration
register are a,, through a,. In this example, the terms of the
CRC polynomial are included 1n the calculation of the signa-
ture only 1f the corresponding a, bit 1n the configuration reg-
ister 1s 1.

Note that this “byte scrambling” makes the task of reverse
engineering the signature much more difficult. For example,
if a malicious agent knew that the signature were a 4-byte
CRC, he or it could use a valid SPI Flash ROM to determine
the CRC coellicients by trying all possible polynomials over
the imitialization code (approximately 2 billion). However, by
hiding the CRC 1n a 64 byte field, the agent must try 64!/60!,
or approximately 16 million, permutations of the trailer (note
that this does not include the 2 billion combinations of each
respective 4 byte sequence).

Note that while the exemplary signature of FIG. 4 1s a
32-bit CRC, other signatures may be implemented as desired,
as long as the definition of the signature algorithm requires a
suificiently large number of bits so that guessing the param-
cters 1s difficult. For example, simply increasing the signature
(e.g., the CRC) from 32 bits to 48 bits or 64 bits may make
brute force attacks intractable, at the expense of a more com-
plex boot sequence. Similarly, the trailer may be increased
form 64 bytes to 128 bytes, for a three order of magnitude
greater number of permutations, at the expense of space 1n the
SPI Flash. Thus, various relatively straightforward tech-
niques may be used to greatly increase the effort required to
crack the signature for the system. Note that the above-de-
scribed CRC 1s meant to be exemplary only, and that any other
type of signature or signature formula or specification may be
used as desired, e.g., different CRCs, hashes, checksums, and
so forth.

Regarding to the use of on-chip configuration registers to
store signature parameters, in some embodiments, one type of
signature may be used for all instances of a chip, but the
parameters used in calculating the signature may be varied for
cach variation of the chip (for example, for different custom-
ers, or for different products designed by one customer). As
discussed above, the signature parameters, as well as the
location of the signature, may stored 1n on-chip registers that
have restricted access, 1.e., that are protected. For example, in
preferred embodiments, the registers cannot be read by auto-
matic test equipment (ATE) or scan modes, but only by the
embedded controller when the embedded controller 1is
executing from boot ROM code. If the boot ROM 1s 1nacces-
sible, as for example, via a read-protect bit scheme, described
below, the signature parameters are unreadable.

As mentioned above, in preferred embodiments, the first
memory, the embedded controller, and the third memory are
include 1n a system-on-chip (SoC) 1n the system. Note that 1n
some embodiments, the efficacy of the security techmques
disclosed herein relies on the fact that the configuration infor-
mation and the (copied) data and/or program code (e.g., 1ni-
tialization code) are stored locally to the embedded control-
ler, as opposed to being stored 1n off-chip memory.
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Thus, 1n one embodiment, the embedded controller may
copy the external memory into the on-chip RAM (i.e., the
third memory), calculating the signature, e.g., the hash func-
tion, along the way, e.g., using a ROM-based boot loader. As
discussed above, 1n some embodiments, the above copying,
calculating, and comparing may be performed by the embed-
ded controller prior to boot-up of the main processor. In other
words, prior to booting the main processor, the data and/or
program code, e.g., initialization code for the system, may be
verified via the signature, thus ensuring that the boot process
will proceed as intended, e.g., without security violations,
1.¢., ensuring that the mitialization code has not been cor-
rupted or otherwise tampered with. Of course, in other
embodiments, the configurable signature may be used to pro-
tect or verily any data or program code as desired.

Thus, various embodiments of the invention described
herein may be used to verily the integrity of data and/or
program instructions.

We claim:

1. A method, comprising:

retrieving configuration information from a protected first

memory, wherein the configuration information speci-
fies a plurality of non-contiguous memory locations,
wherein the plurality of non-contiguous memory loca-
tions store one or more parameters for a signature for-
mula;

retrieving the one or more parameters for the signature

formula from the plurality of non-contiguous memory
locations based on the configuration information; and
calculating a first signature formula;

wherein the first signature 1s useable to verily security for

a system.

2. The method of claim 1, wherein the first signature cor-
responds to specified data and/or program code stored 1n a
second memory, and wherein the method further comprises:

copying the specified data and/or program code from the

second memory to a third memory;

retrieving a second signature wherein said calculating the

first signature comprises calculating the first signature
for the specified data and/or program code using the
signature formula; and

comparing the calculated first signature with the retrieved

second signature to verily the specified data and/or pro-
gram code.

3. The method of claim 2, wherein the specified data and/or
program code comprises 1mtialization code for the system.

4. The method of claim 2, wherein the system comprises a
main processor and an embedded controller, and wherein said
copying, said calculating, and said comparing are performed
by the embedded controller prior to boot-up of the main
Processor.

5. The method of claim 2, wherein the configuration infor-
mation further comprises the one or more parameters for the
signature formula.

6. The method of claim 2, wherein the first signature com-
prises one or more of:

a cyclic redundancy check (CRC);

a checksum; or

a hash.

7. The method of claim 2,

wherein the protected first memory comprises a register on

a chip 1n the system;

wherein the second memory comprises an external

memory located off-chip; and

wherein the third memory comprises a random access

memory (RAM) on the chip.
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8. The method of claim 2, wherein the signature formula

comprises multi-byte data distributed over the plurality of

non-contiguous memory locations in a trailer, and wherein
the configuration information specifies the location and order
of each byte of the data.

9. The method of claim 8, wherein the trailer 1s comprised
in the third memory, and wherein, 1n addition to the plurality
ol non-contiguous memory locations storing the signature

formula, the trailer comprises random values.
10. The method of claim 2, wherein the first memory, the

embedded controller, and the third memory are comprised 1n
a system-on-chip (SoC) 1n the system.

11. A system for authenticating data or program code,

comprising;
an embedded processor; and
a protected first memory coupled to the embedded proces-
sor, wherein the protected first memory stores configu-
ration information specitying a plurality of non-contigu-
ous memory locations that store one or more parameters
for a signature formula;
wherein the embedded processor 1s operable to retrieve the
one or more parameters for the signature formula from
the plurality of non-contiguous memory locations based
on the configuration information and to calculate a first
signature using the signature formula, wherein the sig-
nature 1s useable to verily security for a system.
12. The system of claim 11, further comprising:
a second memory coupled to the embedded processor,
wherein the second memory stores data and/or program
code, and wherein the first signature corresponds to the
data and/or program code stored in the second memory;
and
a third memory coupled to the embedded processor,
wherein the embedded processor 1s further operable to:
copy the data and/or program code from the second
memory to the third memory;

retrieve a second signature

wherein said calculating the first signature comprises
calculating the first signature for the data and/or pro-
gram code using the signature formula; and
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compare the calculated first signature with the retrieved
second signature to verily the data and/or program
code.

13. The system of claim 12, wherein the data and/or pro-
gram code comprises 1mtialization code for the system.

14. The system of claim 12, further comprising:

a main processor, coupled to the embedded processor;

wherein the embedded processor 1s operable to perform

said copying, said calculating, and said comparing prior
to boot-up of the main processor.

15. The system of claim 12, wherein the configuration
information further comprises the one or more parameters for
the signature formula.

16. The system of claim 12, wherein the signature com-
prises one or more of:

a cyclic redundancy check (CRC);

a checksum; or

a hash.

17. The system of claim 12,

wherein the protected first memory comprises a register on

a chip 1n the system;

wherein the second memory comprises an external

memory located off-chip; and

wherein the third memory comprises a random access

memory (RAM) on the chip.

18. The system of claim 12, wherein the signature formula
comprises multi-byte data distributed over the plurality of
non-contiguous memory locations in a trailer, and wherein
the configuration information specifies the location and order
of each byte of the data.

19. The system of claim 18, wherein the trailer 15 com-
prised 1n the third memory, and wherein, 1n addition to the
plurality of non-contiguous memory locations storing the
signature formula, the trailer comprises random values.

20. The system of claim 12, wherein the first memory, the
embedded controller, and the third memory are comprised 1n
a system-on-chip (SoC) in the system.
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