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ACCELERATION-BASED THEFT
DETECTION SYSTEM FOR PORTABLE
ELECTRONIC DEVICES

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a Continuation application of U.S.

patent application Ser. No. 11/681,664 filed Mar. 2, 2007 U.S.
Pat. No. 7,548,161, which 1s a D1visional application of U.S.
patent application Ser. No. 10/791,495 entitled “ACCEL-
ERATION-BASED THEFT DETECTION SYSTEM FOR
PORTABLE ELECTRONIC DEVICES” filed Mar. 1, 2004,
now U.S. Pat. No. 7,218,226 1ssued May 15, 2007, both of
which are incorporated herein by reference in their entirety
tor all purposes.

BRIEF DESCRIPTION OF THE INVENTION

This mvention relates generally to portable electronic
devices. More specifically, this invention relates to theit
detection systems for portable electronic devices.

BACKGROUND OF THE INVENTION

The dnve toward minmiaturization ol electronics has
resulted 1n computer-based systems that are becoming much
more portable. Current portable electronic devices such as
laptop computers, hand-held devices such as cellular tele-
phones and personal media devices, such as the 1IPod™ from
Apple Computer, Inc., and even devices such as compact disc
players, are suificiently compact and lightweight as to make
them easily movable. Unfortunately, such ease of transport
also 1mplies ease of theft. While the rnightful owner of a
portable electronic device may conveniently transport it
almost anywhere, so can a thief.

One current anti-theft system i1s a simple mechanical lock
that attaches to the housing of a device, with a cable that
wraps around other objects so as to atlix the portable device to
these objects. In this manner, portable electronic devices can
be etlectively tethered to nearby fixtures, making theft diffi-
cult. However, such systems suffer from drawbacks. For
instance, users are forced to carry around a bulky cable and
lock, thus somewhat defeating the purpose of portable elec-
tronic devices. Also, users may sometimes wish to leave their
devices 1n areas where there 1s no convenient fixture to tether
to.

It 1s therefore desirable to develop a thelt detection system
for portable electronic devices. It 1s further desirable to
develop a thelt detection system that does not require the use
of additional bulky physical mechanisms, and which 1s
capable of functioning in many different locations.

SUMMARY OF THE INVENTION

Broadly speaking, the mvention pertains to detecting thett
of portable electronic devices. The acceleration of a device 1s
monitored and processed to determine whether a likely theft
condition exists. It so, the various embodiments of the inven-
tion then seek to prevent thett by mitiating an alarm.

The vention can be implemented in numerous ways,
including as a method, system, device, apparatus, or com-
puter readable medium. Several embodiments of the mven-
tion are discussed below.

As a computer readable memory including at least com-
puter 1nstructions for directing an electronic system to pro-
vide thetit protection, one embodiment of the invention com-
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2

prises at least: a first set of computer instructions to acquire an
acceleration signal corresponding to an acceleration of the
clectronic system, the acceleration signal having frequencies
characteristic of movement of the device; a second set of
computer mstructions to process the acceleration signal so as
to 1solate the frequencies characteristic of movement of the
device; a third set of computer istructions to compare the
acceleration signal to a frequency profile so as to determine a
metric measuring a correspondence between the frequency
profile and the frequencies characteristic of movement of the
device; and a fourth set of computer instructions to initiate the
production of an alarm based upon the metric.

As a method of protecting a portable electronic device
against thelt, one embodiment of the invention comprises at
least the acts of: acquiring an acceleration signal correspond-
ing to an acceleration of the electronic system, the accelera-
tion signal having frequencies characteristic of movement of
the device, processing the acceleration signal so as to 1solate
the frequencies characteristic of movement of the device,
comparing the acceleration signal to a frequency profile so as
to determine a metric measuring a correspondence between
the frequency profile and the frequencies characteristic of
movement of the device, and initiating the production of an
alarm based upon the metric.

As a portable electronic device having a system for pro-
tecting against theft, one embodiment of the invention com-
prises a microprocessor for processing executable computer
instructions, and an acceleration sensor for detecting an
acceleration undergone by the portable consumer electronic
product 1n communication with the microprocessor, wherein
the acceleration sensor examines characteristics of the
detected acceleration to determine 1f a theit condition 1s
present, the acceleration sensor transmits a theft detection
signal to the microprocessor that responds to the theit detec-
tion signal by broadcasting an alarm.

Other aspects and advantages of the invention will become
apparent from the following detailed description taken 1n
conjunction with the accompanying drawings which 1llus-
trate, by way of example, the principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

For a better understanding of the invention, reference
should be made to the following detailed description taken 1n
conjunction with the accompanying drawings, in which:

FIG. 1 illustrates a block diagram of a portable electronic
device constructed 1n accordance with an embodiment of the
ivention.

FIG. 2 illustrates a block diagram of a an acceleration
sensor constructed 1n accordance with an embodiment of the
ivention.

FIG. 3 illustrates an exemplary controller for detecting
thelt 1n accordance with an embodiment of the invention.

FI1G. 41llustrates a flow diagram of a theit detection process
according to an embodiment of the mnvention.

FIG. 5 1llustrates a graphical user interface for configuring
of a theft detection system 1n accordance with an embodiment
of the invention.

FIG. 6 illustrates a flow diagram of a process according to
an embodiment of the invention.

Like reference numerals refer to corresponding parts
throughout the drawings.

DETAILED DESCRIPTION OF THE INVENTION

In one embodiment of the invention, one or more acceler-
ometers are placed within a portable electronic device to
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detect acceleration. Any acceleration detected could indicate
unauthorized movement of the device, 1.e., potential theit.
Typically, thelt or other large-scale movement of the device
results 1n an acceleration signal having characteristics ditler-
ent from other events such as shock, impact, nearby machin-
ery, etc. The detected acceleration as a function of time 1s thus
analyzed to determine whether 1t corresponds to such large-
scale movement of the device, rather than an 1nnocuous event
such as the impact of a book dropped nearby. If so, an alarm
1s produced in order to alert others to the theft. Further
embodiments of the invention include the ability to tune vari-
ous parameters to the user’s liking through a graphical user
interface (GUI), and the ability to disable theit detection.

In such a manner, theft detection 1s accomplished via rela-
tively small and lightweight accelerometers that can be incor-
porated 1nto the portable electronic device 1tself, without the
need for additional locks and/or cables. Also, as such a system
can be contained within the device, 1t can provide thelt pro-
tection even 1n areas where the device cannot be tethered or
attached to anything.

FI1G. 1 1llustrates a block diagram of a portable electronic
device having a thelt detection system constructed 1n accor-
dance with an embodiment of the invention. A portable elec-
tronic device 10 1s controlled by a microprocessor 20, which
processes instructions and sends information to a visual out-
put device 30, such as a monitor or other mechanism for
displaying visual information to a user, and an audio output
device 40, such as a speaker. The portable electronic device
10 also includes an acceleration sensor 50 for detecting accel-
erations undergone by the device 10. The acceleration sensor
50 includes any mechanism for detecting acceleration, such
as one or more accelerometers, as well as necessary hard-
ware/software for controlling the accelerometers. The one or
more accelerometers can be configured along a different axis.

In operation, the acceleration sensor 50 detects accelera-
tion undergone by the portable electronic device 10, such as
when the portable electronic device 10 1s picked up by a thief.
Upon examining the characteristics of the acceleration and
determining that a theft condition 1s present, the acceleration
sensor 50 transmits a thett detection signal to the micropro-
cessor 20, which broadcasts an alarm through the audio out-
put device 40 and/or displays a message across the visual
output device 30. In this manner, nearby persons are alerted to
the attempted thett and/or the thief 1s deterred from complet-
ing the theit.

In order to more accurately detect theft and to avoid “false
alarms” such as the triggering of an alarm when no theit 1s
actually occurring, the mvention can include signal condi-
tioming hardware and/or software for filtering out those accel-
eration signals that do not represent a theft condition. For
example, the signal conditioning hardware and/or software
should filter out those acceleration signals corresponding to
shock or impact.

FI1G. 2 1llustrates a block diagram of the acceleration sensor
50 constructed 1n accordance with an embodiment of the
invention. The acceleration sensor 50 includes acceleroms-
cters 100 for detecting acceleration, and a controller 110,
which can be an application-specific integrated circuit
(ASIC). In this embodiment, the controller 110 includes a
signal filter 120 and theft detection circuitry 130. The signal
filter 120 1s a frequency filter designed to attenuate certain
acceleration frequencies and pass others. The theft detection
circuitry 130 analyzes the passed frequencies to determine
whether a thelt condition 1s present. The acceleration sensor
50 1s typically built on a single circuit board, with the accel-
crometers 100 mounted on the board and electronically con-
nected to an controller 110. The invention includes alternative
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embodiments, however. For instance, the accelerometers 100
can be mounted on or 1n the housing of the portable electronic
device 10 and remote from an ASIC controller 110. It 1s also
possible for the signal filter 120 and/or the theit detection
circuitry 130 to be integrated 1nto or performed by the micro-
processor 20, in which case the controller 110 can be consid-
ered one module of the microprocessor 20.

The accelerometers 100 are (directly or indirectly) coupled
to the housing of the portable electronic portable electronic
device 10, where they detect acceleration undergone by the
portable electronic device 10. The accelerometers 100 con-
vert this acceleration to an electronic acceleration signal and
supply this signal to the controller 110. It 1s common for the
accelerometers 100 to pick up acceleration frequencies char-
acteristic of both theft and other innocuous events. Examples
ol innocuous events include: the vibration of a car passing by,
or someone dropping an object on a table upon which the
portable electronic device 10 1s placed. As a result, the inven-
tion includes systems and methods for filtering out and 1so-
lating certain frequencies that tend to be characteristic of
thelt, 1.e. 1dentilying one or more theit conditions, and sig-
naling an alarm accordingly. In this manner, many false
alarms are avoided.

It 1s known that large-scale movements commonly gener-
ate lower frequency acceleration signals. For instance, the
carrying of a laptop may result in that laptop experiencing
accelerations 1n the range of one to hundreds of Hz. However,
events not including transport of the device, such as shock or
impact, generate higher frequency signals, typically in the
kHz range and above. Thus, the signal filter 120 can 1imple-
ment a low pass filter designed to attenuate such higher shock/
impact frequencies, and to pass lower frequencies associated
with movements like theft. In this manner, the signal filter 120
would act to 1solate lower frequencies for easier detection.
The theft detection circuitry 130 can then detect the presence
of such lower frequencies and send a theit detection signal to
the microprocessor 20 when appropriate.

To further reduce the risk of false alarms, the signal filter
120 and theft detection circuitry 130 can be configured not

40 just as a simple threshold system that signals an alarm based
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on the detection of frequencies below a certain frequency, but
also as a system programmed to detect certain acceleration
frequency spectra characteristic of theft. Thus, empirical or
theoretical data can be used to determine frequency profiles
common to many theft situations, and the controller 110 can
be programmed to scan for those particular profiles. For
istance, 1f 1t 1s determined that the manual transport of a
particular portable electronic device 10 often results 1n the
portable electronic device 10 undergoing accelerations 1n the
range of 1-25 Hz (say, due to the rhythmic movement cause
by a thiel’s walking or running), along with accelerations in
the range of 100-200 Hz (perhaps due to quicker changes in
direction, jumping, etc.), the signal filter 120 can be designed
to pass Ifrequencies only 1n those ranges. The thelt detection
circuitry 130 can then send a theft detection signal to the
microprocessor 20 only upon detecting frequencies 1n both
ranges.

From the above, 1t should be clear to those skilled 1n the art
that the theft detection circuitry 130 can be designed to look
for any such profile of acceleration frequencies. In this man-
ner, the mvention includes the detection of theft through
comparing the actual acceleration of a portable electronic
device to any predetermined acceleration frequency spec-
trum, and signaling an alarm accordingly.

It should also be apparent to those skilled in the art that the
thelt detection processes of the controller 110 can be carried
out in hardware and/or software configurations. More specifi-
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cally, the filtering and detection processes can be carried out
by eitther hardware (such as the application-specific circuitry
outlined in FIG. 2) or software instructions. While hardware
for carrying out the above operations offers many advantages
in terms of processing speed and the like, a software configu-
ration can offer added functionality and flexibility. FIG. 3
illustrates an exemplary controller 115 for detecting thett
using a software configuration in accordance with an embodi-
ment of the invention. Here, the controller 115 includes a
processor 150 1n electronic communication with a memory
160 that stores modules containing instructions for carrying
out various processes. In this embodiment, the modules
include a filtering module 170 contaiming instructions for
filtering acceleration signals, and a theit detection module
180 contaiming instructions for evaluating the filtered accel-
eration signal and indicating a theft condition. The theit
detection module 180 can include or make use of a set of thett
profiles 190 for comparison to the acceleration signal. Such a
configuration allows the processor 150 to monitor and receive
an acceleration signal from the accelerometers 100, filter the
signal, and analyze the filtered signal, such as by comparing
it to one or more of the theit profiles 190, to determine
whether theft 1s occurring. As discussed below, a comparison
metric can be calculated, either explicitly or implicitly, to
determine the degree to which a detected acceleration
matches a theft profile. If such comparison indicates theft, the
processor 150 then sends out a theft detection signal to the
microprocessor 20.

The memory 160 can be a read-only memory, or 1t can be a
re-writable memory. The latter configuration offers advan-
tages 1 terms of flexibility. For instance, a re-writable
memory 160 allows the various modules to be updated peri-
odically, so that advances 1n filtering techniques or additional
thelt profiles can be added later. This allows the controller 110
to be upgraded over time, so as to provide better theft protec-
tion.

Attention now turns to a more detailed explanation of the
operations taken in detecting theft and signaling an alarm.
Accordingly, FIG. 4 illustrates a flow diagram of a theft
detection process 200 according to an embodiment of the
invention. The Thett detection process 200 1s performed by a
portable electronic device, such as the portable electronic
device 10 illustrated in FIG. 1.

Once 1t 1s desired to start the thelt detection (process 200),
the portable electronic device 10 displays a theft detection
menu on the visual output device 30 (block 210). The theft
detection menu can be a Graphical User Interface (GUI) that
allows users of the portable electronic device 10 to 1nitiate
thelt detection on demand. The GUI can also include a num-
ber of different options allowing a user to configure their
desired thelt detection 1n a number of ways. In this embodi-
ment, the GUI allows users to select whether an audio alarm
should sound upon detection of theft (block 220). If the user
so decides to utilize the audio alarm, the GUI allows them to
set the level of its volume, as well as the ramp-up time,
described below (block 225). The GUI next allows users to
specily whether they desire a visual alarm message (block
230). If so, visual parameters such as the text or font size of
the alarm message to be displayed can be set (block 235).

Next, the sensitivity of the alarm can be set (blocks 240,
245). Such a sensitivity setting can take on anumber of forms,
all within the scope of the invention. For instance, the sensi-
tivity can set a minimum duration during which an accelera-
tion proiile matching that of a theit 1s detected, with higher
sensitivities 1implying a shorter duration before which an
alarm 1s signaled. Alternatively, the sensitivity setting can set
a minimum number of discrete frequency values that are
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6

detected and that must match a given frequency profile belore
a theft 1s indicated. In this manner, sensitivity implies how
well a detected acceleration frequency profile matches a
known thelt acceleration frequency profile. It should be rec-
ognized that the invention encompasses these and other defi-
nitions ol sensitivity.

Next, the GUI can request users to specily whether they
desire a visual warning to be displayed on the visual output
device 30 (block 250). This visual warning 1s typically a
warning prominently displayed on a monitor or other easily-
seen device, which warns potential thieves of the fact that the
device 10 currently has an active theft detection system pro-
tecting 1t. As an added measure, the GUI can also allow users
to specity their warning message (block 255). Hence, the user
can set a custom warning message or select from predeter-
mined warning messages.

After any or all of the above parameters have been set (or
even 1f the user does not set any, 1nstead relying on a set of
default parameters), the GUI allows the user to activate the
thelt detection system (block 260). If 1t 1s not desired to
activate the system, users are given the option to quit (exit)
(block 270), which closes the GUI and ends the program
(block 280). Alternatively, 1f theft detection 1s activated, the
specified warning message (1f any) 1s displayed on the visual
output 30 to warn potential thieves, and the acceleration
detection and analysis process described above 1s 1mtiated.
Namely, the acceleration of the portable electronic device 10
1s monitored to acquire an acceleration signal pertaining to
the portable electronic device 10 (block 300). As above, this
acceleration signal can pertain a frequency spectrum reflect-
ing the range of frequencies the portable electronic device 10
1s subjected to at any given time. The acceleration signal 1s
then filtered to attenuate 1rrelevant frequencies and 1solate
those that are more indicative of thett (block 310). This fil-
tered signal, reflecting those frequencies that can indicate
thelt, 1s then evaluated to determine the degree to which a
thelt condition 1s present (block 320).

In many 1nstances, such evaluation commonly includes the
analysis of a metric that indicates the degree to which the
acceleration signal matches a known theit condition. Such a
metric can be any known measure of correlating two different
quantities. For example, the metric can be a simple count of
how many detected frequencies match those of a known theft
condition, or 1t can be a complex spectrum analysis reflecting
the degree to which the detected spectrum matches a known
spectrum of a theft condition. As above, such the metric can
be simply a determination of whether certain frequencies are
present, or how long they are present. However, 1t can also be
a comparison of the detected acceleration spectrum (or the
spectrum as modified by the signal filter 120) to an accelera-
tion spectrum known to be representative of theft. Those of
skill will realize that the invention includes the evaluation of
any one or more metrics, whether explicitly calculated or
implied 1n a comparison of frequencies, to reliably detect
thelt conditions from a sensed acceleration.

If a theft condition 1s detected (block 330), such as when
the metric exceeds a certain predetermined value, a theft
detection signal 1s output to the microprocessor 20 indicating
a thett 1s occurring. Upon receipt of a thelt detection signal,
the microprocessor 20 triggers the audio output device 40 to
sound an audible alarm, and/or the visual output device 30 to
flash a visual alarm message (block 340). As above, various
parameters of the audio and visual alarms can be specified
betorehand via the GUI. Once a thelit 1s detected and an alarm
1s sounded, the thelt detection process 200 ends.

Many portable electronic devices 10 are capable of enter-
ing a sleep mode during periods of mactivity. Such a sleep
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mode commonly involves halting or reducing the operations
of the microprocessor 20 i1n order to conserve electrical
power. However, for optimal protection of the device 10, theft
detection should continue even during sleep mode. The accel-
eration sensor 50 1s thus configured to operate independent of 5
the mlcroprocessor 20. I a theit condition 1s detected while
the microprocessor 20 1s 1n sleep mode, the theft detection
circuitry 130 transmits a theft detection signal as 1n step 330,
preceded by a signal designed to wake the microprocessor 20
from sleep mode (alternatively, the microprocessor 20 can be 10
programmed to wake from sleep mode upon receipt of the
theft detection signal itself). In this manner, the mnvention
ensures that the device 10 can conserve power while still
maintaining protection against theft.

FIG. 5 illustrates a graphical user mtertace (GUI) 400 for 15
configuring a theft detection system 1n accordance with an
embodiment of the invention. The GUI 400 provides a con-
venient and user-iriendly mechanism for specilying various
theft detection parameters. In this example, the GUI 400
offers users the option of mitiating thett detection 410 and, 20
when theft detection 1s desired, whether an audible alarm 420
and/or a visual alarm 440 are to be utilized. If such alarms are
desired, the user can also specity the maximum alarm volume
430 and/or warning message 450 desired. As discussed
above, sensitivity 460 of the alarm can also be specified. For 25
example, the audio volume 430 and the sensitivity 460 can be
controlled by slider bars such as shown in FIG. 5. Also
capable of being specified 1s the time to maximum volume
480, which sets a time period 1n which the alarm volume
ramps up ifrom a lower volume to the specified maximum 30
volume 430. This ramp-up time allows users who acciden-
tally set off the alarm to disable it before 1t becomes annoying,
to those nearby. Finally, 11 1t 1s desired to halt theit detection,
such as when the rightful owner returns to his or her device 10
and wishes to carry it somewhere without an alarm going off, 35
the GUI 400 provides a password box 470 for the user to turn
off theit detection.

FI1G. 6 illustrates a tlow diagram of a deactivation process
600 according to an embodiment of the invention. The deac-
tivation process 600 disables the theft detection. As above, 40
once the GUI 400 1s displayed (block 510) and the user sets
the appropriate alarm characteristics (block 520), theft detec-
tion 1s 1mtiated (block 530). For instance, a user of a laptop
computer may desire to leave the computer for a period of
time. In such case, the user pulls up the GUI 400, sets the 45
alarm characteristics as desired, and 1nitiates theft detection.
When the user later returns to the computer, the user can
deactivate the alarm (block 540) by entering the correct pass-
word. For example, the user can enter a password 1nto the
password box 470. I the password 1s correct (block 550), the 50
deactivation process 400 halts theft detection (step 560),
allowing users to resume normal operation of the portable
electronic device 10.

The foregoing description, for purposes of explanation,
used specific nomenclature to provide a thorough understand- 55
ing of the mmvention. However, 1t will be apparent to one
skilled 1n the art that the specific details are not required 1n
order to practice the invention. In other instances, well-known
circuits and devices are shown in block diagram form 1n order
to avoid unnecessary distraction from the underlying imven- 60
tion. Thus, the foregoing descriptions of specific embodi-
ments of the present invention are presented for purposes of
illustration and description. They are not intended to be
exhaustive or to limit the mvention to the precise forms dis-
closed, obviously many modifications and variations are pos- 65
sible 1n view of the above teachings. For example, the con-
troller 110, 1135 or the microprocessor 20 can be configured to

8

filter or modity acceleration signals, and evaluate or compare
them to any profile, as appropriate in order to reliably detect
theft conditions. The embodiments were chosen and
described in order to best explain the principles of the mven-
tion and its practical applications, to thereby enable others
skilled 1n the art to best utilize the invention and various
embodiments with various modifications as are suited to the
particular use contemplated. It 1s intended that the scope of
the mvention be defined by the following claims and their
equivalents.

What 1s claimed 1s:

1. A theft detection system, comprising:

a graphical user interface configured to display a theft
detection system menu and arranged to provide assis-
tance to a user, wherein the assistance includes mitiating
the theit detection system and configuring the theft
detection system to 1nitiate an output of an alarm using
an output device when a theft condition 1s present
wherein when the thelt detection system 1s not active, the
graphical user interface receives a user input event at the
theit detection system menu for activating the theft
detection system, otherwise, the graphical user interface
receives a user input event at the thett detection menu for
configuring the theft detection system:;

a memory device;

an accelerometer arranged to generate an acceleration sig-
nal 1n accordance with an acceleration of the device,
wherein the acceleration signal includes frequencies
characteristic of movement of the device; and

a processor arranged to determine if the theit condition 1s
present, wherein the processor determines if the theft
condition 1s present by processing the acceleration sig-
nal by 1solating the frequencies characteristic of move-
ment of the device detecting acceleration signal frequen-
cies below a threshold frequency indicative of the thett
condition, detecting acceleration frequency spectra of
the detected acceleration signal frequencies that are
characteristic of the theft condition, scanning for at least
one frequency profile consistent with at least one theft
condition, comparing the detected acceleration {ire-
quency spectra to the at least one frequency profile,
sending a theit detection signal only when at least one
acceleration signal frequency below the threshold fre-
quency 1s detected and based on the comparing, the
detected acceleration frequency spectra are determined
to be characteristic of the theft condition, and

imitiating the production of an alarm based upon the
detected thett condition.

2. The system as recited 1n claim 1, wherein the alarm 1s an

audible sound.

3. The system as recited 1n claim 1, wherein the 1solating,
the frequencies characteristic of movement of the device
COmMprises:

low-pass filtering the acceleration signal 1n order to attenu-
ate frequencies of the acceleration signal not character-
1stic of movement of the system.

4. The portable electronic device as recited in claim 1,

wherein a false alarm 1s prevented by

turther filtering out acceleration signals that do not repre-
sent a theft condition.

5. The portable electronic device as recited in claim 4,
wherein the acceleration signals that do not represent the theft
condition 1nclude acceleration signals corresponding to a
shock or an 1mpact.

6. A method for providing theft protection for a portable
device by a thelt protection system, comprising:
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displaying a graphical user interface configured to display
a theft detection system menu and arranged to provide
assistance to a user, wherein the assistance includes
initiating the theft detection system and configuring the
thelt detection system to 1nitiate an output of an alarm
using an output device when a theft condition 1s present
wherein when the theit detection system 1s not active, the
graphical user interface receives a user input event at the
thelt detection system menu for activating the theft
detection system, otherwise, the graphical user interface
receives a user input event at the theft detection menu for
configuring the theft detection system;

acquiring an acceleration signal corresponding to an accel-

cration of the theft protection system, the acceleration
signal having frequencies characteristic of movement of
the portable device;

processing the acceleration signal by

1solating the frequencies characteristic of movement of the

device,

detecting acceleration signal frequencies below a threshold

frequency indicative of the theit condition,

detecting acceleration frequency spectra of the detected

acceleration signal frequencies that are characteristic of
a theft condition,

scanning for at least one frequency profile consistent with

at least one theft condition,

comparing the detected acceleration frequency spectra to

the at least one frequency profile,

sending a theft detection signal only when at least one

acceleration signal frequency below the threshold fre-
quency 1s detected and based on the comparing, the
detected acceleration frequency spectra are determined
to be characteristic of the theft condition; and

initiating the production of an alarm based upon the

detected thett condition.

7. The method as recited 1n claim 6, wherein the alarm 1s a
audible sound and wherein the frequencies are 1solated by
low-pass filtering the acceleration signal 1n order to attenuate
frequencies of the acceleration signal not characteristic of
movement of the system.
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8. The method as recited in claim 6, wherein the accelera-
tion based theft detection system 1s incorporated into a por-
table electronic device.

9. The method as recited 1n claim 8, wherein when the
portable electronic device undergoes manual transport, the
portable electronic device experiences an acceleration in
accordance with manual transport inarange of 1-25 Hz due to
the rhythmic movement caused walking or running of an
individual 1n possession of the portable electronic device.

10. The method as recited 1n claim 9, wherein an individual
in possession of the portable electronic device 1s determined
to likely be a thief only when 1t 1s determined that the portable
clectronic device 1s undergoing accelerations 1n accordance
with the manual transport acceleration and accelerations hav-
ing an acceleration frequency spectra in the range of 100-200
Hz consistent with the individual in possession of the portable
clectronic device jumping or quickly changing direction.

11. The method as recited 1n claim 6, wherein the user can
change a sensitivity setting of the acceleration based thett
detection system using the graphical user interface.

12. The method as recited in claim 11, wherein the sensi-
tivity setting 1s related to a minimum duration during which
an acceleration profile matching that of a theft 1s detected,
wherein a higher level of sensitivity corresponds to a shorter
duration before which the thett alarm 1s signaled.

13. The method as recited in claim 11, wherein the sensi-
tivity setting 1s set to a mimmum number of discrete ire-
quency values that are detected and that must match a given
frequency profile before the theft condition 1s signaled.

14. The method as recited 1n claim 6, wherein a false alarm
1s prevented by

turther filtering out acceleration signals that do not repre-

sent a theft condition.

15. The method as recited 1n claim 14, wherein the accel-
cration signals that do not represent the theft condition
include acceleration signals corresponding to a shock or an
impact.
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