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In an mput process, a circuit and an iput bit to the circuit are
inputted to a plurality of computers. Firstly, one computer
performs calculation and transmits the calculation result to
another computer of the computers. Next, the another com-
puter which has recerved the calculation result performs the
next calculation. Thus, calculation 1s performed by one com-
puter after another. When all the computers have performed
calculation once, the last computer which has performed cal-
culation transmits the calculation result to the first computer
which has performed calculation. After this, calculation 1s
performed by one computer after another and the calculation
result 1s transmitted to the next computer, thereby repeating
the calculation of each cycle. Thus, 1t 1s possible to realize
calculation of a value of a given function by using a device
including a plurality of computers, with a simpler configura-
tion.
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METHOD AND DEVICE FOR CALCULATING
A FUNCTION FROM A LARGE NUMBER OF
INPUTS

TECHNICAL FIELD

The present invention relates to a method of calculating,
when 1nputs for a given function are dispersed and held 1n a
plurality of devices, an output of this function while these
devices are working together, and more particularly to a
method and system for performing a calculation by a fixed
number of times irrespective of a function 1n which the num-
ber of times for each device to perform communication with
another device 1s given.

BACKGROUND ART

As a prior art regarding a method of calculating, when
inputs for a given function are dispersed and held 1n a plurality
of devices, an output of this function while these devices are
working together, a method 1s proposed by Beaver, Micali,
and Rogaway 1n paper “D. Beaver, S. Micali, and P. Rogaway,
‘The round complexity of secure protocols’, Annual ACM
Symposium on Theory of Computing 22, pages 503-513,
1990, This paper 1s hereinafter referred to as Non-patent
Document 1.

The technology disclosed in Non-patent Document 1
relates to a method of calculating, when the number of cal-
culators u_, who are connected to one another via a network 1s
A, each of the calculators has a secret input x_, and an arbi-
trary function g 1s given, an output g(x,, . . . , A) while the
calculators work together, wherein the secret of each of the
calculators 1s not leaked bevond g(x,, . . ., X, ) and the number
of times for performing communication necessary for the
calculation with 1s a fixed number. The technology disclosed

in Non-patent Document 1 will be described with reference to
FIGS. 1,2 and 19.

[Garbled Circuit]

|Syntax |

A circuit T includes m logic gates. Each gate 1s denoted by
symbols G,,...,Gy,...,G, . As shown in FIG. 19, each gate
has two 1mputs and one output. Each output may be mnput to a
plurality of gates. An output line of G, 1s generally mnput to a
plurality of gates but all signals flowing through the line have
the same value o1 0 or 1. Then, all line output from the gate GG,
are referred to as w,. The number of line mput to the circuit T
1s n, which 1s expressed as follows.

{fwklk=m+1, ..., m+n. Then,w,, ..
of the circuit 1.

The number of calculators 1s A, and a set of the calculators
1s expressed as follows.

{U(ﬂ)}qzl, Y

The number of bits input by u'® to the circuit fis I,.

With respect to (Z_,_,*_=A). k=m+1, . . ., m+n where the
sum of those bits 1s set as n, a bit input to each w, 1s repre-
sented by b,, and each of the bits is allocated to u‘® by the
number of I, in the following manner. That is, u‘® determines
the following set

., W, denote the output

{6:{0,1} Ye=m+Za_ " g+l . .. ,m+Z,_ %I,

When outputs of the gates G, and G, are input to the gate G,
a relation between the output b; of GG, and the output b, of G,
1s represented as follows.

bi=b;@ GIk]’]

Then, [] denotes exclusive OR of the bit and * denotes a
character string sequences.
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t denotes a safety variable, and G, H, and F denote pseu-
dorandom number generating devices for output character
strings of tA baits.

|Construction]

A protocol 1s roughly divided into three processes which
are (1) an 1nput process 402, (2) a parallel construction pro-
cess 400 of a garbled circuit based on a calculation performed
by a large number of people, and (3) a result output process
401 for performing an mput disclosure and a circuit calcula-
tion.

The 1nput process 402 1s performed 1n the following man-
ner. Information on a circuit for performing the calculation,
information on another calculator, and mmput data of each
device are mput to each device.

The parallel construction process 400 of the garbled circuit
1s performed in the following manner. In a procedure of this
process, as shown 1n FIG. 2, a phase 502 in which A comput-
ers 501 individually performs the calculation and a phase 503
in which all the computers perform communication with one
another are alternately performed. Then, the number of per-
forming the repetition 1s set as a fixed number 504, and
whatever function 1s desired to be calculated, the following
process can be completed. Also, 1n each communication
phase, each of the computers transmits data to all of the other
computers. In order to generate the data transmitted at this
time, transmission data of other computers in the same com-
munication phase of this transmission should not be needed.
That 1s, when there 1s a transmission which should wait for
data of other computers, the communication phase 1n which
this transmaission 1s performed 1s counted as a different com-
munication phase from the communication phase 1n which
data 1s waited {for.

[1] In cooperation with one another, the calculators
unmiquely and randomly generate a set of character strings of
bits and a set of bits so that these sets are secretly dispersed to
all the calculators.

{s°k's"keR{0,1V k=1, ... , m+n;a=1,... A

1pkeR{0,1)} }

Wherein
Sk::Skl'SkZ' . . Skh
t ot 1. 1 2, t A
S k._S k S k . s e S k .

Regarding {S,}.{p.},if A, [b,=0, in the calculation phase
of the circuit, S, 1s made public, and 1t A, [ b, =1, S', 1s made
public.

[|2] For each of the calculators u_, the following data 1s
revealed.

{s%ktk=1, ... ,m+n

[3] With respect to k=1, . . ., m+n, each of the calculators
u,, calculates the following character strings of tA bits.

g7k=G(s%%)
g k=G(s"k)
hhk=H(s%)
hk=H(s"“k)
Johk=F(s%k)

FH=F(s"%)

Then, each of the calculators u, commits the tollowing
data to prove to the other calculators that these values are
calculated correctly.

{gﬂkl,glﬂklphqklghlqkl :,fukl:,fiﬂkl}k
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[4] With respect to k=1, . . ., m+n, the calculators secretly
perform the following calculation 1n a dispersed manner.

le' - Gkhzsk lf }Lk bkzo

Ukl' - Gkhzslk lf}\«k bk:

[5] In cooperation with one another, with respect to
k=1, ..., m+n, the calculators secretly perform the following,
calculation 1n a dispersed manner.

P~ Px
PPz

B=h'0... Ok g OISk PO 6
PPz

B=h;'0]... Ok g" OIS % 1 pr© i
P'=p

Ck:g,fl " ox o ,fh kjl " = om kj Sk j.f p}@ G[k]
PP

Ck:g}l = = o= ,Eh kjl = = o= kjh S k ].f p}@ G[;C']
PP

Dk:k Zrl = . k,fh r 1 A Sk lfplf@ G[k]
P =P

Dk:k ,‘;.-'l = = = k}h :Fl = = = :Fh S}f j.f plf@ G[k]
P =P

It should be noted that a signal mput to the gate G, 1s
outputs of the gate (5, and the gate ;. This state 1s shown in
FIG. 19. The disclosure of the input and the generation of the
circuit 1n the result output process 401 are performed as
follows.

[1] The calculators reveal the following data.

{pk}ﬁFl,. o
{fkﬂ}k:l.} . nrro=1, ... A
{le' e 'Ukh};c:l ..... mn

{Ak:Bk:Ck:Dk} }Ec=l.,. .. R

[2] Withrespectto k=1, ..., m+n, in an order from k which
1s closer to the input of the circuit, from S, or §';, and S; or §',

S*, 1s obtained as follows. This refers to S, or §',.
S *=A,g,'1...Og,/ g, gj}“ 11 S,,S are processed
S, *=B, '1511 . jf“' hg}l 1. g}hifE{ij, 'are Processed
S, *=C. [ g, g/ T, 1, 1f S’ §'; are pro-
cessed
Sy*=D,h'; 7 Og g}h it §,,8';, are pro-
cessed
[3] With respecttoall of =1, ..., A; k=1, ..., m+n, by
checking the following, S*,=S, or S*,=S'; 1s confirmed.
fukEZF(Sﬂk):
F*=F(s")
[4] With respect to k=1, . . ., m+n, when all the calculators

obtain S,, p,.+b,=01s established, and when all the calculators
obtain S',, p, +b,=1 1s established, thereby finding out b, .
As other prior art for such a method as described in the
section of Technical Field, there 1s a method proposed by
Ishar and Kushilevitz in paper “Y. Ishai and E. Kushilevitz,
‘Randomizing Polynomials: A new Representation with
Applications to Round-Efficient Secure Computation’, IEEE
Symposium on Foundations of Computer Science 2000,
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4

pages 294-304. Herealter, this paper 1s referred to as Non-
patent Document 2. The prior art of Non-patent Document 2
will be described with reference to FIGS. 3 and 4.

| Randomizing Polynomial]

Non-patent Document 2 proposes a method of expressing
a given function by a low order polynomaial on the finite field.
In particular, Non-patent Document 2 demonstrates that an
arbitrary function can be expressed by a third polynomual.

Evaluation of a low order polynomial can be performed by
performing a round by a fixed number of times. In general, the
function can be expressed 1n various forms such as a circuit.

A blanching problem described next can be expressed by a
general function. A blanching problem BP=(G, ¢, s, t) 1s
referred to a mod-p blanching problem. G=(V, E) 1s a directed
graph. ¢ is a labeling function for labeling one of 1, x*,, and
the negation x°, to each of the sides. Then, s and t are special
apexes.

When an mput x=(X,, . . ., X, ) 1s given, from the labeling
function ¢, a partial graph Gx of G 1s given. A value of a
Boolean function 1 calculated by 1s 1(x)=0 when a remainder
obtained through division of the number of routes connecting
s witht1n G, by p 1s 0, and otherwise the value 1s 1(x)=1. The
magnitude of BP 1s set as the number of the apexes of G.

The magnitude of BP 1s set as I. When a I\times]I adjacency
matrix of the partial graph Gx 1s expressed as Hx, the number
of routes connecting s-t 1s obtained as follows.

(I+Hx+Hx2+.S)sr:((l_ x)_l)sr mod P

=detM /det(I-H.)} mod p

Wherein M _ 1s a matrix obtained by excluding a row s and a
column t from the matrix (I-Hx). Therefore, the following
data 1s found out.

f(x)=0>rank (M, )=I-1

f(x)=0 rank (M. )=I

Then, M_ includes an at most first order component with
respect 1o X.

| Calculation Method]

A method of obtaining 1(x) by using the randomizing poly-
nomial method when the Boolean function 1 1s given and the
input 1s distributed to a plurality of calculators.

As shown 1n FIG. 3,

[1] Information on a function to be calculated, information
on another calculator, and input data of each device are input
to each device (605).

[2] BP 1s constructed which corresponds to 1 (600).

[3] The following processes are performed 1n parallel by
the sufficient number of times.

| Process|

As shown 1n FIG. 4,

All the calculators disperse each component to uniquely
and randomly generate IxI matrices R,, R, (603) for calcu-
lating R,M_R, whichis a product of three matrices R, M, R,
(604).

Each component 1s an at most third expression of compo-
nents of R, R, X.

[4] From all the values of rankR,M R, 1t 1s presumed
whether or notrank of M, 1s I. When the probability that rank
of M_1s I1s high, 1 1s output, and otherwise O 1s output (602).

In the above-mentioned method, when rank (M _)=rank
(M' ), distributions of R;M_R, and R,M' R, become the
same, a new matter 1s not leaked other than 1(x) with respect
to X.
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Furthermore, when rank (M, )=I with respect to any I, the
probability of rank (R, M R, )=I 1s larger than 0.08. Thus, the
number of times for performing the process of Item 2 does not
rely on 1.

[Calculation Amount and Communication Amount]}

In the method using the garbled circuit, the calculation with
respect to each gate 1s individually performed, and the entire
calculation amount and communication amount are propor-
tional to the number of gates. t-n threshold dispersion (pro-
portional to 2t*. The calculation in the t-n threshold disper-
sion refers to a calculation method in which the secret 1s
dispersed to n calculators. Among the calculators, unless t
calculators gather the data which each of them knows by
itself, 1t 1s 1mpossible to find out the dispersed secret or
meaningiul data i the middle of the calculation.

In the method using the randomizing polynomial, 1n the
case where the t-n threshold dispersion 1s performed, the
round number becomes 2(3) in proportion to t* and the square
of the magnitude of BP.

The communication amount and calculation amount 1n the
randomizing polynomial method are proportional to the at
most first order of the number of gates. Moreover, a coetli-
cient of the highest order 1s substantially lower than that of the
randomizing polynomial method and therefore efficient.

However, here, particular attention i1s paid to the case
where t>n/2 1s satisfied 1n the t-n threshold dispersion and a
third party demands the verification of the calculation valid-
ity. In such a case, 1t 1s obviously applicable to extend the
above-mentioned method. The result of the extension shows
that the entire communication amount and calculation
amount 1n the method using the garbled circuit are propor-
tional to the number of gates and t3. When method using the
randomizing polynomial 1s used, the communication amount
and calculation amount are proportional to 1.5-th power of
the number of gates. When the number of gates 1s larger, the
method 1s not efficient.

A first problem resides 1n that the method of Non-patent
Document 1 requires an enormous calculation amount of
cach calculator and an enormous calculation amount of a
verifier who venfies the calculation validity.

This 1s because as each calculator needs to calculate the
output of the pseudorandom number generating device, 1t 1s
necessary to prove the calculation correctness while the cal-
culation result 1s hidden.

A second problem resides 1n that the method of Non-patent
Document 2 also requires an enormous calculation amount of
cach calculator and an enormous calculation amount of the
verifier who verifies the calculation validity.

This 1s because the calculation amount performed by each
calculator 1s 1n proportion to 1.5-th power of the number of
gates 1n the case of expressing the function by the circuit and

often the number of gates 1s extremely large. Thus the entire
calculation amount becomes enormous.

DISCLOSURE OF INVENTION

An object of the present invention provides 1s to provide a
method and system for performing a calculation by fixed
times 1rrespective of a function 1n which the number of com-
puters 1s suppressed to be proportional to the number of gates
even when the number of gates 1s larger, the computers do not
need to calculate outputs of pseudorandom number generat-
ing devices whose calculation validity should be proved, and
the number of performing communication by the computer
becomes a fixed number irrespective of a function.
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According to an aspect of the present invention, there 1s
provided a method of calculating a value of a given function
by using an apparatus that includes a plurality of computers,
including:

an iput process; and

an output process,

characterized 1n that the input process iputs a circuit and
an input bit to the circuit to the plurality of computers, and

one of the computers firstly performs calculation and trans-
mits the calculation result to another computer and the
another computer which has recerved the calculation result
performs the next calculation such that calculation 1s per-
formed by one computer after another, and when all the
computers have performed calculation once, the last com-
puter which has performed calculation transmits the calcula-
tion result to the first computer which has performed calcu-
lation, and after this, calculation i1s performed by one
computer after another and the calculation result 1s transmiut-
ted to the next computer such that the calculation of each
cycle 1s repeated.

According to another aspect of the present invention, there
1s provided a method of calculating a value of a given function
by using an apparatus that includes a plurality of computers,
including:

an input process;

an ElGamal cipher text preparation process;

a sequential substitution reencryption process; and

a result output process,

characterized 1n that the input process includes an infor-
mation input step of mputting to the plurality of computers
information on a circuit including a plurality of gates and
information on the plurality of computers, and a dispersion
input step of inputting to each of the computers each one of
plural pieces of partial data which are obtained by dispersing
input data of the function into plural pieces by the number of
the computers,

the ElGamal cipher text preparation process mcludes an
ElGamal cipher text preparation step of generating a set of
ElGamal cipher texts 1n which at least one of the computers
corresponds to the gate of the circuit that realizes the given
function,

the sequential substitution reencryption process includes a
step of allowing each of the computers to perform a substitu-
tion reencryption process one after another, and the substitu-
tion reencryption process includes a cipher text obtaiming step
of allowing the computer 1n this turn to receive the set of
ElGamal cipher texts from the computer in the previous turn,
a cipher text substitution and reencryption step of changing an
order of the set of cipher texts received 1n the cipher text
obtaining step for substitution and subjecting those cipher
texts to reencryption, and a step of disclosing the data gener-
ated 1n the cipher text substitution and reencryption step to at
least the computer 1n the next order, and

the result output process includes a partial decryption step
ol deciphering or partially deciphering a part of the cipher
texts generated 1n the cipher text substitution and reencryp-
tion step, a decryption step of deciphering a cipher text that
enciphers data corresponding to the input to the circuit 1n the
cipher texts generated 1n the cipher text substitution and reen-
cryption step, and an evaluation step of evaluating an output
of the circuit by using the data deciphered 1n the decryption
step and the data partially deciphered 1n the partial decryption
step.

In this case, the following construction may be adopted that
the set of ElGamal cipher texts corresponding to each of the
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gates 1s a set of E1Gamal cipher texts of a secretkey generated
corresponding to each of the gate by each of the computers,
and

a public key used for generating the ElGamal cipher texts 1s
a sum of public keys corresponding to gates for generating
two signals mput to this gate.

Furthermore, the following construction may be adopted
that the input process further includes a step of mnputting an
area variable of an ElGamal encryption method to each of the
computers,

the FlGamal cipher text preparation process further
includes a gate secret key generating step of generating a
secret key of the ElGamal cipher texts corresponding to each
of the gates of the circuit by each of the computers,

cach of the computers performs:

a gate public key generating step of generating a gate
public key corresponding to the secret key generated in the
gate secret key generating step,

a gate public key validity proof generating step of gener-
ating a gate public key validity proof for the public key
generated 1n the gate public key generating step,

a gate public key validity proot disclosing step of disclos-
ing the gate public key validity proof generated in the gate
public key validity proot generating step,

an input gate secret key generating step of generating a
secret key of the ElGamal cipher texts corresponding to a gate
where an 1input 1s directly made to the circuit of the gates of the
circuit,

an mput gate public key generating step of generating an
input gate public key corresponding to the secret key gener-
ated 1n the input gate secret key generating step,

an input gate public key validity proof generating step of
generating a validity proof for the public key generated in the
input gate public key generating step,

an 1nput gate public key validity proof disclosing step of
disclosing the input public key validity proof generated 1n the
input gate public key validity prootf generating step,

a gate public key obtaiming step of obtaining gate public
keys generated by other respective computers,

a gate public key integration step of integrating the gate
public keys obtained in the gate public key obtaining step,

a gate public key encryption step of enciphering the gate
secret key generated by this computer with the gate public key
integrated in the gate public key integration step,

a gate secret key cipher text disclosing step of disclosing a
gate secret key cipher text generated in the gate public key
encryption step,

a gate secret key cipher text validity proof generating step
of generating a validity proof for the gate secret key cipher
text,

a gate secret key cipher text validity proof disclosing step
of disclosing the gate secret key cipher text validity proof
generated 1n the gate secret key cipher text validity proof
generating step,

an input cipher text generating step of generating a cipher
text corresponding to a part of the input of the circuit input to
cach of the computers,

an put cipher text validity proof generating step of gen-
crating a validity prootf for the cipher text corresponding to
the part ol the input of the circuit generated 1n the input cipher
text generating step,

an nput cipher text validity proof disclosing step of dis-
closing the proof generated in the mput cipher text validity
prool generating step, and

an output cipher text generating step of generating and
disclosing a cipher text corresponding to an output of the gate,
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the sequential substitution reencryption process includes:

a gate secret key cipher text substitution and reencryption
step of changing an order of a set of the gate secret key cipher
texts with one substitution randomly selected on the basis of
a predetermined permitted substitution method for reencryp-
tion,

an mput cipher text substitution and reencryption step of
changing an order of a set of the mput cipher texts with one
substitution randomly selected on the basis of a predeter-
mined permitted substitution method for reencryption,

an output cipher text substitution and reencryption step of
changing an order of a set of the output cipher texts with one
substitution randomly selected on the basis of a predeter-
mined permitted substitution method for reencryption, and

a gate secret key cipher text, input cipher text, and output
cipher text substitution and reencryption validity proof gen-
erating and disclosing step of generating and disclosing valid-
ity proois for the substitution and reencryption performed 1n
the gate secret key cipher text substitution and reencryption
step, the mput cipher text substitution and reencryption step,
and the output cipher text substitution and reencryption step,

the partial decryption step of the result output process
includes:

a gate secret key partial decryption step of partially deci-
phering the gate secret key cipher texts by mutually perform-
ing communication and calculation by the computers,

an input cipher text partial decryption step of partially
deciphering the mput cipher texts by mutually performing
communication and calculation by the computers,

an output cipher text partial decryption step of partially
deciphering the output cipher texts by mutually performing
communication and calculation by the computers, and

a gate secret key, iput cipher text, and output cipher text
partial decryption step validity prootf generating and disclos-
ing step of generating and disclosing the validity proofs for
the partial decryption performed 1n the gate secret key partial
decryption step, the input cipher text partial decryption step,
and the output cipher text partial decryption step, and

the calculation method further includes a step of veritying
various validity proofs disclosed by other computers.

According to the present invention, there 1s provided a
calculation system for evaluating a function, including:

a plurality of computers,

communication means for performing communication
with the plurality of computers,

input process means,

ElGamal cipher text preparation means,

sequential substitution reencryption means, and

result output means,

characterized 1n that the input means inputs information on
a circuit whose output 1s desired to be obtained, information
on the plurality of computers, and information on which part
of an 1nput to the circuit each of the computers has,

the ElGamal cipher text preparation means prepares ElGa-
mal cipher texts for generating a set of ElGamal cipher texts
corresponding to gates of the circuit that realizes the given
function,

the sequential substitution reencryption means includes
cipher text obtaining means for allowing the computer in this
turn to recerve the set of ElGamal cipher texts from the com-
puter 1n the previous turn, cipher text substitution and reen-
cryption means for changing an order of the set of cipher texts
received by the cipher text obtaining means for substitution
and subjecting those cipher texts to reencryption, and means
for disclosing the data generated by the cipher text substitu-
tion and reencryption means to at least the computer in the
next order, and
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the result output means includes partial decryption means
for deciphering or partially deciphering a part of the cipher
texts generated by the cipher text substitution and reencryp-
tion means, decryption means for deciphering encryption
related to 1itself of a cipher text that enciphers data corre-
sponding to the mput to the circuit 1n the cipher texts gener-
ated by the cipher text substitution and reencryption means,
and evaluation means for evaluating an output of the circuit
while using the data deciphered by the decryption means by
the plurality of computers and the data partially deciphered
by the partial decryption means by the plurality of computers.

According to another aspect of the present invention, there
1s provided a calculation system, including a plurality of
computers, input means, and output means, 1in which one of
the computers firstly, performs calculation and transmits the
calculation result to another computer and the another com-
puter which has received the calculation result performs the
next calculation such that calculation 1s performed by one
computer after another, and when all the computers have
performed calculation once, the last computer which has per-
formed calculation transmits the calculation result to the first
computer which has performed calculation, and after this,
calculation 1s performed by one computer after another and
the calculation result 1s transmitted to the next computer such
that the calculation of each cycle 1s repeated,

characterized 1n that the input means inputs information on
a circuit and a part of input bits to the circuit to the computer,

the calculation of the zero-th cycle 1s performed before the
first computer performs the calculation of the first cycle,

the plurality of computers include data obtaiming means for
obtaining transmitted data used 1n the calculation of each
cycle, validity proof verilying means, signature text verifying
means, first computer special calculating means performed
by the first computer, random number generating means for
performing random number generation, a main calculation
calculating means for performing a main calculation, validity
prool generating means for proving a validity for a calcula-
tion performed in the main calculation, signature means, and
data transmission means,

the transmitted data includes data transmitted from other
computer, data main body, a validity proof for the data main
body, and a signature text,

the signature text includes data including a signature text
corresponding to a combination of the data transmitted from
the other computer, the data main body, and the validity proof
for the data main body,

the validity proof veritying means verifies a validity proot
in the transmitted data

the signature text veriiying means verifies the signature
text 1n the transmitted data,

the main calculation calculates the random number gener-
ated by the random number generating means,

the signature means generates a signature text for a com-
bination of the transmitted data, the data main body that 1s the
calculation result calculated 1n the main calculation, and the
validity proof generated by the validity proof generating
means, and

the data transmission means transmits a combination of the
transmitted data, the data main body that 1s the calculation
result calculated in the main calculation, the validity proof
generated by the validity prool generating means, and the
signature text generated by the signature means.

In this case, the following construction may be adopted that
a data main body of the transmitted data and the data main
body that i1s the calculation result calculated in the main
calculation include a combination of multiple sequence align-
ment ElGamal cipher texts on a true value group ring and
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extended multiple sequence alignment ElGamal cipher texts
on the true value group ring in the calculation of the first cycle.

Furthermore, the following construction may be adopted
that the calculation of each cycle includes calculation means
for the first cycle and calculation means of cycles subsequent
to the first cycle,

the calculation means generates the combination of the
multiple sequence alignment ElGamal cipher texts on the true
value group ring and the extended multiple sequence align-
ment ElGamal cipher texts on the true value group ring with
the calculation means of the zero-th cycle and 1includes reen-
cryption public key generating means for generating a public
key used for reencryption by the calculation means of the first
cycle, data conversion means for converting the transmitted
data, secret key conversion means, and random number con-
version means,

the data conversion means 1s adapted to convert the com-
bination of the cipher texts that are the data main body with
another combination of multiple sequence alignment FlGa-
mal cipher texts on the true value group ring and extended
multiple sequence alignment ElGamal cipher texts on the true
value group ring,

the secret key conversion means converts the secret key
used for the combination of the cipher texts that are the
calculation result of the data conversion means with a secret
key corresponding to the public key generated by the reen-
cryption public key generating means,

the calculation result of the secret key conversion means
includes a combination of multiple sequence alignment
ElGamal cipher texts on the true value group ring and
extended multiple sequence alignment ElGamal cipher texts
on the true value group ring,

the random number conversion means 1s adapted to convert
a random number used for the combination of the cipher texts
that are the calculation results of the data conversion means,
and

the calculation result of the random number conversion
means ncludes a combination of multiple sequence align-
ment ElGamal cipher texts on the true value group ring and
extended multiple sequence alignment FlGamal cipher texts
on the true value group ring.

Furthermore, the following construction may be adopted
that the calculation means of the cycles subsequent to the first
cycle includes of the calculation means of the second cycles
and the calculation means of cycles subsequent to the second
cycle,

the data main body of the transmitted data and the data
main body calculated 1n the main calculation include a com-
bination of multiple sequence alignment ElGamal cipher
texts on the true value group ring and extended multiple
sequence alignment ElGamal cipher texts on the true value
group ring in the second calculation, and

the calculation means of the second cycles cipher text
conversion means for converting the data main body of the
transmitted data to generate an ElGamal cipher text or an
cllipse curve ElGamal cipher text and partial decryption
means for partially deciphering the cipher texts of the data
main body of the transmitted data.

Moreover, the calculation means of the cycles subsequent
to the second cycle only includes the calculation means of the
third cycle,

the calculation means of the third cycle of the main calcu-
lation means outputs the transmitted data as 1t 1s, and

the validity proof generating means outputs a null string.

According to the method of calculating the function from
the large number of inputs, while the ElGamal encryption
method 1s used, the devices including the means for generat-




US 7,974,405 B2

11

ing a correspondence table of the gate input and output whose
values are concealed and the respective inputs subsequently
operates so that orders of the correspondence tables including
the set of the ElGamal cipher texts are shuffled as shown in
FIG. 5. With the adoption of such a construction, 1t 1s possible
to achueve the object of the present mnvention by calculating,
the output of the function with respect to the inputs that are
distributed to the respective devices.

!

‘ect of the Invention

[T

The first effect resides 1n that the calculation amount of the
respective devices and the communication amount are
remained to be only in proportion to the number of gates of
the circuit, which 1s efficient.

This 1s because the correspondence table of the gate input
and output 1s generated with the ElGamal cipher text for each
gate, and any random number generating device 1s not used,
thereby making it easier to prove the validity for the calcula-
tion on the correspondence table to the third party.

The second effect resides in that the number of times for the
respective calculation devices to perform the communication
with another calculation device 1s remained to be a fixed
number 1rrespective of the number of gates of the circuit to be
calculated, which 1s efficient.

This 1s because 1t 1s necessary to perform the operation for
making the correspondence relation of the correspondence
tables of the input and output of the respective gates unknown
to all the calculation devices, but this operation 1s realized by
the operation of shuithing the correspondence relations in
orders by the respective calculation devices.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 1s aflowchart for describing a prior art of Non-patent
Document 1.

FI1G. 2 1s a drawing showing a relation between a calcula-
tion phase and a communication phase 1 a garbled circuit
parallel construction process according to the prior art of
Non-patent Document 1 in which calculation devices to
which the same numerals are given are described several
times but are the identical devices which operate 1n a different
time, and the time flows from the top to the bottom 1in the
drawing.

FI1G. 3 1s aflowchart for describing a prior art of Non-patent
Document 2.

FI1G. 4 1s a flowchart for describing only one process out of
processes performed in parallel plural times 1n a parallel rank
determination process in the flowchart of FIG. 3 that
describes the prior art of Non-patent Document 2.

FIG. 5 1s a block diagram showing a calculation process
flow devised to solve the problems of the conventional
method by the technology proposed 1n this application.

FIG. 6 1s a flowchart showing a specific example of an
operation of a best mode for carrying out a first invention.

FIG. 7 1s a flowchart showing a detail of the first half of an
ElGamal cipher text preparation process in the specific
example of the operation according to the best mode for
carrying out the first invention.

FI1G. 8 15 a flowchart showing a detail of the latter half of the
ElGamal cipher text preparation process in the specific
example of the operation according to the best mode for
carrying out the first invention.

FI1G. 9 15 a flowchart showing a detail of the first half of a
sequential substitution reencryption process in the specific
example of the operation according to the best mode for
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carrying out the first invention in which processes of the
flowchart shown 1n a balloon on the right hand side.

FIG. 10 1s a flowchart showing a detail of a result output
process 1n the specific example of the operation according to
the best mode for carrying out the first invention.

FIG. 11 1s a block diagram showing a construction 1n the
specific example of the operation according to the best mode
for carrying out the first invention.

FIG. 12 1s a block diagram showing a construction of the
calculation device constituting the best mode for carrying out
the first invention.

FIG. 13 15 a flowchart showing a detail of an input process
in the specific example of the operation according to the best
mode for carrying out the first invention.

FIG. 14 1s a block diagram showing a relation among
devices according to a second 1nvention.

FIG. 15 1s a flowchart for calculation performed by the
respective calculation devices of each cycle from first to third
cycles according to the second invention.

FIG. 16 shows a data flow according to the second inven-
tion.

FI1G. 17 1s a flowchart for main calculation of the firstcycle.

FIG. 18 1s a flowchart for main calculation of the second
cycle.

FIG. 19 1s a drawing for facilitating understanding of data
that 1s calculated with respect to each gate in the prior art.

BEST MODE FOR CARRYING OUT TH
INVENTION

(L]

Next, embodiments of the present invention will be
described with reference to the drawings.

First Embodiment

A first embodiment of the present ivention will be
described with reference to FIGS. 6 to 13.

| Preparation]

[System Configuration]

As shown 1 FIG. 11, A calculation devices 308 respec-
tively include communication means 307. Hereinafter, the
calculation devices are called as follows 1n turn.

{u(ﬂ)}ﬂ=l.} Y ¥

The number of the calculation devices, a relation with a
subscript character a which corresponds to the respective
calculation devices, and the like are referred to as system
configuration information.

[Circuit Information]

In a description described later, circuit information 1s input
to the respective calculation devices expressed as follows.

{U(ﬂ)}qﬂ,, Y

This circuit information will be described.

First, a circuit expressed by input circuit information 1s
denoted by f. The circuit 1 1s a circuit including m logical
gates. The respective gates are referred to as G, . . .,
G,, ..., G, . Herein, the respective gates have 2 inputs and 1
output. If the circuit 1s not formed by such gates, the respec-
tive gates are replaced by an equivalent circuit including a
plurality of 2-input 1-output gates. This replacement method
1s already known, so the description will be omitted. A wiring
for transmitting a signal from one gate of the circuit to an
input of another gate transmits a signal which corresponds to
0 or 1. An output wiring of G [k] is denoted by w,. The
number of wirings to be mput to the circuit 1 1s set as n, and
this is set as {W | rma1 +,- The wiring may be blanched
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in a midway to be mput to two or more gates. The wiring [K]
1s adapted to transmit the same signal even in the case of
blanching, and the blanched wirings are collectively referred
to as wy,. Symbols w4, . .., Wy, denote outputs of the circuit
f. All of the wirings of the circuit are either a gate output
wiring or a circuit mput wiring. Thus, the wirings
Wi tiet, ... man are all the wirings.

When the outputs of the gates G5, and G, are input to the gate
G, that 1s, when the wirings w,, and w;, are input to the gate
G, and the wiring w, 1s connected as the wiring for the output
of G,, a relation among the output b [1] of the gate G, the
output b [j] of the gate G, and the output b [k | of the gate G,
1s set as follows.

by=b" @G by

Then, the calculation device u‘® has a part of the signal to
be mput to the circuit 1. The calculation device knows the
signal propagated to a part of the wirings {W } i1, . man-

When the number of bits to be input to the circuit 1 by the
calculation device u'*” is I_, and the inputs of the all the
calculation devices are gathered, the inputs constitute all the
inputs to the circuit. That 1s, the following expression 1is
obtained.

> =\

With regard to k=m+1, . . ., m+n, bits that are input to the
respective wirings w,, are set as b[k] and the respective bits
are allocated by I, each for the calculation device u'®. In
other words, the calculation device u‘® determines the set

described below.

{briel0,1 e=m+Z, |97, 1, ..., m+2=1%],

Even when the allocation of the circuit numbers 1s
changed, the circuit 1s not changed fundamentally. Therefore,
even when the inputs are allocated 1n the above-mentioned
manner, the generality 1s not impaired.

The m gates Gy, . . ., G,,, the calculation @ ;,, performed
at the respective gates, the wirings {W}impmi1> - - - » 4D
connected to the respective gates, and the allocation of the
input wirings {1}, ..., A with respect to the calculation
devices are referred to as circuit information 300.

|Group Used for the Calculation]

In this embodiment, the calculation on an ellipse curve 1s
utilized, so this group will be described. However, the group
1s not necessarily essential for carrying out the present mven-
tion. As a substitution of this group, a commutative multipli-
catrve group such as a calculation on a prime field may be
used.

Hereinafter, reference symbol E denotes an ellipse curve
whose order 1s a prime factor g, reference symbol E denotes
O an infinite distance of the ellipse curve E, and reference
symbol G(=0) denotes a point on the ellipse curve E. The
prime factor g 1s set suiliciently large to be cryptologically
secure. A mapping from the point of the ellipse curve E onto
7./q7Z.1s expressed by ¢. The mapping ¢ whose Image space 1s
suificiently large 1s selected. As an example of the mapping ¢,
one of the values of the coordinate on the ellipse curve E 1s
used, or the like. When reference symbol h denotes a member
and reference symbol G denotes a point on the ellipse curve E,
a point multiplied by h 1s expressed as [h]G.

[Notation]

A character written on a right shoulder 1s a superscript but
the character 1s not an order representing a power. In addition,
represents an exclusive OR of the bit.
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| Input Processes 203, 312]

When the process 1s started, as shown 1n FIG. 6, first of all,
an iput process 203 1s performed. The mput process 203 will
be described with reference to FIGS. 12 and 13 which show
the detail of the process.

In an FlGamal cipher text preparation process, by using
information public means and public information obtaining
means, disclosure and obtainment of data are both performed
(309).

| Determination of Area Variables]

The calculation determines E, G, and ¢. In addition, a
method of using a hash function or the like determines a point
H on the ellipse curve which no one can find out the original
Z./qZ. of mm which H=[h]G 1s satisfied. These values E, H, G,
and ¢ are referred to area variables 301. These values are all
stored 1n the calculation device 1n advance (Step 100 of FIG.
13).

[ Input of Circuit Information and Circuit Part Input]

Information of the circuit I and system configuration infor-
mation are input to all of the calculation devices (Step 101 of
FIG. 13).

To the respective calculation devices {u”}__, ;. the
following partial input dispersed to the circuit 1s input (Step

102 of FIG. 13).

{b[kJE{U,l}}k=m+25=1q_115+1, . .

| ElGamal Cipher Text Preparation Processes 200, 203]

[ Setting of Secret Key and Public Key for Each Gate]

Next, as shown 1n FIG. 6, an ElGamal cipher text prepara-
tion process 200 1s performed. The ElGamal cipher text
preparation process 200 will be described with reference to
FIGS. 7 and 8 which show the detail of the process.

The respective calculation devices u‘® uniquely and ran-
domly generate gate secret keys described below for all

k=1, ...,m+n and all be{0,1} (Step 103 of FIG. 7).

. ,Hl+2 p= IGIB

cr)b
X q€RE

7\ _7/q7Z

The respective calculation devices u‘™ generate the follow-
ing data for all k=1, . . . ,m+n and all be{0,1}.

c)b )b
X [k]_q)(X( ) [;c])

Then, the respective calculation devices u‘® generate gate
public keys forall k=1, ... m+n and all be{0, 1} (Step 104 of

FIG. 7).

cb )b
Y [k]_[X( ) [;c]]G

770G

After that, the respective calculation devices u_, use infor-
mation public devices to make public the gate public keys
generated by themselves (Step 105 of FIG. 7). Hereinafter, 1n
the first embodiment, to make public means that the informa-
tion public device 1s used to make something public.

In addition, with respect to each Y? A 7Y while fol-
lowing a method A described separately, the respective cal-
culation devices u_ generate the proot of having knowledge
of x(“)b[k]: ) as the validity proof for the gate public key
(Step 106 of FIG. 7) and make the proof public (Step 107 of
FIG. 7).

| Setting of Input Public Key]

The respective calculation devices u_, generate input gate
secret keys for all of the below.

k=m+1+Z "'y, . mZe O,
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The respective calculation devices u_, use the nput
b[k]e{0,1} to uniquely and randomly generate input gate
secret keys described below (Step 108 of FIG. 7).

x~ o1 k1€rZ/QZ.

The respective calculation devices u_, generate input gate
public keys described below (Step 109 of FIG. 7).

Y = x 7 gl G

—bl&|IJ1 —b| &
YA ==Y

With respect to all k=m+1+Z5_,“"'I5, ... ,m+Z,_,“I; and
all be{0,1}, the respective calculation devices u_, make Y™ ]
as the mput gate public key of the calculation devices (Step

110 of FIG. 7).

In addition, regarding each k, while following a method B
described separately, the respective calculation devices u,,
generate the proof of having knowledge described below with
respectto b [k|=0 orb [k|=1 as the validity proof for the input
gate public key (Step 111 of FIG. 7) and make the proof
public (Step 112 of FIG. 7).

v—b [%] [k]:[X#b it [Ec]]G which is meant by x 7 1] [%]

[Processing Related to Gate]
All the calculation devices {u_ } use the public information

obtaining means to obtain the gate public key expresses as
tollows (Step 113 of FIG. 8).

With respect to all k=1, . . . ,m and all b €{0,1}, the
calculation devices {u_} integrate the gate public key as

expressed below by themselves (Step 114 of FIG. 8).

b _ Axs(a)b
T e A

7Z=3__ " 7

With respect to all k=1, . . . ,m and all b €{0,1}, all the

calculation devices {u,, } uniquely and randomly generate the
following data.

1€ e 7/q7.

Then, with respect to all k=1, . .. .m and all b, ¢, ee{0,1}
k=1, encryption 1s performed through the ellipse ElGamal

encryption method, thereby generating a cipher text of the
gate secret key described below (Step 115 of FIG. 8) and

making the text public (Step 116 of FIG. 8).

(C(ﬂ)bclk],a(ﬂ)bﬁ[k]):([T(G)E[k]]G:X(ﬂ)E[k]‘F[I’(C{)E[;c]]
(Yot Y U1+2))

It should be noted that the wirings w [1] and w [] are input
to the gate G [K].

In addition, the proof 1n that the decryption results of the
ellipse ElGamal cipher texts (C(“)bcg[k],,D(“)bCD %) With
respect to all k and all b,c €{0,1} are identical to each other
and the decryption results of the ellipse ElGamal cipher texts
(ClPet D%l ) with respect to all k and all b,c €{0,1}
are 1dentical to each other 1s generated as the validity proof for
the gate secret key cipher texts by using a method C described
separately (Step 117 of FIG. 8) and the proot 1s made public
(Step 118 of FIG. 8).

With respect to all k=1, . . . ,m and all b,c,u,v,Ce{0,1}, all
the calculationdevices {u_ } generate secret key identification

data cipher texts described below by themselves (Step 119 of
FIG. 8).

Mbe Nbe _
(A() [k]p,w,E,B() [k]u,w,g)_O:[E]G)

{(C(DI);E;@QW:)@}D@qbf[k]u,w,.e)}a=1,. S £ (Gatve)
k) fo=1, ... A

woGlk|(c

v))LE.

wherein e=((b
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| Processing Related to Input Wiring]

With respect to allk=m+1, ... ,m+n and all ee{0,1}, all the
calculation devices {u,,} uniquely and randomly generate the
following data.

(e, _LZ/q7

Then, with respect to all k=m+1, . . . . m+n and all b,
€e{0,1}, all the calculation devices but {u,} use the ellipse
ElGamal encryption method to generate imnput cipher texts

described below (Step 120 of FIG. 8) and make the texts
public (Step 121 of FIG. 8).

a)bee b oe _ {T.—lae oL )e —{( e
(C( ) [’IE]’D( ) [;c])_([f () [k]]G: X [k]"‘[f ( )[k]]
(Y "iq+2))

In addition, the proof 1n that the decryption results of the
ellipse ElGamal cipher texts (C‘®?° : k],D(“)bD +1) Withrespect
to all k and all b €{0,1} are identical to each other and the
decryption results of the ellipse ElGamal cipher texts (C‘?*
D7 ) with respect to all k and all b €{0,1} are identical
to each other 1s generated as the validity proof for the gate
secret key cipher texts by using a method D described sepa-
rately (Step 122 of FIG. 8) and the proot 1s made public (Step
123 of FIG. 8).

With respect to all k=m+1, . .. .m+n and all b, E€{0,1}, all
the calculation devices {u,} generate input secret key iden-
tification data cipher texts described below (Step 124 of FIG.
8).

(A(G)b[k]'% ;B(D)b[k]g):(O:[E]G)

Mab Mab _ ) be
gg;bi [)Ec}]E, ) [Ic]E)}cz=l.,. . ?}u_{(c( ) [%]>
[£]/Jo=1, .. .. A

wherein e=b[ &

|Process Related to Output Wiring]

With respect to all the wirings k=1, ... ,JTand all b, €e{0,1},
all the calculation devices {u_} generate output cipher texts
described below (Step 125 of FIG. 8).

(AT(D)E?[I:]E:BT(D)E?[I:]E): &=& (O,[€]G)

wherein e=b[ &

[ Sequential Substitution Reencryption Process 201—Sub-
stitution and Reencryption of Gate Cipher Texts]

Next, a sequential substitution reencryption process 201 1s
performed as shown in FIG. 6. The sequential substitution
reencryption process 201 will be described with reference to
FIGS. 9 and 12 which show the detail of the process.

Withrespecttoa=1, ..., A, the calculation devices perform
the following process (denoted by reference numeral 304 of
FIG. 12) in turn (Step 126 of FIG. 9). In this process, first of
all, the respective calculation devices use the public informa-
tion obtaining means to obtain necessary data (denoted by
reference numeral 310 of FIG. 12) Next, the generated data 1s
made public by using the information public means (denoted
by reference numeral 311 of FIG. 12). The order of the A
calculation devices 1s determined. In order that each of the
calculation devices obtains the data, all of the other calcula-
tion devices 1n earlier turn before the calculation device need
to finish the data disclosure.

|Cipher Text Obtaining Process]

The following are obtained 1n Step 151 of FIG. 9.

A(cz—l)bc _— (cx—l)bc[k J-L:V:E:
C(q[—]ﬁli‘séf”g (a—1)pbe
[, v, 8D L [TRER=

with respecttok=1,... m,all p=1,..., A, andall b, c, u, v,
e{0,1},

A(":}"_1)‘5’[;E]E,B("‘j"—1)‘1”'[k]E,,,C("‘j"'_l)'?”}"[k]-‘,-g ﬂ(ﬂ_l)ﬁb[k]g with respect to
all k=m+1, ... ,m+n, all =1, . .. A, and all b,5€{0,1}, and
ATEee JE BT@-D2 . withrespect to all k=1, .. . I, and all
b, £€{0,1}.
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| Wiring Signal Value and Substitution Generation]

The calculation devices u_, uniquely and randomly gener-
ate substitutions {m(k)eR {0,1}}k=1, . .. m+n of the signal
values of the respective wirings (Step 127 of FIG. 9).

[Random Number Generation for Reencryption]

The calculation devices u,, uniquely and randomly gener-
ate random numbers described below which are used for gate

secret key reencryption (Step 128 of FIG. 9).

{S(C{)E}C[k]uﬂ?%}}#lﬁ . gmbenv,EcR{0,1}

{t(ﬂ)ﬁb;[k]uﬂ,’c:}kzlz - - :m;ﬁzlz - :ﬁ;b:C:H:V:EER{O:
1

o )b
{S( ) [k]E}k=m+l,.. . minsp, EeR[Vs1 ]
cIpb
[t kel imme1, . man; P=1, . ..k BEER[0,1]

- 4b
_ST reli=1. . J:E:-.,.EF_R{O:l}

[Substitution and Reencryption of Gate Secret Key Cipher
Texts]

With respectto allk=1, ... mandall b, ¢, u, v.E€{0,1}, the
following data 1s generated by substituting the gate secret key
for reencryption (Step 129 of FIG. 9).

(che (a—1)be
A [[:fc gﬁgﬁk ]G[ﬁc]an(f),wmno),amn(k)Jf
)
(rlv,E

B(cx)br: :B(q—l)bc

[kJJ'L[l.EEJ&E) b [%] EDE(I' )EEJDE(;' )LE
&) vzl Y Y )

C (R be —

[A]p.v ‘g
C(q—l)ﬁ c | |
(4 Ju e (), v e (/) S0 k)

HHc)pbe

.l O

D(G)Bbc :D(Q—I)Bbc

[l v.E [ oo, V() E Ry +
[t(ﬂ)]'ﬁc[k]me](Yb[fﬁngJfZ)
[Substitution and Reencryption of Input Cipher Texts]
With respectto allk=m+1, ... m+n,all p=1,... A, and all
b,5€{0,1}, the following data is generated by substituting the
input cipher texts for reencryption (Step 130 of FIG. 9).

A(q)b :A(cx—l)b

b
K]E et [ 2] G

_(a—1)b (c)b _b
k=B et S el (Y g t2)

ﬂ(k)‘F[t(ﬂ)b[;c] ]G

c)pp b _Tyla—-1)p& ct)b —b
D =D e gl (Y + 2)

[Substitution and Reencryption of Output Cipher Texts]

With respect to all k=1, . . . .I and all b, Ee{0,1}, the
following data 1s generated by substituting the output cipher
texts for reencryption (Step 131 of FIG. 9).

_At(@—1b th

ct)b
AT Em O CRTE S

[%]E

BTl Tla=1)b

b5 5
[i]e=B e ST el (Yo +2)

| Validity Proof for Substitution and Reencryption]
(c)be (c)be (c)p be ()P be
A B e, O i e D ity

with respect to all k=1, . . . .m, all =1, . . . ,A, and all
be,uv,Ee{0,1}, {A e, B e, C7 e, D(Q)Bb[k]t%}
with respect to all k=m+1, ... m+n, all p=1, ... A, and all
b,Ee{0,1}, and AT? e Be? e With respect to all
k=1,....landall b, Ee{0,1} are transmitted to the calculation
deviceu__ .

In addition, the proof in that the above-mentioned process
1s appropriately performed 1s generated as the validity proof
for the substitution and the reencryption regarding the gate
secret key cipher texts, the input cipher texts, and the output
cipher texts 1n accordance with a method E described sepa-
rately and the proof 1s made public (Step 132 of FIG. 9).
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| Result Output Processes 202, 305]

Next, as shown 1n FIG. 6, a result output process 202 1s
performed. The process will be described with reference to
FIGS. 10 to 12 which show the detail of the process.

In the result output process 202, the mformation public
means and public information obtaiming means are used to
perform both the disclosure and obtainment of the data (Step
312 of FI1G. 12). Finally, the outputs of their own circuits are
output (denoted by reference numeral 313 of FIG. 12).

| Partial Decryption of Gate Cipher Texts]

All the calculation devices {u,},_,, . . . ,A partially deci-
pher the gate secret key as described below with respect to all
k=1,...,mb,ce{0,1},=1,..., A and make the result public
(Step 134 of FIG. 10).

Af@abe 7 (DNMbe

k] 000=| [/]000

C ¥ Mapbe (e C(rhBbe

%1000~ |Z [£]000

All the calculation devices {u,, f—;. ., partially decipher
the input cipher texts as described below with respect to all
k=m+1, ..., m+n,b €{0,1}, =1, ... A and make the result
public (Step 135 of FIG. 10).

Ai(h)ﬂb[k] VA A(}»)E?[k] 5

CI®aps . 1y (1CBE

(K]0 [%]0

All the calculation devices {u_} __,, ... A partially deci-

pher the output cipher texts as described below with respect to
allk=1, ...,I, b €{0,1} and make the result public (Step 136
of FIG. 10).

Aoch _ cr Ab
ATI( ) [k]ﬂ_[z( )]AT( ) K]0

In addition, the proof in that the above-mentioned process
1s appropriately performed 1s generated as the validity proof
for the partial decryption regarding the gate secret key cipher
texts, the input cipher texts, and the output cipher texts in
accordance with a method F described separately and the

prooi 1s made public (Step 137 of FIG. 10).

| Gate Cipher Text Generation]

Furthermore, all the calculation devices generate the fol-
lowing data as the gate cipher texts with respect to all

k=1,... m,alla=1, ... A, and all b,c,e{0,1}.

be Mbe
A [A]=A [/]000

be _m(ibe A P e be

B [Ic]_B( ) [k]DDD_Zcz:l Ai( a [/]000
abe _p~(Mabe

C [k]_C( ) [A£]000

abe _1T(AMabe ry Mapbe
D [k]_D( ) [k]DDD_Zcz=l Ci( )P [Z]000

All the calculation devices generate the following data as
the gate cipher texts with respect to all k=m+1, . .. ,m+n, all

a=1,... A, and all b €{0,1}.

b _ A
A=A 110
5 _miiab A Acah
B [k]_B( ) [0~ Zo=1 AT [£]0
ab _ (Aab
C* =<’ 10

ab 1A ab A AcBb
D [k]_D( ) [k]ﬂ_zcx=l Ci( b [£]0

Then, all the calculation devices generate the following

data as the gate cipher texts with respect to all k=1, . . . , I and
all b €{0,1} (Step 138 of FIG. 10).

b )b
At [k]=AT( ) K10

b _nptb Ayob
Bt [k]_B*F( ) [;C]U—Aﬁ( ) 10
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|Decryption of Inputs]

The calculation devices u'® generate the following data
with respect to all k=m+1+2,.,“ 'I,, ... m+>,.,“I, and all
B=1, ... ,A without disclosing b [k | and make the data public
(Step 139 of FIG. 10).

v _mb[k]  ro—b[k] B[k
G =B g~ X AT g

(B _yBI%] ~5[k]

bl &
[] gl CP

i~ X

KB =P )

The data made public 1s referred to as data deciphered from
the input cipher texts.

All calculation devices u, checks the following data with
respectto all k=m+1, ... m+nandall p=1, ... A tocheckthe
validity of the input cipher text decryption (Step 140 of FIG.

10)‘
Pel & &

wherein if G';,_0, €,=0, and if G'|;;=G, €,~1.

|Circuit Evaluation]

With respectto all the gates G, _, all the calculation
devices u_, find out outputs on the basis of the inputs 1n an
appropriate order 1n the following manner (Step 141 of FIG.
10). This 1s the process for the circuit evaluation. It should be
noted that outputs ot the gates G, and G; are put to the gate
G,.

The following data i1s obtained with respect to p=1, ..., A
(Step 142 of FIG. 10).

'€ [;:]ZB bli]5lj] K]—[Sy=1 h(x(v)ﬁffJ [k]ﬂ(*f)E?UJ[k])]ﬂbffﬁ?[f] "]

Xh(ﬂ)[k] :Dl.gf?[f.JE?[jJ ) h(x(v)b[fj " 4x W2l )]
CBE?IIJE?DJ[;C]

X B ®

With respect to all §=1, . . . ,A, Y(ﬁ)e[kJ[k]:[;(B)[k]]G is
checked (Step 143 of FIG. 10). It should be noted that 1f
G 1770, €70, and if G ;,=G. €,~1.

With respect to k to which the above-mentioned process 1s
performed, b [k|=¢, is set.

|Output Evaluation]

The proots made public up to this process are verified by a
verifier (Step 144 of FIG. 10). If the verifier accepts all the
prool texts, in other words, 11 no violations are found, the
tollowing process for the output deciphering and disclosure 1s
performed.

With respect to k=1, . . . .1, all the calculation devices u,,

obtain the following data (Step 145 of FI1G. 10).

G [k]:BTE?ka = [ M xeIA] ) ATBlE] -

With respect to k=1, . . ., 1, all the calculation devices
fu, b1 - ., A generate the following data (Step 146 of FIG.
10).

FL (o0 A TBIE]
A= AT e

Then, the data 1s made public (Step 147 of FIG. 10).

In addition, the validity proot for this calculation 1s gener-
ated as the validity prooft for the output deciphering 1n accor-
dance with a method G described separately (Step 148 of FIG.
10) and the validity proot 1s made public (Step 149 of FIG.
10).

The respective calculation devices u, find out a circuit
output (denoted by reference numeral 306 of FIG. 11) on the

basis of the following data (Step 150 of FIG. 10).
GPp-6' =Zr—1 AT g

With respect to k=1, . . .

I, if Ge,=0, b [k]|=0, and if
Ges =G, b [k|=1.

20

| Separately Described Processes]
| Separate Description A]
With respect to all k-1, . . . ,m+n and be{0,1}, the certifier

(calculator) u_ uniquely and randomly generate the following
5 data.

x'(0o (erZ\AZ.
z'(c‘)[ Ke YAV

10 ek [;;]E[X'(ﬂ)b[;;]] G

Z'(ﬂ):[zl(ﬂ)](}
Further, the following data 1s generated.

. )b
G—Hash(E,G,{Y( ) [;;]};Fl, =010
ZCI):- [¥*

15
(cx)b[k]]ﬁFl b 5=0,15 Z'(ﬂ))mﬂd q

Then, with respect to all k=1, . . . ,m+n and be{0,1}, the
following data 1s generated.

Vb

11(=3 - 2 )b ct
X" [;{]—EIX( ) Xy mod g

20
£(e0=82(e) /(@) o o
The certifier sets the following data as the proof with
respect to all k=1, . . . ,m+n and be{0,1}.

iWo)b 1{=1 )b nict
25 (o) [;.:]:Z( )? #() K7 (o)

The verification method for the above-mentioned prootf 1s
as follows. The verifier calculates the first expression to check
the second and third expressions described below.

30 GZHHSh(E,%{E G)E}[Ic]}ﬁFl mnsb=OL
Z, (Y  iali=1, . . mnp=0,1,2"")modgq
(X" g G={O]Y P gt Y
35 [ZII(CI)] GZGZ(C{)_l_ZH(C{)

| Separate Description B]

Each certifier (calculator) u'® uniquely and randomly gen-
crates the following data with respect to all k=m+1+
2o “ g, ..., m+2_ “Ig for the selected b [k]e{0,1}.

40 ~b[k]

X 1 €RE/QL.

Then, the following data 1s generated.

] B[R] -
Y Ve mlO

15 Moreover, the following data 1s randomly generated.

g~ [k1erZ/AZ

B[]

X (€RZ/QZ.

After that, the following data 1s randomly generated.
50

Bl k)01 _[XJE?[?:JDI[;{]]G_ k2t

—H[ A1
e~ Y-

il ]

The certifier u_ generates the following data with respect to

all

55 k=m+1+2ﬁ:1a_11|3, . . . ,m+25:1ﬂ15.
Ork—trashz G [}:E?[k].,.}:b[k]]bzoal) mod g
B[kl _n _ablk]OL
0" O -0 [K] mod g
<o  Turthermore the tollowing data 1s generated.
L [k]zeb[kj [;c]Xﬂb k] - x— &l%] K] mod

The certifier u,, sets the following data as the proof with
respect to all

65 k=m+1+Z_ % T, . .. ,m+Zp_, “I b=0,1.

—'5H () —"5
Y a0 X i
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The verification method for the above-mentioned proof 1s
as follows.

With respect to all k:m+l+2|3:1“"lll3, e mA2s T,
b=0,1, the verifier generates the following data.

~b —'b
e[k]=Hash(E,G?[?}” [k]:Y [k]]b=0,l) mod ¢

Ei 1[;{]:6[;{]—6{}[;{] II]Dd q

With respect to all

10

k=m+1+35_ % g, . .., m+2_ “Tg, b=0,1

it 1s checked whether the following expressions are estab-
lished.

[X;Ib[;c]] G:[eb[ﬁc]]Yﬂb [k]"'Y;b[k] 15

—{) —1
Y ey g H

[Separate Description C]
The certifier (calculator) u_, uniquely and randomly gener-
ates the following data with respect to all k=1, . . . ,m and all

e=0,1.

r'(“)EG[k]EZ/qZ

20

Then, the following data 1s generated.

F(ﬂ)ﬁﬂ[k]:[rl(qjeﬂ[k]](} 25

(@el  _ru(cel 10
F = [ )Y -y 1oy

(a2 _raice? 1 70
F S = [ )Y =Y )

n : : 30
Furthermore, the following data 1s generated.

6@ =Hash(E, G, { C‘V"*,,
D(G)E}E;k])}ﬁrl, . ,Sﬂéb,,ce=0,lﬂ Fla)
EO[I.:]: o [;:]f'(ﬂ © [;c]};FL,. am E=0?1)

Next, the following data 1s generated. 35

(cr)

e S

NCL)E (ct)

I e "y mod q

The certifier sets the following data as the proof for
k=1,....mand e=0,].

40
cr e el el 1
Fl) [k]:F( ) [k]:F( ) (& L (ﬂ)E[;c]

The venfication method for the above-mentioned proof 1s
as follows.

The verifier first checks whether the C'* + are the same
value with respect to each of e=0,1 and k=1, .. . ,m for all
b,c=0,1.

Next, the following data 1s generated.

45

ﬂ(ﬂ)[k] =Hash (E:G: [C(ﬂ)bEE [<]>

c)bee
D( ) [k]]ﬁc=l ..... e boe E=0:1

ot )e) cel e
{F( ) [k]F( ) [k].,F'(7) [} =1, ..., m;e=0,,l) S0

Next, 1t 1s checked whether or not the following expres-
s1ons are established with respectto all k=1, . .. ,m and e=0,1.

Ti=d = . cr )00 ceQ)
55

ni ot e 1 g L L cdle c ) 0e
[ )F[g;g i1-v 1) =10 gl (DY —D 2% )+
[]

n{cee 1 QO _ ot )00 cel
[I' ( )[k]]cf [z']_Y [1])_[6( jl[,ii'c]](]:) ) [k])-l-F ) [%]

[Separate Description D]

With respect to all k=m+1, . . . ,m+n and all b,e=0,1, the
certifier (calculator) ua uniquely and randomly generates
r'(“)b[k]EZ,qZ_ Then, the following data 1s generated.

60

cr)e() —{cr)e
F bl G 03

el e —1 —()
F e O ml Y oY )
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Furthermore, with respect to all k=m+1, . .
following data 1s generated.

. ,m+n, the

(cbe

gl
[k]:(f.:fﬁff (E.G.[C [<]> [<]>
F [k]]ﬁc=m+l.f. C .{.m+n;b,e=0.{.l)

D(q)be

Next, with respect to all k=m+1, . . . ;m+n and all b,e=0,1,
the following data 1s generated.

—"(a)e

I

{c)e

[K)rodag

—(c)

=0 Wt g

The certifier sets the following data as the proof with
respect to k=m+1, . . . m+n and €=0,1.

—"()e

(el
F L ]

(cel
k)T

The verification method for the abovementioned proof s as
follows. First of all, the verifier checks whether or not the
values of C(“)b’:[k] are the same with respect to each of e=0,1
and k=1, ... m for all b=0,1

Next, the following data 1s generated.

- o ct ) be cr)be
6“1y, =Hash (E,G,[C*™%% 1, D7,

abe
F( ) [k]]ﬁc=m+l.}. .. .?m+n;5,e=0.l)

Then, 1t 1s checked whether or not the following expres-

s1ons are established with respect to all k=m+1, . . . ,m+n and
all e=0,1.

—~"{cL)e _ ot o )0e o )e
[r ( )[k]]G_[g( )[k]]c( ) [k]_|_1:( ) -

—"{c)e -1 <70 (ct) (c)le mTy(c)Oe
[r . ([Ciqgl(Y Y=ol (D g DY g )+
]

| Separate Description E]

With respect to a=1, . . . ,A, the calculator u , pertorms the
tollowing process 1n turn.

The calculator u_, performs uniquely and randomly selects
the following data from Z/qZ.

c—be ca—RIP5e _
[0 vz P i, v T
Ash=2/3.1/3,0;b,c,1,v,2€[0,1]

Jn;p=1, ...

wherein

(a—h)be

__labe
[k]uwié_s( )

250.1/3.2/30 (iwv.e Mmod g

(a—lpbe —t("l)BE"C

Kluv,E [eluv.g od g

thﬂ,m,zﬂ'ﬁ

The calculator u_, generates the following data with respect
toallk=1,... m,andall b, c, u, v, E€{0,1}.

(a—2/3)bc — A (a—1)bc

A (.;1_%; ﬁE:?E_A %] ”DE(I.)’?’E_F
o el G

R(e—2/3)be —Rla—Dbe

LTS [%] (), v, g1
a—2/3be &
[0~ Fluavel (Y Y ptl)

a—2/ 3P be __la—1pee
Cla23pbe  —cla-DP

[KuCe(d).veT
r:x—2£3 be
( P i, £1G

IT

D(H_EB)BE?C[EE]M,*J:.E:D(&_1)Bb‘?%' ure (i), v, ET
[T(a-2/3)Pbe iy, 2 (YY1 427)

a—1/3Hbe __ala—2/3bc
Al ’ [nglﬁmE_A( ’

v, T
ca—1 be
(Ot el G

(a—1/3)rbe _Tila—2/3)be
B Fluve D v, et

[o(a-1/3)bep v el (Yt Y+

C (a—1/ 3P b
(o 13RS
.2l C

_ Aa=213 b
=cf ¥ v, st
IT

a—1/3pbe _ N oa—23pbhe
D e gD gt

r:x—l/[.?: !—‘—g-:;é 5 &
[t ¥ g (Yt Y )

c)be _a(a—1/Dbe a)be
A g e A 2 O g 216

B(cx)br: :B(cz— 1/3)be

Koy . [k]u,«émn@f
[ v e (Y 1+ Y ez
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COPEe e e=C T R iy et With respect to all k=1, . . . m, all f=1, ... A, and all
[T(@)BbCpyv ]G b,c,u,v,E€[0,1], the following data is uniquely and randomly
(eofbe (e 3Bk (cOpbe selected from Z/qZ.
el et T el
o" a—2/be m{ca—1/3s/c
Yy pr+2) 5 ( ..;)ék]n(z)m,u,w,.eﬁ e D Luvie,
Next, the calculator u_, uniquely and randomly selects the L]
tollowing data from Z/qZ with respect to all k=1, . .. ;m, all T v B @ 2PRbe et
B=1, all h=24, ¥4, 0, and all b, ¢, u,v,E€{0,1}. A
Wa—h)be i cr— c ' n(c)pbe
G( )b (%], ""-’:E_;-:E( R)Pb TR J-I:(_]) IPHPM?EEI [Zle( ] v B

Next, the calculator U generates the following data with " Next, with respect to all k-m+1, . . . ,m+n, all =1, ... A,

respect to all k=1, . .. ,m, all =1, and all b,c,u,v, E€{0,1}. and all b, E€{0,1}, the following data is uniquely and ran-
domly selected from Z/qZ.

Woa—2/3be __ A (a—1)be
A o' B A FpC (v EF (cOb (P
[k]um.f::]G s" [k]n(k)ml,‘g:t” [%]re(BO1,E
Ri-23)be _pla-Dbe . 15 Next, with respect to all k=1, . . . .I and all b,Ee[0,1], the
[Ee(:pv.& el CIe(i), v, . . .
[0 be (Y o+ Y+ Z) tollowing data 1s uniquely and randomly selected from Z/qZ.
"(cb "(c)b
CH(e=2/3)Bbe | _((a-1)Bbe _— g [k]n(k)[ll,&:t? () [k]m(i)L,E
(N E TR _
[ el G Next, with respect to all k=1, ... m, all p=1, ... A, and all

Iya2/3)p e (e hibe 20 b,c, U, v, E€[0,1], the following data 1s generated.
R L

b WHo—2/ 3 be nwic—2/3be
'Y P v el Y ey L) A " W(HOLuNE [01(5 ) e L v g
G=[0' e L] A Ui v,
Ho—1/3Ybe ca—2 Nbe
A .zq— 33)%)“” E_A( | FnE()ET (c—2/3)b (c—2/3)b
o Fuv.elC B . DrGOLuve - [ [k]:r_cﬁz CLv,E]
. . 25 (Yo i1 ¥ r1r =0ty 1B ™ i,
BI(G_ ')(Cj—[k] )%)‘itle_B(q_ | C[k‘!u VO, E+ 23R 5 2I3RH
o [ﬁ:]uva](Y Y ) Cle/P C[k]:rl:( O, *vaEI ['EE”(&_ P O Lpv.el O~
s B [0 iy 1 ]C ORE
C [Flreuv.e—C FlvCeg)et
Y oor— Woa—2/3Bkc o —2/3 B be b
[1: ({1 1/3)I3bc[k]uaV¢E]G 30 D ( P [AJe(EHL, '_éifv B [1: ( sz EL“(E)DI*“*H‘"E]W
i1+ ¥ D210 iyt 1D [KIMCIe () v, &
D) (@—1/3)Bbe _T)(@—2/3)Bbe
e J’E‘}EQ)“*“’ & 3 C[!"f]u ~Om(H,ET
(c)be (a—1/3)be G=10 [’I‘T]“U)DI]A [elpvEIe)-S
Arlebe v A gt
o7 1G (o—1/3Vbc n(a—1/3)be
[<]p.v.S 35 B ) [, u)*vfé =[0"¢ ‘ el L v,E
+YC A+ Z )~ [ ]
W(c)be _n(a—1/3be W(cObe /] [£ (/)1
B 0[;: rc(k)wa—B) " s Tn e[0T v ] B“ﬁ* ;’3 .
+Y +7 =- =-
MR
C(e=1/3)Bbe ..(.:1—1;3)555 | G—
o RHe c— 1/ 3P He
CHOBbe o OB oo [k]:rc(})ljlc v, % A KoY L2
J ]) . velG [ [k]EU)Dl] [, v (),.E
LL,
40
(c—1/3)Bbe n(c—1/3)pbe
D' (b5 %:r:%k)uﬂu E_D(ﬂ_m)ﬁbc[;ﬂu VOr(),ET D b [ilﬁﬁjmzluve a[T [k]ﬂ(j)ml’“’v’%]
[l (Y2 Y ) %) UG U]
_ [l v E
Furthermore, with respect to all k=m+1. . . . .m+n, all
j (b ()b ST
- t{CL 1 CL v : W(cbe II (cbe
B=1,....,A, and all b, E€{0,1}, s"%7 . ", . is uniquely 45 NG o1 v —[o (P ‘T, el
and randomly selected from Z/qZ. G=[0'" igrgro1 1A [T v, ECI()
With respect to all k=m+1. ... m+nand all b.c.e10.1}. the
7 ’ > 2 ’ ’ ) be {c)be b <
following data is generated. B (o L.~ 1O KO Lvel Y prt Y prt
Z) [ ]B ca— 1/ 3be
b _ adombb (OPHIE [0 v ECIe(R)
] Ge),E AR ]
(o)pbe n{cOpbe
50 C [Ec]:n:(k OLpvE [T ElreO0 L,y ]
()b _nla—1)b ()b —b X (o F
B []7c(%).E B [i"'»’]ED:W:(J‘%)"'[S [k]*é]w [k]+Z) G—[E' ;[;;]n(;;)g € H3Bs (5], v,E (k)
Cr( b =l D2 +[tCOP2 ]G (OPbe (OPbe
[l gemoul e ] D¢ )EYE]E@DI i E[g: (P [;{]Ejk)mw%]
+ CI.
(R b _a—1ph (b _b i ] [AJoe()T1
D P gD e U el (Y g +2) GRE v, ECIG0)
. . . 55 .
Then, the following data 1s uniquely and randomly selected Next, with respect to all k=m+1, . .. ,m+n, all p=1, ... A,
from Z/qZ with respect to all k=1, . . . ,Tand all b, E€{0,1}. and all b,c€[0,1], the following data is generated.
()b
o ' I(=3]z mice—135 cr
KIS A Jm ~[s" " oo 1,2l -0 g
Withrespecttoallk=1.....Jandall b.E€[0.1] the followin [1Ee ()
2 ! ! 2
data 1s generated. o0 o - .
B nOOLE =[s wrnrL,el (Y g +2)-
AT()b _ A T(a—1)b LlsT@P 1 A o N
el () Kleret 8T el [0 ol e
P(ayb _nta-1yb (b b . e .
B e B e ST el (Y g +2) C(F? =[t" P o] G- [0 i ]

[l 11
With respect to all k=1, . . . ,m and all h=34, V43, 0, the CE e

63
tollowing data 1s uniquely and randomly selected from Z/qZ. (OB o 15ED i
D' i’-'r]ﬂ:( HOLE [t [;c]n(f)ml,*g]w [;;]"‘Z)—
g N 6 ct) ]D a—1pk |
(i1 [Fom) [K]EI )
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Next, with respect to all k=1, . . . ,I and all b,Ee[0,1] the The vernification method for the above-mentioned proof 1s
following data 1s generated. as follows.
AT'(&)E?[HT)E hLE= ﬁ"(-::;)&-[k]n 2] G- _The verifier generates the following data.
[E' - [k )DI]A e [K]E0m(E) S_[E:G:
: . 5
BT (ﬂ)b[k]m o= [sT (ﬂ_l)b[k]:rc(z)m 2l (Yopg+Z)-

L) (c—1)bh
[0 ey BT [F]ECe ()

Next, the following data 1s generated.

(a—f)be (a—h)be a—f)pbe a—m)Pbe
S={E,G, A ot B e C 0 pena DY G
Al e B e C (e D" HTopv.E
10 k=1,...,m;h=2/3,1/3,0;p=1,...,A;b,c,11,v,E,C €{0,1 }-
A((ﬂ ;[;c]an Bl f[ﬁc &> C(C*)fzbg%]; D@k Y
AICI :‘BIC{ :‘Cll'.]. :‘DIC[ k
A(-‘:{—h)bc B (a—h)be C(q—h)ﬁbc D(ﬂ—h)ﬁbc +1 [k]tﬂﬁ_ .I?)_ [k]zh b "% ‘g J[L;E])CIE} L=
amp I T ST i E
A epv.e B pefev.g CF v, D' e v, E . .
k=1,....,m:h=2/3,1/3,0;p=1,....A; b,c,,v,,C €{0,1}- 5 AT e, BT e
AT'(@& ez BT g[k]c ck=
A(q)b[k]*@ B<ﬂ>b[k ., CBE DBs 5 LbEE ef0, 1)
1{c b Tl o b Wop b
A" )[k]ca=B e C P e D e k=
m+1,...,m+n;p=1,....0;b,5,C 0,11 _ _ _
FEach verifier ua generates the following data with respect
()b ()b S S P
i’*'(“) s BB o o »o toallk=1,... m+n.
[K],E = 0 .=Hash(E,G,k, S)
:l:bECE{O 1}} [%] st lay

It 1s checked whether or not the following expression 1s

Next, each verifier ua. generates the following data with established with respect to all k=1, .. . ,m.

respect to all k=1, . . . m+n. 55 0190+ g 170V
0 ietrash(E. G e, Next, with respect to
Next, with respect to all k=1, . . . ,m+n, the following data k=1, - n;h=34,55,0:p=1, . .. ,Ab,c, 1, v, §, Ce[0,1],
- t
1s generated. -
0 =0 verifier checks whether the following expressions are

30 established.
Next, with respectto allk=1, ... m,all 3=1, ... A, all h=343, establishe

W(a—2/3)be o)
. : O G=
14,0, and all b,c,u,v,E€{0,1}, the following data is generated. [ A (q_zgﬁ%%yﬂﬁé] EAL a_[lk)]C )
Fluv.g™ iy VES T
u(-‘:t—h)b-:‘: _ :e(-‘:t) _ G(-‘:{—EB)E}:‘: + A(Q—EES)E?C L2 e luldev2
KR5S [e]me (@) [E]pv.E 3 [RTRYRS
of [Fluv.E mod g

[‘3”(&_2;3)51@@?%%%]W Y i+ 2)=[0 e

_ _ 35 o—2/3Ybe a—1)bE
u c—Aapbe _nflo ca—2/3 P be _ —
B A (B e B e
,(q be B(-‘:x 2ibe
L3[R amﬂd q [ATC.1v.E
Next, with respect to all k=m+1, . .. ,m+n, all =1, . .. A, [pr@2pbe o ]G=[0 N J(Clo e v
. . a—1) a—273R ke T
and all b, ce€[0.1]. the following data 1s generated. C e —C P e v
A 2 2
n(c)b _ e (a—1)b (o—1)P e ) ) . o
ST e S mgtST kg mod g 40 [y (2135 e, (Y Y )10 g ) (D2
D v
i b _nflo c—1p 5 Wor— 15 H
P g0 ot T et e mod g Dy (2o I
Next, with respect to all k=1, . . . ,I and b, E¢[0,1], the [ UDbe GO ] (ACTIIEe A
. . wWoa—1/3he
tollowing data 1s generated. (0=2/3)bCrar e v 2)-A b
M= _nla c— 115 "(o—1)h
s (e [;;]n(f)g—e( )[;;](f)ST( ) [Ec]E"'ST( ‘ e mod q 45 [G..(.:z—uz,)z}ckc < W Y )= [El o [ch]c]
W I
Finally, the following data i f (Be2Pwe B2t
1nally, the Iollowing data 1s set as proois. 1/ E [elu e, v.E
Bl r— [
c—A( be c—)be ca—AAIpbe kG mv.g
A [()< Espse B e C T e, Y
& « n(a—1/3) R ke o (c—1/3)pbc
S v <.:1_2;3Ek§c“"" &6~ [6 [EIE-:]F]l(f(aj)Bbc [Flpv2
Ao e - (e 50 C e ve) = C 3 SRRV
o [FJE v [T pv.E, [l v, 8
Il & mia—1/3 b b c
L1 [SRTRUASS [T ( P k%qu](Y atY [t 2)=[07 [k];]
ID_...(.:aﬂ)z:-[;f]C . 1:..(.:1)[5.;-,.[;{]C . (D 4 [SRTRURS
[Gu(cx)bc . N E] (-‘:1) .
(@b mleb  (c)pb (cOBb T LY ST ()be
AT e BT e T e DT e (AJ ; L3[TRY E_A % ) A e
55
()b ()b ()b ()b (cO)be o o
A ke, B [k]eeC K]e,& D (K]0 ; () Jk]C N € ](Y [1]+Y( ];%))5 [E' [;:];]
(. _B L— (s _
Sll(t{—h)b:‘: tll(ﬂ—h)ﬁbc BI (be ol [T RS [k]F-lDt_.:-"*-’aE)
L [SRTIRVRS, [£]S, pv. 82 [kl v.E
withrespecttoallk=m+1, ... m+n;3=1,...,A; b, E, Ce[0,1]. fpr (bt %u‘v% g [%
AT e BYO e 60 g@ po LIS . T v2)
[F]C. v, E
AT e BT e M
=7 =k n{cpbe & L
[T (P ( )%u*v‘% W [I]E"Yl ‘Eg) [E' [;c]g]
"“No—hbe “ — o C —
ST( ) [k]Cau;v:.Ea ](:)D(Ct be [;f]].l“h’?é D [;f]HDCﬁHE)

[ [aMTIVR=

1th ttoall k=1, ... .I;b 0,1].
e reifec 0 ’ 1:b, &, G€[0,1] 65  Next, with respect to k=m+1, . .. m+n; =1, ..., A; b, E,
NS Ce{0,1}, the verifier checks whether or not the following
with respectto all k=1, ... m+n expressions are established.
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n{c)b -‘:1) (c)b (c—1)b
[s Uﬂ%% ) (A e —A (F]arT)—

(=

[%]C.E

|| b — b cr b
B e - B Y e

5
[t”(q)ﬁbgﬁf])%%]G:[e(q)[;{]C](C(G)Bb[;{]E_C(G_1)Bb[k]EDC)_
CI L
[k
[tll(ﬂ)ﬁb e, ?IJEEY#E?[I;]'FZ) 1 [e ct [I;]Q] (Dcx E}[,I;]E
D M e ) =P e e 10
Next, with respect to k=1, ..., I; b, £,Ce{0,1}, the verifier
checks whether or not the following expressions are estab-
lished.
ct ct )b a—1)b
[s7 " w[;?]c%% =[O0 e (AT e AT ) 15
[K15.E
[S?H(G)i[;c]c 1(Y” )= [El ﬂ[k]t__](B fle) E}[,;f.;—]f:;
B (a—1)b ) BI )b
GEme (K 8
eparate Description
Separate Description F 20
Regarding the certifier (calculator), with respect to all
k=1, ... ,m+nandallb,c €{0,1}, all the certifiers (calculators)
[ug]e=1. .. 5 umquely and randomly generate Z (Me Z/q7Z
and generate 7= [2'““G. With respect to all k=1, . . . ,m, all
b,ce{0,1},and all =1, ... A, the following date is generated. 25
Al(h)ﬂbc[k]{j{jﬂ [ l(q)]A(}u)E}c[;{]DDD
Cl(h)aﬁbc[k]ﬂﬂﬂz[zl ﬂ)]c(}u)ﬂbf[;{]ﬂﬂﬂ
With respect to all k=m+1, . .. ,m+n, all b €{0,1}, and all 30
B=1, ... ,A, the following date 1s generated,
A.(h)qb[k]ﬂ Iz .(q)] A(L)Ea[k]ﬂ
C.(h)qﬁb[kw:[z.(q)]C(h)qb[k]ﬂ 14
With respect to allk=1, .. .Tand all b€{0,1}, the following
date 1s generated.
AT®ID [P ATR
Then, the following date 1s generated. 40
S:{[A(L)bc[k]eee'c(h)ﬁbc[k]eee'}k=1, ... be=0,
Lp=1,...
{A(h)b[k]e'c(h)ﬁb[ﬁc]e}k:m+17, e b=0,1:p=1, .. . N 45
{AT(h)b[k]e}k:l,, .. EBp=0,1"
{Ai(h)abc[k]eee'c i(h)aﬁbc[k]ﬂm}k:l’ b0 Lp=1, . .. N
Aab Ayah b >0
{AI( e [;c]e'ci( Jabeta [K]0k=m+1, . . ., manb=0,1:p=1, ... A
[ATi(h)ﬂb[ﬁc]D]kl L LB=0,1
W]
£ 55
{A'(h)qbc[k]eee'c'(h)ﬂﬁbc[k]eee}k:13, o ambe=0,1;p=1, ... N
{Al(h)qb[k]ﬂ'cI(h)ﬂﬁb[k]ﬂ}k:m+l, Lm0 p=1L L L L A
60
{AT (L)ﬂb[k]ﬂ}k:I, . ,J;E:-=e,1'}}
Furthermore, the following date 1s generated.
O=Hash(X, G,S)modg
63

In addition, the following date 1s generated.

7 "N =gz 4 modg
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The certifier sets the following data as the proof.

i cx WA abe WA Phe
Z( ):[A( ) [k]DDD'C( o [k]ﬂﬂﬂ]k=l.{. .

cLbe=0.1,
p=1.....~
W Aoh AMapP b
[A( ) [k]G'C'( b [Ic]D]Ec=m+l, L b=0 1 p=1. .. ., A
'(Aah
[AT( ) [k]D]k=l,, Y £V N
ZII(CI)

The verification method for the above-mentioned proof 1s
as follows. The verifier generates the following data.
LCOBbe

S={[A [£]000’
p=1,... A

Mbe B .
* [k]DDD']Ic=l.}. - ,m;b?r:_oalz

Y AMPE
[A( ) x10C k10 =1, . mn =0, p=1, ... A

[ A Tr)E

10)i=1, . . . 1p=0.1

[ AF@)abe C10)opbe

[%]000" (£1000)i=1, . .. mibe=0.1:p=1, .. . N

[Aleb  Ciebs

(K10 k= 1, .. mnp=01:p=1, .. . A’

(ATH0)ed

k10la=1. .. . 1p=0.1

[Z-(ﬂ)]ﬁ

Wiobe WA apbe
[A( ) [k]DDDC P [k]DDD]k=l, cLanhe=0.10p=1, . .. A

[ A'ab (Ao pb

x10C 10 i=me1, man;p=01:p=1, ... A

(AT oliet, . mp=0,r}}

Then, 0=Hash(E.G
following expression.

(x10) =

, S) mod q 1s calculated to obtain the

[Z' 1(=3] G=Z'(C1)+ [G]Z(ﬂ)

After that, the fellewing expressions are eheeked. With
respectto all k=1, ..., m, b,c €]0,1], =1,

nice Mbe _ A WMabe Mabe
[Z ( )]A( ) [k]DDD_A( ) [k]DDD_l_[e]Ai( ) [A]O00

[Zu(cz)] C(R)Bbc[k]ﬂﬂﬂzcn(h)aﬁbc[;{]{}00+ [e]ci(h)aﬁbc[k]ﬂﬂﬂ
With respect to all k=m+1, . .. m+n, be[0,1], p=1,

nict rb _ aryab Aob
[z ( )]A( ) [k]G_A( ) [k]O"'[e]Ai( ) [%]0

* 3}"3

[Z”(ﬂ)] C(R)Bb[k]ezc'(}‘u)ﬂﬁb[ﬁc]w[E']Ci(h)ﬂﬁb[k]e
.1, be[0.1],

[Z '(ﬂ)] AT@)E T AT'(M&E?[ ot [0] A*’r“i(i‘»)ﬂb[ ¥10

With respect to all k-1,

| Separate Description ]

The calculator u‘® uniquely and randomly generates z"
€,//q7Z and generates AT'[;C]:[Z'(“)]ATH‘Z"- i With respect to
k=1, . .. I The certifier generates the following data.

S:[[ATH;{J[;:]];;:L R

[Aﬁ[ﬁc]]kl,, R £

AT =, .. )

Then, the certifier generates the following data.
0=Hash(E,G, S) mod q

The certifier generates the following data.

Zu(cz)=E'z(c1)+Z|(c1) mod g

The certifier sets the following data as the proof.

n{c)

[ATI[;:]];::L R £
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The verification method for the above-mentioned proof 1s
as follows. The certifier generates the following data.

S:[[ATHH[;;]]&:L R &
[ATI[;:]]&:L R L

[AT'[EC]];;:L oJ
The certifier generates the following data.
0=Hash(E,G, S) mod q

When the certifier confirms the following data, the certifier
receives the proof.

antbl ik
[z 1 )]T | J[k]—AT [;:]"‘[G]Aﬁ[;:]

Second Embodiment

A second embodiment of the present invention will be
described with reference to FIGS. 14 to 18.

In this embodiment, as shown 1n FIG. 14, each of N calcu-
lation devices 1401 has a calculation device 1403. Hereinati-
ter, these calculation devices are referred toas U1, ... ,UN1n
order. For the sake of notation, UN 1s also referred to as U0.

|[Method Outline]

[Data Flow]

A data flow according to the second embodiment will be
described with reference to FIG. 16.

First of all, U1 of the calculation device 1401 calculates
DATAO00. This 1s referred to as “a calculation of the zero-th
cycle” (1701).

Next, “a calculation of the first cycle™ 1s performed.

U1 calculates DATA " from DATA_” to transmit DATA11
to U2 (1711).

Next, U2 calculates DATA * from DATA11 to transmit
DATA12 to U3 (1712).

Hereinafter, the data 1s transmitted in turn. UN calculates
DATA ,* from DATA1Y™" to transmit DATA1N to U1 (1710).
At this point, the calculation of the first cycle 1s ended.

Next, “a calculation of the second cycle” 1s performed.

U1 calculates DATA,"' from DATAIN to transmit DATA21
to U2 (1721).

Next, U2 calculates DATA,* from DATA21 to transmit
DATA21 to U3 (1722).

Hereinatter, the data 1s transmitted 1n turn. UN calculates
DATA."Y from DATA,"~" to transmit DATA2N to U1 (1720).
At this point, the calculation of the second cycle 1s ended.

Next, “a calculation of the third cycle” i1s performed.
U1 calculates DATA" from DATA2N to transmit DATA21

to U2 (1731).

Hereinafter, the data 1s transmitted 1n turn. The protocol 1s
completed when UN completes the calculation of DATA3N
from DATA V"

[Input and Output of the Respective Calculation Devices
1401]

Next, mput and output of data exchanged among the
respective calculation devices 1401 will be described with
reference to FI1G. 14.

Circuit mnformation 1404 and a circuit partial input 1402
are 1nput to the respective calculation devices 1401.

Herein, a case will be described 1in which the number of
fan-ins of elements other than input elements represented by
the circuit information 1404 1s 2.

An mput bw to an input element w of the circuit 1s secretly
owned by one of U1, ..., UN. Ul is also referred to as UN+1.

A combination of 1nput bits secretly owned by Ul corre-
sponds to the circuit partial input 1402.
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A circuit 1n which mput elements 1 of the circuit repre-
sented by the circuit information 1404 are regarded as ele-
ments for outputting bw when any 1nput 1s received 1s here-
inafter expressed as C[1].

The number of fan-1n of all gates of C[1] 1s 2.

Fan-ins at the upper left and the lower right are referred to
as L(w) and R(w).

When the circuit information 1404 and the circuit partial
input 1402 are mput to the respective calculation devices
1401, U1 firstly performs the calculation of the zero-th cycle
while following a procedure to be described later.

The mput and output 1n the calculations of the first to third
cycles have the same data configuration. Data to be transmiut-
ted to UI+1 1n the calculation of an 1-th cycle by the user with
respect to 1=1,2,3 1s heremafter expressed as DATAII.
DATA1-1N 1s also referred to as DATA10.

The result of the calculation performed by Ul 1n the cal-
culation of the zero-th cycle is referred to as DATAO1.

DATA/ has a format
DATA /=DATA /| BODY,||[PROOF,||SIG/’.

DATAi1I-1 1s a message sent from Ul-1. BODY1l 1s a main
body of the message. PROOF1I 1s a validity proof text of
BODYil. SIGil 1s a signature of Ul for DATAil-
1|[BODYil||[PROOFiI.

The outline of the calculation of the first to third cycles will
be described.

In the calculation of the 1-th cycle, first of all, UI recetves
DATAi1l-1 from UI-1 (1501).

(Only Ul of the first cycle exceptionally uses DATA01
made by 1itsell).

When receiving DATA =", UI verifies all validity proof
texts PROOF11, ... ,PROOFI-11 (1502). Next, Ul verifies all
signature text SIG,', . . ., SIGI-11 (1503).

Only 1n the case of the first cycle and also I=1, the calcu-
lation of 1504 1s performed. Next, Ul performs random num-
ber generation (1505). Then, Ul uses the random number to
perform the main calculation to generate BODYi1l (1506).
After the main calculation 1s completed, Ul generates a valid-
ity prool text PROOFiI of BODYil (1507). Then, Ul gener-
ates a signature text SIGil with respect to DATAil-

of

1|[BODYil||[PROOFiI (1508).

Finally, Ul transmits DATA1I=DATA1l-
1|[BODYi1l|[PROOFi1l|[SIGil to Ul+1 (1509).

[Symbol]

Herematter, symbols used in this specification will be

described.
| Encryption Method E[27]]

(G[1] denotes an abelian group with a difficult DDH prob-
lem (for example, an ellipse curve group on an infinite dis-
tance on an ellipse curve group on a finite field), p denotes an
order of GG[1], and O denotes a zero element of G[1].

N 1s treated as a symbol and the following symbols are
defined. It should be noted that with respect to P[10/]eG[ 1],
(P[101],0) 1s abbreviated to be simply expressed as P[|0] and
regarded as the following.

F,<B[12],G[1] < G[12B

Then, a sum on G[12B] 1s defined by a sum for each
component to obtain the following.

W([12]=B12" is set, establishing
G [12W]=G [12B]

W[2]eW[12]

o. component of w[2] . . .1s expressed as [2lal]. A sum and
a product on W[12] are defined by a sum and a product for
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cach component. Then, a sum and a scalar multiple on
G[12W] are defined by a sum and a scalar multiple for each
component.
B[12]=F [n)/(n>-1),
$[24](1)=1, ¢[24](0)=, .
G[12B]=G[17",
aP[2]=(a[IOl]P[10I]+a[|11]PI11),aa[l0l]Pa[l1]+a[l1l]Pa
101])
W[12]=B[12]"
e[ll]=(0,...0,1,0,...,0) (only1-th1s 1)
¢[2] F,—=W][12] 1s set as x—=2_¢[2](x[lal])e[lcl]
Wherein

10

21=(P[I0I],P[111]), P[23]=(P[3101],P[3111])eG[12B],
a=a[lOl]+a[I11lneB[12]  P[2]=(P[I01],  P[I11DeG |
[12B],

K: the number of bits of p.

x=x[Ik=11]|| . . . ||x[10I],

G[12W]=G[12B]",

The encryption method E[27] 1s a resemblance of an ellipse 20
ElGamal encryption in G[12W].

A secret key space 1s denoted by Fp, a public key space 1s
denoted by G[12W]2, a plaintext space 1s denoted by
G[12W], and a random number space 1s denoted by W[12].

In order to generate a key, a key satistying P[10[],P[I11]-O1f 25
P=P[I0l]+nP[11] 1s arbitrarily selected. By randomly select-
ing aek’ , Q=aP 1s satistied. a denotes a secret key and (P,Q)
denotes a public key. In order to cipher a plain text M, re B[ 12]
1s uniquely and randomly selected to calculate a cipher text
(P[3].Q[3])=(P.M+rQ). In order to decipher (P[3],Q[3]), "
Q[3]-aP[3] may be calculated.
| Encryption Methods E[2],E[25]]

The following data 1s defined:

32
a[251*P[24]=2 a[23lwWnkl1[7)1[7]1K[7]]
P24IwWi 7)) 71k 717131 71k[7]]

(A sum related to 1]7], 1 [ 7], k[7])

Tho following symbols are defined.
1 I(Z]2]1s[25])] (M[25])
E[27][(Z]2]Is[25IwW1ikl1[6]1[6]K[6]])]
(M[25IwWykh[6]i[6]Kk[6]])]
B[25][(Y[2]1s[25])](M[25])

E[25][(s[25]1Z[25])1(M[25])
[21[(x[2] I 2]DIM[2])

I_E 2711 (x ZIWWijkI: r[21w Wik ) ](M[ 21w Wiik])

E[2][(Y[2]Ie2DIM[2])
E[2][x[2]Ir[2]D](M][2])
Wherein

251={ M[25IwWiikIi[6]j[6]K[6]] .
M[25IwWiikli[6]i[6]k[6]]eG[12W]
Z[21={Z[25wWiikli[6[6]K[6]]},

(Z[25IwWiikli[6]i[6]K[6]1eG[12W]?)

s[25]1s[25IwWiikli[6]i[6]k[6]]le A[125]
Y[21=(P[2], t[2])=eG[12W],
ZI251=1Y 2] [IwWiik i[6]i[6]K[6]]

M[2]={M[2IwWiikI|}[[wWijkl]  (M[2IwWijkl]eG
[12W])
1=(P[2],QI2])=(IP[2Iw Wijkl ]I, 1Q[ 2]
[|WW1J1(| b

(P[2IwW1ikl], Q[2IwW1ikl]eG[12W]),
r[ 2]=1r[2IwWijkl]), r[2IwWijkl]e } } W[12]
The encryption methods E[2], E[25] are referred to as a

K[1]={Ix[IwWh!]}HweC[1],We{L,R} he
{031 }are FLF z‘hroa_gh)l X[|WWh|]EFF
A[12]=1T  a[2lwWiikl]l  (IweC[1],WelLRYi, ],

35

multiple sequence alignment ElGamal encryption on a true
value group ring and an extended multiple sequence align-

ment

ElGamal encryption on the true value group ring,

respectively.

kE{O l}lare run throu h)la
A[1251={{A[25IwWijkli[6]j[6]k[6]]({weC[1],We{L,R },

LA[6].0.0[|A[25 W Wik i[6]i] ]k[6]]eW[l2]) 40
G[1IKI]={{P[IwWhl]]({weC[1],We{L.R}.,he {0,

1}}are rum throug h)lP[lWWh

G[12IAI={ {P[2IwWiiki ]} (weC[1],We[L.R}, ijke{0.1)
DIP[2IwWi.

G124 AI]={ {P[241w WijkIi[ 6 [6K[6]]] 43
(IweC[1], We{L.R}, 1, j, k, 1 [6], j[6, Kk[6]€

{031 }]are run through)

IP[24IwWiikIli[6]][6]k[6]1€G[12W].

aA=(aA[l1l],aA[I2I])
a[5|A[S]=(a[S]A[5111].a[5]A[5121]) 50
Wherein

aeA|l12]

A=(a[I11],A[121]DeG[12IAl]*

a[5leA[125]

A[S]=(A[5111,A[5121)eG[ 1241 Al? 55

A wWh Component of the original x of K 1s referred to as
x[lwWh!]. A wW1ik component of the original x[2] of A[12]
1s referred to as x[IwWikl]. A component of the original
A[25] of A[125] 1s referred to as x[IwWikl1[6]1[6]Kk[6]].

A sum, a product, and a scalar multiple of a multiple 60
sequence alignment are defined by a sum and a product for
cach component. However, exceptionally, only a product of
the originals of A[1235] and a scalar multiple of the original of

A[125] of the oniginal of G[124|Al] are defined as follows.
a[25*b[25]72; 71 (71407 65
al25IwWakl1[7)1[71K][ 7]]
b[25lw Wil 71i[ 7IK[ 7]I[6]i[61K[6]1,

|Other Symbol]
h[:IIwl](1yk))=(1 le)i)Ok
F[25:TIAJITT], A[I21], A[I2]1]]

x[2:Ilwh[Iwl](11k)I]

3(1,1[6]ON[I11wI]),

3G, i[6]ON[12wI]),

o(k, k[6]Qk[|3w|])|
(A field related to WWIJ[6]jj [6]kk][6])

(X[2 YeA[12]=I]2](x[2)={x[2IW(wW)i[ W],
2](a[25])= {Za[25|wW1JkI1 [6]j[6]k[6]]}H I1jkI]}

(The sum 1s a sum related to 1[6], 1[6], k[ )
Wherein the following 1s defined.
A=A IIwI] Y, A12]={A [ 12w]] },
A[131]={A[13wI]}: A field of bit (A field related to weC [1])
X[2]={x[2IwWh!] }x[2IwWhl]e W[12],
'O |: An exclusive OR for each bit
[J[Iwl] |: An operator for a calculation with an element w
(It should be noted that when w 1s the input clement, b

1s owned by one of 1 ][Iwl];=1 (it b ,1s U, ..
1 [le]j:O (otherwise)
6(1 1 6]): Kronooker do' ta

=1 (1if w=L), 1] =1 (if w=R),

25] {a| 25|WW1J1(|1[6_ 6]k[6]]}e=A[125]

From a simple caloulation,, it 1s understood that the follow-

1x[2])=

"/

. UI—lj

ing 1s established:

(a[25]*b[25])c[25]=a[25]*(b[25]*c[25]),

(125]*b[25 PI2] al25]" (bL23]{ }PL2))

F[25:TIA[3111], M(3121, A 3|3|] 1(1)
*F[25 IA[ILL A[120 MI3]I2]




US 7,974,405 B2

33
F[25: IIK[BI] TOMITILA[3I12ITON]121], A3131TOA
I3\/ 1x[2])
F[25: II?\.[IlI] AMIZILALISBITX[2])
*F[25:110,0,01 [(x[ 23] )=F[ 251IA[I11], A[121], A[I3I]](X[2]
Ox[23])
Wherein

a[25],b[25], c[25]eA125],
a[2] b[2]eA[12],
X|2], x[23]ex
A=A [1TwI] A 121]
A13IT={A[13wI] ],
ABITT={N[ 11wl ]},
M3 1201={A[12wl]},
A[3131]1={A[13wI]}: Bit array
le{l, ... N}
[ Detail of the Calculation of the Zero-th Cycle]
A detail of the calculation of the zero-th cycle will be
described.

A description will be given of a method in which Ul
calculates BODY10.

U1 calculates the following expressions.
x[:0lwWh!]=0,
x[2:0lwWhl]

={A[12wl]]}

o[ 2](x[:0lwWhl]),
X[ :0]

Ix[:0lwWhl]}.
x[2:0]

Ix[2:0lwWhi]}
A[:0]={A[:0lwI]={0},
AL:0]={A[:0IL(w)I]=101,
MR:0]={A[:0IR(W)I]={0],
r[2:0]={r[2:0lwWijk|]I={0} (A field related to wWijk)
y[:0]=0,

r[2:0]=y[:0]P[2](=0), Y[2:0]=(P[2], r[2:0])

s[2:01S1]={(s[2:01SID[ IwWijkli[ 6]j[ 6]k[6]] }

=0 [|WWIJk|1[61 [6]k][6]],
S[2:01TIT={(s[2:01TID[IwWijkli[ 6]j[6]k[6]] }

=0 [|WW1Jk|1[61 [6]k][6]],

k[6]]}

s[25U:0]={(s[25U:0lwWijkli[6
[(Y]2:0]Is[2:01SI)](r[2:0]P

=10} [IwWijkli[6]j[6]k[ 6]]

(s[2:0]T[2:0], U[25:0])=(E[2

[2])

21[(Y]2:0]1s[2:01T1 )] (x[2:0]0[2:0]),
E[23][(Y[2:0]Is[25R: 0D (F[23:1IA[L:0], A R:0LA[:0]1](x

[2:0])P[2])
BODY ,°=

(Q[2:0],r[2:0])||(s[2:0],T[2:0],U[25:0]).

Wherein

we{ }C[1], We{L.R},he[0,1], 1, j, ke{0,1}

|Detail of Calculation of the First Cycle]

A multi party calculation of the first cycle will be
described. The description will be given with reference to
FIG. 185.

[Detail of Data Obtainment 1501}

Each Ul receives data DATA1I-1 from UI-1. (Only Ul
calculates data DATA1I-1=DATA10 by 1ts own exception-
ally).

[Detail of Validity 1502 of the Proof Text in Data]

When DATA1I-1{|BODY1I-1|[PROOF1I1-1||SIG1I-1|| is
sent from Ul-1, UI checks the validity
PROOF, ', ... PROOF "' A detail of this validity check will

be described later.

|
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| Detail of Validity 1503 of the Signature Text 1n Data]

Ul checks the validity of SIG1, . . ., SIG1I-1. Furthermore,
a hash value P of RAND 1s calculated to check P[2]=
(e[l0l]+ . . . +e[lk=11])(14m)P.

[ Detail of Calculation Performed Only by Ul]

U1 first select a random number RAND to set a hash value
ol RAND as follows.

PeG[1]

Then, P[2]=(e[l0I]+ . . . +e[lk-1])P[2B] 1s set to establish
BODY1-1=RAND)||P[2]. After that, BODY 10 is generated by
itsell while following a procedure to be described later and
further PROOF10=SI1G10=e 1s set, thereby establishing
DATA10=RAND| BODY10|[PROOF10||SIG10.

| Detail of Random Number Generation]

Ul randomly selects the following (but the selection 1s
made while descriptions 1n brackets are satisfied):

Ix[#Ilwhl!] }(x[#1Iw[t]01]}=0,
x| O#1Iw[t]01=]=1,
x[#Ilwhl]eK][I],The most

x[#1lwhl] 1s 1).
Ix[lwWhl]}.x[lwWh!

significant bit of each

€{0,1} (X[#1lwLh|]Ox
[#1lwRhl]=x[#IIwhl]) {weC[1],We{L,R},he[0,1]}
r[2]=Ir[2IwWijkl] }e A[12],
r[2 wWijkI]EFPI{ < B[12]x=W]12],
S[2ISI]=4(s[2ISID[IwWijkl] }eA[12].
S[2ITI={(s[2ITI[IwWijkl] e A[12],
S 25U] Is[25UlwWijkli[ 6]j[6]K[6] }EA[125]
AHI={A[#I{w]}]} (Field of the bit, A[Iw[t]
Wt: output element
With respect to the input element w, x[#II1L(w)O0I]=x[#IIR
(w)11]=0 1s defined for form’s sake.
The following symbols are defined.
X[ IlwWh!]=Ox[#yIwWhl],
(An exclusive OR 1n the range of y=I 1s taken).
X[ I]={x[:1lwWhl]}.
X[ 2#1IwWhl]=¢[ 2] (x[#1IwWhl]),
X[ 2#1]={x[2#]lwWhl]},
X[ 2:IlwWhl]=¢[ 2:1](x['WWHhI]),
X[ 2:1]={x[2:1lwWhl]},
HI={A[#]Iw]] ],
LAT={A[HIIL(wW)I]},
RHI|={A[HIIR(W)I]},
CIIwl[=2ZA[#YIWI], (A sum 1n the range of y=I 1s taken)
BIERL2
L:I]={A[TILW)I] ]
R:IJ={A[ IIR(W)I 1}
Y[2:0]=(P[2], y[:1]P[2]).
yl: I]—y[#l] (A sum 1n the range of y=1 1s taken)
The following fact regarding the proposed method can be

mentioned. When the users comply with the protocol, the data
BODY1I sent by each UI satisfies the following.

1=0)

P"‘?—"?—"’?—”P”?’”}’

BODY11=(Q[ 2:1] ,r[2:I])H(s[2:l]5T[2:I],,U[25:I]),,
(QI2:A]r[2:1D=I[2](x[2:1])P[ 2] ']P[2]),,
(s[2:1],T[2:1], U[25:1)=(E]2 [(Y [Is[2][S:I]D)](x[2:1]P
[2])
2I[CY2:101s[2:TITID](r[2:1]Q[ 2:1]),
E[25_ [(Y[2 LIS[2SUID(F[25:TIA[ LI A[R:ILALT] (X[ 2
IDP[2])
Wherein
[2 IISI]
Zs [2#vISI] (A sum 1n the range of y=I 1s taken);
s[2:1T1]
gs[2#v|TI],

s[25U:1]=[235U:1]+s[25U#],



US 7,974,405 B2

35
s[235U:1]

F[25:1IA[L#I], A[R#I], A[FI]I](1)
*s[25U:I-1]
*F[25:110,0,01 (x| 2#1]),
[Detail of Mail Calculation 1506]
A mail calculation 1506 of the mult1 party calculation of
the first cycle will be described with reference to FIG. 17.

A description will be given of a method 1n which Ul cal-
culates BODY1I.
[Detail of Mail Calculation 1701]

First of all, UI calculates the following expressions.

Q[2:1]=]12]x[2#]1])Q[2:1-1]

r[2:1]=y[#]]P[2]+r[2:1-1]

|[Data Exchange 1702]

Then, the following expressions are calculated.

S[23:1)=r[ 2#1]s[2:1-1]

T[23:1)=r[ 2#1]J[ 2] (x[2#1]) T 2:1-1]

U235:1]=F[25:1IA[ LA LA[R#ILA[FHI ] (1)*U[25:1-1]*F
[25:110,0,01(x[2#]])

It Should be noted that the following can be satisfied:

QI2:T=I[21(x[2:1])P[2]

r[2:1]= [ I1P[2],

S[23:1)=E[2][(Y[2:I-1]Is[2:1-1ISI])](x[2:I]P[2]),

T[23:1]=E[2][(Y[2:1-1]Is[2:1-11TI1])](r[ 2:1]Q[2:I]),

U[235:1]=E[25][(Y[2:1-1]Is[235U:ID(F[ 25:IIA[L:I],A

[RILALINN(X[2:1])P[2]).
Wherein

s[235U:I=F[25: 1IA[LAL] A[R#ILA[#I]1](1)

*s[25U:I-1]*F[25:110,0,01](x[ 2#1])

[Reencryption-Secret Key Conversion 1703, Reencryp-
tion-Random Number Conversion 1704, Validity Proof Text
Generation 1507, Signature Text Generation 13508, Data
Transmission 1509]

Finally, UI calculates the following expressions. (Refer-
ence numerals 1n figures are in parentheses).

(1703)s[233:1]=S[23:1I111], S[23:112[]+y[#]]s[2:1111]),

T[233:1=T[23:1111], T 23:1121]+y[#I] T[ 2:1111]),

T[2335:1]=(U[235: 1111 ],U[ 235112 ]+y[#I]U[ 25:1111]),

(1704)

s[2:1]=s[233:1]+E[2][ (Y[ 2:I]Is[2#1ISI])]( o),

T[2:1]=T[233:1]+E[2][(Y[2:1]Is[2#1IT1])] (o)
U[235:1]=(U[235:1111],U[235:1121]),
U[25:1]=T[2335:1]+E[25][ (Y[ 2:I]Is[25U#I])] (o), (s[2:1], T

[2:1],U[25:1])

—(E 2][(Y[2 IIs[2:1IS1])](r[2:1]P[2]),

E[2 [(Y[2:1]Is[2:TITI]](x[ 2:1]Q[2:I]).

E[23]] (Y[2 I]Is[25U: ])]

(F [25:1)[(ALAILAR:AILALTID](X[2:1]P[2]),

(1507)

(1508)

A signature of BODY1I=s[2:1] DATA1I-1|BODY1I-
1|[PROOF1I-1 SIG1I is generated.

(1509) DATA1I=DATA1I-
1|BODY11||PROOF1I||SIG1IDATAI1I is set as Ul+1
Wherein

S[23:1)=E[2][(Y[2:I-1]Is[2:1-1ISI])](r[2:I]P[2]),

T[23:1]=E[2][(Y[2:I-1]Is[ 2:I-1ITI]](x[ 2:1]P[ 2]),

U[235:1]=E[25][(Y[2:I-1]Is[25U:I-1])](xr[25:1]P[ 2]),

S

T

T

23 1]=(S[23:1111],5[23:1121]),
[23:1]=(T[23:1111],T[23:1121]),
T[23:1]=(T[23:1111],T[23:1I121]),
A detail of the Vahdlty proof text 1s long so the description
will be given later.
DATA1I=(Q[2:1],r[2:1])||(s[2:1],T[2:1],U[25:1]) 1s sent to
UI+1.
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It should be noted that the following fact can be mentioned:
S[233:1]=E[2] (Y[2I [Is[2:I-1ISI]D)](r[ 2:1]P[2]),

s|2:1]=
[ Detail of Calculatlon of the Second Cycle]

A detail of the calculation of the second cycle will be

described with reterence to FIG. 15.
[ Detail of the Data Obtainment 1501}

Each Ul receives data DATA2I-1=DATA2I-2|BODY2I-
1|[PROOF21-1||SIG2I-1 from UI-1.

[ Verification 1502 of Proof Text 1n Data, Verification 1503
of Signature Text 1n Data, Calculation 1504 Performed Only
by U, Detail of Random Number Generation 1505, Cipher
Calculation 1801 on Fp]

Calculations described below are performed.

(1502) Validity verification of PROOF21| .
IPROOF2I-1 (the detail will be described below)

(1503) Validity verification of SIG21|| . . . [|[SIG2I-1

(1504) No process 1s performed.

(1505) No process 1s performed.

[Detail of the Main Calculation 1506]

A detail of the main calculation 1n the calculation of the
second cycle will be described with reference to FI1G. 18.

|Calculation of Ciphers on Fp 1801]

Hereinafter, this section omits the additional
character [:N].

S

E[T
E[7]:

U

w S B B

] T

B21[(Y[2:1]Is[2:1ISID](r[2:T]P[2]).

I performs the following calculations:
2U]=na[2](s[25U]),

[2S]—r[2]j
m[2T|=r[2]I[2](x[2]).

| —
[\J

2=

T
 —
A !
—

UJ=

21,1
[211(YT2]Is[21SI1])](m[2S]P[2]),
[21[(Y[2]1s[2ITI])](m[2T]P[2]),

21[(YT2]Is[2UD](m[2U]P[2])

[25IK[L] ARIAMI[2]).
[2](U[25])
[2]5U[2])

Wherein
X={(Px[Iwhl]P)}, Y={(P,yP)}.

(1) (A E[7][ @[ W Wik I XD J(A[IwWijkl |P)}

An encryption function of an ellipse ElGamal

encryption method.

Then, the following calculations are performed.
(s[24VIwWk|]=2s[2VIaw W1kl ], (A sum related to o 1s
taken)

(m[24VIwWik!]=Z2"m[2V])[lowWiijkl]), (A sum related
to . 1s taken)

(s[24VIwWWikl|P(2BI}|=22%[2V]I o wWikl]P[2]), (A
sum related to a 1s taken)
s[24V]P[2B]=(s[4VI0,wW1ik!|]|P,s[4VI]1,wW1ikl|]|P),
(m[24VIwWikl]+(s[24VIwWiik|]y)P[2B]

22°m[2VIew Wikl ]+s[2VIaw Wik )YP[2B](A  sum
related to a 1s taken)

Wherein

(s[2VIWwWiikl]

£S[2V|(1WWijkI]e[(1] (A sum related to o 1s taken)
(s[24VIWW1KI]=((s[VIO,wW1ikl], (s[VD[(11,wWr1ikl])
(m[2V(wWiikl|=m[2VIwWiikl]

2m[2ValwWikl]e[lal], (A sum related to o 1s taken)
m[24VIwWik|]=(m][ 4V|0 wWikl],m[4VI1,wWikl]),
Pl2]

2ellal]P[2B] (A sum related to a 1s taken)
2B]=(P,P), Pe{ }GJ[1]
V]2]
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EL2JI(Y[2]Is[2V DI 2]P[2])

(s[2VP[2].m[2V]P[2]+s[2V]r[2]),
s[2VIwWiik|]P[2]

2(s[2ValwWrikl]e[lal]P[2B], (A sum related to a 1s
taken)
(m[2VIwWikl]+s[2VIwWiik|]-y)P[2B e W[12]

g(((m[2V])[Ial])[IWWijkI]+s[2VIaHWWijkI]yP[2B]e
[lad],,
(A sum related to o 1s taken)
(m[24VIwWiik|]+s[24VIw Wikl ]y)P[2B]

(m[4VI0,wWikl]+s[ VIO,wWiik|

(m[4VI1,wWikl]+s[ VIO,w Wikl
Thus, Ul can obtain the following:
s[VIO,wWiikl P, s[VI1,wW1kl]P,
m[4VI0,wWiikl]+s[VI0,wWiikl|]y)P,
m[4VI1,wWiikl]+s[VI0,wWiikl]y)P,

Moreover, the following calculations are performed.

R=yP, Y=(P,R)

(s[VI0,wWijkl]P,

(m[4VI0,wW1ikl]+s[V

=E[(s[VI0O,wW1kl]IY)

(S, T+U)

=(E[3][(s[4S0],s[4T0]+s[4U0]IY)].E[

[IMLLARLA(X))
{(O]IwWijkl],®'TIwWijkl])}
=E[3][(s[450],s[4T0]+s[4UO0]I'Y)].E[1

[L1MRLA(X))
O &0]={(O]IwWij0l],0'[[wWijoI])}
R[&0]=RO

Wherein

r|2]=R]10]+R[I1]]n

[Calculation of ®[&1] 1802, Detail of the Validity Verifi-
cation Text Generation 1507, Detail of the Signature Text
Generation 1508, Detail of the Data Transmission 1509]

Furthermore, the following calculations are performed:

(1802)

O(&1=0[&I-1]-(O[10I][&I-1].0]I1

[101][&I-1]).

BODY2I=0[&I].

Wherein

BODY2I-1=0[&I-1],

O|&I-1]=(O[&I-1][0].0][&I-1111])

(1508)

(1803)

BODY2I=s[2:1]

SIG2I: A signature

1{[BODY 2I|[PROOEF2I

Then, DATA2I=DATA2I-1|BODY2I||[PROOEF2I||SIG2I is
transmitted to UI+1 (1509).

|Detail of the Calculation of the Third Cycle]

A detail of the calculation of the third cycle will be
described with reference to FIG. 15.

When DATA . '=DATA3I-2||BODY3I|[PROOF3I1||SIG31
is sent from U™ (1501), firstly, the validity of
PROOEF,', ..., PROOF3I-1, SIG3],.. ., SIG3I-1 is checked
(1502,1503). (1504) and (1505) are not the calculations of the
third cycle. BODY3I=e 1s established (1506) and
PROOF3I=¢ 1s established (1507). Then, a signature SIG3I
for DATA31-1|[BODY 3I|[PROOF3I 1s generated (1508) and
DATA3I=DATA31—1||BODY3I|[PROOF3I||SIG3I is estab-
lished to send DATA3I to UI (1509).

[Method of Obtaining C[1]({b[IwI]}) 1405]

A method of obtaining C[1]({b[Iwl]}) will be described.

1y)P.
ly)P

0,.wWiikl]y)P
(m[4VI0,wWiik|]P),

(e[ 40]1HT X)) (E

1[G 40]IX)) T IA

1[&1-1]-y[&1]©

1s given to DATA2I-
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First, as X[#IIL(w)O!]=x[#1IR(w)1|]=0 1s established with
respect to the input element w, {E[1][(H{ X[IW(W)i[IWI]I]{)]
x[IwWh[3](1j0)I])} is solved entirely to obtain Xx[IwWh]|3]
(O [=x[IwWu[w]l]. Then, x[3Iwl]=x[lwu[w]l]=x [|WL].L[W]
Joq x[IwRu[w]l] is calculated to establish u[w]=h[3](3j0).
Incidentally, with respect to each element w from the bot-

tom to the stage of u-1, x[lu[Iwl]l] 1s found out.
The following calculations are performed to find out x[In

[Iwl]l] at the u stage.

E[1][(X[ILOw)u[IL(w)I )]
(X[1(wWWh[3](u[IL(W)I]jO)} ),
HIAXRW)[IR(w)IT]]
X[IWWh[3]au[IR(w)O)[1]) 15-0, 1)
are solved with use of x[| W(w)u[IW(w)I]I]
X[ Iwh[3]u[ L) u] IR(w)OI]1]=
oX[ IwWh[3]uL(w)u[ IR(w)OI]!]
(An exclusive OR with respect to W)
Wherein
h[3](yk)=h[Iwl]((1oA[ IL(W)IDGoA[ IR(W)I])(koA[IwI]))
w[w|=b[lwl]oA[Iw]|] are set
b[Iwl]: The output of the element w
X[ 3wl ]=x[lwu|w]l]
X[ ] (w It =] ] w1 ] [1]({b[IwI]
1) is finally output.
| Validity Proot for the Calculation of the First Cycle]
| Detail of the Validity Proof Generation 1507 for the Cal-
culation of the First Cycle]
The following symbols are defined.
A[12IF I]={{a[2IwWijkI]}|a[2IwWijkI |eF },
F[25:Tla[l0b[ (10 c[IOI]la[I11]b[I11]c[I11]] (u[2])eA[12] 1s
set as
F[25:11abcla[l6l]b[l6l]c[I61]](u[2])
[x[2Ih[:TIwa[l1CO1[6]11b[1;O][6]1]c[IkKOK[6]
Wherein
w: element
7| 21eK[12],
a[2]e A[12],
a[25]eA[125],
al10[],a[I11],b[101],b][I11],c[101],c[I11],eF
u[2]eK][12],
In this section, the additional character [ :1-1 | is omitted for
the sake of simplicity.
The knowledge 1s proved through the following method.
First of all, a random number 1s put 1n a hash function to
generate the following.

=b[I]Iw]Itl]I]

11 ak)]

P[6]eG]1]
The following calculations are performed.
P[26B]=(14m)P,
P[26]=2P[26B]e[lal], (A sum related to «. 1s taken)

NOT(A)={NOT\| |W| D}
UI generates PROOF1I 1n a procedure described below.
The following data 1s randomly and uniquely selected.
X|26#]|ea,
26#11S[23]1]eA[12]7,
26#11S[233](|21]1e A[12].
26T[2&11#1]eA[12]7,
26T[233)#1]eA[12]°,
26T[233]#11211eA[12],
246#11T[233] 211eA[12]7,
256#11U[25&1]11eA[125]7,
256#]1IA1]e A[1235],
256#11U[25&2]1 e A[123],
256#11U[25&3]1 e A[123],
256#11U[2335:1]1]e A[125]
256#11T[2335:1]|]21]eA[12].

ﬂm@'@'@'ﬂ'ﬂ'ﬂ'ﬂ'@'@'@
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Then, the following calculations are performed.
CI2x[2J#]I[lowWh!]l]=x[2#]law WhI|]|P[2B]+(x
26#1laowWhI|P[26B],C[2x
ToawWh!]I]}HIwWhl], (A sum related to c. is taken)
C[2#1IS[23]1]=S[ 23 1]+p[26S][ 23 |#I]P[26],
[26S[23]#],
C[2S[23]#HI]=(C[2S[23]#II1
described as
(C[2S[23]#1I111],C[2S[23]#1121]).
Cly,C[2S5[23]]#1I11]
yC[2S[23]#1111]+p[26S[233]4#1121P[26|]]{ A[12]},
CI2S[233|#I]=(C[2S[23]|#1111],C[25]233]#1I21]),
C[2S[233 #1121 |=C[2S[ 23 |#1121]+C[ 2y,C[25]23]]#1I1],
T[S[233]#]])=(T[S[23]#]1I11],
T[S[23]#11 21 ]+yT[S[23]#1I11]+p[26S[ 233 |#I]).
Wherein (t[S[23]#1I11], T[S[23 #1121 ])=(T[S[23]#]]).

1.(C[2S[231#D[121])

[21#1]={Ze[ Il [C[2x[2]#]]

T[S[23]#1]=p

1S

C[2T[2& 1 #I|=T[2&1:1]+p[26 T[2& 1 J#I|P[26] is set as.

T T[2&1#]]=p[26T[2&1]#]],
C[2T[233]#]1])=T[233:1]+p[26T[233]#]1]|P[26],T
=p[26T[233]#]],
C[2T[23:I]#I]=(C[2T
described as
(CI2T[23:1]#1111],C[ 2T[23:1]#1121]).

[23:1]#1111],C[2T[23:1]#1121])

[T[233]#]]

1S

Cly.C[2T[23:1]J#1I1111=yC[2T[23:1]#11 11]+p[26 T[233]#112I]

P[26A[12]].
CI2T[233]#1]=(C[ 2T 23:1]#1111],C| 2
C[21
T T[233|#]1]=(T[T[23:1]#I1I11],
T T[23:1]#11 21 |+yT[T[23:1]#111
Wherein (t[T[23:1]#1111], T

T[233]#1121]),

I]+p[26T[233]#I]).

T[23:1]#1121])=c[ T[23:1]#1].

[2331#11211=C[2T[23:1|#1121]+C[2y,C[2T[23:1]]#1I11].

K[2y,C[2T[233]]#1111]=y[4#T|C[2T[23:1]]+p[246T[233]

H#1111TP[26],
c[25U[25& 1 JH#1|=U[25& 1 :1]+p[256#11U[25&1]IP[26].T
[U[25&11#1]=p[256#TIU[25&1]1].
C[2MHT=A[HT]P[2]+p[256#TIAI]P,
0[256NOT(MHI|=—p[256M#1],C[2NOT(M)#1|=P[2]-C
(2011,

C[2U[25&2]#1]=F[25:1IA[L]{ Y00INOT(A)[L]00](u[2])C

[2U[25& 1 J#1]+p[256#11U[25&2]1]P[26].
Wherein NOT(A)[L]={NOT®)[IL(w)I]}.
t[U[25&2]#1]=F[25:1IA[L]4
[25&1 |#I]+p[256#11U[25&2]1],
C[2U[25&3]#I]=F[25:1I0A[R]JOIONOT(M[R]O](u[2])C
[2U[23&2]#1]+p[256U[25&3]#1|P[26],
Wherein
NOT(M)[R]J={NOT)[RIR(wW)I]}.
T[U[23&3|#I]|=F[25:1I0A|R]OIONOT(M[R]
[25&2)#]]+p[256U[25&3]#I].
C[2U[235:1]#I]=F[25:1100A00NOT(A) [(u[2])C[2U
[25&3)#]],
T[U[2335:1]#1]=F[25:1100AI00NOT (M) (u[2])t[U
C[2U[235:1]#I]=((C[2U[235:1]#1])[ 11
[121]) 1s described as
(CI[2U[235:1]#1111],C[2U[235:1]#1121]).
Cly,C[2U[233:1]J#1I11]=yC[2U[235:1]#II1
[2335:1]|[211P[26A[12]],
C[2 ([2335: 1]#I|=(C[2U[235:1]#]1I
C[2T[2335:
#1111,
[ T[2335: 1]#I]=(T[U[235:1]#1I1],
T[U[235:1]#1121 ]+ YT[U[235:1]#111[]+p[256T[233 5:1]#I]),

O](u[2])[U

+p[256#1IT

111.C[2T

[2335:1]#1121]).
[J#1121]=C[2U[235:1]#1121]+C[2y,C[2U[235:1]]

LOOINOT(M)[L]00](u[2])t[U

[25&3]#1)),
1,(C[2U[235:11#1])

Wherein (t[U[235:1]#1111], T[U[235:1]#1121])=T[U[235:]]

#1].
Furthermore, the following expressions are calculated.
In the case of x[2]awWh!|P[2B]=1
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With respect to each aowWh, x[246&11lawWhl!]eB[1] 1s
randomly selected to calculate K[2&1laowWh|]=x
[246& 1100w Wh]P[26]

Randomly,

x[29&n|awWhl],

c[2&nloawWh!]eB[1] 1s selected to calculate

K[2&n|lawWhl]

x[29&n|awWh!]|P[26]
—c[2&n|awhl!|(C[2x[2]lcwWh!]-mP[2B])
In the case of x[2|lawWh!]P[2B]=n.

With respect to each awWh, x[246&n|lawwhl|]eB[1] 1s
randomly selected to calculate K[2&mloawWh|]=x
[246&m|oowWhI]P [26B]

Randomly,
x[29&1lawwhl], c[2& 1w Whl ]
eB[1] 1s selected to calculate
K[2&1lowWh! |=x|29&1lawWh! |P| 26 ]
—c[2&1lawWhl] (C[2x[2]laowWh!]-P[2B])
and
(K[2&1lowWhl],

(K[2&n|awWh]
Moreover, the following data 1s umiquely and randomly

selected.

x[24#1], x[246#1]eA[12],
v[4#1]€F,,

r[24#1]eA[12F, ],

0[246S[23]#1]eA[12]>,
0[246S[2331#11211e A[12]2

s[24S#11e A[125], T[4S[233#1]eA[125],
r[24#1]eA[12F ],
0[246T[2&1]#1]eA[12]7,
0[246T[233]#11eA[12]7,
S[24T#I|eA[125], T[4T[233|#1]eA[125].
0[2456U[25& 11#1]

eA[125]°

0[2456M\#1]eA[125].

M4#T]eF,,

NOT(M)[4#]],

INOT(M)[4#]1Iwl]}.

NOT(M)[#]Iwl]

ek,

p[2456U[25&2]#]1]eA[125],

p[2456T[2335:1]#11211eA[12]7,

s[245U#HIeA[125], T[4T[2335:1)#1]eA[125],

Then, the following expressions are calculated.

2X[2]#1]|=x[24#]1|P| 2]+x[246#]1]|P[26],

2312](x),QI2JHTI=I[2](x[24])Q[ 2]

2y#||a=y[4#]1]Pel , = B[ 1],

2r[2],s[2]#]]|=r[ 24#]1]s| 2]+p[ 246S[23]#]]|P[ 26],

2y, C[2S[233]]#11 1| ]=y[4#1]C[2S[23]]+p[246S[233]

#I1111P[26],

25| 24S|#1]=s[24S#1] Y[ 2]-T[45[233 |#]]P[26],

:21*[2],T:2]#1]—1*[24#I]T[2]+p[246T[2&1]#I] [26],

2I21(x[2]), T[2& 1 [#HI =T 2] (x[24#]1]) T[2&1 |+p[246T

[233]#1|P[26],

25| 24T #I)=s[24T#I| Y [2]—<[4T[233]#]1]P[26],

25U[25& 1 |#I[=U[25:1-11*F[25:110,0,01 (x| 24#1] )+p

[2456U[25&1|#I]P[26],

K[2A,P[2]#]|=A[4#]]|P[2]+p[ 2456A#]1|P[26]. K[2A, C[2A]
#I|=AAH]1)C[2A#]1]+p[ 2456 A#]1|P[26],

AALHI={A[4#1IL(w)I] } NOT (M) [4LA|={NOT (}\)[4#1IL
(W)l] } K[2U[25&2]#1]=F[25:1IA[4L]JOOINOT(A)[4L]
00](1)*U[25&1]+p[2456U[25&2]#I|P[26],

AR AAAR AARARR
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AARAT|={A[4#1IR(W)I] } NOT(M)[4R#I]={NOT(A)[4R
(wW)#1]} . K[2U[25&3J#I]=F[25:110A[4R]0IONOT ()
[4R]0](1)*U[25&2]+p[2456U[25&3|#I|P[26],
AARAT={A[4AR(W)#HI]}, NOT(A)[4R#I]={NOT(M)[4R(W)
#1]}, K[2U[235:1]#1]=F[25:1100A[4]IOONOT(A)[4]]
(1)*U[25&3],
K[2y,C[2T[2335:1]J#1I11]=y[4#1|C[2U[235:1]]+p[2456T
[2335:1]#11]P[26],
K[2s[245U]#]]=s[245U#I|Y[2]-T[4T[2335:1]#1]|P[26],
Furthermore, the following expressions are calculated.
c[#1]=Hash(DATA1I-1, BODY1LC[2x]|2]#I], C[2S5][23]#I],
(CI2S[23]#1111],C[2S[23]#1121]),Cly,C[2S[ 23] J#1I11],C[2T
[2&1]#]], CI2T[233]#1],(C[2T[23:1]#1111],C[2T[23:]]
#1121]),C[2T[233]#]], K[2s[24T]#I]=s[24T#I]Y[2]c[25U
[25&1#1],C[2A#]],C[ZNOT(M#I], C[2U[25&2]#1].C[2U
[25&3#1],C[2U[235:1]#1],(C[2U[235:1]#1111],C[2U[235:1]
#121]),Cly,C[2U[233:1]]#1I111],C[2T[2335:1]#1121],
K[2&1lawWhl!], K[2&nlawwhl!], K[2x[2]#]], K[2] [2](x),Q
[ 21#1], K[2v#1].K[2r] 2],s[2]#]1], K[2y,C[25]233]]#1I11], K[2s
[24S]#1], K[2r] 2], T[2]#]], K[2J]2](x[2]), T[2&1]#]], K[25U
[25&1]#]1], K[2A, P[2]#]I], K[2A,C[2A]#]I].K[2U[25&2]#],
K[2U[25&3|#]],K[2U[235:1]#1], K[2y,C[2T[2333:1]]#1I11],
K[2s[2435U]#I],).
Wherein Hash denotes a Fp value hash function.
Then, the following expressions are performed,
In the case of x[2lawWh|]|P[2B]=1.
With respect to each awwhce, [2&1lawWhl]=c[#]]-c
2&nlowWhl] 1s set to calculate x[29&1|awWhl]=c
2&1lowWh!](x[26/cl])[IwWhI]+x[246& 1 |ccw Wh .
In the case of X[2lcwWh!|P[2B]=m.
With respect to each awWh, c[2&nloawWhl]=c[#]]-cC
2&11awWNhI] 15 set to calculate x[29&m|oawWhl]=c
2&nawWhl](x[26lal ][ IwWhi]+x[246&n|aw Wh],
establishing (c[#I]c[2&1lawWh!],x[29&1lowWhl]),c
[2&n|lowWh! ], x[29&M|awWhI])).
Moreover, the following expressions are performed.
X[ 28#1|=c[#I|x[ 2#1 |+x[ 24#1] x| 268#] |=c[#]I |x([ 26#]] +x
[246#1],
yl8#L|=c[#1]y[#1]+y[4#1],
r[ 28#1|=c[#1]r[2#]1]+r[24#]1],p[268S[ 23 |H#]I|=c[#]]p[26S
[23]#1]+p[246S[23]#],
r| 8#I|=c[#1]|r[ 2#]]+r[24#]1],p[ 268 S[233]#1I2]]=c[#I]p
[26#11S[233]]21]+p[246S[233]#1121],
s| 28SHI|=c[#1]|s[24S#]I|+s[ 24S#I], T[8S[233 J#I]|=c[#I]|T[S
[233]#1]+T[4S[233]#]],
| 28#1|=c[#1]r[2#1]+r[24#]1] x| 268 T[2& 1 |#]I|=c[#]]p[26T
[2& 1 #I]+p[246T[2&1]#]],
p[268T[233|#]|=c[#]]p[26T[233 |#]]+p[246T[233]#I],
r| 8#I|=c[#1]|r[2#]]+r[24#]1],p[ 268 T[233]#1121]=c[#]]p
[26T[233]#1121]+p[246#11'T[233]|21],
s| 28 T#HI|=c[#]I|s[24T#I|+s[24T#I], =[8T[233]#]]=c[#I]t
[T[233]#]]+T[4T[233]#1],
P[2568U[23&1 |#]|=c[#]]p[256U[25&1]#1]+p[2456U
[25&1]#]],
M SHI|=c[#HI|A[#I]+A[4#]],p| 2568A#]I|=c[#]|p[256A#]]+p
[2456A4#1],
NOT(M)[8#I|=c[#I|INOT(M)[#I]+NOT(M)[4#]],
P[2568U[23&2]#]|=c[#]]|p[256U[25&2]#]1]+p[2456U
[25&2]#]]P[26],
P[2568U[23&3|#]|=c[#]]|p[256U[25&3|#1]+p[2456U
[25&3]#]]P[26],
r] 8#I|=c[#1]|r[2#]]+r[24#]1],p[ 2568 T[2335:1]#112I|=c[#]]p
[256T[2335:1]#1121]+p[2456T[ 233 5:1]#1121],
s[258U#HI |=c[#]]|s[245U#I]+s[245SU#I],
T[8T[2333:I]#] |=c[#I|T[ T[2335:1|#I]+T[4T[2335:1]#]].
Then, the following expressions are established.
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PROOF1I=(C[2x[2]#1],C[2S[ 23 |#I],(C[2S[23 #1I11],C[2S
[23]#1121]),Cly,C[2S[23]]#11 11],C[ 2T[2&1]#1],C[2T[233]
#11,(C[2T[23:1]#111],C[2T[23:1]#1121]),C[2T[233]#]],c
[25U[2 3&1J#I], C[2A#I],C[2ZNOT(M#AI],.CI2U[25&2]#1],
CI2U[23&3]#1], C[2U[233:1]#1], (C[2U[2 35:1]#1I11],C[2U
[235:11#1121]),Cly,C[2U[235: 1] J#1111],C[2T[2333:1]#1121].K
[2&11lowWhlI], K[2&nlawWh], K[2x][2]#]], K[2]J][2](x),Q
[21#1].K[2v#]], K2r[2],s[2]#]1].K[2y,C[25][233]]#1I11],K[2s
[24S1#1].K[2r[2], T[2]#]], K[2J[2]X[2]),T[2&1]#]I], K][2s
[24T)#I], K[25U[25&1]#]1 |, K[2A.P[2]#]].K[2A,C[C2A]#1],
K[2U[25&2]#]], K[2U[25&3 |#1].K[2U[235:1]#1, K[2y,C[2T
[2335:1]]#1111],K[2s[ 245U J#I],c[#1],x[29& 1 [aow WhI] ), x
[29&M|awWhI])),x[28#1],x[268#1],y[8#]1], r[28#I],p[268S
|23 |#1]r| 8#1]p[268S| 233 |#1121|s[ 28SHI |r[28#]|p[268T
[2& 1 #]]p[268T[233|#1]r[ 841 p[268T[233]#1121]p[2568U
[25& 1 |A#I]A[8#]],p[2568A#]| NOT(M[8#] |, p[2568U
[25&2]#1],p[2568U[25&3 J#]], r|8#I|p[2568T[2335:1]#1121]
s[258U#I]).

[ Detail of the Validity Proof Verification 1502 for the Cal-
culation of the First Cycle]
Afterrecerving PROOF1I, UI+1 checks the following data.
c[#1]=Hash(DATA1I-1, BODYI1LC[2x[2]#I], C[2S][23]
#1], (C[2S[23]#1111],C[2S[23 #1121]).Cly,C[2S[ 23]]
#1111, C[2T[2&1]#1],C[2T[233]#]], (C[2T[23:1]#1I11],
C[2T[23:1]#1121]),C[2T[233]#1].K[2s[24T  [#I]c[25U
25& 1#I],CI2A#I],CI2NOT(M#I],CI[2U[25&2]#1],C
2U[25&3#1],C[2U[235:1)#I],(C[2U[235:1]#1111],C
2U[235:1)#1121]),Cly,C[2U[233:1]]#1111],C[ 2T(2335:
D#II21],K[2&11owWh!], K[2&n|lawWh!], K[2x[2]#]],
K[2J[2](x),Q[2]#]], K[2y#I],K[2r]2],s[2]#]1].K][ 2y,
C[2S[233]]#1I11], K[2s[24S]#]I].K[2r[2], T[2]#1], K[2]
2)1(x[2]), T[2&1)#]1], K[25U[25&1]#]1],K[2A,P[2]#]1].K
2ACI2AJ#], K[2U[25&2])#]1], K[2U[25&3]#1],K[2U
235:11#1],K[2y.C[2T[2335:1]]#1111], K[2s[245U#I],),
With respect to each awWh, the following expressions are
established.
c[#l]=c[2&1lowWhl|]+c[2&M|oaowWh!].x[29& 1lawWh]
P[6B|=c[2&1loawWhI](C[2x[2]laowWh|]-P[2B])+K
2&11lowWh!],x[29&1lawWh!]P[6B]=c
2&nM|owWh](C[2x[2[laowWhI]-nP[2B])+K
2&nIawWh!
It 1s checked whether or not the following expressions are
established.
X[ 28#1|P[2]+x[28#]I|P[26]=
c[#I|C[2x[ 2]#I|+K [ 2x[2]#]],
J[2](x[28#1])O[2#1)=J| 2] (c[#1])0] 2#1]+K[2][ 2](x),0[ 2]
#1],
Bitl]ek
BHLP[2]=c[#]I](x][2:1]-r[2])+K][2v#]I].
Bil]ek
[28#1]s[2:1-1]

i

[268S[23#1]P[26]

| = +

c[H#I]C[2S[231#1]+K [2r[2].5[2]#1],
c[#I]C[2y,C[2S[23]]#1111]

+

K[2y,C[2S[23]]#1111]
y[8#1|C[2S[23]#112]]

+

0[268S[233]#11211P[26A[12]],
c[#1] (s[2#1]-C[2S[233]#1])

+

K[2s[24S]#1]

S[28SHI]Y[:]]
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T[8S[233]#1]P[2].
[ 2841 T[2:1-1]

+
0[268T[2&11#1|P[26]

[HI|C[2T[2&1 J#1]+K [2r[2].T[21#1].
[21(x[28#1])T[2&1:1-1]

+

0[268T[233|#1|P[26]

c[HI|C[2T[233#1]+K [2r] 2], T[2& 1]#1],
c[#I]C[2y,.C[2T[23:1] #1111+
K[2y,C[2T[23:1]]#1I11]

y[8#I|C[2T[23:1]#1121]

+
0[268T[233]#11211P[26A[12]],
c[#I](T[2#1]-C[2T[233]#1])

+

K[2s[24T|#1]=

S[28THITYT:I]
1_:[8T[233]#1]P[2],
r[28#1]eA[12F ],
U[25:1-11*F[25:110,0,01] (x[28#1])
+

0[2568U[25& 1]#1|P[26]

c[#I]c[25U[25& 1 #I]

-4

K[25U[25&1 J#]],

With respect to each wWigk, 1[6], 1[6], k[6]
A[B#IIwW1KI[6], j[6], K[6]]eF , 15 established.

A BHINP[2]+p[2568A#I|P[26 |=c[#I|C|2A#I]+K][2A,P[ 2]
#I] M SHI|C[2A#1]+p[2568A#1]P[2 6]=c[#I]|C[2A#]]+K
[2A,C[2A)#]],

C[2ZNOT(M#I=P[2]-C[2A#]],

c[#I|C[2U[25&2]#I|+K[2U[25&2|#1]=F[25:1IA[8L]
00INOT(A)[8L]JO0](1)*U[25&1]+p[2 S68U[25&2]#I]|P
[26],

c[#I|C[2U[25&3|#I|+K[2U[23&3 |#I]=F[25:1IA[8K]
O0INOT(A)[8R]O0](1)*U[25&2]+p[2568U[25&3|#1]P
[26],

c[#I]C[2U[235:  IJ#I]+K[2U[235:1]#1]=F[25:11{00A[8]
[OONOT(M)[8]](1)*U[25&3],

c[#I|C[2y,C[2U[235:1]J#1I1 [+K[2y,C[2U[233:1]J#1l =y

SHI|CI2U[235:1]#1121]+p[256 8T[2335:I]#1121]P[26A

1211,

c[#IJ(U[2#]1]-C[2T[2333:1]#1])+K|[2s[245U]#I]=s
[258UHI|Y[:I]—T[8T[2335:I]#1]P[2].

| Validity Proof for the Calculation of the Second Cycle]

| Detail of the Validity Proot Verification 1507 for the Cal-
culation of the Second Cycle]

UI randomly selects the following.

y[4&I]eF,

Then, PROOF?2I 1s calculated as follows.
Pl4&I]=y[4&I|P,O[4&1I1|]=y[4&I]|O[&II11],
c[&I]=Hash(DATA2I-1|BODY2I-1|[P[4&I]||®[4&I]),
y[8&I|=c[&I]y[&I]+y[4&I],
PROOF2I=P[4&]]||®[4&I]||c[&I]||v[8&I].
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| Detail of the Validity Proot Verification 1502 for the Cal-
culation of the Second Cycle]
When receiving PROOF1I, Ul+1 checks the following.
y[8&I|P=c(R[:I]-R[:I-1]})+P[4]
y[8&I]|O[8&I-110|]=c(O[&I-1101]-O[&II0])+O[4&]-
1101]

INDUSTRIAL APPLICABILITY

The present mnvention 1s effective at an electronic bidding,
an electronic auction, or the like 1in the case 1n which the
bidder and the bidding price are desired to be determined
while bidding prices of bidders other than a successiul bidder
are kept secret and, and at the same time there 1s a necessity in
that a third party can verily that the determination 1s appro-
priately performed, or 1n the case in which a third party can
verily that a voting count 1s appropriately performed 1n an
clectronic election while anonymity 1s kept.

This 1s because with use of the present invention, if results
of the above-mentioned bidding, auction, and election are
made by a plurality of calculation devices, no one can newly
obtain information other than the calculation result at the
same time the calculation validity can be verified by every
one. Then, this calculation 1s more effectively performed as
compared with the prior art. In addition, the number of com-
munications performed among the calculation devices 1s low,
so the time spent by the calculation devices to secure the
communication lines 1s also low, which leads to the high
elficiency.

The invention claimed 1s:

1. A method of calculating a value of a given function by
using an apparatus including a plurality of computers, com-
prising:

an iput process;

an ElGamal cipher text preparation process;

a sequential substitution reencryption process; and

a result output process,

characterized 1n that the input process comprises an infor-

mation iput step of inputting to the plurality of com-
puters information on a circuit including a plurality of
gates and the information, and a dispersion mput step of
inputting to each of the computers each one of plural
pieces ol partial data which are obtained by dispersing
input data of the given function into plural pieces by the
number of the computers,

the ElGamal cipher text preparation process comprises an
ElGamal cipher text preparation step 1 which at least

one of the computers generates a set of ElGamal cipher

texts corresponding to mputs of the gates of the circuit
that realizes the given function,
the sequential substitution reencryption process comprises
a step of allowing each of the computers to perform a
substitution reencryption process one after another, and
the substitution reencryption process comprises a cipher
text obtaining step of allowing the computer 1n turn to
receive the set of ElGamal cipher texts from the com-
puter in the previous turn, a cipher text substitution and
reencryption step of changing an order of the set of
ElGamal cipher texts recerved 1n the cipher text obtain-
ing step for substitution and subjecting those cipher texts
to reencryption, a step of disclosing the data generated 1n
the cipher text substitution and reencryption step to at
least the computer 1n next order, and a step of stopping
the sequential substitution reencryption process when
all of the computers have performed the sequential sub-

stitution reencryption process, and
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the result output process comprises a partial decryption
step of deciphering or partially deciphering a part of the
cipher texts generated 1n the cipher text substitution and
reencryption step, a decryption step of deciphering a
cipher text that enciphers data corresponding to the input
to the circuit 1n the cipher texts generated in the cipher
text substitution and reencryption step, and an evalua-
tion step of evaluating an output of the circuit by using
the data deciphered 1n the decryption step and the data
partially deciphered 1n the partial decryption step.

2. The calculation method according to claim 1,

characterized 1n that the set of ElGamal cipher texts corre-
sponding to the inputs of the gates 1s a set of ElGamal
cipher texts of a secret key, corresponding to each of the
inputs of the gates, generated by each of the computers,
and

a public key used for generating the ElGamal cipher texts 1s
a sum of public keys corresponding to gates for gener-

ating two signal iputs to the gate.

3. The calculation method according to claim 1,

characterized 1n that the input process further comprises a
step of inputting an area variable of an ElGamal encryp-
tion method to each of the computers,

the ElGamal cipher text preparation process further com-
prises a gate secret key generating step of generating a
secret key of the FlGamal cipher texts corresponding to
the mputs of the gates of the circuit by each of the
computers,

cach of the computers performs:

a gate public key generating step of generating a gate
public key corresponding to the secret key generated in
the gate secret key generating step;

a gate public key validity proof generating step of gener-
ating a gate public key validity proof for the public key
generated 1n the gate public key generating step;

a gate public key validity proof disclosing step of disclos-
ing the gate public key validity proof generated 1n the
gate public key validity prootf generating step;

an input gate secret key generating step of generating a
secret key of the FlGamal cipher texts corresponding to
the inputs of the gates where an input 1s directly made to
the circuit of the gates of the circuit;

an 1put gate public key generating step of generating an
iput gate public key corresponding to the secret key
generated 1n the mput gate secret key generating step;

an input gate public key validity proof generating step of
generating a validity proof for the input gate public key
generated 1n the mput gate public key generating step;

an 1nput gate public key validity proof disclosing step of
disclosing the input public key validity proof generated
in the input gate public key validity proof generating
step;

a gate public key obtaining step of obtaining gate public
keys generated by other respective computers;

a gate public key integration step of integrating the gate
public keys obtained in the gate public key obtaining
step;

a gate public key encryption step of enciphering the gate
secret key cipher text with the gate public key integrated
in the gate public key integration step;

a gate secret key cipher text disclosing step of disclosing a
gate secret key cipher text generated in the gate public
key encryption step;

a gate secret key cipher text validity proof generating step
of generating a validity proof for the gate secret key
cipher text;
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a gate secret key cipher text validity proof disclosing step
of disclosing the gate secret key cipher text validity
proof generated in the gate secret key cipher text validity
prool generating step;

an input cipher text generating step of generating a cipher
text corresponding to a part ol the input to the circuit that
1s mput to each of the computers;

an mput cipher text validity proof generating step of gen-
erating a validity proof for the cipher text corresponding
to the part of the mput of the circuit generated 1n the
input cipher text generating step;

an 1mput cipher text validity proof disclosing step of dis-
closing the proot generated 1n the input cipher text valid-
ity prool generating step; and

an output cipher text generating step of generating and
disclosing a cipher text corresponding to an output of the
gate,

the sequential substitution reencryption process com-
Prises:

a gate secret key cipher text substitution and reencryption
step of changing an order of a set of the gate secret key
cipher texts with one substitution randomly selected on
the basis of a predetermined permitted substitution
method for reencryption;

an mput cipher text substitution and reencryption step of
changing an order of a set of the input cipher texts with
one substitution randomly selected on the basis of a
predetermined permitted substitution method for reen-
cryption;

an output cipher text substitution and reencryption step of
changing an order of a set of the output cipher texts with
one substitution randomly selected on the basis of a
predetermined permitted substitution method for reen-
cryption; and

a gate secret key cipher text, input cipher text, and output
cipher text substitution and reencryption validity proof
generating and disclosing step of generating and disclos-
ing validity prooifs for the substitution and reencryption
performed in the gate secret key cipher text substitution
and reencryption step, the input cipher text substitution
and reencryption step, and the output cipher text substi-
tution and reencryption step,

the partial decryption step of the result output process
COMPrises:

a gate secret key partial decryption step of partially deci-
phering the gate secret key cipher texts by mutually
performing communication and calculation by the com-
puters;

an mput cipher text partial decryption step of partially
deciphering the input cipher texts by mutually perform-
ing communication and calculation by the computers;

an output cipher text partial decryption step of partially
deciphering the output cipher texts by mutually per-
forming communication and calculation by the comput-
ers; and

a gate secret key, input cipher text, and output cipher text
partial decryption step validity proof generating and dis-
closing step of generating and disclosing the validity
proois for the partial decryption performed 1n the gate
secret key partial decryption step, the mnput cipher text
partial decryption step, and the output cipher text partial
decryption step, and

the calculation method further comprises a step of verity-
ing various validity proofs disclosed by other comput-
ers.

4. A calculation system for evaluating a function, compris-

ng:
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a plurality of computers;

communication means for performing communication
with the plurality of computers;

input process means;

ElGamal cipher text preparation means;

sequential substitution reencryption means; and

result output means,

characterized 1n that the input means inputs information on
a circuit whose output 1s desired to be obtained, infor-
mation on the plurality of computers, and information on
which part of an mput to the circuit each of the comput-
ers has,

the ElGamal cipher text preparation means prepares ElGa-
mal cipher texts for generating a set of ElGamal cipher
texts corresponding to mnputs of gates of the circuit that
realizes the function,

the sequential substitution reencryption means comprises
cipher text obtaiming means for allowing the computer in
turn to receive the set of ElGamal cipher texts from the
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and reencryption means for changing an order of the set
of ElGamal cipher texts received by the cipher text
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obtaining means for substitution and subjecting those
cipher texts to reencryption, means for disclosing the
data generated by the cipher text substitution and reen-
cryption means to at least the computer in next order, and
means for stopping operation of the sequential substitu-
tion reencryption means when the sequential substitu-
tion reencryption means has been performed with all of
the computers, and

the result output means comprises partial decryption
means for deciphering or partially deciphering a part of
the cipher texts generated by the cipher text substitution
and reencryption means, decryption means for decipher-
ing encryption related to 1tself of a cipher text that enci-
phers data corresponding to the input to the circuit in the
cipher texts generated by the cipher text substitution and
reencryption means, and evaluation means for evaluat-
ing an output of the circuit while using the data deci-
phered by the decryption means by the plurality of com-
puters and the data partially deciphered by the partial
decryption means by the plurality of computers.
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