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1

METHOD FOR ADVANCED MANAGEMENT
OF SOFTWARE DISTRIBUTION TASKS

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates generally to an improved data
processing system and 1n particular, to a computer 1mple-
mented method, apparatus, and computer usable program
code for updating or maintaining software 1n a network data
processing system. Still more particularly, the present mnven-
tion relates to a computer implemented method, apparatus,
and computer usable program code for dynamic segmenta-
tion of software importing, distributing, installing, and veri-
tying compliance.

2. Description of the Related Art

Reliance on software has grown exponentially in recent
years because of the increased use of computing devices in
every aspect of business and society. Users have come to rely
on software. With the reliance, a need exists for the software
to be properly maintained and updated for the user’s indi-
vidual hardware and respective endeavors. Software devel-
opers frequently provide patches, updates, and new software
offerings as products are turther developed and as new needs
and problems arise. Most customers access new soltware,
updates, and patches through the Internet or through another
data network.

With current systems, updates and maintenance frequently
involves extensive coordination of administrators, managers,
and imnformation technology personnel as well as the associ-
ated expenses. Additionally, system downtime, installation
problems, and scheduling can take a toll on the updating user.

For example, information technology (IT) administrators
of software customers may have to mnitiate contact with a
supplier site to 1dentity new updates for existing products by
checking a supplier website to see 1 new patches exist for
cach one of the products that the customer currently uses.
Then, the customer 1s required to read the install notes to see
if any prerequisites or dependencies are present for the patch
prior to installation. Once the customer has verified this infor-
mation, the patch i1s then downloaded to the desired machine
and 1nstalled. Downloading the software patch and installing
it may require extensive amounts ol time and processing
resources for each task.

Current distribution and installation procedures are error
prone due to software contlicts and relationships, resource
pools, application tiers, and overall complexity. As a result,
most software update and maintenance efiorts are problem-
atic and neificient.

SUMMARY OF THE INVENTION

The present invention provides a computer implemented
method, apparatus, and computer usable program code for
managing a software installation. A graphical user interface 1s
displayed for receiving user input to manage a software
installation having multiple software installation tasks. A par-
ticular software installation task 1s initiated 1n response to the
particular software 1nstallation task being selected from the
multiple software installation tasks. The performance of the
particular task 1s customized based on the selection of the
option 1n response to a selection of an option during execution
of the particular software installation task is recerved. At least
one of the multiple soitware installation tasks may be sched-
uled and 1mitiated independently from others of the multiple
software 1nstallation tasks.
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2
BRIEF DESCRIPTION OF THE DRAWINGS

The novel features believed characteristic of the invention
are set forth in the appended claims. The invention itself,
however, as well as a preferred mode of use, further objectives
and advantages thereot, will best be understood by reference
to the following detailed description of an illustrative
embodiment when read 1n conjunction with the accompany-
ing drawings, wherein:

FIG. 1 1s a pictorial representation of a network of data
processing systems 1n which aspects of the present invention
may be implemented;

FIG. 2 1s a block diagram of a data processing system 1n
which aspects of the present invention may be implemented;

FIG. 3 1s a block diagram of server and client system 1n
which aspects of the present invention may be implemented;

FIG. 4A 1s a diagram of a graphical user interface for
presenting a user with options for displaying active tasks in
accordance with an 1llustrative embodiment of the present
imnvention;

FIG. 4B 1s a diagram of a graphical user interface for
presenting a user with information for obtaining import cri-
teria from a user 1n accordance with an 1llustrative embodi-
ment of the present invention;

FIG. 4C 1s a diagram of a graphical user interface for
presenting a user with options for obtaining import criteria
from a user 1n accordance with an i1llustrative embodiment of
the present invention;

FIG. 4D 1s a diagram of a graphical user interface for
presenting a user with options for obtaining distribution cri-
teria 1n accordance with an illustrative embodiment of the
present invention;

FIG. 4E 1s a diagram of a graphical user interface for
presenting a user with options for obtaining distribution cri-
teria 1n accordance with an illustrative embodiment of the
present invention;

FIG. 4F 1s a diagram of a graphical user interface for
presenting a user with options for obtaining distribution cri-
teria 1n accordance with an illustrative embodiment of the
present invention;

FIG. 4G 1s a diagram of a graphical user interface for
presenting a user with options for obtaining distribution cri-
teria 1n accordance with an illustrative embodiment of the
present invention;

FIG. 4H 1s a diagram of a graphical user interface for
presenting a user with information for obtaining installation
criteria in accordance with an 1llustrative embodiment of the
present invention;

FIG. 41 1s a diagram of a graphical user interface for pre-
senting a user with options for obtaining installation criteria
in accordance with an illustrative embodiment of the present
imnvention;

FIG. 4] 1s a diagram of a graphical user interface for pre-
senting a user with options for obtaining installation criteria
in accordance with an illustrative embodiment of the present
imnvention;

FIG. 4K 1s a diagram of a graphical user interface for
presenting a user with options for obtaining installation cri-
teria 1n accordance with an illustrative embodiment of the
present invention;

FIG. 4L 1s a diagram of a graphical user interface for
presenting a user with options for obtaining installation cri-
teria from a user 1n accordance with an illustrative embodi-

ment of the present invention;
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FIG. 4M 1s a diagram of a graphical user interface for
presenting a user with options for obtaining installation cri-
teria 1n accordance with an illustrative embodiment of the
present invention;

FIG. 4N 1s a diagram of a graphical user interface for
presenting a user with options obtaining installation critenia
in accordance with an illustrative embodiment of the present
imnvention;

FIG. 40 1s a diagram of a graphical user interface for
presenting a user with information regarding software instal-
lation 1 accordance with an illustrative embodiment of the
present invention;

FIG. 4P 1s a diagram of a graphical user interface for
presenting a user with information regarding software instal-
lation 1 accordance with an illustrative embodiment of the
present invention;

FIG. 4Q) 1s a diagram of a graphical user interface for
presenting a user with summary information regarding soft-
ware 1nstallation 1n accordance with an 1llustrative embodi-
ment of the present invention;

FIG. SA 1s a diagram of a graphical user interface for
presenting a user with compliance verification status infor-
mation in accordance with an illustrative embodiment of the
present invention;

FIG. 3B 1s a diagram of a graphical user interface for
presenting a user with compliance verification status infor-
mation in accordance with an illustrative embodiment of the
present invention;

FIG. 53C 1s a diagram of a graphical user interface for
presenting a user with compliance verification status options
in accordance with an illustrative embodiment of the present
invention;

FIG. 3D 1s a diagram of a graphical user interface for
presenting a user with compliance verification status options
in accordance with an illustrative embodiment of the present
invention;

FIG. SE 1s a diagram of a graphical user interface for
presenting a user with compliance verification status options
in accordance with an illustrative embodiment of the present
invention;

FIG. 5F 1s a diagram of a graphical user interface for
presenting a user with compliance verification status options
in accordance with an illustrative embodiment of the present
invention;

FIG. 5G 1s a diagram of a graphical user interface for
presenting a user with compliance verification status options
in accordance with an illustrative embodiment of the present
imnvention;

FIG. SH-1 1s a diagram of a graphical user interface for
presenting a user with compliance verification status infor-
mation 1n accordance with an illustrative embodiment of the
present invention;

FIG. SH-2 1s a diagram of a graphical user interface for
presenting a user with compliance verification status infor-
mation 1n accordance with an illustrative embodiment of the
present invention;

FIG. 5I-1 1s a diagram of a graphical user interface for
presenting a user with compliance verification status infor-
mation in accordance with an illustrative embodiment of the
present invention;

FIG. 51-2 1s a diagram of a graphical user interface for
presenting a user with compliance verification status infor-
mation 1n accordance with an illustrative embodiment of the
present invention;
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FIG. 5] 1s a diagram of a graphical user interface for pre-
senting a user with compliance verification status information

in accordance with an illustrative embodiment of the present
invention; and

FIG. 6 1s a flowchart illustrating the management of soft-
ware distribution 1n accordance with an illustrative embodi-
ment of the present invention.

DETAILED DESCRIPTION OF THE PR.
EMBODIMENT

(L]
By

ERRED

FIGS. 1-2 are provided as exemplary diagrams of data
processing environments in which embodiments of the
present invention may be implemented. It should be appreci-
ated that FIGS. 1-2 are only exemplary and are not intended to
assert or imply any limitation with regard to the environments
in which aspects or embodiments of the present invention
may be implemented. Many modifications to the depicted
environments may be made without departing from the spirit
and scope of the present invention.

With reference now to the figures, FI1G. 1 depicts a pictorial
representation of a network of data processing systems in
which aspects of the present invention may be implemented.
Network data processing system 100 1s a network of comput-
ers 1n which embodiments of the present invention may be
implemented. Network data processing system 100 contains
network 102, which 1s the medium used to provide commu-
nications links between various devices and computers con-
nected together within network data processing system 100.
Network 102 may include connections, such as wire, wireless
communication links, or fiber optic cables.

In the depicted example, server 104 and server 106 connect
to network 102 along with storage unit 108. In addition,
clients 110, 112, and 114 connect to network 102. These
clients 110, 112, and 114 may be, for example, personal
computers or network computers. In the depicted example,
server 104 provides data, such as boot files, operating system
images, and applications to clients 110, 112, and 114. Clients
110, 112, and 114 are clients to server 104 in this example.
Network data processing system 100 may include additional
servers, clients, and other devices not shown.

In the depicted example, network data processing system
100 1s the Internet with network 102 representing a world-
wide collection of networks and gateways that use the Trans-
mission Control Protocol/Internet Protocol (TCP/IP) suite of
protocols to communicate with one another. At the heart of
the Internet 1s a backbone of high-speed data commumnication
lines between major nodes or host computers, consisting of
thousands of commercial, government, educational and other
computer systems that route data and messages. Of course,
network data processing system 100 also may be imple-
mented as a number of different types of networks, such as for
example, an intranet, a local area network (LAN), or a wide
area network (WAN). FIG. 1 1s intended as an example, and
not as an archutectural limitation for different embodiments of
the present invention.

Data processing systems are capable of communicating,
information to users in many formats, including, for example,
text, graphics, sounds, animated graphics, synthesized
speech, and video. The software distribution application
employs a data processing system to combine such informa-
tion formats 1into a coherent and comprehensive presentation
to the users.

As a result of the increasing complexity of data processing
systems and with the introduction of multimedia presenta-
tions, attempts have been made to simplity the interface
between a user and the large amounts of data present within a
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modern data processing system. One example of an attempt to
simplily the interface between a user and a data processing
system 1s the utilization of so-called graphical user interface
(GUI) 116 to provide an intuitive and graphical interface
between the user, such as client 114 and the data processing
system. Graphical user iterface 116 1s an interface system,
including devices by which a user interacts with a system,
system components, and/or system applications via windows
or view ports, icons, menus, pointing devices, electronic
pens, touch screens, and other input devices. Information may
be both input and viewed by an administrative user and 1ndi-
vidual users using graphical user interface 116.

With reference now to FIG. 2, a block diagram of a data
processing system 1s shown 1n which aspects of the present
invention may be implemented. Data processing system 200
1s an example ol a computer, such as server 104 or client 110
in FIG. 1, 1n which computer usable code or instructions
implementing the processes for embodiments of the present
invention may be located.

In the depicted example, data processing system 200
employs a hub architecture including north bridge and
memory controller hub (MCH) 202 and south bridge and
input/output (I/0) controller hub (ICH) 204. Processing unit
206, main memory 208, and graphics processor 210 are con-
nected to north bridge and memory controller hub 202.
Graphics processor 210 may be connected to north bridge and
memory controller hub 202 through an accelerated graphics
port (AGP).

In the depicted example, local area network (L AN) adapter
212 connects to south bridge and I/O controller hub 204.
Audio adapter 216, keyboard and mouse adapter 220, modem
222, read only memory (ROM) 224, hard disk drive (HDD)
226, CD-ROM drive 230, universal serial bus (USB) ports
and other communications ports 232, and PCI/PCle devices
234 connect to south bridge and I/O controller hub 204
through bus 238 and bus 240. PCI/PCle devices may include,
tor example, Ethernet adapters, add-in cards and PC cards for
notebook computers. PCI uses a card bus controller, while
PCle does not. ROM 224 may be, for example, a tlash binary
input/output system (BIOS).

Hard disk drive 226 and CD-ROM drive 230 connect to
south bridge and 1I/O controller hub 204 through bus 240.
Hard disk drive 226 and CD-ROM drive 230 may use, for
example, an integrated drive electronics (IDE) or senal
advanced technology attachment (SATA) interface. Super /O
(SIO) device 236 may be connected to south bridge and 1/O
controller hub 204.

An operating system runs on processing unit 206 and coor-
dinates and provides control of various components within
data processing system 200 1n FIG. 2. As a client, the oper-
ating system may be a commercially available operating sys-
tem such as Microsoft® Windows® XP (Microsoft and Win-
dows are trademarks of Microsoit Corporation 1n the United
States, other countries, or both). An object-oriented program-
ming system, such as the Java™ programming system, may
run 1n conjunction with the operating system and provides
calls to the operating system from Java programs or applica-
tions executing on data processing system 200 (Java 1s a
trademark ol Sun Microsystems, Inc. 1 the Umted States,
other countries, or both).

As a server, data processing system 200 may be, for
example, an IBM eServer™ pSeries® computer system, run-
ning the Advanced Interactive Executive (AIX®) operating,
system or LINUX operating system (eServer, pSeries and
AIX are trademarks of International Business Machines Cor-
poration 1n the United States, other countries, or both while
[Linux 1s a trademark of Linus Torvalds 1n the United States,
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other countries, or both). Data processing system 200 may be
a symmetric multiprocessor (SMP) system including a plu-
rality of processors in processing unit 206. Alternatively, a
single processor system may be employed.

Instructions for the operating system, the object-oriented
programming system, and applications or programs are
located on storage devices, such as hard disk drive 226, and
may be loaded nto main memory 208 for execution by pro-
cessing unit 206. The processes for embodiments of the
present invention are performed by processing unit 206 using
computer usable program code, which may be located in a
memory such as, for example, main memory 208, read only
memory 224, or in one or more peripheral devices 226 and
230.

Those of ordmary skill 1n the art will appreciate that the
hardware in FIGS. 1-2 may vary depending on the implemen-
tation. Other internal hardware or peripheral devices, such as
flash memory, equivalent non-volatile memory, or optical
disk drives and the like, may be used 1n addition to or in place
of the hardware depicted 1n FIGS. 1-2. Also, the processes of
the present invention may be applied to a multiprocessor data
processing system.

In some 1llustrative examples, data processing system 200
may be a personal digital assistant (PDA), which 1s config-
ured with tlash memory to provide non-volatile memory for
storing operating system files and/or user-generated data.

A bus system may be comprised of one or more buses, such
as bus 238 or bus 240 as shown 1n FIG. 2. Of course the bus
system may be implemented using any type of communica-
tions fabric or architecture that provides for a transier of data
between different components or devices attached to the fab-
ric or architecture. A communications unit may include one or
more devices used to transmit and receive data, such as
modem 222 or network adapter 212 of FI1G. 2. A memory may
be, for example, main memory 208, read only memory 224, or
a cache such as found in north bridge and memory controller
hub 202 1n FIG. 2. The depicted examples in FIGS. 1-2 and
above-described examples are not meant to 1imply architec-
tural limitations. For example, data processing system 200
also may be a tablet computer, laptop computer, or telephone
device 1n addition to taking the form of a PDA.

The different embodiments of the present invention pro-
vide a computer implemented method, apparatus, and com-
puter usable program code for soltware management. Aspects
of the present invention manage software with dynamic seg-
mentation of software importing, distributing, installing, and
verilying compliance which are each broken down 1nto spe-
cific tasks. A user 1s able to separate and manage the different
parts of software acquisition or updates based on worktlow,
complexity, time availability, relationships, and other indi-
vidualized environmental factors. As a result, the user has
more options and flexibility for ensuring that the distribution
and 1nstallation of software occurs properly. The method and
apparatus described herein 1s referred to generically as soft-
ware management. The user, as used herein, refers to admin-
1strators, managers, and information technology personnel or
individual users who recerve the distributed software for
installation. The actions that may be taken by a number of
users 1s configurable. In one example, importing 1s performed
globally, by a centralized user, while distribution and 1nstal-
lation may only be performed by users that have been granted

the appropriate access rights for the given systems.

The software management system herein described may be
a commercially available software management system such
as Tivoli®, Tivoli Intelligent Orchestrator (T10) or Tivoli
Provisioning Manager (1TPM), which are products available
from International Business Machines Corporation. Tivoli
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and various Tivol1 derivatives are trademarks of International
Business Machines Corporation 1n the United States, other
countries, or both.

FIG. 3 1s a block diagram of a server and client data pro-
cessing system in which aspects of the present invention may
be implemented. FIG. 3 shows data flow between external
server 302 which 1s accessed to retrieve software, dedicated
server 304 which 1s used to perform the software manage-
ment, and target clients 306, 308, and 310 on which the
soltware 1s 1nstalled.

External server 302 1illustrated in FIG. 3 may be a server,
such as server 104 of FIG. 1. Dedicated server 304 may be a
server, such as server 106 of FIG. 1. Target clients 306, 308,
and 310 may be clients, such as clients 110, 112, and 114 of
FIG. 1. External server 302 houses the new software, updates,
patches, fixes, or miscellaneous software to be downloaded to
be installed on dedicated server 304 and target clients 306,
308, and 310. There may be any number of target clients from
one to thousands.

Soltware management application 312 1s stored and run on
dedicated server 304. Software management application 312
manages the controlled downloading of soitware from exter-
nal server 302 to storage repository 314. Storage repository
314 1s any storage medium networked to dedicated server 304
that allows information and software to be stored. In one
example, storage repository 314 may be a high-capacity disk
drive or interconnected disk drives. In another example, stor-
age repository 314 may be a tape drive storage system. In
another example, storage repository 314 may be housed 1n
dedicated server 304.

Soltware downloaded to storage repository 314 may be
outside a network firewall. The software 1s imported so that
the soltware may be brought within the firewall. Importing, as
herein defined, 1s naming, defining, and otherwise configur-
ing soltware so that it can be successiully recognized and
accepted by devices within a system or network.

Data center model 316 1s operably connected to dedicated
server 304 and may incorporate the historical data and the
hardware and software relationships that are supported by
solftware management application 312. For example, data
center model 316 may include information regarding sofit-
ware versions, software updates, hardware, device drivers,
and other information regarding dedicated server 304 and
target clients 306, 308, and 310. As devices, such as target
clients 306, 308, and 310 are updated, those changes are
recorded and archived so that they are easily accessed by
soltware management application 312. Data center model
316 etiectively contains an inventory of all the hardware and
soltware elements of a network system.

Soltware management application 312 displays informa-
tion to a user on graphical user interface 318. Graphical user
interface 318 displays import panels 320, distribution panels
322, installation panels 324, and compliance verification pan-
cls 326 to the user. These different panels include many
different display screens, text, graphics, 1cons, tables, menus,
and other graphical means providing the user information and
options and prompting the user to make selections and enter
information. The user may use a keyboard, mouse, touch
screen, trackball, or input output device to input information
and make the desired selections.

Graphical user interface 318 allows a user to mput 1nfor-
mation selecting which segment to begin. The general seg-
ments may mclude import, distribute, install, and verify com-
pliance status. Within each segment various tasks are
performed 1n order to successiully complete the segment.
Each task may require input or criteria from the user 1n order
to successiully complete the tasks within each segment. A
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task index displayed on graphical user interface may indicate
which segment and task 1s being performed. As tasks are
performed and segments implemented, those changes are
recorded by data center model 316 so that they can be recalled
as needed. The history of software installation 1s recorded so
that 1t can be retrieved from data center model 316 by soft-
ware management application 312 as needed. Segments may
be performed at different times allowing software manage-
ment application 312 to be extremely tlexible.

The panels allow software management application 312 to
obtain download criteria 328, import criteria 330, distribution
criteria 332, and installation criteria 334. The different crite-
ria specily every aspect of the software download and import,
distribution, installation, and verification. The criteria may
specily whether the desired action 1s to occur when manually
specified, automatically, or at a specified time.

For example, distribution criteria 332 may specily that
target clients 306 and 308 are to receive one software update
“A” at 8:00 a.m. while target client 310 1s to receive software
update “B” at 10:00 a.m. of a specified day.

Software management application 312 creates installation
package 336 that 1s distributed to target clients 306, 308, and
310 when updates are to be installed. Installation package 336
1s preferably a workilow wrapper or script that will be
executed by the target client so that the software will be
installed as soon as 1t 1s executed, at a designated time, or at a
time chosen by a user using the target client. Installation

package 336 allows a central user to control mstallation on a
number of clients.

FIG. 4A 1s a diagram of a graphical user interface for
presenting a user with options for displaying active tasks in
accordance with an illustrative embodiment of the present
invention. Window 400 1llustrates an interface that 1s pre-
sented to a user for receiving user input as to what action 1s to
be taken. Window 400 may be displayed to a user on a graphi-
cal user iterface such as graphical user intertace 318 of FIG.
3 1n order to recerve user mput and present information to the
user 1n a software management program such as software
management application 312 of FIG. 3.

Window 400 contains first pane 402 which includes task
index 404, an expandable drop down list that allows a user to
select different tasks to perform 1n the software management
application. Task index 404 highlights the action being per-
formed and dynamically changes within first pane 402 based
on the action being performed. In this example, the user has
selected software provisioning from task index 404. The user
input results 1n second pane 406 being displayed 1n window
400. In this example, first pane 402 1s displayed on the left
portion and second pane 406 1s displayed on the right portion
of window 400.

Based on the selected task, second pane 406 contains a list
of tasks so that the user can evaluate the progress of tasks and
determine 11 he would like to 1nitiate a new action to import,
distribute, 1install, or verily compliance status. In this
example, each task includes information such as the task
name, status, initiator, completion results, start time, and
whether the task has been repeated. Second pane 406 also
allows a user to search for tasks by entering a keyword.
Window 400 includes command entry line 408 so that the user
can enter initiate a task as needed. The user may 1nitiate a task
by entering a command 1n command entry line 408 associated
with a specific task.

In second pane 406 a list of tasks, status, initiator, comple-
tion results, start time, and whether the task has been repeated
1s displayed. The displayed imnformation allows the user to
quickly evaluate which software tasks are finished, being
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processed, or have problems 1n order to be able to make a
decision regarding the mitiation of new tasks.

The information or options presented to the user in first
pane 402 and second pane 406 are not fixed but rather are
progressive 1n response to input received from the user. In
some cases, different steps or options may not need to be
presented to a user based on previous input. For example, a
user that indicates that the distribution 1s for a single device
may not have to enter further information regarding target
systems for installation.

FIG. 4B 1s a diagram of a graphical user interface for
presenting a user with information for obtaming import cri-
teria from a user 1n accordance with an 1llustrative embodi-
ment of the present invention. The example screen of display
depicted in FIG. 4B 1s an example of information that may be
presented to a user in an 1mport panel, such as import panels
320 of F1G. 3 in order to obtain import criteria, such as import
criteria 330 of FIG. 3. For example, 1n second pane 406, the
user 1s prompted to i1dentily a file repository from which
soltware can be imported and prepared for distribution. Sec-
ond pane 406 also includes information prompting the user to
know the file repository, location, and device driver that
should be associated with the software and software proper-
ties.

FIG. 4C 1s a diagram of a graphical user interface for
presenting a user with options for obtaining import criterna
from a user 1n accordance with an 1llustrative embodiment of
the present invention. FIG. 4C 1s an example of information or
ficlds that may be presented to a user in window 400 1n order
to obtain import criteria, such as import criteria 330 of FI1G. 3.
First pane 402 shows that the user 1s 1n an 1mport panel.
Second pane 406 provides exemplary fields for entering the
name of the software update, description, title, vendor name,
soltware version, priority, file repository, package path, and
device driver among other criteria. This information 1s used to
successiully import the software so that 1t can be identified on
a distributed system by various devices. Additionally, the
ficlds help identity which target clients will eventually
receive the update and identify how important the software 1s.

FIG. 4D 1s a diagram of a graphical user interface for
presenting a user with options for obtaining distribution cri-
teria 1n accordance with an illustrative embodiment of the
present invention. First pane 402 shows that the user 1s in the
distribution panels. Second pane 406 of window 400 shows
options that may be presented to a user in order to obtain
distribution criteria such as distribution criteria 332 of FIG. 3.
Exemplary distribution information may include a list of
avallable software patches, software patches that have been
distributed, and software updates that need to be distributed.
Additionally, the user may be able to search through available

patches by searching for the software name or a portion of the
soltware name.

FIG. 4E 1s a diagram of a graphical user interface for
presenting a user with options for obtaining distribution cri-
teria 1n accordance with an illustrative embodiment of the
present invention. Exemplary distribution options shown in
second pane 406 may further allow a user to input the target
systems for distribution using a field that indicates a specified
target has been selected with an “X”, search target system,
and find which devices are compliant or non-compliant with
the software change. For example, a user may be 1n charge of
soltware distribution to thirty different computing devices. As
a result, the user may select which of those thirty devices need
a selected upgrade. Target systems may be target clients such

as target clients 306, 308, and 310 of FIG. 3.
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FIG. 4F 1s a diagram of a graphical user interface for
presenting a user with options for obtaining distribution cri-
teria 1n accordance with an illustrative embodiment of the
present invention.

FIG. 4G 1s a diagram of a graphical user interface for
presenting a user with options for obtaining distribution cri-
teria 1n accordance with an illustrative embodiment of the
present invention. Second pane 406 shows deployment
schedule 410. The user uses deployment schedule 410 to
indicate whether the software should be deployed immedi-
ately or at a specified time. For example, a user could specitly
a weekend morning as the time for distribution 1n order to
ensure that the distribution occurs over the weekend and that
other users are not inconvenienced by the distribution. In an
alternative option, the user may elect to distribute the soft-
ware immediately.

FIG. 4H 1s a diagram of a graphical user interface for
presenting a user with information for obtaining installation
criteria in accordance with an 1llustrative embodiment of the
present invention. First pane 402 shows that the user 1s in the
installation panels. Second pane 406 of window 400 shows
information that may be presented to a user in order to sub-
sequently obtain installation criteria such as installation cri-
teria 334 of FIG. 3. Exemplary installation information may
include requesting the user know the name of software tasks
to be carried out, an order for those tasks, and a time for
installation.

FIG. 41 1s a diagram of a graphical user interface for pre-
senting a user with options for obtaining installation criteria
in accordance with an illustrative embodiment of the present
invention. First pane 402 shows that the user 1s 1n the 1nstal-
lation panels such as installation panels 324 of FIG. 3. Second
pane 406 of window 400 shows options that may be presented
to a user 1n order to obtain installation criteria such as instal-
lation criteria 334 of FIG. 3. Exemplary displayed installation
options may allow a user to specily an appropriate device
driver for a soitware package so that the installation occurs
properly. For example, the appropriate installation may
require a specific operating system or interface be used for
installation.

FIG. 4] 1s a diagram of a graphical user interface for pre-
senting a user with options for obtaining installation criteria
in accordance with an 1llustrative embodiment of the present
invention. Second pane 406 of window 400 shows options
that may be presented to a user in order to obtain installation
criteria such as installation criteria 334 of FIG. 3. For
example, exemplary installation options may allow a user to
specily software for installation from a list of potential soft-
ware 1nstallations, updates, or patches. A user may also be
able to search through the patches and view information such
as name, title, vendor, version, and severity.

FIG. 4K 1s a diagram of a graphical user interface for
presenting a user with options for obtaining installation cri-
teria 1n accordance with an illustrative embodiment of the
present invention. Second pane 406 of window 400 also
shows options that may be displayed to a user in order to
obtain installation criteria. Exemplary installation options
may allow a user to specily specific parameters and values for
cach parameter. Parameters represent installation/configura-
tion options for the software being installed. Different pieces
ol software may require a different set of parameters when
installed. Examples may include, installation directory, the
port the software will listen on, and 1nstall as service option.

FIG. 4L 1s a diagram of a graphical user interface for
presenting a user with options for obtaining installation cri-
teria from a user 1n accordance with an 1llustrative embodi-
ment of the present imnvention. Second pane 406 of window
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400 also shows options that may be displayed to a user in
order to obtain installation criteria. Exemplary installation
criteria may include options that allow a user to input the
target systems for installation. The target systems may be
clients such as target clients 306, 308, and 310 of FIG. 3.

FIG. 4M 1s a diagram of a graphical user interface for
presenting a user with options for obtaining installation cri-
teria 1n accordance with an illustrative embodiment of the
present invention. Second pane 406 of window 400 also
shows options that may be displayed to a user in order to
obtain installation criteria. Exemplary installation criteria
may also 1nclude options that allow a user to iput the task
name as well as selecting pre-install and post-install automa-
tion tasks with associated parameters. The pre and post install
automation tasks may be selected from a list of predefined
automation tasks within the software management system.
The automation task may be scripts or worktlows that provide
some generic functionality that may be reused in different
instances. Example of possible automation tasks may include
a script that reboots the system after the software installation
has been performed or a script/worktlow that verifies that
there 1s no soltware waiting for a reboot on the target system
before proceeding with the installation, or a worktlow that
stops applicable antivirus software that may interfere with the
installation process before proceeding.

FIG. 4N 1s a diagram of a graphical user interface for
presenting a user with options obtaining installation criteria
in accordance with an illustrative embodiment of the present
invention. Second pane 406 of window 400 also shows
options that may be displayed to a user in order to obtain
installation criteria. Exemplary installation options may
allow a user to specily a schedule for deployment 1nitiation
including nstructions for immediate 1nstallation or installa-
tion at a planned time. These installation options may be
integrated 1n an 1nstallation script, such as installation pack-
age 328 ol F1G. 3 that 1s sent and executed by the target client,
such as target clients 306, 308, and 310 of FIG. 3.

FIG. 40 1s a diagram of a graphical user interface for
presenting a user with information regarding software instal-
lation 1 accordance with an illustrative embodiment of the
present invention. Second pane 406 of window 400 shows
information or a summary of installation criteria such as
installation criteria 334 of FIG. 3 that may be displayed to a
user prior to immediate installation. Exemplary installation
summary information may include the target servers, task
name, patch name, and scheduled time as well as pre-install
and post-install tasks.

FIG. 4P 1s a diagram of a graphical user interface for

presenting a user with information regarding software instal-
lation 1 accordance with an illustrative embodiment of the
present invention. First pane 402 shows that the user 1s in
viewing task status and details in an installation panel such as
installation panels 324 of FIG. 3. Second pane 406 of window
400 shows task details such as the progress, status, or failure
ol the execution of an installation package such as installation
package 328 of FIG. 3. The user may use second pane 406 to
find details regarding a completed or running task.

FIG. 4Q 1s a diagram of a graphical user interface for
presenting a user with summary information regarding soft-
ware 1nstallation 1n accordance with an illustrative embodi-
ment of the present invention.

Second pane 406 of window 400 shows imnformation or a
summary of installation criteria such as installation criteria
334 of FIG. 3 that may be displayed to a user prior to a time
scheduled installation. Exemplary installation summary
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information may also include the task name, software name,
scheduled time, configuration template including parameters
and values, and target servers.

Exemplary task information may include the target name,
scheduled time, software installation 1nitiator, task modifica-
tions, task creation date and updates, installation status or
progress, and other task details. The summary may also list
workiflow names as well as arguments describing the job,
which may include device i1dentification, software module
identification, and software resource template 1dentification.
Target system information may also be displayed in the sum-
mary.

FIG. 5A 1s a diagram of a graphical user interface for
presenting a user with compliance verification status infor-
mation 1n accordance with an 1llustrative embodiment of the
present invention. Window 500 1llustrates an interface that 1s
presented to a user for displaying mnformation and recerving
user input as to what action 1s to be taken. Window 500 may
be displayed to a user on a graphical user interface, such as
graphical user interface 318 of FIG. 3 1n order to receive user
input and present information to the user 1n a software man-
agement program, such as software management application
312 of FIG. 3.

Window 500 contains first pane 502 which includes task
index 504, an expandable drop down list that allows a user to
select different tasks to perform 1n the software management
application. Task index 504 highlights the action being per-
formed and dynamically changes within first pane 502 based
on the action being performed. In this example, the user has
selected reports and more specifically patches from task
index 504. The user iput results i second pane 506 being
displayed 1n window 300. In this example, first pane 502 is
displayed on the left portion, and second pane 506 1s dis-
played on the right portion of window 500.

Based on the selected task second pane 506 displays infor-
mation and options to the user 1 order to verily compliance
status. Second pane 506 also allows a user to search for tasks
by entering a keyword. Window 500 includes command entry
line 508 so that the user can enter and 1mitiate a task as needed.
The user may initiate a task by entering a command in com-
mand entry line 508 associated with a specific task.

The mformation or options presented to the user in first
pane 502 and second pane 506 are not fixed but rather are
progressive 1n response to mput recerved from the user. In
some cases, different steps or options may not need to be
presented to a user based on previous input. For example, as
the user runs report and verification information, the selected
criteria may only need to be entered once. In window 500,
second pane 306 may display a list of compliance reports that
are available for soitware patches.

FIG. 5B 1s a diagram of a graphical user interface for
presenting a user with compliance verification status infor-
mation 1n accordance with an illustrative embodiment of the
present invention. Second pane 506 displays a window 1ndi-
cating that the user may need to specily a target, target state,
and selected target for verification 1n order to fully verity
compliance status in future windows.

FIG. 5C 1s a diagram of a graphical user interface for
presenting a user with compliance verification status options
in accordance with an illustrative embodiment of the present
invention. Second pane 506 of window 500 may allow a user
to select a target system to be included 1n a report. The report
may detail information regarding software management with
respect to each target system. A user may also search for a
specified system. The user may also select from groups, tiers,
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and pools of target systems for reporting purposes. Target
systems may be selected individually or collectively for effi-
cient software reporting.

FIG. 5D 1s a diagram of a graphical user interface for
presenting a user with compliance verification status options
in accordance with an illustrative embodiment of the present
invention. Second pane 506 of window 500 may allow a user
to select the software patches a compliance query will check
for. For example, the user may select to view all approved
patches for the selected systems 1n the report. Alternatively,
the user may specily select patches to view 1n the compiled
report.

FIG. SE 1s a diagram of a graphical user interface for
presenting a user with compliance verification status options
in accordance with an illustrative embodiment of the present
invention. Second pane 506 of window 500 may allow a user
to specily what kinds of compliance status should be included
in the report. For example, the user may select to include all
possible software states 1n the report. Alternatively, the user
may select individual states which may include, installed,
unattempted, scheduled, 1n progress, failed or cancelled.

FIG. 5F 1s a diagram of a graphical user interface for
presenting a user with compliance verification status options
in accordance with an illustrative embodiment of the present
invention.

Second pane 506 of window 500 may allow a user to name
and describe the compliance query previously defined. Addi-
tionally, the user may determine the access level of the end
report. The name and description may allow the report to be
more easily identified and may follow user specified naming
and description formats and guidelines. For example, the user
may indicate that the report 1s only for the requesting user or
tfor all applicable users. In another example, the report may be
sent to specified users.

FIG. 3G 1s a diagram of a graphical user interface for
presenting a user with compliance verification status options
in accordance with an illustrative embodiment of the present
invention. Second pane 506 of window 300 may allow the
user to specily export options. For example, the report may be
exported in hypertext markup language (HT ML) or in comma
separated values (CSV). In another example, the report may

be exported as a text or database file so that the results are
more easily reviewed or shared.

FI1G. SH-1 and FIG. SH-2 are a diagram of a graphical user
interface for presenting a user with compliance verification
status information 1n accordance with an 1llustrative embodi-
ment of the present invention.

Second pane 506 of window 500 may allow the user to
view a summary of those choices and options selected for the
specified report. For example, the user may be able to see the
named report, accessibility information, applicable patches,
selected systems, installation state, and export format.

FIG. 5I-1 and FIG. 5I-2 are a diagram of a graphical user
interface for presenting a user with compliance verification
status information in accordance with an illustrative embodi-
ment of the present invention.

Second pane 506 of window 500 may allow the user to
view a summary ol missing software. For example, the user
may 1nput information in order to submit a missing software
query. The missing software query may allow a user to eifi-
ciently ascertain which systems are lacking updated software
in order to more elfectively manage software updates and
installation. The summary may specity the name of the report,
accessibility information, the systems to be queried, pools to
be included, and the export format.
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FIG. 5] 1s a diagram of a graphical user interface for pre-
senting a user with compliance verification status information
in accordance with an illustrative embodiment of the present
invention.

Second pane 506 of window 300 may allow the user to
view the report. The report may detail those options and
criteria previously selected by the user. For example, 1n
response to a missing software query, a report of systems
missing soitware, the names of the systems and additional
information may be displayed to the user. The report may be
displayed within the software management application or 1t
may be 1n the form of a separately opened file.

A report may display various information to the user
including references, properties, export information, execu-
tion history, and execution details. Info may include informa-
tion regarding transitions and steps taken in the software
management process. References may display other software
referenced during the management process. Properties may
display properties and attributes of the software including, for
example, dependencies and associated software drivers.
Export may display the export format. Execution history may
show the history of the software management process, includ-
ing, for example, tasks, times and dates, and errors. Execution
details may show additional information regarding software
management, including information regarding the download,
import, distribution, and 1nstallation critena.

FIG. 6 1s a flowchart illustrating the management of soft-
ware distribution 1n accordance with an illustrative embodi-
ment of the present invention. The process 1llustrated in FIG.
6 may be implemented between an external server, a dedi-
cated server for running a soltware management applications,
and a client, such as external server 302, dedicated server 304
running software management application 312, and target
clients 306, 308, and 310 of FIG. 3 respectively. Various
information and options may be presented using a graphical
user mterface, such as graphical user interface (GUI) 318 of
FIG. 3.

The process begins as a determination 1s made as to
whether to import soitware, distribute software, nstall soft-
ware, or verily compliance of software (step 602). Based on
the selection, one of four key segments with differing tasks
will be implemented. The four key segments manage soft-
ware 1nstallation from start to finish. Software, as generically
referred to, indicates new software, a soltware patch, or other
soltware updates. The determination made 1n step 602 1s a
decision to implement a segment and 1s based on user input 1n
this 1llustrative example. A segment 1s an independent section
ol software management that 1s composed of multiple tasks to
accomplish the specified segment. Subsequent tasks are
implemented after the segment choice 1s made 1n order to
complete the independent segment that 1s selected. The deter-
mination in step 602 1s made from user mput collected from a
graphical user mterface, such as window 400 in FIG. 4. The
input recerved from the user 1n the steps of the process of FIG.
6 may be received using a command line such as command
line 408 of FIG. 4.

The determination made 1n step 602 may allow the user to
select at least one step. As a result, the user may be able to
select multiple steps of the software management process.
Even though the user may select to perform multiple steps,
cach step selected may need to be carried out 1n the proper
order or sequentially beginning with importing, distributing,
installing, and ending with verifying compliance status. The
importing step may include both downloading and importing
the software. For example, a user may select to both import
and distribute software without proceeding further with the
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process. The importing step, however, 1s carried out before
the distribution step occurs 1n these examples.

If the user mnput 1s an election to 1mport soltware 1n step
602, the process then displays import panels to the user (step
604). The import panels may be displayed on graphical dis-
plays, such as import panels 320 of FI1G. 3. The import panels
may display import information, such as window 400 1n FIG.
4B.

Exemplary embodiments allow the user to download and
import the upgrade separately. By decoupling, importing, and
downloading, a user 1s assured that all of the software was
transferred and 1s now ready for installation. As a result, all
possible software importing and distributing problems may
be taken care of betore installation begins.

The import panels displayed in step 604 may prompt the
user to select and define a file repository to use and associate
a device driver with the software package and the software
package’s properties.

Next, the process obtains various download criteria (step
606). The display criteria may enable the user to locate the
software and copy 1t from a CD, internal website, external
website, file transier protocol, or other storage device whether
connected to a network or otherwise. The download criteria of
step 606 may be download criteria, such as download criteria
328 of FIG. 3 obtained from the user from a graphical user
interface, such as window 400 of FIG. 4C.

The process then downloads the software (step 608). The
soltware may be downloaded to a storage repository, such as
storage repository 314 of FIG. 3 outside of the network fire-
wall until imported. The process then prompts the user in
order to obtain import criteria (step 610). The import criteria
may include, for example, specitying the required installation
method, name, and software type. The import criteria allows
a network to recognize the soltware and configure the sofit-
ware for installation on the target clients. For example, the
installation method may be determined by the device driver
specified 1n the import criteria. The user may be prompted to
enter the appropriate device driver or automatic analysis of
the appropriate driver may be implemented to obtain the
import criteria. The import criteria of step 610 may be import
criteria, such as import criteria 330 of FIG. 3 obtained from
the user from a graphical user interface, such as window 400
of FIG. 4C.

The process then imports the software (step 612) using the
import criteria. The software may be imported from a storage
repository, such as storage repository 314 of FIG. 3 to a
dedicated server that runs the software management program,
such as dedicated server 304 of FIG. 3 successtully and the
soltware 1s functioning properly. Software verification may
occur as a client, such as target client 306 of FIG. 3 reports to
a device housing the software management application, such
as dedicated server 304 of FIG. 3. Next, a determination 1s
made as to whether distribution of the software was requested
(step 614). The process terminates 1i distribution was not
requested 1n step 614. Returning again to step 602, 11 the user
input 1s an election to distribute software, the process displays
distribution panels to the user (step 616). The distribution
panels of step 616 may be distribution panels, such as distri-
bution panels 322 of FIG. 3 displayed to the user from a
graphical user interface, such as window 400 of FIG. 4D. An
illustrative embodiment of the present invention allows dis-
tribution to be done separately from the other parts of the
soltware management. As a result, a user may send or distrib-
ute the specified software to the target systems 1n preparation
for a future install action. This allows better organization
because all of the software management tasks are not per-
formed at once. Next, a determination 1s made as to whether
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the software 1s downloaded (step 618). The determination
made 1n step 618 1s based on user input 1n this illustrative
example. I the software has not been downloaded 1n step 618,
the process obtains download criteria (step 606). 11 the soft-
ware has been downloaded, a determination 1s made as to
whether the software 1s imported (step 620). If the software 1s
not imported in step 620, the process obtains import criteria
(step 610).

If the software has been imported, the process obtains
distribution criteria (step 622). The distribution criteria in step
622 may be distribution criteria, such as distribution criteria

332 of FIG. 3 collected from a graphical user interface, such
as window 400 of FIG. 4D, FIG. 4E, FIG. 4F, and FIG. 4G.
The user may be presented with-various options and lists that
indicate the distribution criteria. Criteria may include, for
example, size and complexity of the software, severity, pri-
ority, and software impact. The criteria may also specity the
relationship with other software packages, resource pools,
libraries, application tiers, and other linked hardware or soft-
ware. All of these different criteria may be used to determine
the optimal time and process that should be used for software
deployment.

Additional criteria may be used to incorporate decisions
that were previously made. For example, by showing previ-
ous approval times, change management records/trouble tick-
ets, and historical distribution data, the user may fine tune the
distribution process by indicating criteria based on previous
successes or failures. For example, information may suggest
that updates performed after 5:00 p.m. are statistically less
likely to cause significant errors. Based on this exemplary
information, the user may select to perform future distribu-
tions only after 5:00 p.m.

After the distribution criteria has been obtained (step 622),
the process distributes soitware (step 624) to the appropnate
clients. The clients may be network clients, such as target
clients 306, 308, and 310 of FIG. 3. The software 1s distrib-
uted 1n accordance with the criteria obtained in step 622.
Next, a determination 1s made as to whether the installation
was requested (step 626). I installation was not requested, the
process terminates.

Returning again to step 614, 11 distribution was requested,
the process continues by obtaining distribution criteria (step
622). Based on data that 1s defined 1n the data center model
(DCM), advanced distribution workflows can be created.
Data center model may be an accessible device for storing
information, such as data center model 316 of FIG. 3. Data
center model 316 may incorporate the historical data and the
hardware and software relationships that are supported by the
soltware management system. The user may elect from a
variety ol distribution options based on this information.
These options may include semi-automatic, automatic, and
manual software distribution. The user may also elect options
based on postmortem information and historical data. Based
on the results of using one option over another over time, the
distributions may be monitored to improve elficiency, allow-
ing more flexibility for the users.

Returning again to step 602, i1 the user input 1s an election
to 1nstall the software, 1nstall panels are displayed to the user
(step 628). The 1nstallation panels 1n step 628 may be dis-
played on a graphical user interface, such as installation pan-
cls 324 of FIG. 3. The installation panels may display 1nstal-
lation information, such as window 400 in FIG. 4H. Next, a
determination 1s made as to whether the software has been
distributed (step 630). The determination in step 630 may be
made automatically or based on 1nput from the user mput in
this illustrative example. Determining whether the software
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has been distributed involves looking to the target systems
that are to receive the software.

It the software has not been distributed 1n step 630, the
process determines whether the software has been down-
loaded (step 618). If the software has been distributed, the
process obtains installation criteria (step 632). The installa-
tion criteria of step 632 may be installation criteria, such as
installation criteria 334 of FI1G. 3 collected from a graphical

user 1nterface, such as window 400 of FIG. 41, FIG. 4], FIG.
4K, FIG. 4L, FIG. 4M, and FIG. 4N. Installation criteria
provide the terms and conditions of installation. The critenia
for installation may include pre-set criteria or may be trig-
gered based on a client user’s actions.

For example, installation may be pre-set for immediate
installation once distributed. In another example, installation
may occur at a scheduled downtime. In another example, the
installation may occur when processing usage for the install-
ing system 1s low for a measured amount of time, such as
processor utilization less than 25% for more than thirty min-
utes. A processor usage or threshold may be specified in terms
of utilization percentage and a time period at which the utili-
zation percentage has been below a specified value. The
installing user may also specily a time period for all updates
or a specific time period for each individual update. The
installation may also occur when there are no user mnitiated
processes active on the computing device. A summary of the
installation criteria may be displayed to the user on a graphi-
cal user interface, such as window 400 of FIG. 40, and FIG.
4P

After obtaining the 1nstallation criteria (step 632), the soft-
ware 1s 1nstalled (step 634) according to the criteria. Installa-
tion may be directed by an installation script or command,
such as installation package 328 from a dedicated server
housing the software management application, such as dedi-
cated server 304 of FIG. 3. The installation step may be
executed on network clients such as target clients 306, 308,
and 310 of FIG. 3. Next, a determination 1s made as to
whether the software 1s installed successtully (step 636). IT
the installation 1s not successtul, the process repeats the
attempt to install the software and reports the installation

status to the administrator and/or imndividual user (step 638).
The report of the installation status 1n step 638 may be dis-
played to the user on a graphical user interface, such as
window 400 of FI1G. 4(Q). The status report may aifirm that the
soltware was successiully installed on the subsequent attempt
or that there 1s a problem with the installation. If the installa-
tion 1s successiul, the process terminates.

Returning again to step 626, if installation was requested,
the process obtains 1nstallation criteria (step 632). Returning,
again to step 602, 11 the user 1input 1s an election to verity the
compliance status of the software, the process verifies sofit-
ware compliance (step 640). Software verification allows the
process and/or user to ensure that installation was completed
successiully and the software 1s functioning properly. Soit-
ware verification may occur as a client, such as target client
306 of FIG. 3 reports to a device house, the software man-
agement application, such as dedicated server 304 of FIG. 3.
In another example, the report may automatically occur when
installation 1s completed. Additionally, the process checks the
current status of the software (step 642) to determine if
updates are needed. Subsequently, the process returns com-
pliance results to the user (step 644) with the process termi-
nating thereafter. The compliance results in step 644 may be
displayed to the user on a graphical user interface, such as
window 500 of FIG. 5. The compliance results may include
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listed software versions, time and date of installation, 1nstal-
lation statistics, contlicts, and errors encountered during
installation.

In one exemplary embodiment of the present invention, the
soltware management steps and options present to the user
are presented using a graphical user interface. The user may
be able to easily select those actions to undertake by manipu-
lating an 1con or graphical symbol, using a drop-down list,
entering text, numbers or symbols, checking boxes, and any
other means of entering information on a computing device.
Additionally, a user may be able to use a search feature to find
additional information regarding any aspect of past, present,
or future software management tasks. The historical software
management information may be retrieved from the data cen-
ter model. As a new version of software 1s completed or a
segment 1s finished that information 1s recorded 1n the data
center model. That information may be retrieved as needed
from the data center model. For example, a soitware patch
named “Patch A” may have been distributed to the target
clients without vet being installed. The data center model
stores the information regarding the distribution of “Patch A”
so that later when the administrative user returns to complete
installation the information 1s quickly and easily retrieved by
the management application from the data center model.

The mvention can take the form of an entirely hardware
embodiment, an entirely software embodiment or an embodi-
ment containing both hardware and software elements. In a
preferred embodiment, the invention 1s implemented 1n soft-
ware, which includes but 1s not limited to firmware, resident
software, microcode, etc.

Furthermore, the invention can take the form of a computer
program product accessible from a computer-usable or com-
puter-readable medium providing program code for use by or
in connection with a computer or any instruction execution
system. For the purposes of this description, a computer-
usable or computer readable medium can be any tangible
apparatus that can contain, store, communicate, propagate, or
transport the program for use by or in connection with the
instruction execution system, apparatus, or device.

The medium can be (1) an electronic, magnetic, optical,
clectromagnetic, infrared, or semiconductor system (or appa-
ratus or device) storage medium (1) or a propagation
medium. Examples of a computer-readable storage medium
include a semiconductor or solid state memory, magnetic
tape, a removable computer diskette, a random access
memory (RAM), a read-only memory (ROM), a rigid mag-
netic disk and an optical disk. Current examples of optical
disks include compact disk-read only memory (CD-ROM),
compact disk-read/write (CD-R/W) and DVD.

A data processing system suitable for storing and/or
executing program code will include at least one processor
coupled directly or indirectly to memory elements through a
system bus. The memory elements can include local memory
employed during actual execution of the program code, bulk
storage, and cache memories which provide temporary stor-
age ol at least some program code in order to reduce the
number of times code must be retrieved from bulk storage
during execution.

Input/output or I/O devices (including but not limited to
keyboards, displays, pointing devices, etc.) can be coupled to
the system either directly or through intervening 1I/O control-
lers.

Network adapters may also be coupled to the system to
enable the data processing system to become coupled to other
data processing systems or remote printers or storage devices
through intervening private or public networks. Modems,
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cable modem and Ethernet cards are just a few of the currently
available types of network adapters.

The description of the present invention has been presented
for purposes of 1illustration and description, and 1s not
intended to be exhaustive or limited to the invention in the
form disclosed. Many modifications and variations will be
apparent to those of ordinary skill 1n the art. The embodiment
was chosen and described 1n order to best explain the prin-
ciples of the invention, the practical application, and to enable
others of ordinary skill in the art to understand the invention
for various embodiments with various modifications as are
suited to the particular use contemplated.

What 1s claimed 1s:

1. A computer implemented method for managing a sofit-
ware installation using a software installation application
program, the computer implemented method comprising:

displaying a graphical user interface for recerving user

input to manage the software 1nstallation using the sofit-
ware 1nstallation application program having a plurality
of software installation tasks, wherein a user 1s presented
with a plurality of screens on the graphical user inter-
face, including a screen dedicated to each one of the
plurality of software installation tasks; and

responsive to receiving a selection of a particular software

installation task from the plurality of software installa-
tion tasks, mitiating the particular software installation
task;

responsive to receiving a selection of an option for execu-

tion of the particular software installation task, custom-
1zing performance of the particular software installation
task based on the selection of the option; and

wherein at least one of the plurality of software installation

tasks may be scheduled and imtiated independently
from others ol the plurality of software installation tasks,
and wherein the particular software installation task is a
distributing software installation task that sends the soit-
ware to a plurality of remote clients for installation of the
soltware on the plurality of remote clients, and wherein
the graphical user interface comprises a task status
screen that displays status of the particular software
installation task run on each of the plurality of remote
clients.

2. The computer implemented method of claim 1, wherein
the displaying step comprises:

initiating a process that solicits the user input to manage the

soltware 1nstallation using the plurality of screens,
wherein a subsequent screen 1s selected based on prior
user mput 1 a prior screen.

3. The computer implemented method of claim 1, wherein
the plurality of software installation tasks comprise a plural-
ity of segments which comprise import, distribute, install, and
verily compliance status tasks, wherein the verity compliance
status task 1s operable to verity that the software 1s installed
and 1s functioning properly, and whether updates to the sofit-
ware are needed.

4. The computer implemented method of claim 3, wherein
the plurality of segments are executed sequentially, beginning
with the import, followed by the distribute, then followed by
the 1nstall, and ending with the verily compliance status.

5. The computer implemented method of claim 1, wherein
another particular software installation task selected from the
plurality of software installation tasks 1s an importing soft-
ware 1nstallation task and wherein the imitiating software
installation task comprises:

obtaining download criteria from the user using the graphi-

cal user interface; and

downloading the software using the download criteria.
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6. The computer implemented method of claim 3, wherein
the distributing software installation task comprises:

determining 1f the software has been downloaded and
imported;

responsive to determining that the software has not been
downloaded and imported, invoking the importing soit-
ware 1nstallation task;

responsive to determining that the software has been down-
loaded and imported, obtaining distribution criteria
from the user using the graphical user interface; and

distributing the software using the distribution criteria.

7. The computer implemented method of claim 6, wherein
the distributing software installation task 1s any of an auto-
matic distribution, semi-automatic distribution, or manual
distribution.

8. The computer implemented method of claim 6, wherein
another particular software installation task selected from the
plurality of software installation tasks 1s an installing soft-
ware 1nstallation task and wherein the installing software
installation task comprises:

determining 11 the soitware has been distributed;

responsive to determining that the software has not been
distributed, invoking the distributing software installa-
tion task:

responsive to determining that the software has been dis-
tributed, obtaining installation criteria; and

installing the software using the installation critena.

9. The computer implemented method of claim 8, wherein
the user provides the 1nstallation critena.

10. The computer implemented method of claim 8,
wherein the mstalling software nstallation task further com-
Prises:

responsive to determining that installing was not success-
ful, retrying the mstalling step and reporting an installa-
tion status.

11. The computer implemented method of claim 8,
wherein the installing software 1nstallation task 1s triggered
by a user action of the user or pre-set criteria as established by
an administrative user.

12. The computer implemented method of claim 11,
wherein the pre-set criteria 1s selected from a group consist-
ing of a scheduled time, a processor utilization below a speci-
fied threshold, and a software distribution to the client.

13. The computer implemented method of claim 1,
wherein another particular soitware installation task selected
from the plurality of software installation tasks 1s a verifying
compliance status software installation task and wherein the
verilying compliance status software installation task com-
Prises:

checking the software on client systems to verily that the
soltware 1s 1nstalled and 1s functioning properly, and
whether updates to the software are needed to form
compliance results; and

returning the compliance results.

14. The computer implemented method of claim 1,
wherein the software installation 1s selected from a group
consisting of a new software application, a software update,
and a software patch.

15. The computer implemented method of claim 1,
wherein the user input 1s received from an admainistrative user.

16. A system comprising:

an external server;

a dedicated server operably connected to the external
server, wherein a software management application run-
ning on the dedicated server displays a graphical user
interface for receiving user mput to control the software
management application having a plurality of software
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installation tasks, wherein the software management 1n1-
tiates a particular software installation task 1n response
to the user input, wherein the dedicated server down-
loads the software from the external server to a storage
repository operably connected to the dedicated server,
wherein the dedicated server saves information regard-
ing an nventory of hardware and software elements of
the clients 1n a data center model, and wherein the par-
ticular software 1nstallation task may be scheduled and
initiated independently from others of the plurality of
software 1nstallation tasks; and

at least one client operably connected to the server wherein
the dedicated server distributes the software to the at
least one client when the at least one selection includes
distributing software, and wherein the software 1s
installed on the at least one client in response to an
installation package being sent from the dedicated
server to the at least one client.

17. The system of claim 16, wherein the plurality of sofit-

ware 1nstallation tasks comprise tasks for importing, distrib-
uting, installing, and verifying compliance status of software.

18. A computer program product comprising a computer

usable storage medium including computer usable program
code stored on the computer usable storage medium for man-
aging soltware distribution using a software installation

application program, said computer program product includ-

ng:

computer usable program code for displaying a graphical
user interface for recewving user mput to manage the
soltware 1nstallation using the software installation
application program having a plurality of software
installation tasks, wherein a user 1s presented with a
plurality of screens on the graphical user interface,
including a screen dedicated to each one of the plurality
of software 1nstallation tasks;

computer usable program code responsive to receiving a
selection of a particular software 1nstallation task from
the plurality of software installation tasks, for initiating
the particular software installation task;

computer usable program code responsive to receiving a
selection of an option for execution of the particular
soltware 1nstallation task, for customizing performance
of the particular software installation task based on the
selection of the option; and

10

15

20

25

30

35

40

22

wherein at least one of the plurality of software installation
tasks may be scheduled and imitiated independently
from others ol the plurality of software installation tasks,
and wherein the particular software installation task 1s a
distributing soitware installation task that sends the soft-
ware to a plurality of clients for installation of the soft-
ware on the plurality of remote clients, and wherein the
graphical user interface comprises a task status screen
that displays status of the particular software mstallation
task run on each of the plurality of remote clients.

19. The computer program product of claim 18, wherein

the plurality of software installation tasks comprise:

computer usable program code responsive to determining,
that importing was requested, for
obtaining download criteria from the user using the

graphical user interface;
downloading the software using the download criteria;
obtaining import criteria from the user using the graphi-
cal user interface;
importing the software using the import critera;
computer usable program code responsive to determining,
that the software distribution was requested, for
obtaining distribution criteria from the user using the
graphical user interface;
distributing the soitware using the distribution critena;
computer usable program code responsive to determining,
that the installation was requested, for
obtaining installation criteria from the user using the
graphical user interface;
installing the software using the installation criteria;
computer usable program code responsive to determin-
ing that mstalling was not successiul, for retrying the
installing step or reporting an installation status; and
computer usable program code responsive to determining,
that the veritying compliance status was requested, for
checking the software on target systems to verily that the
software 1s installed and 1s functioning properly, and
whether updates to the software are needed to form
compliance results; and
returning the compliance results.
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