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ADAPTIVE STORAGE BLOCK DATA
DISTRIBUTION

FIELD OF THE INVENTION

The mvention relates to data storage and 1n particular to
data block storage services that store data blocks across a
plurality of servers.

BACKGROUND OF THE INVENTION 10

As companies rely more and more on e-commerce, on line
transaction processing, and databases, the amount of infor-
mation that needs to be managed and stored can intimidate
even the most seasoned of network managers. 15

While servers do a good job of storing data, their capacity
1s limited, and they can become a bottleneck 11 too many users
try to access the same information. Instead, most companies
rely on peripheral storage devices such as tape libraries,
RAID disks, and even optical storage systems. These storage 20
devices are ellective for backing up data online and storing
large amounts of information. By hanging a number of such
devices off of a server, a network administrator can create a
server farm that can store a substantial amount of data for the
enterprise. 25

But as server farms 1ncrease 1n size, and as companies rely
more heavily on data-intensive applications such as multime-
dia, this traditional storage model 1s not quite as useful. This
1s because access to these peripheral devices can be slow, and
it might not always be possible for every user to easily and 30
transparently access each storage device. Recently, a number
of vendors have been developing Storage Area Network
(SAN). SANs provide more options for network storage,
including much faster access than the peripheral devices that
operate as Network Attached Storage (NAS) and SANs fur- 35
ther provide flexibility to create separate networks to handle
large volumes of data.

A SAN 15 a high-speed special-purpose network or subnet-
work that interconnects different kinds of data storage
devices with associated data servers on behall of a larger 40
network of users. Typically, a storage area network 1s part of
the overall network of computing resources for an enterprise.

A SAN 1s usually clustered 1n close proximity to other com-
puting resources such as IBM 5/390 mainframes but may also
extend to remote locations for backup and archival storage, 45
using wide area network carrier technologies such as ATM or
Synchronous Optical Networks. A SAN can use existing
communication technology such as optical fiber ESCON or
Fibre Channel technology.

SANSs support disk mirroring, backup and restore, archival 50
and retrieval of archived data, data migration from one stor-
age device to another, and the sharing of data among different
servers 1n a network. SANs can incorporate subnetworks with
network-attached storage systems.

Although SANs hold much promise, they face a significant 55
challenge. Bluntly, consumers expect a lot of their data stor-
age systems. Specifically, consumers demand that SANSs pro-
vide network type scalability, service and flexibility, while at
the same time providing data access at speeds that compete
with server farms. This can be quite a challenge, particularly 60
in environments where the dynamics of client data usage vary
greatly and tend to change over time. For example, the speed
at which a storage system can respond to a client demand,
depends at least in part on the resources available on the
server that 1s processing the request. However, client requests 65
for data can be bursty and can tend to request certain portions
of the stored data much more frequently than some of the

2

other data. Moreover, client requests can follow patterns
where certain portions of the stored data are commonly,

although not always, requested along with other portions of
the stored data.

In enterprise storage systems, different techniques have
been developed to deal with the fact that certain portions of
the stored data are requested more frequently than other por-
tions. Further, striping techniques have been developed to
allow enterprise storage systems to form patterns of data
blocks that are more efficiently read from the disk storage
devices. However, these techniques are readily implemented
on the typical enterprise storage system by modifying the
gateway or switch to monitor client requests and control how
data 1s stored on the underlying storage media. For storage
area networks such techniques can also be employed, how-
ever they force the SAN to use a gateway or switch architec-
ture, and this can reduce the speed at which client requests can
be performed.

Accordingly, 1t would therefore be desirable to provide a
method and system that allows storage are network to control
how data 1s stored and managed on the systems without
requiring a gateway to monitor all incoming request traific.

SUMMARY OF THE INVENTION

The systems and methods described herein include sys-
tems for providing a block level data storage service. More
particularly, the systems and methods of the mvention pro-
vide a block level data storage service that may be employed
with a server system that partitions the block storage service
across a plurality of equivalent servers. A system of equiva-
lents severs will be understood to encompass, but not be
limited to, systems comprised of a plurality of equivalent
servers wherein each of the equivalent servers presents a
similar mterface to a client and each equivalent server pre-
sents the same response to the same request from the client.
The systems and methods described herein may be applied to
different applications and are not limited to any particular
application, however, for the purpose of clarity, the systems
and methods described herein will be described with refer-
ence to a block level data storage application wherein a plu-
rality of data blocks are stored on a block data volume that 1s
partitioned across a plurality of storage devices with different
portions of the data volume being associated with different
equivalent servers on the system.

As further described herein, the server system optionally
employs an adaptive storage block data distribution process
for distributing blocks of data across the different partitions of
the data volume. To this end, each equivalent server includes
a routing table, a data mover process and a request monitor
process. The request monitor process 1s capable of monitor-
ing requests made to the server from the one or more clients
that are accessing the system. The request may be associated
with data blocks stored on a partition or somewhere on the
volume. The request monitor can monitor the different
requests that clients make to the associated server. Addition-
ally, the request monitor may communicate with other request
monitor processes runmng on the different equivalent servers
on the system. In this way, the request monitor can generate a
global view of the requests being forwarded by clients to the
partitioned block data storage system. By sharing this infor-
mation, each equivalent server may, through 1ts associated
request monitor process, develop a global understanding of
the requests being serviced by the block data storage system.

Once this global understanding of the request trailic being,
handled by the block data storage system 1s developed, each
equivalent server may then employ 1ts data mover process to
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move data blocks, or the responsibility for different data
blocks, from one server to another different server. In one
embodiment, each data mover process employs the global
request data to determine distributions of data blocks that
provide for more ellicient service to a requesting client, more
cificient allocation of resources, or in some other way
improves the performance, reliability, or some other charac-
teristic of the block data storage system.

In one particular embodiment, each data mover process 1s
capable of communicating with another data mover process
for the purpose of allowing the data mover processes of dii-
ferent servers to communicate when data blocks are being
moved from one server to another different server. For
example, 1n one embodiment, for the purpose of increasing
reliability of data transfer, the data mover processes on the
different equivalent servers can employ a transaction mecha-
nism that monitors the transier of data blocks from one server
to the other and verifies when the block data transfer 1s com-
plete and whether or not the entire transier was successiul.

To maintain an understanding of the location of the difier-
ent data blocks across the different partitions of a volume and
across the different volumes maintained by the data block
storage system, each equivalent server maintains a routing
table. To this end, each equivalent server includes a routing,
table process that tracks the different data blocks being stored
on the block data storage system and the particular equivalent
server that 1s responsible for each data block. In one embodi-
ment, the routing table processes of the equivalent servers are
capable of communicating with each other for the purpose of
having each equivalent server maintain a routing table that
provides a complete, system-wide database of the different
data blocks maintained by the block data storage system and
the equivalent servers that are associated with these different
data blocks.

In accordance with the mvention as embodied and broadly
described herein, the invention provides, mter alia, methods,
computer program products, and systems for allowing a plu-
rality of servers to provide coherent support for mmcoming,
requests for services or resources. To this end, the systems
and methods described herein distribute, organize and main-
tain resources across a plurality of services. In one preferred
embodiment, the servers are truly equivalent in that they each
can respond to an incoming request in the same manner. Thus,
cach server appears equivalent to clients that are requesting
access 1o resources maintained on the system.

In one embodiment, the routing tables also store group
membership information indicating the groups to which a
server 1s a member. The routing table may be updated as
necessary to reflect changes 1 group membership due to
additions, removals, or temporary unavailability of the vari-
ous servers that make up the group. When changes have
propagated through the server group, all relevant routing
tables at each server will contain 1dentical information.

When a server receirves a resource request, 1t uses the
relevant routing table to identity which group member should
actually hold the resource object or a part of the resource
object. The request may then be serviced by laterally access-
ing the desired data object from the correct server without
making expensive query-response transactions over the net-
work.

Further features and advantages of the mvention will be
apparent from the following description of preferred embodi-
ments and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The following figures depict certain illustrative embodi-
ments of the invention 1n which like reterence numerals reter
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to like elements. These depicted embodiments are to be
understood as 1llustrative of the invention and not as limiting
In any way.

FIG. 1 1s a schematic diagram of a client-server architec-
ture with servers organized 1n a server group;

FIG. 2 1s a schematic diagram of server group as seen by a
client;

FIG. 3 shows details of the information flow between the
client and the servers of a group;

FIG. 4 15 a process flow diagram for retrieving resources in
a partitioned resource environment;

FIG. § depicts 1n more detail and as a functional block
diagram one embodiment of a system according to the inven-
tion, and

FIG. 6 depicts one example of a routing table.

DETAILED DESCRIPTION OF CERTAIN
ILLUSTRATED EMBODIMENTS

The systems and methods described herein include sys-
tems for organizing and managing resources that have been
distributed over a plurality of servers on a data network. More
particularly, the systems and methods described herein
include systems and methods for providing more efficient
operation of a partitioned service. In particular, the systems
and methods described herein include systems and methods
for managing the allocation of data blocks across a parti-
tioned volume of storage. Although the systems and methods
described herein will be largely directed to storage devices
and applications, 1t will be understood by those of skill 1n the
art that the 1invention may be applied to other applications,
including distributed file systems, systems for supporting
application service providers and other applications. More-
over, it will be understood by those of ordinary skill 1n the art
that the systems and methods described herein are merely
exemplary of the kinds of systems and methods that may be
achieved through the mvention and that these exemplary
embodiments may be modified, supplemented and amended
as appropriate for the application at hand.

Referring first to FIG. 1 one embodiment of a system 10
according to the invention 1s depicted. As show 1n FIG. 1, one
or several clients 12 are connected, for example via a network
14, such as the Internet, an intranet, a WAN or LAN, or by
direct connection, to servers 161, 162, and 163 that are part of
a server group 16.

The client 12 can be any suitable computer system such as
a PC workstation, a handheld computing device, a wireless
communication device, or any other such device, equipped
with a network client capable of accessing and interacting
with the server group 16 to exchange information with the
server group 16. The network client may be a any client that
allows the user to exchange data with the server. Optionally,
the client 12 and the server group 16 rely on an unsecured
communication path for accessing services at the remote
server group 16. To add security to such a communication
path, the client and the server can employ a security group
system, such as any of the conventional security systems that
have been developed to provide to the remote user a secured
channel for transmitting data over a network. One such sys-
tem 1s the Netscape secured socket layer (SSL) security
mechanism that provides to a remote user a trusted path
between a conventional web browser program and a web
Server.

Each server 161, 162 and 163 may comprise a commer-
cially available server platiorm, such as a Sun Sparc™ system
running a version of the Unix operating system.
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Each server 161, 162 and 163 may also include other soft-
ware components that extend their operation to accomplish
the transactions described herein, and the architecture of the
servers 161, 162 and 163 may vary according to the applica-
tion. For example, each server may have built-in extensions,
typically referred to as modules, to allow the servers to per-
torm the operations hereinatter, or servers may have access to
a directory of executable files, each of which may be
employed for performing the operations, or parts of the opera-
tions described below. Further, in other embodiments, the
servers 161,162 and 163 may employ a software architecture
that builds certain of the processes described below 1nto the
server’s operating system, into a device driver, or 1nto a soft-
ware process that operates on a peripheral device, such as a
tape library, a RAID storage system or some other device. In
any case, 1t will be understood by those of ordinary skill in the
art that the systems and methods described herein may be
realized through many different embodiments, and practices,
and that the particular embodiment and practice employed
will vary as a function of the application of interest and all
these embodiments and practices fall within the scope hereotf.

In such an arrangement, the client 12 will contact one of the
servers, for example server 161, 1n the group 16 to access a
resource, such as a data block, page, file, database, applica-
tion, or other resource. The contacted server 161 1itself may
not hold or have control over the requested resource. To
address this, the server group 16 1s configured to make the
partitioned resources available to the client 12. For 1llustra-
tion, the diagram shows two resources, one resource 18 that 1s
partitioned over all three servers, servers 161, 162, 163, and
another resource 17 that 1s partitioned over two of the three
servers. In the exemplary application of the server group 16
being a block data storage system, each resource 18 and 17
may be a partitioned block data volume. In the embodiment of
FIG. 1, the server group 16 therefore provides a block data
storage service that may operate as a storage area network
(SAN) comprised of a plurality of equivalent servers, servers
161, 162 and 163. Each of the servers 161, 162 and 163 may
support one or more portions of the partitioned block data
volumes 18 and 17. In the depicted system 10, there are two
data volumes and three servers, however there 1s no specific
limit on the number of servers. Similarly, there 1s no specific
limit on the number of resources or data volumes. Moreover,
cach data volume may be contained entirely on a single
server, or 1t may be partitioned over several servers, either all
of the servers 1n the server group, or a subset of the server
group. In practice, there may of course be limits due to imple-
mentation considerations, for example the amount of memory
available in the servers 161,162 and 163 or the computational
limitations of the servers 161, 162 and 163. Moreover, the
grouping 1itself, 1.e., deciding which servers will comprise a
group 16, may in one practice comprise an administrative
decision. In a typical scenario, a group might at first contain
only a few servers, perhaps only one. The system administra-
tor would add servers to a group as needed to obtain the level
of service required. Increasing servers creates more space
(memory, disk storage) for resources that are stored, more
CPU processing capacity to act on the client requests, and
more network capacity (network interfaces) to carry the
requests and responses from and to the clients. It will be
appreciated by those of skill in the art that the systems
described herein are readily scaled to address increased client
demands by adding additional servers into the group 16.

Referring now to FI1G. 2, a client 12 connecting to a server
161 (FIG. 1) will see the server group 16 as 11 the group were
a single server. The client 12 1s not aware that the server group
16 1s constructed out of a potentially large number of servers

10

15

20

25

30

35

40

45

50

55

60

65

6

161, 162, 163, nor 1s 1t aware of the partitioning of the block
data volumes 17, 18 over the several servers 161,162, 163. As
a result, the number of servers and the manner in which
resources are partitioned among the servers may be changed
without affecting the network environment seen by the client
12.

Referring now to FIG. 3, 1n the partitioned server group 16,
any volume may be spread over any number of servers within
the group 16. As seen 1 FIGS. 1 and 2, one volume 17
(Resource 1) may be spread over servers 162, 163, whereas
another volume 18 (Resource 2) may be spread over servers
161, 162, 163. Advantageously, the respective volumes are
arranged 1n fixed-size groups of blocks, also referred to as
“pages,” wherein an exemplary page contains 8192 blocks.
Other suitable page sizes may be employed. In an exemplary
embodiment, each server in the group 16 contains a routing
table 165 for each volume, with the routing table 165 1denti-
tying the server on which a specific page of a specific volume
can be found. For example, when the server 161 recerves a
request from a client 12 for partitioned volume 18, block
93847, the server 161 calculates the page number (page 11 1n
this example for the page size of 8192) by dividing the
requested block number by the page size and looks up 1n the
routing table 165 the number of the server that contains page
11. If server 163 contains page 11, the request 1s forwarded to
server 163, which reads the data and returns the data to the
server 161. Server 161 then send the requested data to the
client 12. In other words, the response 1s always returned to
the client 12 via the same server 161 that received the request
from the client 12.

It 1s transparent to the client 12 to which server 161, 162,
163 1t 1s connected. Instead, the client only sees the servers 1n
the server group 16 and requests the resources of the server
group 16. It should be noted here that the routing of client
requests 1s done separately for each request. This allows
portions of the resource to exist at different servers. It also
allows resources, or portions thereof, to be moved while the
client 1s connected to the server group 16—11 that 1s done, the
routing tables 165 are updated as necessary and subsequent
client requests will be forwarded to the server now respon-
sible for handling that request. At least within a resource 17 or
18, the routing tables 165 are 1dentical. The described inven-
tion 1s different from a “redirect” mechanism, wherein a
server determines that it 1s unable to handle requests from a
client, and redirects the client to the server that can do so. The
client then establishes a new connection to another server.
Since establishing a connection 1s relatively inefficient, the
redirect mechanism 1s 1ll-suited for handling frequent
requests.

FIG. 4 depicts an exemplary process flow 40 for handling
client requests 1n a partitioned server environment. The pro-
cess 40 begins 41 by recerving a request for a resource, such
as a file or blocks of a file, step 42. The server will consult a
routing table, step 43, to determine which server actually
holds the specific piece of data requested by the client, step
44. The process checks 1n step 435 11 the requested resource 1s
present at the 1nitial server that received the request from the
client. If the requested resource 1s present at the initial server,
the 1nitial server returns the requested resource to the client,
step 48, and the process 40 terminates, step 49. Conversely, 11
the requested resource 1s not present at the mitial server, the
request 1s then forwarded to the server that holds the
requested resource, step 46, which returns the requested
resource to the mitial server, step 47. The process then goes to
step 48 as belore, to have the mitial server forward the
requested resource to the client, and the process 40 termi-
nates, step 49.
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The resources spread over the several servers can be direc-
tories, individual files within a directory, or even blocks
within a file. Other partitioned services could be contem-
plated. For example, 1t may be possible to partition a database
in an analogous fashion or to provide a distributed file system,
or a distributed or partitioned server that supports applica-
tions being delivered over the Internet. In general, the
approach can be applied to any service where a client request
can be mterpreted as a request for a piece of the total resource,
and operations on the pieces do not require global coordina-
tion among all the pieces.

Turning now to FIG. 5, one particular embodiment of a
block data service system 10 1s depicted. Specifically, FIG. 5
depicts the system 10 wherein the client 12 communicates
with the server group 16. The server block includes three
servers, server 161, 162 and 163. Each server includes a
routing table depicted as routing tables 20A, 20B, and 20C.
Additionally, each server includes a data mover process 22A,
22B, and 22C respectively. In addition to the routing tables
and data mover processes, each of the equivalent servers 161,
162, and 163 are shown 1 FIG. 5 as including a request
monitor process, 24A, 24B, and 24C respectively. Further,
and for the purpose of 1llustration only, the FIG. 5 presents an
arrangement of data blocks as a page of data 28 that may be
transferred from one server, 162, to another server, 163. It will
be understood that although FIG. S depicts the data blocks as
organized 1nto a data page, this 1s only one particular practice
and other practices may move individual data blocks between
the different servers. Moreover, different kinds of organiza-
tions of data blocks, such as files, directories, and other orga-
nizations of data may be employed and the systems and
methods described herein are not to be limited to any particu-
lar embodiment such as an embodiment that moves data
blocks as pages from one server to another.

As shown 1n FIG. 5, each of the equivalent servers 161,
162, and 163 may include a routing table 20A, 20B, and 20C
respectively. As shown 1n FIG. 5, each of the routing tables
20A, 20B, and 20C are capable of communicating with each
other for the purposes of sharing information. As described
above, the routing tables can track which of the individual
equivalent servers 1s responsible for a particular resource
maintained by the server group 16. In the embodiment shown
in FIG. 5, the server group 16 may be a storage area network
(SAN) wherein each of the equivalent servers 161, 162, and
163 has an individual IP address that may be employed by a
client 12 for accessing that particular equivalent server on the
SAN. As further described above, each of the equivalent
servers 161, 162, and 163 is capable of providing the same
response to the same request from a client 12. To that end, the
routing tables of the individual equivalent 161, 162, and 163
coordinate with each other to provide a global database of the
different resources (e.g., in this exemplary embodiment, data
blocks, pages, or other organizations of data blocks) and the
individual equivalent servers that are responsible for those
respective data: blocks, pages, files, or other storage ele-
ments.

FIG. 6 depicts one example of a routing table 20A and the
information stored therein. As depicted 1n FIG. 6, each rout-
ing table includes a server number 610 for each of the equiva-
lent servers 161,162 and 163 that support the partitioned data
block storage service. Additionally, each of the routing tables
identifies those pages 620 associated with each of the respec-
tive equivalent servers.

As further shown in FIG. 5, the data mover process 22B
employs the information stored within the routing table 208
for the purpose of determining whether a more efficient or
reliable arrangement of data blocks may be achieved. To this
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8

end, the data mover process 20B comprises a computer pro-
gram that applies an algorithm to the data collected by the
request monitors 24 A, 248, and 24C. The data mover process
applies an algorithm that reviews the current distribution of
data blocks and considers the current client demand for these
data blocks when determining whether a more efficient allo-
cation of data blocks 1s available. To this end, the data mover
process 22B also 1s capable of communicating with the
request monitor process 24B.

The request monitor processes 24A, 248, and 24C each
observer the request patterns arriving at their respective
equivalent servers to determine to determine whether patterns
or requests from clients 12 are being forwarded to the SAN
and whether these patterns may allow for more efficient or
reliable partitioning of data blocks. In one embodiment, the
request monitor process 24A, 24B, and 24C merely monitor
client requests coming to their respective equivalent servers.
In one embodiment, the request monitor processes each build
a table representative of the different requests that have been
seen by the individual request monitor processes. Each of the
request monitor processes 24A, 248, and 24C are capable of
communicating between themselves for the purpose of build-
ing a global database of requests seen by each of the equiva-
lent servers. Accordingly, in this embodiment each of the
request monitor processes 1s capable of integrating request
data from each of the equivalent servers 161, 162 and 163 1n
generating a global request database representative of the
request traific seen by the entire block data storage system 16.

In one embodiment, this global request database 1s made
available to the data mover processes 22A, 22B, and 22C for
their use 1n determining whether a more efficient or reliable
partitioning of data blocks 1s available. However, 1n alternate
embodiments, each of the request mover processes 24 A, 24B,
and 24C include pattern 1dentification processes capable of
reviewing the request database to determine whether patterns
of request exist within the database. For example, 1n one
embodiment, the request monitor process 24B 1s capable of
reviewing the global database of requests to determine
whether there 1s a pattern where a plurality of different data
blocks are typically requested either together or 1n sequence.
If such a pattern 1s 1dentified, then the pattern may be flagged
and made available to any of the data mover processes 22A,
228, or 22C for their use 1n determining whether data blocks
could be striped across a plurality of servers to provide for
more elficient servicing ol client requests. Additionally, in
other embodiments, the request monitor processes may be
able to i1dentity blocks of data that are typically requested
together and which are being requested at a frequency that 1s
above a pre-identified or predetermined threshold. This
allows the request monitors 24A, 24B, and 24C to i1dentily
“hot blocks” that may exist within the partitioned volume. In
other embodiments, the request monitor processes 24 A, 24B
and 24C may be capable of identifying other patterns that
occur within the requests being forwarded from clients to the
block data storage system 16.

Returning again to FIG. 5, an example of a redistribution of
partitioned data blocks 1s depicted. Specifically, FIG. S shows
any example wherein the data mover process 22B and the data
mover process 22C coordinate their activities for the purposes
of moving a page of data 28 from the equivalent server 162 to
the equivalent server 163. In this embodiment, a page of data
1s being moved from one server to the next. As those of
ordinary skill in the art will understand, a page of data is
typically an organization of data blocks that groups together
a plurality of data blocks such as 2,000 to typically 16,000
data blocks and provides a header such that the page 1s 1den-
tified as a separate unit of storage on the partitioned block data
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volume 18. Accordingly, in this embodiment, the request
monitor 24B may have determined that the page 28 1s
requested with suificient frequency as to be deemed a hot
block. It may further have determined that the equivalent
server 162 1s resource constrained 1n comparison to equiva-
lent server 163. Accordingly, the equivalent server 163 may
have the available resources for servicing requests from client
12 for page 28 more quickly than equivalent server 162 could
do. As such, the data mover process 22B and data mover
process 22C may operate together to transier the page 28 from
equivalent server 162 to equivalent server 163.

In one embodiment, the data mover process merely trans-
fers page 28 from the storage device of equivalent server 162
to the storage device of equivalent server 163 and then
updates the associated routing tables with this update being
communicated across the plurality of routing tables 20A,
20B, and 20C within the block data storage system 16. How-
ever, 1 other embodiments, the data mover processes 22B
and 22C may employ a transaction mechanism process that
monitors the transier of page 28 from the equivalent server
162 to the equivalent server 163 and determines when the
transaction 1s complete and optionally whether the page 28
was transierred without error, and at that point updates the
associated routing tables 20A, 20B, and 20C. The transaction
employed by the data mover processes 22B and 22C may be
any of the conventional transfer mechanism processes such as
those commonly employed with a distributed file system.

Although FIG. 1 depicts the system as an assembly of
functional block elements including a group of server sys-
tems, 1t will be apparent to one of ordinary skill 1n the art that
the systems of the mvention may be realized as computer
programs or portions of computer programs that are capable
of running on the servers to thereby configure the servers as
systems according to the invention. Moreover, although FIG.
1 depicts the group 16 as a local collection of servers, 1t will
be apparent to those or ordinary skill in the art that this 1s only
one embodiment, and that the invention may comprise a
collection or group of servers that includes server that are
physically remote from each other.

As discussed above, 1n certain embodiments, the systems
of the mvention may be realized as soiftware components
operating on a conventional data processing system such as a
Unix workstation. In such embodiments, the system can be
implemented as a C language computer program, or a com-
puter program written in any high level language including
C++, FORTRAN, Java or BASIC. General techniques for
such high level programming are known, and set forth in, for

example, Stephen G. Kochan, Programming in C, Hayden
Publishing (1983).

While the invention has been disclosed 1n connection with
the preferred embodiments shown and described 1n detail,
various modifications and i1mprovements thereon will
become readily apparent to those skilled 1n the art. Accord-
ingly, the spinit and scope of the present invention is to be
limited only by the following claims.

We claim:

1. A system comprising:

a plurality of equivalent servers each being responsible for
serving a portion of stored data blocks 1n response to
client requests for access to the data blocks;

cach of said plurality of equivalent servers having a respec-
tive data mover process capable of communicating with
another respective data mover process on another server
of said plurality of equivalent servers, for coordinating
movement of data blocks between the plurality of
equivalent servers;

10

15

20

25

30

35

40

45

50

55

60

65

10

cach of said plurality of equivalent servers also having a
respective request monitor process communicating with
another respective request monitor process on another
server ol said plurality of equivalent servers;

cach of said respective request monitor process monitoring
client requests to its respective server and communicat-
ing with the other respective request monitor processes
on the other equivalent servers to maintain global
request mnformation for the plurality of equivalent serv-
ers;

said global request information 1dentifying patterns 1n the
client requests made to the plurality of equivalent serv-
ers collectively; and

cach of said data mover processes reallocating the blocks
of data of the identified patterns from one server to
another server of the plurality of equivalent servers
based on operational characteristics of the plurality of
equivalent servers and the identified patterns.

2. A system according to claim 1, wherein

the data mover process includes an adaptive moving algo-
rithm for responding to an operational characteristic of
the plurality of servers and for identifying a reallocation
of block across the plurality of servers.

3. A system according to claim 1, wherein

the request monitor process determines a number of
requests recetved by a server to determine a measure of
request load carried by the server.

4. A system according to claim 1, wherein

the request monitor process measures parameters selected
from the group consisting of a number of clients access-
ing a data volume, a number of I/O requests, and a
measure of available storage.

5. A system according to claim 1, wherein

the request monitor process 1dentifies whether a group of
blocks are accessed together at a frequency above a hot
block criterion.

6. A system according to claim 1, wherein

the data mover process operates on data generated by the
request monitor process to determine a data block to
move to a selected server for improving performance.

7. A system according to claim 1, wherein

the data mover process applies an adaptive block distribu-
tion algorithm to data generated by the request monitor
process.

8. A system according to claim 1, wherein

the data mover process includes a data striping algorithm
for striping selected data blocks across a plurality of
SCrvers.

9. A system according to claim 1, wherein

the data mover process includes a transaction process for
monitoring a transier of data blocks between servers.

10. A system according to claim 9, wherein

the transaction process includes an error log process for
logging an error detected during the transfer of data
blocks.

11. A system according to claim 1, wherein

the request monitor monitors requests made of two or more
data volumes.

12. A system according to claim 1, wherein

the data mover process moves data blocks associated with
two or more data volumes.

13. A process for providing block level data storage, com-

prising:

providing a plurality of equivalent servers each being
responsible for serving a portion of stored data blocks in
response to client requests for access to the stored data

blocks
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cach monitoring client requests received by a respective
equivalent server;

cach of said plurality of equivalent servers having a respec-
tive request monitor process for monitoring client
requests and for communicating with a request monitor 5
process on another equivalent server;

moving data blocks between the plurality of equivalent
servers; and

cach of said respective request monitor processes further
(a) monitoring client requests to its respective equivalent 10
server and (b) communicating with other respective
request monitor processes 1n the other equivalent servers
to maintain global client request information for the
plurality of equivalent servers;

analyzing said global client request information to identify 15
patterns 1n the client requests made to the plurality of
equivalent servers; and wherein

the step of moving data blocks between the plurality of
equivalent servers further moves the blocks of data from
one equivalent server to another equivalent server based 20
on operational characteristics of the plurality of equiva-
lent servers and the 1dentified patterns.

14. The process of claim 13, wherein

moving data blocks includes applying an adaptive algo-
rithm for responding to an operational characteristic of 25
the plurality of servers and for identifying a reallocation
of block across the plurality of servers.

12

15. The process of claim 13, wherein

monitoring requests includes determining a number of
requests received by a server to determine a measure of
request load carried by the server.

16. The process of claim 13, wherein

monitoring requests includes measuring parameters
selected from the group consisting of a number of clients
accessing a data volume, a number of I/O requests, and
a measure of available storage.

17. The process according to claim 13, wherein

request monitoring includes identitying whether a group of
blocks are accessed together at a frequency above a hot
block criterion.

18. The process according to claim 13, wherein

data moving includes striping selected data blocks across a
plurality of servers.

19. The process according to claim 13, wherein

data moving includes monitoring a transier of data blocks
between servers.

20. The process according to claim 19, further including

generating an error log for logging an error detected during,
the transier of data blocks.

21. The process according to claim 13, wherein

monitoring requests includes monitoring requests made of
two or more data volumes.
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