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FAILOVER OF BLADE SERVERS IN A DATA
CENTER

BACKGROUND OF THE INVENTION

1. Field of the Invention

The field of the invention 1s data processing, or, more
specifically, methods, apparatus, and products for failover of
blade servers in a data center.

2. Description of Related Art

The development of the EDVAC computer system of 1948
1s often cited as the beginning of the computer era. Since that
time, computer systems have evolved into extremely compli-
cated devices. Today’s computers are much more sophisti-
cated than early systems such as the EDVAC. Computer sys-
tems typically include a combination of hardware and
soltware components, application programs, operating sys-
tems, processors, buses, memory, mput/output devices, and
so on. As advances 1n semiconductor processing and com-
puter architecture push the performance of the computer
higher and higher, more sophisticated computer software has
evolved to take advantage of the higher performance of the
hardware, resulting 1n computer systems today that are much
more powertul than just a few years ago.

Blade computers are increasingly being used to run critical
applications that require a high level of redundancy and fault
tolerance. Various clustering solutions exist such as
VMware’s high availability and Microsoit’s clustering tech-
nology, but these systems are oiten complex and high priced.
HP has recently developed a solution for blade failover which

1s stmple to setup, but requires virtualization of unique stor-
age and network identifiers, WWN or MAC address, for

example. A World Wide Name (*“WWN’) or World Wide
Identifier (*WWID’) 1s a unique 1dentifier 1n a Fibre Channel
or Serial Attached SCSI storage network, and a Media Access
Control address (‘MAC address’) or Ethernet Hardware
Address (‘EHA’) or hardware address or adapter address 1s a
quasi-unique 1dentifier attached to most network adapters.
This virtualization of the WWN and MAC 1s found objection-
able by many users and system administrators due to security
concerns.

SUMMARY OF THE INVENTION

Methods, apparatus, and computer program products are
disclosed for failover of blade servers in a data center, includ-
ing powering off by a system management server a failing
blade server, the failing blade server characterized by a
machine type, the failing blade server mapped to remote
computer boot storage administered through a Storage Man-
agement Initiative-Specification (‘SMI-S”) provider; identi-
tying, by the system management server by use of the SMI-S
provider from a pool of standby blade servers, a replacement
blade server; remapping by the system management server
through the SMI-S provider the remote computer boot stor-
age ol the failing blade server to the replacement blade server;
and powering on the replacement blade server by the system
management server.

The foregoing and other objects, features and advantages
of the mmvention will be apparent from the following more
particular descriptions ol exemplary embodiments of the
invention as 1illustrated i the accompanying drawings
wherein like reference numbers generally represent like parts
of exemplary embodiments of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 sets forth a functional block diagram of an exem-
plary system implementing failover of blade servers 1n a data
center according to embodiments of the present invention.
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FIG. 2 sets forth a flow chart illustrating an exemplary
method of failover of blade servers in a data center according,
to embodiments of the present invention.

FIG. 3 sets forth a flow chart 1llustrating a further exem-
plary method for failover of blade servers in a data center
according to embodiments of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

Exemplary methods, apparatus, and products for failover
ol blade servers 1n a data center 1n accordance with the present
invention are described with reference to the accompanying
drawings, beginning with FIG. 1. FIG. 1 sets forth a func-
tional block diagram of an exemplary system implementing
tallover of blade servers (106) 1n a data center (120) according
to embodiments of the present invention. The data center
(120) 15 a facility used to house mission critical computer
systems and associated components. Such a data center
includes environmental controls (air conditioning, fire sup-
pression, etc.), redundant/backup power supplies, redundant
data communications connections, and high security, high-
lighted by biometric access controls to compartmentalized
security zones within the facility. A data center 1s a facility
used for housing a large amount of electronic equipment,
typically computers and communications equipment. A data
center 1s maintained by an organization for the purpose of
handling the data necessary for its operations. A bank, for
example, may have a data center, where all 1ts
customers’account information 1s maintained and transac-
tions 1volving these accounts are carried out. Practically
every company that 1s mid-sized or larger has some kind of
data center with the larger companies often having dozens of
data centers.

A server, as the term 1s used 1n this specification, refers
generally to a multi-user computer that provides a service
(e.g. database access, file transfer, remote access) or
resources (e.g. file space) over a network connection. The
term ‘server,” as context requires, refers inclusively to the
server’s computer hardware as well as any server application
soltware or operating system software running on the server.
A server application 1s an application program that accepts
connections 1n order to service requests from users by send-
ing back responses. A server application can run on the same
computer as the client application using 1t, or a server appli-
cation can accept connections through a computer network.
Examples of server applications include file server, database
server, backup server, print server, mail server, web server,
FTP servers, application servers, VPN servers, DHCP serv-
ers, DNS servers, WINS servers, logon servers, security serv-
ers, domain controllers, backup domain controllers, proxy
servers, firewalls, and so on.

Blade servers are seli-contained servers, designed for high
density. A blade enclosure provides services such as power,
cooling, networking, various interconnects and manage-
ment—though different blade providers have differing prin-
ciples around what should and should not be included 1n the
blade itseli—and sometimes 1n the enclosure altogether.
Together, a set of blade servers installed 1n a blade enclosure
or ‘blade center’ for a blade system. As practical matter, all
computers are 1mplemented with electrical components
requiring power that produces heat. Components such as
processors, memory, hard drives, power supplies, storage and
network connections, keyboards, video components, a
mouse, and so on, merely support the basic computing func-
tion, yet they all add bulk, heat, complexity, and moving parts
that are more prone to failure than solid-state components. In
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the blade paradigm, most of these functions are removed from
the blade computer, being either provided by the blade enclo-
sure (DC power) virtualized (1ISCSI storage, remote console
over IP), or discarded entirely (serial ports). The blade itself
becomes simpler, smaller, and amenable to dense installation
with many blade servers in a single blade enclosure. The
example system of FIG. 1 1ncludes a number of servers, active
blade servers (106), a pool (104) of available standby blade
servers, and a system management server (152). An active
blade server (106) 1s a blade server presently 1n use to provide
responses to user requests for data processing services from
the data center (120). The example system of FIG. 1 also
includes a pool (104) of available standby blade servers. A
standby blade server 1s a blade server that 1s not presently 1n
use to provide responses to user requests for data processing,
services from the data center (120) but 1s available to be
brought 1nto active service upon failure of an active blade
computer.

The example system of FIG. 1 includes a blade server
management module (116), an aggregation of computer hard-
ware and soitware that i1s 1nstalled 1n a blade enclosure or
blade center to provide support services for blade servers in
the blade enclosure. Support services provided by the blade
server management module (116) include monitoring health
of blade servers and reporting health statistics to a system
management server, power management and power control,
save and restore configurations, discovery of available blade
servers, event log management, memory management, and so
on. An example of a blade server management module that
can be used 1n systems that failover blade servers according to
embodiments of the present invention 1s IBM’s Advanced
Management Module (‘{AMM”). The blade server manage-
ment module (116) in this example communicates with a
system management server (152) through a local area net-
work (‘LAN’) (100), and the blade server management mod-
ule (116) communicates with the blade servers (106, 104)
through an out-of-band network (101). The LAN may be
implemented as an Ethernet, an IP (Internet Protocol) net-
work, or the like, and the out-of-band network (101) may be
implemented as an Inter-Integrated Circuit (‘I°C”) bus, a Sys-
tem Management Bus (*SMBus’), an Intelligent Platform
Management Bus (‘IPMB’), or the like.

Each blade server (104, 106) 1n this example may option-
ally be mapped to remote computer boot storage (110)
through a storage area network (‘SAN’) (112). The boot
storage (110) 1s ‘remote’ in the sense that all the system-level
soltware, such as a kernel and other operating system soft-
ware, that 1s needed to operate each server 1s stored, not on the
server 1tself, but remotely from the server across a storage
area network (‘'SAN’) (112) on storage exposed to the blade
servers through the SAN. The only boot-related software on
the blade servers 1s a thin piece of system-level firmware
required to 1nitiate a boot from remote storage.

The SAN (112) 1s a network architecture that attaches
remote computer storage devices such as disk arrays, for
example, to blade servers so that, to the blade server’s oper-
ating system, the remote storage devices appear as locally
attached disk drives. That 1s, the remote boot storage (110)
that can be mapped to the blade servers in this example 1s
exposed by the SAN (112) to each server (104, 106) as a
separate virtual drive. Such virtual drives are often referred to
or referenced by a so-called logical unit number or ‘LUN. A
LUN 1s an address for an individual disk drive and by exten-
sion, the disk device itself. A LUN, or the remote storage
identified by a LUN, 1s normally not an entire disk drive but
rather a virtual partition (or volume) of a RAID set—in this
example a virtual disk drive that organized a portion of RAID
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(Redundant Array of Inexpensive Drives) storage and pre-
sents 1t to an operating system on a server as an actual disk
drive. Most SANs use the SCSI protocol for communication
between servers and disk drive devices, though they do not
use 1ts low-level physical interface, instead using a mapping

layer. The mapping layer may be implemented, for example,
with Fibre Channel (Fibre Channel Protocol or ‘FCP’1s Fibre

Channel’s SCSI interface), 1ISCSI (mapping SCSI over TCP/
IP), HyperSCSI (mapping SCSI over Ethernet), Advanced
Technology Attachment (‘ATA’) over Ethernet, and Infini-
Band (supports mapping SCSI over InfiniBand and/or map-
ping TCP/IP over InfiniBand).

The example system of FIG. 1 also includes one or more
SAN controllers (122). Each SAN controller (122) 1s a mod-
ule of computer hardware and software that organizes physi-
cal disk storage into virtual drives to be exposed to blade
servers (104, 106) through the SAN (112). Each SAN con-
troller maintains mappings of blade servers to remote com-
puter boot storage 1n the form of two-element data structures
(124, 126, 128, 130) known as storage groups. Each storage
group associates a blade server identifier (132,136, 140, 144)
and an 1dentifier of a particular instance of remote computer
boot storage (134, 138, 142, 146). The blade server identifier
(132,136, 140, 144) may be implemented as any data coding
that uniquely 1dentifies each blade server having mapped
remote computer boot storage, such as, for example, a net-
work adapter number for an adapter that connects a blade
server to the SAN, a port identifier of a data communications
port that connects a blade server to the SAN, a combination of
an adapter number and a port 1dentifier, a WWN, a MAC
address, and so on. Note that the blade server 1dentifiers, even
if they are implemented as WWNs or MAC addresses, are
actual 1dentifiers, non-virtualized. The 1dentifiers of remote
computer boot storage (134, 138, 142, 146) 1n this example
are implemented as LUNSs. For ease of explanation, only four
storage groups (124,126,128, 130) are illustrated here. Read-
ers will recognize, however, that practical systems may
include many storage groups, typically, for example, one or
more storage groups for each active blade server.

The SAN controllers (122) are connected to the system
management server (120) in this example through one or
more SMI-S providers (118). ‘SMI-S’ stands for the Storage
Management Initiative-Specification, a storage standard

developed and maintained by the Storage Networking Indus-
try Association (‘SNIA’). SMI-S has also been ratified as

ANSI standard ANSI INCITS 388-2004. SMI-S 1s based
upon the Common Information Model and the Web-Based
Enterprise Management standards defined by the Distributed
Management Task Force. Each SMI-S provider (118) 1s a
module of computer hardware and software that ‘provides’ to
the system management server a standardized interface for
control of a SAN (112) through a SAN controller (122). The
control interface (120) exposed directly by the SAN control-
lers (122) 1s a proprietary interface unique to each make and
model of SAN controller. The SMI-S controllers help avoid
the need to program each system management server ditier-
ently for each type of SAN controller 1n a system. By use of
SMI-S providers, a system administrator can use any number
ol different makes and models of SAN controllers 1n a SAN
and still need only a single control interface to control all the
entire SAN. In this example, the SMI-S control interface 1s
represented 1n the soitware 1n the system management con-
troller as the SMI-S provider interface (186).

The system of FIG. 1 includes an exemplary system man-
agement server (152) useful 1n failover of blade servers 1n a
data center according to embodiments of the present mnven-
tion. The system management server (152) 1s a server of the
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data center (120) that automates many of the processes that
are required to proactively manage servers 1n the data center,
including capacity planning, asset tracking, preventive main-
tenance, diagnostic monitoring, troubleshooting, firmware
updates, blade server failover, and so on. The system man-
agement server (152) of FIG. 1 includes at least one computer
processor (156) or ‘CPU’ as well as random access memory
(168) (‘RAM’) which 1s connected through a high speed
memory bus (166) and bus adapter (158) to processor (156)
and to other components of the system management server
(152).

Stored in RAM (168) 1s a system management server appli-
cation program (182), a set of computer program instructions
that operate the system management server so as to automati-
cally under program control carry out processes required to
manage servers 1n the data center, including capacity plan-
ning, asset tracking, preventive maintenance, diagnostic
monitoring, troubleshooting, firmware updates, blade server
fallover, and so on. An example of a system management
server application program (126) that can be improved to
tallover blade servers in a data center according to embodi-
ments of the present mvention 1s IBM’s ‘Director.’

Also stored in RAM (168) 1s a server failover module
(130), a module of computer program instructions for auto-
matic administration of blade server failover. The transfer of
operation from a failing active blade server (108) to an avail-
able standby blade server (114) so as to ensure uninterrupted
data tlow, operability, and data processing services for users
of the data center 1s referred to in this specification as
‘failover.” Failover 1s the automated substitution of a function-
ally equivalent standby blade server for a failing active blade
server. Failures that lead to failover can include a loss of
power to an active blade server, a memory fault in an active
blade server, a processor defect in an active blade server, loss
ol network connectivity for an active blade server, and so on.
The data center (120) 1in this example provides automated
tallover from a failing active blade server to a standby blade
server through the server fallover module (130) of the system
management server (152). An example of a server failover
module that can be improved for failover of blade servers in a
data center according to embodiments of the present imven-
tion 1s IBM’s ‘Boot From SAN Blade Failover Extension for
IBM Director.”

Also stored 1n RAM (168) 1s an operating system (154).
Operating systems useful for faillover of blade servers 1n a

data center according to embodiments of the present mven-
tion 1include UNIX™ [inux™, Microsoft XPT™ ATX™™,

IBM’s 15/0OS™_ and others as will occur to those of skill in the
art. The operating system (154), the system management
server application (182), the server failover module (184),
and the SMI-S provider interface (186) in the example of FIG.
1 are shown 1n RAM (168), but many components of such
software typically are stored in non-volatile memory also,
such as, for example, on a disk drive (170) or in tlash memory
(188).

The system management server (152) of FIG. 1 includes
disk drive adapter (172) coupled through expansion bus (160)
and bus adapter (158) to processor (156) and other compo-
nents of the system management server (152). Disk drive
adapter (172) connects non-volatile data storage to the system
management server (152) in the form of disk drive (170). Disk
drive adapters useful 1 system management servers for
tallover ol blade servers 1n a data center according to embodi-
ments of the present invention include Integrated Drive Elec-
tronics (‘IDE’) adapters, Small Computer System Interface
(‘SCSI’) adapters, and others as will occur to those of skill 1n
the art. Non-volatile computer memory also may be imple-
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6

mented for as an optical disk drive, electrically erasable pro-
grammable read-only memory (so-called ‘EEPROM’ or
‘Flash’ memory) (188), RAM drives, and so on, as will occur
to those of skill 1n the art.

The example system management server (152) of FIG. 1
includes one or more mput/output (‘1/0’) adapters (178). I/O
adapters implement user-oriented mput/output through, for
example, software drivers and computer hardware for con-
trolling output to display devices such as computer display
screens, as well as user mput from user input devices (181)
such as keyboards and mice. The example system manage-
ment server (152) of FIG. 1 includes a video adapter (209),
which 1s an example of an IO adapter specially designed for
graphic output to a display device (180) such as a display

screen or computer monitor. Video adapter (209) 1s connected
to processor (156) through a high speed video bus (164 ), bus

adapter (158), and the front side bus (162), which 1s also a
high speed bus.

The exemplary system management server (152) ol FIG. 1
includes a communications adapter (167) for data communi-
cations with other computers (182) and for data communica-
tions with a data communications network (100). Such data
communications may be carried out serially through RS-232
connections, through external buses such as a Universal
Serial Bus (‘USB”), through data communications data com-
munications networks such as IP data communications net-
works, and 1n other ways as will occur to those of skill 1n the
art. Communications adapters implement the hardware level
of data communications through which one computer sends
data communications to another computer, directly or
through a data communications network. Examples of com-
munications adapters useful for failover of blade servers 1n a
data center according to embodiments of the present mnven-
tion include modems for wired dial-up communications, Eth-
ernet (IEEE 802.3) adapters for wired data communications
network communications, and 802.11 adapters for wireless
data communications network communications.

The example system management server of FIG. 1 operates
generally to failover blade servers 1n a data center according
to embodiments of the present invention by powering oif a
failling blade server and identifying a replacement blade
server. The failing blade server 1s characterized by a machine
type, and the failing blade server 1s mapped by at least one
storage group (124, 126, 128, 130) to remote computer boot
storage administered through an SMI-S provider. The system
management server identifies a replacement blade server by
querying an SMI-S provider to find in the standby pool a
standby blade server that 1s powered off, 1s of the same
machine type as the failing blade server, and has no current
mapping to remote boot storage.

Having found a replacement for the failing blade server, the
system management server then remaps the remote computer
boot storage of the failing blade server to the replacement
blade server. The remapping 1s carried out again by a call from
the system management server application, from the server
tallover module, through the SMI-S provider interface to an
SMI-S provider.

The SMI-S provider can remap the remote computer boot
storage by moving an 1dentifier of the remote computer boot
storage mapped to the failing blade server from an association
with an identifier of the failing blade server to an association
with an 1dentifier of the replacement blade server. Assume for
purposes ol explanation that blade server 1dentifier (144) in
storage group (130) identifies a replacement server (114) and
that storage group (128) 1s an association that maps remote
computer boot storage, LUN (142), to the failing blade server
identified by blade server 1dentifier (140). Moving an 1denti-
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fier of the remote computer boot storage mapped to the failing
blade server from an association with an identifier of the

failing blade server to an association with an identifier of the
replacement blade server then can be carried out by moving
(143) LUN (142) from storage group (128) to storage group
(130) as LUN (146).

The SMI-S provider also, alternatively, can remap the
remote computer boot storage of the failing blade server to the
replacement blade by replacing, 1n an association with an
identifier of the remote computer boot storage, an identifier of
the failing blade server with an 1dentifier of the replacement
blade server. Assume for purposes of explanation that blade
server 1dentifier (144) 1n storage group (130) identifies a
replacement server (114) and that storage group (128) 1s an
association that maps remote computer boot storage, LUN
(142), to the failing blade server identified by blade server
identifier (140). Replacing, in an association with an identi-
fier of the remote computer boot storage, an 1dentifier of the
failing blade server with an identifier of the replacement blade
server then can be carried out by replacing (141) the blade
server 1dentifier (140) of the failing blade server in storage
group (128) with the blade server identifier (144) of the
replacement blade server.

Having remapped the remote computer boot storage to the
replacement blade server, the system management server then
powers on the replacement blade server—by a call to the
blade server management module (116).

The arrangement of servers and other devices making up
the exemplary system illustrated in FI1G. 1 are for explanation,
not for limitation. Data processing systems useful according
to various embodiments of the present invention may include
additional servers, routers, other devices, and peer-to-peer
architectures, not shown 1n FIG. 1, as will occur to those of
skill 1n the art. Networks in such data processing systems may
support many data communications protocols, including for

example TCP (Transmission Control Protocol), IP (Internet
Protocol), HT'TP (HyperText Transter Protocol), WAP (Wire-

less Access Protocol), HDTP (Handheld Device Transport
Protocol), and others as will occur to those of skill in the art.
Various embodiments of the present invention may be imple-
mented on a variety of hardware platforms 1n addition to those
illustrated in FIG. 1.

For further explanation, FIG. 2 sets forth a flow chart
illustrating an exemplary method of failover of blade servers
in a data center according to embodiments of the present
invention. The method of FIG. 2 may be implemented on a
system like the one described above with regard to FIG. 1.
The method of FIG. 2 15 explained here, therefore, with ret-
erence both to FIG. 2 and also to FIG. 1.

The example method of FIG. 2 1s implemented 1n a system
in which a number of SMI-S providers (118) administer
remote computer boot storage (110) for blade servers (104,
106) by exposing a standard control interface (186) fora SAN
(112). The method of FIG. 2 includes maintaining (202)
records associating SMI-S providers (118) and blade servers
(104, 106) having mappings to remote computer boot storage
(110). Maintaining such records 1s carried out by querying the
SMI-S providers to identify blade servers having mappings to
remote computer boot storage. The mapping 1s implemented
in these examples as storage groups (124, 126, 128, 130),
cach of which associates a blade server identifier (132, 136,
140, 144) and a remote computer boot storage 1dentifier (134,
138,142, 146). The records associating SMI-S providers and
blade servers having mappings to remote computer boot stor-
age may be implemented 1n a table similar to Table 1, for
example:

10

15

20

25

30

35

40

45

50

55

60

65

TABL.

(Ll

1

Identifiers Of Blade Servers
Mapped To Remote Computer

SMI-S Provider Identifiers Boot Storage

P-001 BS-043
P-002 BS-067
P-003 BS-123
P-004 BS-987

Table 1 includes two columns, one that stores i1dentifiers of
SMI-S providers and one that stores identifiers of blade serv-
ers having mappings to remote computer boot storage. Each
record 1n Table 1 associates one SMI-S providers and one
blade servers having a mapping to remote computer boot
storage. Readers will recognize that Table 1 1s only one
example of a data structure capable of associating SMI-S
providers and blade servers having mappings to remote com-
puter boot storage. Examples of other data structures capable
of associating SMI-S providers and blade servers having
mappings to remote computer boot storage include linked
lists, hash tables, C-style data structures, arrays, and so on.

The method of FIG. 2 also includes powering off (204) by
a system management server (152) a failing blade server
(108), where the failing blade server i1s characterized by a
machine type, and the failing blade server 1s mapped to
remote computer boot storage (110) administered through an
SMI-S provider (118). The fact that a blade server 1s failing 1s
detected and reported to the system management server (152)
by a blade server management module (116). The powering
off 1s implemented by a call from the system management
server (152) to the blade server management module (116).

The method of FIG. 2 also includes 1dentitying (206), by
the system management server (152) by use of the SMI-S
provider (118) from a pool of standby blade servers (104), a
replacement blade server (114). The system management
server (152) uses the SMI-S provider (118) to identily a
replacement blade server by a call from the system manage-
ment server application program (182) through the SMI-S
provider interface (186) to the SMI-S provider (118) querying
the SMI-S provider for available standby blade servers. The
SMI-S provider maintains a list (212) of available standby
blade servers, including various attributes of the standby
blade servers, such as, for example, whether they are powered
on, their machine types, whether they are mapped to remote
computer boot storage, and so on. In the method of FIG. 2,
identifying (206) a replacement server includes determining
(214 ) whether one of the standby blade servers 1s powered off;
if one of the standby blade servers 1s powered oif, determin-
ing (216) whether the powered-oil blade server matches the
machine type of the failing blade server, and 11 the powered-
oil blade server matches the machine type of the failing blade
server, determining (218) that the available server has no
mapping to remote computer boot storage. Determining
(218) that the available server has no mapping to remote
computer boot storage can be carried out by identifying (220)
a standby blade server having no entry 1n the records associ-
ating SMI-S providers and blade servers having mappings to
remote computer boot storage. Table 1 above 1s an example of
records associating SMI-S providers and blade servers having
mappings to remote computer boot storage.

The method of FIG. 2 also includes remapping by the
system management server through the SMI-S provider the
remote computer boot storage of the failing blade server to the
replacement blade server. Methods of remapping by the sys-
tem management server through the SMI-S provider the
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remote computer boot storage of the failing blade server to the
replacement blade server are described below with reference
to FIG. 3. The method of FIG. 2 also includes powering on the
replacement blade server—by a call from the server failover
module (184) of the system management server (152) to the
blade server management module (116).

For further explanation, FIG. 3 sets forth a flow chart
illustrating a further exemplary method for failover of blade
servers 1n a data center according to embodiments of the
present imvention. The method of FIG. 3 1s similar to the
method of FIG. 2, including as it does powering off (204)
failing blade server; identitying (206) a replacement blade
server; remapping (208) the remote computer boot storage of
the failing blade server to the replacement blade server; and
powering on (210) the replacement blade server by the system
management server. Like the description above of the method
of FIG. 2, the method of FIG. 3 1s explained here with refer-
ence to both FIG. 3 and also with reference to FIG. 1. In
addition, however, the method of FIG. 3 illustrates two alter-
native methods (222, 224) of remapping (208) the remote
computer boot storage of the failing blade server to the
replacement blade server. The remapping 1s carried out again
by a call from the system management server application

(182), from the server failover module (184), through the
SMI-S provider mterface (186) to an SMI-S provider (118).

The SMI-S provider (118) can remap the remote computer
boot storage by moving (222) an identifier of the remote
computer boot storage mapped to the failing blade server
from an association with an 1dentifier of the failing blade
server 1o an association with an 1dentifier of the replacement
blade server. Assume for purposes of explanation that blade
server 1dentifier (144) 1n storage group (130) identifies a
replacement server (114) and that storage group (128) 1s an
association that maps remote computer boot storage, LUN
(142), to the failing blade server identified by blade server
identifier (140). Moving (222) an 1dentifier of the remote
computer boot storage mapped to the failing blade server
from an association with an i1dentifier of the failing blade
server to an association with an 1dentifier of the replacement
blade server then can be carried out by moving (143) LUN
(142) from storage group (128) to storage group (130) as
LUN (146).

The SMI-S provider (118) also, alternatively, can remap
the remote computer boot storage of the failing blade server to
the replacement blade by replacing (224), 1n an association
with an identifier of the remote computer boot storage, an
identifier of the failing blade server with an identifier of the
replacement blade server. Assume for purposes of explana-
tion that blade server identifier (144) in storage group (130)
identifies a replacement server (114) and that storage group
(128) 1s an association that maps remote computer boot stor-
age, LUN (142), to the failing blade server identified by blade
server 1dentifier (140). Replacing (224), 1n an association
with an identifier of the remote computer boot storage, an
identifier of the failing blade server with an identifier of the
replacement blade server then can be carried out by replacing
(141) the blade server identifier (140) of the failing blade
server 1n storage group (128) with the blade server 1dentifier
(144) of the replacement blade server.

In view of these explanations, readers will recognize that
clfecting failover of blade servers 1n a data center according to
embodiments of the present invention provides the benefit of
simple low cost failover of blade servers without requiring
virtualization of World Wide Names or MAC addresses.

Exemplary embodiments of the present invention are
described largely 1n the context of a fully functional computer
system for failover of blade servers 1n a data center. Readers
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of skill in the art will recognize, however, that the present
invention also may be embodied 1n a computer program prod-
uct disposed on signal bearing media for use with any suitable
data processing system. Such signal bearing media may be
transmission media or recordable media for machine-read-
able information, mncluding magnetic media, optical media,
or other suitable media. Examples of recordable media
include magnetic disks 1n hard drives or diskettes, compact
disks for optical drives, magnetic tape, and others as will
occur to those of skill in the art. Examples of transmission
media include telephone networks for voice communications
and digital data communications networks such as, for
example, Ethernets™ and networks that communicate with
the Internet Protocol and the World Wide Web as well as
wireless transmission media such as, for example, networks
implemented according to the IEEE 802.11 family of speci-
fications. Persons skilled 1n the art will immediately recog-
nize that any computer system having suitable programming
means will be capable of executing the steps of the method of
the mvention as embodied 1n a program product. Persons
skilled 1n the art will recognize immediately that, although
some of the exemplary embodiments described in this speci-
fication are oriented to soitware installed and executing on
computer hardware, nevertheless, alternative embodiments
implemented as firmware or as hardware are well within the
scope of the present invention.

It will be understood from the foregoing description that
modifications and changes may be made in various embodi-
ments of the present invention without departing from its true
spirit. The descriptions 1n this specification are for purposes
of illustration only and are not to be construed 1n a limiting
sense. The scope of the present invention 1s limited only by
the language of the following claims.

What 1s claimed 1s:

1. A method of tfailover of blade servers 1n a data center, the
method comprising:

powering olf by a system management server a failing

blade server, the failing blade server characterized by a
machine type, the failing blade server mapped to remote
computer boot storage administered through a Storage
Management Initiative-Specification (*SMI-S’) pro-
vider:;

identifying, by the system management server by use of the

SMI-S provider from a pool of standby blade servers, a
replacement blade server, including:
determining whether one of the standby blade servers 1s
powered off;
if one of the standby blade servers 1s powered ofl, deter-
mimng whether the powered-oil blade server matches
the machine type of the failing blade server, and
if the powered-oil blade server matches the machine
type of the failing blade server, determining, by que-
rying the SMI-S provider, that the available server has
no mapping to remote computer boot storage;
remapping by the system management server through the
SMI-S provider the remote computer boot storage of the
failing blade server to the replacement blade server; and
powering on the replacement blade server by the system
management Server.

2. The method of claim 1 wherein remapping by the system
management server through the SMI-S provider the remote
computer boot storage of the failing blade server to the
replacement blade server further comprises moving an iden-
tifier of the remote computer boot storage mapped to the
failing blade server from an association with an 1dentifier of
the failing blade server to an association with an 1dentifier of
the replacement blade server.

il
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3. The method of claim 1 wherein remapping by the system
management server through the SMI-S provider the remote
computer boot storage of the failing blade server to the
replacement blade server further comprises replacing, 1n an
association with an i1dentifier of the remote computer boot
storage, an 1dentifier of the failing blade server with an 1den-
tifier of the replacement blade server.

4. The method of claim 1 wherein:

a plurality of SMI-S providers administers remote com-

puter boot storage for the blade servers;

the method includes maintaining records associating

SMI-S providers and blade servers having mappings to
remote computer boot storage, including querying the
SMI-S providers to 1dentily blade servers having map-
pings to remote computer boot storage; and
identifying a replacement blade server further comprises
identifying a standby blade server having no entry in the
records associating SMI-S providers and blade servers
having mappings to remote computer boot storage.

5. The method of claim 1 wherein remapping by the system
management server through the SMI-S provider the remote
computer boot storage of the failing blade server to the
replacement blade server further comprises moving an iden-
tifier of the remote computer boot storage mapped to the
failing blade server from an association with an 1dentifier of
the failing blade server to an association with an 1dentifier of
the replacement blade server.

6. The method of claim 1 wherein remapping by the system
management server through the SMI-S provider the remote
computer boot storage of the failing blade server to the
replacement blade server further comprises replacing, 1n an
association with an i1dentifier of the remote computer boot
storage, an 1dentifier of the failing blade server with an 1den-
tifier of the replacement blade server.

7. The method of claim 1 wherein:

a plurality of SMI-S providers administers remote com-

puter boot storage for the blade servers;

the computer program product includes computer program

instructions capable of maintaining records associating
SMI-S providers and blade servers having mappings to
remote computer boot storage, including querying the
SMI-S providers to identify blade servers having map-
pings to remote computer boot storage; and
identifying a replacement blade server further comprises
identifying a standby blade server having no entry in the
records associating SMI-S providers and blade servers
having mappings to remote computer boot storage.

8. Apparatus for failover of blade servers 1n a data center,
the apparatus comprising a computer processor, a computer
memory operatively coupled to the computer processor, the
computer memory having disposed within it computer pro-
gram 1nstructions capable of:

powering oif by a system management server a failing

blade server, the failing blade server characterized by a
machine type, the failing blade server mapped to remote
computer boot storage administered through a Storage
Management Imtiative-Specification (‘SMI-S’) pro-
vider:;

identifying, by the system management server by use of the

SMI-S provider from a pool of standby blade servers, a
replacement blade server, including:
determining whether one of the standby blade servers 1s
powered off;
if one of the standby blade servers 1s powered off, deter-
mining whether the powered-oll blade server matches
the machine type of the failing blade server, and
if the powered-oll blade server matches the machine

type of the failing blade server, determining, by que-
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rving the SMI-S provider, that the available server has
no mapping to remote computer boot storage;
remapping by the system management server through the
SMI-S provider the remote computer boot storage of the
failing blade server to the replacement blade server; and
powering on the replacement blade server by the system
management server.

9. The apparatus of claim 8 wherein remapping by the
system management server through the SMI-S provider the
remote computer boot storage of the failing blade server to the
replacement blade server further comprises moving an iden-
tifier of the remote computer boot storage mapped to the
failing blade server from an association with an 1dentifier of
the failing blade server to an association with an 1dentifier of
the replacement blade server.

10. The apparatus of claim 8 wherein remapping by the
system management server through the SMI-S provider the
remote computer boot storage of the failing blade server to the
replacement blade server further comprises replacing, 1n an
association with an i1dentifier of the remote computer boot
storage, an 1dentifier of the failing blade server with an 1den-
tifier of the replacement blade server.

11. The apparatus of claim 6 wherein:

a plurality of SMI-S providers administers remote com-

puter boot storage for the blade servers;

the apparatus includes computer program instructions

capable of maintaining records associating SMI-S pro-
viders and blade servers having mappings to remote
computer boot storage, including querying the SMI-S
providers to identify blade servers having mappings to
remote computer boot storage; and

identilying a replacement blade server further comprises

identifying a standby blade server having no entry in the
records associating SMI-S providers and blade servers
having mappings to remote computer boot storage.

12. A computer program product for failover of blade serv-
ers 1n a data center, the computer program product disposed 1n
a computer readable recordable storage medium, the com-
puter program product comprising computer program
instructions that, when executed by a computer processor in a
computer, cause the computer to carry out the steps of:

powering olf by a system management server a failing

blade server, the failing blade server characterized by a
machine type, the failing blade server mapped to remote
computer boot storage administered through a Storage
Management Initiative-Specification (*SMI-S’) pro-
vider;

identifying, by the system management server by use of the

SMI-S provider from a pool of standby blade servers, a
replacement blade server, including:
determining whether one of the standby blade servers 1s
powered off;
if one of the standby blade servers 1s powered oil, deter-
mimng whether the powered-oil blade server matches
the machine type of the failing blade server, and

if the powered-oil blade server matches the machine

type of the failing blade server, determining, by que-

rying the SMI-S provider, that the available server has

no mapping to remote computer boot storage;
remapping by the system management server through the

SMI-S provider the remote computer boot storage of the

failing blade server to the replacement blade server; and
powering on the replacement blade server by the system

management SCI'VCL.
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