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WIRELESS INTEGRATED SECURITY
CONTROLLER

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation-in-part of U.S. patent
application Ser. No. 11/368,893, entitled “Wireless Inte-
grated Security Controller” filed Sep. 7, 2003, and claims the
benelit of priority to U.S. Provisional Patent Application No.
60/908,338 entitled, “Wireless Integrated Security Control-

ler” filed Mar. 27, 2007, both of which are hereby 1ncorpo-
rated by reference as if fully set forth herein.

BACKGROUND OF THE PRESENT
DISCLOSURE

1. Field of the Present Disclosure

The present disclosure relates generally to the field of
video transmission, and may have particular application in
the field of video securty.

2. Description of the Related Art

Historically, the security and surveillance market has been
dominated by analog closed-circuit television (CCTV) sys-
tems that have operated 1n a relatively 1solated fashion and
have been largely overlooked by any remarkable technologi-
cal advancement. Expensive to install and vexing to maintain,
CCTYV systems require deployment of a complex network of
coaxial cables or fiber cables and connecting to a number of
analog cameras, stationary monitors, and videocassette
recorders for archiving functions. Once the difficult installa-
tion procedure 1s completed, the buyer must also maintain a
storage room to house the archives of videotapes. Reviewing
historical video 1s time-consuming and tedious; as videotapes
degrade rapidly, the quality of the archive will be poor. Since
CCTV systems are analog-based (not digital), recorded
images can only be viewed from videotapes using a video
player connected to monitors. Once such a CCTV system1s in
place, even a minor change can be a major expense, with the
hassle of running new cables and determining what hardware
will work with the existing system.

The traditional approach to video surveillance and security
employs coaxial, fiber-optic, or other types of cabling for
connecting the various elements. There are numerous serious
problems with this approach: Cables are easily damaged or
severed by bad weather, birds, insects, accidents or saboteurs,
and thus require nearly constant monitoring, maintenance
and repair. If the cameras are somewhat distant from the
monitoring station, then expensive trenching may be required
to lay the cables. Furthermore, cables cannot be strung over
long distances without sacrificing image quality or having to
build expensive booster stations along the way. The use of
cable thus requires the close physical proximity of the moni-
toring stations to the areas under video surveillance, or leas-
Ing expensive communications facilities from service provid-
ers.

The recent trend toward “convergence”—combining tradi-
tional CCTV applications with digital data networking tech-
nology—has ushered 1n a welcome change 1 the CCTV
industry. The most widely available digital products are
known generically as video servers. These devices can deliver
live video automatically or on request, to a web browser or
other professional security applications. This device typically
connects up to 4 standard analog cameras via coaxial cable.
The video server then digitizes, compresses, and distributes
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2

the video streams over an Ethernet interface onto a computer
network, effectively turning analog cameras into network
cameras.

Following on the heels of video servers has been the devel-
opment of digital (also known as IP or Internet Protocol)
cameras. These cameras are more expensive than their analog
counterparts, but are able to connect directly to a digital
computer network, and their video can be viewed from any
workstation that 1s connected to the same network. The draw-
back to digital cameras 1s that they typically send large
amounts of data (video streams contain very large amounts of
data; on the order of 10 to 100 times more than 1s usually sent
over a normal data network at one time) and can quickly
overload a computer network. Even some of the newer cam-
eras that can support video compression still send far more
video data across the network than 1s usually seen 1n a data
only network.

Once the video has been digitized, 1t can be easily recorded
for later review using recently developed digital video
recorder (DVR) technology rather than using old style video-
tapes. DVRs allow the recording of large amounts (thousands
of hours) of video on very large computer hard disks, as well
as provide fairly easy-to-use rewind, search and play func-
tions on the video from any personal computer or web
browser. However, most commercial DVR devices are stan-
dalone units and are not integrated with cameras or other
network devices.

As security systems transition to digital technologies, there
has been a strong desire to move toward wireless video sur-
veillance using a variety of proprietary microwave technolo-
gies. Unfortunately, since most of the commercially available
wireless products are designed for the computer data net-
working (as opposed to streaming video surveillance), net-
work configuration 1s very complicated. Plus, video quality
sulfers from limited available wireless bandwidth (since
video contains so much more data than normal data networks)
and unstable wireless connections. Off-the-shell wireless
systems have very limited security capabilities and are sub-
ject to relatively easy interception. Expensive, specialized
proiessional services for design, implementation, and ongo-
ing support are also often required.

In addition to video surveillance, physical security also
involves the need to monitor and manage a variety of other
devices such as fire & burglar alarm control panels, access
control mechanisms (swipe card, biometric or keypad entry
for doors and gates), and environmental sensors (temperature,
liquid, etc.). These devices are usually monitored and pro-
grammed using remote computer terminals that are con-
nected to the devices using a serial data connection (known as
RS-232, RS-422 or RS485 communications). Thus, long
strings ol wires must be run from these devices back to a
central monitoring station where a terminal 1s used to monitor
the activity at the devices and to program them to perform in
the desired fashion.

In summary, the primary challenges facing implementers
of security and surveillance systems today are several: 1)
while wireless communication 1s an 1deal choice to reduce the
amount ol cabling that has to be done both for surveillance
cameras, the technology has many drawbacks (such as lim-
ited bandwidth and signal interference resulting 1n lost data)
that especially disrupt the transmission of video; 2) many
current wireless systems use proprietary radios and commu-
nication methods that prevent users from integrating them
with the existing standards-based networks; 3) integrators
wishing to provide remote monitoring and recording of sur-
veillance video must today purchase several products from
several vendors and tediously knit them together into an inte-
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grated solution using hardwired cables; and 4) security imple-
menters wishing to provide remote monitoring and control of
fire and burglar alarm panels, access control devices and
environmental sensors along with surveillance video also
have to select multiple products from multiple vendors and
struggle with identifying the source of problems when the
system fails to operate correctly.

Accordingly, what 1s needed are an integrated security
controller and an enhanced video transmission method of the
type disclosed herein.

SUMMARY

An improved security controller 1s disclosed. In a preferred
embodiment, the controller 1s a single hardware and software
device that combines the interfaces and functionality of vir-
tually all commonly required security and surveillance tasks:
high quality video delivery over often less-than-perfect wire-
less networks, multi-camera analog/digital video controllers
and encoders, multi-frequency wireless camera support, con-
nectivity for RS232/422/485 and other serial devices, Ether-
net switching, and distributed digital video recording with
optional object and motion detection.

There are three embodiments disclosed that may also be
implemented to enhance the functionality of the security

encoder: wireless adaptive video encoding, wireless band-
width improvement and security device integration. These are
disclosed 1n further detail below.

The above summary of the present disclosure 1s not
intended to represent each embodiment, or every aspect, of
the present disclosure. The detailed description and FIG-
UREs will describe many of the embodiments and aspects of
the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this specification, illustrate several
embodiments of the present disclosure and together with the
description, serve to explain the principles of the present
disclosure.

The foregoing and other advantages of the present disclo-
sure will become apparent upon reading the following
detailed description and upon reference to the drawings,
wherein:

FI1G. 1 1llustrates a block diagram of an integrated security
controller 1n accordance with the present disclosure and asso-
ciated security network devices or nodes.

FI1G. 2 illustrates a diagram detailing the information flow
and software components of the present disclosure.

FI1G. 3 illustrates how the present disclosure can be used in
environments where wireless devices are separated by suilfi-
cient distance and obstructions that they need to relay infor-
mation to each other.

FIG. 4 1llustrates the components of the integrated security
controller that handle communication, and how a notification
1s generated 11 any of them fail.

FIGS. 5 and 5 A 1illustrate the functionality of the system in
response to events detected in the video stream.

FIG. 6 illustrates the components of Forward Error Cor-
rection (FEC) that consume bandwidth 1n the integrated secu-
rity controller.

FI1G. 7 1llustrates a typical Forward Error Correction (FEC)
algorithm 1n operation.

FI1G. 8 illustrates the interleaving technique of the Forward
Error Correction (FEC) algorithm.
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4

FIG. 9 illustrates the unequal 1nterleaving technique of the
Forward Error Correction (FEC) algorithm.

FIG. 10 illustrates the block coding method used with the

unequal interleaving technique of the Forward Error Correc-
tion (FEC) algorithm.

DETAILED DESCRIPTION OF THE
DISCLOSURE

PR

1]
P

ENT

Retference will now be made in detail to the present
embodiments of the present disclosure, examples of which
are 1llustrated 1n the accompanying drawings. Wherever pos-
sible, the same reference numbers will be used throughout the
drawings to refer to the same or like parts (elements).

As referenced above, embodiments of the present disclo-
sure provide an integrated wireless security controller with
improved video transmission. FIG. 1 illustrates a typical
installation of the security controller 10. Attached or con-
nected to 1t are from one to four digital wireless cameras 11,
from one to four wired analog cameras 12, and from one to
tour wired digital (IP) cameras 13. In addition, other security
devices such as alarm control panels 15 and access control
panels 16 can be attached. The security controller 10 receives
the video feeds from the cameras, and 11 the video 1s analog,
it digitizes 1t into MPEG-4 format. (Digital (IP) cameras 11
and 13 supply video in digital format already.) Control and
monitoring information from the alarm panel 15 and access
control panel 16 1s received by the security controller over a
serial interface and 1s then digitized. All of this video and
control information 1s then encrypted using AES encryption
and encapsulated using the disclosed system software before
being transmitted wirelessly over an 802.11a/b/g or 900 MHz
or 4.9 GHz network. Local security guards and other autho-
rized mobile users who are 1 proximity to the security con-
troller can receive the wireless video and alarm & access
control streams using handheld computers 24 and laptop
computers 25. They can also control the pan, tilt & zoom
(PTZ) features of the cameras from these devices as well as
interact with the alarm panels 15 and access control devices
16 that are attached to the security controller 10. Remote
storage & monitoring of the video 1s done at a central office
(also called a “head end™”) 22. An off-the-shelf wireless access
point 21 at this location recerves the wireless streams from the
security controller 10. The streams are decrypted and
decoded using software that runs on the computer 22. The
camera controller 17 1s a smaller, less capable version of the
security controller 10. The camera controller 17 can interface
with one or two wireless digital cameras 18, one or two wired
digital cameras 19 or one or two wired analog cameras 20
only. It does not have connectivity for alarm panels 15 or
access control panels 16. It encodes, encrypts and encapsu-
lates the video from the connected cameras 18, 19 or 20 and
transmits the video wirelessly to local authorized mobile
users 24 and 25 and/or to a central office 22 using a similar
access point device 21 as the security controller 10.

FIG. 2 1llustrates the video components of FIG. 1 at amore
granular level of detail, highlighting the software components
that exist 1n the embodiment. The security controller 10
accepts analog video mput 12 and digital video mput 14 from
connected cameras (either wired or wireless). For analog
video mput 18, the security controller first digitizes the video
into MPEG-4 format and then passes 1t to the streaming server
soltware module 16. For digital video input 20, the incoming,
video format 1s either MPEG-4 or MIPEG (Motion JPEG).
These video streams are passed directly to the streaming
server 16 where they may be transcoded to alternate video
formats for transmission. The streaming server first encrypts
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the video streams using AES (Advanced Encryption Stan-
dard), encapsulates the video streams using the disclosed
system software (described later) and then transmuits the video
streams wirelessly 26. Authorized mobile users in proximity
to the security controller 10 can access these video streams 28
and 30 wirelessly 32 and view them using handheld comput-
ers 34 and laptop computers 36. In addition, these authorized
mobile users can access any network to which the security
controller 10 1s connected, such as a company intranet or the
Internet. Used 1n this manner, the security controller 10 can
function as a standard wireless access point. The security
controller 10 also transmits the video streams wirelessly 26 to
the monitoring location where they can be viewed and
recorded. The streams are recerved at the monitoring location
through a wireless access point (not shown) and fed to the
disclosed system 2D Server software 38 running on a
Microsoft Windows server or PC 52. This software 38 first
removes the disclosed system encapsulation from the video
stream, then decrypts the encrypted video and passes the
video stream via the network 48 to the disclosed system NVR
(Network Video Recorder) software 34. The disclosed system
NVR software 54 can display the video on a user’s computer
70, record the video to a server computer 74 via the network
72, or allow access to the video to other computers 66 that
may be connected directly or via the Internet 64. Users of the
video streams 70 and 66 may control the orientation of the
cameras using pan, tilt & zoom (PTZ) control via the network
64 and 68. Using the disclosed system NVR software 54,
users 1ssue P17 commands which are sent to first to the
disclosed system 2D Server 38 via a control socket 50, then on
to the streaming server 16 via control sockets 40 and 24.
These PTZ commands are then sent to the cameras from the
streaming server 16 via direct connections 22 1n the security
controller 10. The disclosed system 2D Server 38 has two
additional functions: the ability to send video to third party
NVR software products and the ability to output analog video
via hardware. The disclosed system 2D Server 38 can send
video streams via the network 42 to other NVR software
products 46 for viewing and recording. These NVR software
programs 46 can also 1ssue P17 commands to the cameras via
the network 44 to the disclosed system 2D Server 38, which
commands are then sent to the streaming server 16 via control
sockets 40 and 24. The disclosed system 2D Server 38 can
also send 1ts output directly to analog TV monitors via hard-
ware 60, allowing users to view the video directly on existing
television screens.

FIG. 3 illustrates the use of multiple units of the present
disclosure where cameras are widely dispersed 1n a location.
One security controller 76 can be installed 1n one corner of a
location and transmit video to the monitoring location 78
where the video 1s received via a wireless access point.
Another security controller 80 can be installed 1n another
corner of the location and be simultaneously transmitting
video to the same access point 78 and monitoring location.

FIG. 4 illustrates the feature of the present disclosure to
“fail over” to alternate forms of communication when the
primary method fails. The present disclosure typically uses
the 802.xx wireless method 90 for communicating with
authorized mobile users and the monitoring location. This

— -

method includes IEEE 802.11 and 1ts various subgroups (a, b,
g and n) as well as IEEE 802.16, also known as WiMAX. The
present disclosure can also communicate using the 900 MHz
radio frequency band 85 in locations where line-of-sight
between the transmitter and the receiver 1s difficult to achieve.
The present disclosure can also communicate using the 4.9
GHz public safety frequency band 84 in installations where
the user has an FCC license to operate 1n that frequency band.
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Because the 802.11, 900 MHz and some of the 802.16 fre-
quency bands are unlicensed, they can be interfered with and
potentially even jammed by unscrupulous attackers. The
present disclosure constantly monitors the state of the wire-
less connection over these radios, and 1f i1t detects that the
radio 1s being jammed or has stopped working, 1t automati-
cally “fails-over” to one of two backup methods of commu-
nicating. First, the present disclosure can communicate over a
wired Ethernet network 86 1n cases where a wired connection
1s available. Where a wired connection 1s not available, the
present disclosure can create a dial-up connection to the
monitoring location using the cellular telephone network 88.
This 1s accomplished with a cellular socket modem installed
in the present disclosure which supports data communica-

tions using the GPRS (General Packet Radio Service) proto-

col over the GSM (Global Standard for Mobile) network or
the CDMA (Code Division Multiple Access) protocol over
the 1xRT'T (single carrier (1x) Radio Transmission Technol-
ogy) cellular network. When such a “fail over” occurs, the
present disclosure automatically signals an alarm 92 to the
monitoring location software so that observers can attempt to
resolve the failure. In addition, because the cellular networks
are about Y10” the speed of the wireless data networks, the
present disclosure automatically slows the capture of video
images to 1 to 5 frames per second (instead of the normal 25
to 30 frames per second) to prevent overloading the network
with data.

FIGS. 5 and SA illustrate how the present disclosure
responds to various security-related events at a location. The
FIG. 5 shows a monitored space 104 with cameras 96, 98, 100
and 102 providing surveillance of the space. Also, at three of
the cameras, sensors are co-located. At camera 96, an IR
(1inirared) sensor 1s 1nstalled to detect motion via heat trans-
ference, at camera 100, a traditional electronic motion detec-
tor 1s 1nstalled, and at camera 102 a sound sensor 1s 1installed.
All of these sensors can be connected to the present disclosure
through the dry contact interface. When an event occurs 94,
such as motion or sound being detected, the security control-
ler correlates the event with a specific location, and directs the
PTZ control of the closest cameras to reposition the camera 1n
the direction of the event.

FIG. 5A describes the logic the present disclosure uses.
Once the event 1s detected, the present disclosure articulates
the PTZ of the relevant camera and immediately adjusts the
flow of video from all the cameras. The frame capture rate of
cameras that do not have a view of the event are reduced to a
minimum, and the frame rate of the cameras that do have a
view ol the event are increased as 1s the resolution of the
image being captured. The event 1s recorded at the present
disclosure and then an alarm noftification 1s sent over the
wireless connection to the monitoring location for a response.
The alarm notification can also take the form of a text mes-
sage to a cellular telephone, a message to a pager or an email
message to a specified email address.

FIG. 6 illustrates the dynamic use of bandwidth 1n the
present disclosure by controlling the amount of FEC being
transmitted. The bandwidth allocation module 106 continu-
ously monitors the status of the wireless network. The data
streams being transmitted over the wireless network are all
encapsulated with FEC 108 to allow recovery. The base
amount of FEC 110 1s determined when the present disclo-
sure 1nitializes by a brief sample of the available network
bandwidth. As the data streams are flowing, the bandwidth
allocation module 106 may add additional FEC 112 to the
streams 1n response to a network that 1s experiencing a higher
degree of data loss or interference.
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The present disclosure addresses the troublesome limita-
tions of packet loss in traditional wireless communication
through two mnovative techniques. Using an advanced form
of forward error correction (“‘erasure coding”), packets of
video data are augmented with additional packets of error
correction information. As all of the packets are transmitted,
if and when packet loss occurs, the recetver 1s able to reas-
semble the original data packets using the additional infor-
mation stored in the error correction packets. In one embodi-
ment, the security controller uses a variation of the Reed-
Solomon Erasure (RSE) techmique to create the error
correction information.

Second, the security controller continuously monitors the
“health” of the wireless connection between the sender and
receiver, by examining the amount of data loss being experi-
enced, the radio signal strength, and number of errors occur-
ring during transmission. More specifically, the controller
continuously senses the state of the wireless channel and
sends test packets to measure the following parameters: round
trip time (RTT), packet loss rate, bit rate, retries and link
quality (signal & noise data). These parameters are then used
to feed the configurable erasure correction formula so that the
optimal amount of redundant data 1s transmitted with each
packet of video. Using this information, the security control-
ler selectively adds or removes additional error correction
data to the video data being transmitted. Thus, 1in especially
“noisy”” or “lossy” connections, the security controller adds
additional error correction data enabling the receiver to reas-
semble the video even when large amounts of the transmitted
data 1s lost 1n the connection.

More specifically, the software described herein (called
“the disclosed system”) 1s a combination of several video
processing soltware elements: erasure coding, selective
application of erasure coding to specific video frames, data
interleaving, block allocation based on actual errors, network
health monitoring with adaptive erasure coding, MAC layer
protocol enhancement, and selective acknowledgement &
retransmit. All data 1s transmitted 1n a secure, encrypted form
using the Advanced Encryption Standard (AES) algorithm
(Federal Information Processing Standards (FIPS) Publica-
tion 197).

A technique commonly used to recover losses 1n real-time
communications 1s forward error correction (FEC). FEC
techniques enable a recerver to correct errors/losses without
contacting the sender. Since CRC-based error detection at the
link layer results in the discarding of the corrupt packets,
many FEC-based protocols strive to overcome the “erased”
packets at application level.

As shown 1n FIG. 7, an (n, k) block erasure code converts
k source data elements 114 using encoder 115 into a group of
n coded data elements 116, such that any k of the n encoded
data received 117 and decoded 118 can be used to reconstruct
the k source data elements 119. Usually, the first k data in each
group are i1dentical to the original k data; the remaining n-k
data are referred to as parnty (FEC) data.

Usually, FEC codes are able to correct both errors and
erasures 1n a block of n symbols. In coding theory, an error 1s
defined as a corrupted symbol in an unknown position while
an erasure 1s a corrupted symbol 1n a known position. Tradi-
tionally, FEC techniques are described as loss detecting and/
or loss correcting.

In FEC codes, redundant data 1s dertved from original data
using techniques from coding theory. Many schemes can be
applied to implement erasure codes. Traditional error correct-
ing codes mclude parity, LDPC, Reed-Solomon, and Ham-
ming codes.
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Reed-Solomon (RS) codes are a special class of linear
non-binary block codes having the specific property to cor-
rect both errors and erasures 1n a block of n symbols (packets).
Linear block code C(k, n) takes k source messages as input
M=(x1, ..., xk), and produces a codeword (v1, ..., yn)oln
check symbols. RS code achieves an ideal error protection
against packet loss, since 1t 1s a maximum distance separable
(MDS) code, which means that no other coding scheme can
recover lost source data symbols from fewer recerved code
symbols. Still, RS codes are intrinsically limited by the
Galois Filed size 1t uses. A typical example 1s GF(8), 1.e., we

use a 8 bits symbol, where n=256. In this case, for a packet
s1ize ol 1 KB and for 100% of additional FEC redundancy
packets, the maximum number of original packet that can be
protected 1n a single FEC block 1s 128. It 1s worth mentioning
that 128 packets are fairly suilicient for delay-sensitive tlows
that require firm delays bounds. Besides block size limitation,
RS codes suffer also from computation complexity when
implemented 1n software. Reed Solomon (RS) codes are the
most widespread FEC codes being used in reliable telecom-
munication systems (e.g., in DVB-S communication, DVD
systems and many other storage and networking systems).

Low Density Parity Check 1s a linear error correcting code
whose parity check matrix 1s very sparse. This form of code 1s
parallelizable, and VLSI technology has gotten to the point
where LDPCs over fairly large code word sizes can be imple-
mented 1n hardware. With the selection of LDPC codes for the
satellite digital broadcasting standard (DVB-S2), efficient
VLSI implementation of these codes has become all the more
important. These codes have two main advantages: (1) they
use XOR operations for high speed encoding/decoding,
which 1s much suitable for handheld recerver devices, and (11)
they operate on very large source blocks. However, LDPC are
not maximum distance separable codes, which mean that they
are less bandwidth-efficient than RS codes. Typically, LDPC
needs to introduce more redundancy than RS to recover the
same number of lost packets. Additionally, LDPC-based
codes generate n encoded symbols that are completely ditfer-
ent from the orniginal k source symbols.

Packet level RS codes are best suited for protecting real-
time streams (live and on-demand audiovisual streams) and
LDPC codes are better suited to non-real-time streams (oil-
line audiovisual content downloading such as news, movies,
large files, etc.)

The disclosed technology uses a modified form of Reed
Solomon codes based on Vandermonde matrices due to its
proven scalability for capacity-constrained wireless trans-
mission. In the following, the use of the term FEC 1s meant as
Reed Solomon codes.

Forward error correction can be done at many levels from
the individual bit & byte level up to the packet level. In a byte
level FEC, a byte 1s considered as a symbol while 1n packet
level FEC, a symbol 1s a packet. Byte level FEC 1s already
implemented at the physical layer of almost all wireless net-
works. Packet level FEC consists of producing h redundant
packets from k original ones. FEC packets are generally
based on erasure coding and their usefulness lies in the fact
that (1) a single parity packet can be used to correct different
single-packet losses 1n a group of packets, 1.e., packets
belonging to a given FEC block; (1) byte level FEC 1s unable
to recover a completely lost or delayed packet; (111) when
using a byte level FEC, a corrupted packet 1s already detected
and discarded at the network link layer before being available
at application level; hence, using a bit-level FEC at applica-
tion level implies disabling error detection mechanisms

(CRC and CHEKSUM) of underlying layers.
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Although most of existing wireless access networks use
physical-layer-integrated adaptive coding and modulation
schemes (e.g., WIMAX uses variable-rate Reed-Solomon
(RS)/Convolutional Coding (CC) schemes and variable-
modulation scheme), packet-level FEC protocols are still
required. Wireless communication experiences both (1) short-
term fast fading and white Gaussian noise, which 1s addressed
by the integrated physical layer coding and (11) long-term
slow fading (e.g., when entering a tunnel), which 1s addressed
by a packet level FEC encoding.

The above-introduced two levels of FEC encoding are fully
complementary; each level addressing different problems.
While almost all MAC/PHY layers implement some form of
byte-level FEC, the disclosed system requires additional
packet-level FEC protection to increase the reliability of
video communications 1n wireless communications.

The selective application of erasure coding to specific
video frames mvolves adding more redundant data elements
to more “important” video frames. Video that 1s compressed
using the MPEG4 techmique 1s divided into 3 different types
of frames—I, P and B frames. The receiver can gracefully
sustain or conceal the loss of “less important” frames (B and
P frames), but if “more important™ frames (I frames) are lost,
then the video becomes jerky and blocky. Our technique
applies additional redundant data to the “more 1mportant™
frames while applying less redundant data to the *““less impor-
tant” frames.

Packet loss 1n wireless networks can exhibit temporal
dependency or burstiness. For instance, 1f packet n 1s lost,
packet n+1 1s also likely to be lost. This collection of con-
secutive lost packets may worsen the perceptual quality of the
received video compared to random loss at the same average
loss rate. As a consequence, the performance of FEC 1is
alfected, 1.e., the percentage of packets that can not be recov-
ered. Moreover, the final loss pattern (FLP) after FEC recov-
ering could be even burstier due to the dependency between
loss events.

Combining a loss-run-length model and an 1nter-loss dis-
tance model facilitates accurately capturing the channel
burstiness, 1.e., loss clustering and the distances between
those clusters. Using this technique, FEC blocks are allocated
to reduce or minimize the transmitted redundancy packets
while achieving high robustness against wireless loss. More-
over, the FEC block allocation method can be used to dynami-
cally tune the transmitted amount of redundancy. The FEC
allocation scheme takes into account the redundant FEC
packets when projecting the future loss pattern segment over
the communication link.

Data interleaving 1s a useful technique that 1s commonly
used 1n video streaming systems to reduce the effects of loss.
The data interleaving component 1s implemented wherein the
sender resequences the packets before transmitting them to
the recewver, so that originally adjacent packets are separated
by a certain distance that may eventually be variable over the
time. The transmitted packets are returned to their original
order at the recetver. The interleaving disperses the effect of
packet loss. The interleaving disperses the effect of packet
losses. This allows mitigating the effect of “bursty” losses on
video decoding. The key advantage of interleaving 1s that 1t
does not increase the bandwidth requirement of a stream
while provide better resiliency. It 1s particularly efiective for
multimedia streams where short-term dependencies between
data exist (1.e., predictive coding); here adjacent losses means
error propagations, which afl

ect the quality of decoded con-
tent (1.€., even correctly recerved data may be useless).

The disadvantage of the interleaving, however, 1s that it
increases the latency due to an addition bufiering at the
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sender. FEC mterleaving 1s capable of mimimizing the effect
of burst errors at the decoding level, though 1ts efficiency still
depends on the amount of FEC redundancy being transmitted.

FIG. 8 1llustrates a typical example of FEC interleaving,
where the interleaving stride 1s three (3). This means that each
FEC block protects video packets separated each time by two
packets. Video packets 127,133 and 139 received 1n sequence

are spread across a group of blocks (125, 131, 137). FEC
packets 129, 135, and 141 are added to those blocks prior to
transmission. A single FEC packet per block 1s sufficient to
repair a burst of three dropped packets 143 in the data stream
149. FEC packets 145 and 147 are used to recreate the lost
packets. In contrast, the absence of FEC interleaving would
require the use of 3 FEC packets per block 1in order to recover
from such a packet loss burst.

As highlighted earlier, wireless communications are char-
acterized by high correlation between packet losses, which
significantly decreases the efficiency of FEC schemes. In
order to reduce the effect of clustered losses, redundant infor-
mation could be added into temporally distant packets, which
introduces even higher delay. Hence, the repair capability of
FEC 1s mainly limited by the delay budget.

Since the wireless link fluctuations occur usually through
unpredictable adjacent packet losses, the disclosed system
uses an interleaved FEC protection. As depicted in FI1G. 8, the
redundant FEC packets protect temporally scattered RTP
packets 1n order to cope with sporadic packet losses on the
wireless link. This increases the FEC efficiency through
improving loss resiliency at the client.

Within the disclosed system, streaming video 1s divided
into transmission (FEC application) rounds. A transmission
round ends when the sender (the Security Controller) trans-
mits the last packet of a group of video packets. The group of
video packets results from an integer number of video frames
(1.e., one, two, three, four or five frames). To simplity the
description of the disclosed system, we assume that the group
of packets results from a single video Frame.

The group of video packets 1s organized into several inter-
leaved UBs (Unequal loss protection Block). FIG. 9 1llus-
trates how an UB consists of n=k+h packets. The entire block
154 1s created by assembling the original k packets 152 and
adding h redundant (FEC) packets 156 to the stream. At this
point, the interleaving factor (1) 1s defined as the Sequence
Number (SN) ditfference between each two successive pack-
cts protected 1n the same UB. The interleaving factor (or
stride) 1s fixed for the k protected packets belonging to the
same UB (see formula (3)); the interleaving factor 1s fixed for
all packets belonging to the same group of packets. When 1=1,
the interleaved protection 1s not applied and, hence, the FEC
packets protect consecutive data packets only.

Vj1=j=k-1:=UB,, " SN-UB/".SN

J+1

(3)

Here, UBim.SN represents the sequence number of the jth
media packet belonging to the mth UB. FIG. 10 summarizes
the UI-FEC scheme working example for an interleaving
factor 1=3. Video frames 160 are divided mto NALUSs (Net-
work Abstractoin Layer Units), and then spread across UBs
162, 164 and 166. Note that for a given group of packets, the
interleaving factor (1) represents the number of UBs 162, 164
and 166 in which the packets will be FEC-protected.

After applying FEC, the media packets are transmitted 1n
their mnitial order (1.e. according to the sequence number
order). Note that the delays introduced by the FEC interleav-
ing do not have important consequences, since interleaving 1s
applied over few video frames. The exact number of frames
usedin a single FEC application round 1s determined based on
processing and memory capacities of the Security Controller
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and wireless receivers. There 1s actually a crucial tradeoif
between FEC recovery performances and the number of
video packets used in each FEC application round. Large
buifering at the Security Controller provides increased FEC
performance, but with the tradeoil of higher latency.

Within the disclosed system, consecutive video packets are
protected 1 different FEC blocks 1n order to achieve an
interleaved FEC protection. Further, the employed interleav-
ing stride may change over time depending on certain param-
cters. This novel interleaving over a single group of video
packet 1s used to provide an adaptive and unequal interleaved
FEC protection.

For FEC elliciency reasons, 1t 1s desirable to keep the
number of information packets (k) as high as possible with
tew redundant packets. Large FEC blocks provide higher loss
resiliency, especially to counter short-term fluctuations usu-
ally present 1n bursty wireless channels. Moreover, a higher
number of video packets per FEC block lead to better granu-
larity, which allows adjusting the redundancy rate more pre-
cisely according to wireless channel conditions. As an
example, 11 a frame to be transmitted has a size of 10 Kbytes,
a packet payload size (NALUsize) of 1 Kbyte will resultin 10
data packets. This makes the precision at which the error
protection can be applied 1n units of 10% (i.e. one packet of
redundancy will make the transmission reliable against
packet loss rates up to 10%, two packets of redundancy can
withstand up to 20% losses, and so on).

The parameter L sets a minimum number (k) of video
packets for every UB to be transmitted. Following the formula
(6), we 1ix both interleaving factor (1) and the number (k) of
media packet per UB; where the VideoFrameSize 1s obtained
from the frame header. MBL (mean burst length) fixes (1)
together with (k), in order to increase the FEC responsiveness
in the real-time adaptive system.

(6)

[ VideoFrameSize
P —

= ith 2 <i=< MBL
L X PacketSize | W I

The mterleaving factor 1s tightly dependent on frame size.
Since the different frames of a coded MPEG-4 wvideo
sequence have different sizes, the interleaving factor (1) scales
along with the frame size. An 1ntra-coded picture (I frame)
uses more bytes than an 1nter-coded picture (P or B frame).
The larger the inter-coded picture 1s, the more 1t codes a
highly dynamic scene with different texture, and the more it
involves an important video distortion when lost. As a con-
sequence, with the disclosed system’s FEC, the interleaving
protection 1s applied differently based on frame size and
hence frame relevance, which provides a better loss recovery
for the most sensitive MPEG-4 video bitstream. Thus, video
frames are unequally interleaved based on their relevance,
then efliciently protected, and finally transmitted in the net-
work.

Ideally, the adaptive FEC scheme used in the disclosed
system 1s based on systematic RS(n, k) packet-level codes,
where n, k and 1 could be re-assigned for each group of frames
to be transmitted based on their relevance and the current loss
pattern of the communication channel. First, we constrain the
number of video packets to be used 1n the current FEC appli-
cation round. The Security Controller performs MBL mea-
surements sent by 1ts recervers to determine the interleaving
stride (1) to be used 1n current FEC application round. The
interleaving factor represents the number of FEC blocks 1n
the current round. Afterward, different FEC blocks are filled
with video packets and the number of video packets per FEC
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block (k) 1s finally fixed. Second, based on the redundancy
control model, we calculate the number of redundant FEC
packets (h) per FEC block. To do this, we need the mean loss
rate measurement (p) as reported by recervers and the number
of video packets per FEC block (k) as provided in the last step.
The amount of redundancy to be transmitted 1s computed
once per each FEC round.

The network monitoring component 1s implemented as the
controller continuously senses the state of the wireless chan-
nel and sends test packets to measure the following param-
cters: round trip time (R1T), packet loss rate, bit rate, retries
and link quality (signal & noise data). The feedback mecha-
nism uses recervers to periodically send a list of which pack-
ets were recerved and which were lost 1n the prior window of
N packets. Given this information, the loss characteristics
(1including burst loss) can be captured at the sender. These
parameters are then used to feed the configurable erasure
correction formula so that the optimal amount of redundant
data 1s transmitted with each packet of video.

Typical packet-level FEC protocol that uses k media pack-
ets to produce n packets, among which h=n-k parity packets,
have the capacity to overcome up to h packet loss (when using
MDS codes). This basically provides a resiliency against a
maximum packet loss rate of p=h/n when considering that
even FEC packets may be affected by loss. Based on averaged
packet loss rate (p) measurements such as that provided by
this network monitoring component, 1t 1s possible to dynami-
cally adjust the redundancy amount as follows

p-k

(1-p)

Based on the number (k) of media packets to be protected and
mean loss rate (p) measurements, the number of parity pack-
ets 1s easily determined. The maximum acceptable loss rate
threshold beyond which the streaming server would calculate
the amount of FEC adaptation may be different depending on
the nature of audiovisual content and 1ts loss resiliency char-
acteristics. By using the MPEG-4 encoder characteristics,
this loss rate threshold may be a-prior1 extracted to improve
the accuracy (efficiency) of adaptive FEC mechanisms.

However, this approach poses a problem when addressing,
channels that exhibit different packet loss rates throughout
the video session lifetime. In realistic communications, the
packet loss process 1s usually variable over time, 1n which
case the use of averaged loss rate to adjust the redundancy
may fall short 1n providing optimal FEC transmission. Addi-
tional loss-specific metrics may be helpiul to drive better FEC
adaptation. For instance, information regarding the burstiness
of packet losses would be beneficial for the whole FEC adap-
tation system.

Adaptation to network changes by dynamically adjusting
the redundancy transmission 1s a major problem that deter-
mines the effectiveness of FEC schemes. This control prob-
lem 1s not trivial due to the fact that increased redundancy,
beyond a certain point, can result in self-induced congestion.
In contrast, with a too reduced FEC transmission, receivers
would fail to recover lost packets, producing poor video qual-
ity. As a consequence, in addition to network-based feedback,
the disclosed system’s FEC adaptation monitors the available
wireless bandwidth before adjusting the FEC redundancy.

The MAC layer protocol enhancement involves using UDP
(User Datagram Protocol-—one of the core protocols of the
Internet protocol suite), eliminating MAC-level retransmits
and exploiting a feature of the 802.11 networking standard
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known as “point coordinated function” (PCF). UDP 1s a non-
acknowledged mechanism for transmitting data between a
sender and a recerver. By using this technique, the amount of
overhead data transmissions that occur in a typical TCP/IP
acknowledged network 1s reduced. However, even when UDP
data1s transmitted over an IEEE 802.11 standard network, the
MAC layer will wait for an acknowledgement from the
receiver (unless the destination 1s a multicast IP address). IT
the sender does not recetve an acknowledgement, 1t will 1ni-
tiate a retransmit of the packet. Our technique disables this
retransmit feature of the 802.11 standard and uses FEC to
recreate any packets that aren’t received by the receiver.

The default operating mode of 802.11 network cards 1s
“distributed coordinated function™ (DCF) which 1s a time-
sharing (collision avoidance) data transmission technique. A
device on the network that wishes to transmuit first listens on
the channel to see 1f any other device 1s transmitting, and 11
none are, then 1t transmits. Devices configured this way can
casily be jammed, and throughput 1s limited because of the
wait time. In PCF mode, a network device operating as an
access point can specifically contact each device one-on-one
on the network and ask 1f there 1s any data to transmut. If so,
then a one-to-one conversation 1s begun between the access
point and that device. There 1s no wait time. This improves the
overall throughput of the network.

Finally, the selective acknowledgement technique ensures
that enough of the redundant data 1s recerved, even 1n light of
up to 25% packet loss, by specifically requesting retransmis-
s1on of “more important™ packets, including the FEC packets.
This so-called Hybrid Automatic Repeat reQuest (H-ARQ)
technique combines packet-level FEC and ARQ techniques to
jo1in together the efliciency of Automatic Repeat reQQuests
(ARQs) and the restorative features of FEC. This way, the
receiver can ask the sender to re-transmit only the lost packets
within the application layer. This embodiment includes a
Hybrid ARQ type I implementation, which consists of con-
tinuously sending a certain amount of FEC redundancy. A
retransmission request takes place for non recovered packets,
if 1t 15 known that the retransmission could occur within the
time allowed by the amount of packet buffering in the
receiver.

In addition to security applications, the foregoing tech-
niques can be applied with equal utility 1n other multimedia
applications, such as wireless delivery in the home or busi-
ness. In this regard, embodiments of the present disclosures
disclosed herein may be applied for content delivery for per-
sonal multimedia products, such as the MP3 players. In addi-
tion, aspects of the present disclosure can be utilized to enable
multimedia to be streamed wirelessly directly from the resi-
dential gateway to these types of wireless-enabled devices:

Set top boxes and other IP multimedia systems. Enables
streaming of standard and high definition (HD) television
from the residential gateway to wireless set top boxes and
other IP enabled systems distributed throughout the home.

Wireless gaming. Reliable wireless interface for massively
multiplayer and other video games.

Voice over IP (VoIP). Reliable, wireless voice communi-
cations over IP telephone systems in the home.

Other data-intensive multimedia communications.
Wireless Bandwidth Improvement

In one embodiment, the security controller exploits a fea-
ture of the 802.11 wireless networking standard called PCF
(point coordination function). The default operating mode for
802.11 devices 1s DCF (distributed coordination function). In
DCF mode, the wireless transmitter first listens to see 1f any
other device 1s currently transmitting on the channel. If the
channel 1s clear, then the transmitter sends a packet of infor-
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mation and awaits an acknowledgement that its packet was
received. This technique works well 1n a typical wireless
network where there are several “client” computers commu-
nicating through an access point to connect to the Internet.

However, the DCF mode 1s not optimal for the higher
bandwidth requirements of continuous video. Using the PCF
mode, which 1s a polling mode of operation, the security
controller 1s specifically requested to send 1ts video data by
the receiving unit, and a direct, two-way communication dia-
log ensues, during which no other devices can transmit. This
“clears the airwaves” of potential interference and conten-
tion, allowing the security controller full access to virtually
the entire bandwidth available on the wireless network. Since
video transmission uses much more bandwidth than typical
data transmuissions, the PCF mode allows higher quality and a
higher volume of video data to be transmitted than 1s available
in oif-the-shell network devices.

Security Device Integration

In a preferred embodiment, the security controller of the
present disclosure integrates the functionality of multiple
devices 1n a single, easy-to-install and easy-to-manage pack-
age. FIG. 11 1illustrates the connection points to the present
disclosure. From one to four wired analog cameras are con-
nected via BNC connectors 172. From one to four wired
digital cameras are connected via RJ-45 connectors 182. Sen-
sors, including an optional panic button (which, when
pressed, immediately transmits an alarm over the wireless
network to the monitoring soitware), are connected via a dry
contact interface 184. Electrical power 1s applied through
connector 186. A connection to a local area network 1s pro-
vided through an RJ-45 connector 180. A connector reserved
for future use 1s at 174. An interface to alarm panels, access
control devices and pan, t1lt, zoom (P'1Z) cameras 1s provided
using the EIA RS-485 protocol connector 176. Two antennas
for the primary wireless communication facility are con-
nected at 170. A single antenna for communicating over the
cellular telephone network 1n the event of a fail over 1s con-
nected at 178.

This related security data can be combined with the sur-
veilllance video and transmitted wirelessly, freeing the
installer from having to run long distances of cables and wires
to these devices. The recerver can then monitor and control
these additional appliances over the wireless network.

While the present disclosure has been described with ret-
erence to one or more particular embodiments, those skilled
in the art will recognize that many changes may be made
thereto without departing from the spirit and scope of the
present disclosure. In particular, while much of the above-
discussion refers to security applications for ease of discus-
s10m, 1t will be readily understood that the present disclosures
disclosed herein will have equal applicability to other forms
of video transmission and networking. Each of these embodi-
ments and obvious variations thereof 1s contemplated as fall-
ing within the spirit and scope of the claimed present disclo-
sure, which 1s set forth 1n the following claims.

It will be apparent to those skilled 1n the art that various
modifications and variations can be made in the present
present disclosure and in construction of this present disclo-
sure without departing from the scope or intent of the present
disclosure.

Other embodiments of the present disclosure will be appar-
ent to those skilled 1n the art from consideration of the speci-
fication and practice of the present disclosure disclosed
herein. It 1s intended that the specification and examples be
considered as exemplary only, with a true scope and spirit of
the present disclosure being indicated by the following
claims.
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What 1s claimed 1s:

1. An integrated security controller comprising:

a communications controller:;

a wireless transceiver;

a data 1nput port for recerving a first digital video stream
from a digital camera; and

a second data input port for receiving an analog video
stream from an analog camera;

wherein said communications controller digitizes and
encodes the analog video stream, thereby generating a
second digital video stream,

and wherein said wireless transceiver performs an auto-
matic failover to an alternative communications mode
accompanied by an automatic adjustment of a frame rate
ol one or more of said digital video streams correspond-
ing to a smaller bandwidth that 1s available over said

alternative communications mode when said controller
detects that a primary wireless communication mode has
failed.
2. The integrated security controller of claim 1, wherein
said communications controller encapsulates said digital
video streams using wireless adaptive video encoding.
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3. The mtegrated security controller of claim 1, wherein
said integrated security controller 1s 1n communication with a
panic button, said panic button adaptable to transmitting an
alarm over a wireless network.

4. The mtegrated security controller of claim 1, wherein
said alternative communications mode 1s selected from the
group of CDMA, GPRS, EDGE and EV-DO.

5. The mtegrated security controller of claim 1, wherein
said integrated security controller encrypts one or more of
said digital video streams.

6. The integrated security controller of claim 1, wherein
said integrated security controller encrypts one or more of
said digital video streams using Advanced Encryption Stan-
dard—FIPS 197 encryption.

7. The mtegrated security controller of claim 1, wherein
said integrated security controller encrypts said first and said
second digital video streams.

8. The mtegrated security controller of claim 1, wherein
said integrated security controller encrypts said first and said

second digital video streams using Advanced Encryption
Standard—FIPS 197 encryption.
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