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(57) ABSTRACT

The principles of the invention allow an intermediate device,
such as a router, to intelligently filter redundant data streams
provided by one or more hosts. In the event of a network
disturbance, the router may stop filtering one of the now
needed redundant data streams 1n a manner that may reduce
the consumption ol network resources, such as bandwidth,
without having to modily end-user applications residing on
subscriber devices. Theretfore, the router acting 1n accordance
with the principles of the invention may transparently provide
data streams to subscriber devices despite the occurrence of a
network disturbance that may otherwise prevent the sub-
scriber devices from receiving the data streams.
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INTELLIGENT FILTERING OF REDUNDANT
DATA STREAMS WITHIN COMPUTER
NETWORKS

TECHNICAL FIELD

The mvention relates to computer networks and, more par-
ticularly, to filtering of redundant data streams within a com-
puter network.

BACKGROUND

Devices within a network distribute content and provide
services to subscriber devices dispersed throughout the net-
work. The devices, often referred to as hosts or host devices,
may include web servers, application servers, digital content
providers, file servers, print servers, or other devices.
Examples of subscriber devices may include personal com-
puters, laptops, workstations, personal digital assistants
(PDASs), cellular phones, network ready appliances, wireless
devices, set top boxes, and the like. In order to communicate
the content and services between the hosts and subscriber
devices, the network generally includes routing devices, often
referred to as routers, that route the content and services from
the host device, through the network, to the subscriber device.
The network may also include hubs, gateways, switches, and
other network devices to facilitate communications between
the host devices and the subscriber devices.

Typically, a host authenticates the subscriber device so that
the subscriber device may receive the content and services
that the host provides. After authenticating the subscriber
device, the host sends any content and services requested by
t.
C

ne subscriber device through the network to the subscriber
evice. Conventional end-user applications executing on the
subscriber devices receive and present the content and ser-
vices to a user, and the user may interact with the end-user
applications to request further content and services from the
hosts. The host may, for example, provide content in the form
of a data stream, such as a television broadcast feed from
CNN or ESPN or an audio music stream, and the user may
select one or more of the various data streams to view or listen
to via the end-user applications.

Occasionally, a network disturbance, such as a network
router failure, may interfere with communications between
one of the hosts and the subscriber devices. In these instances,
the network disturbance may prevent all or portions of the
various data streams irom reaching the subscriber devices,
and, therefore, the users may not be able to access these data
streams until the network disturbance is resolved. Conven-
tional solutions to this problem nvolve utilizing multiple
hosts to send redundant data streams to end-user applications.
In some cases, upon detecting the failure within the network,
the end-user application attempts to connect to another host
device providing an identical, or redundant, data stream.
Once connected, the end-user application may resume receiv-
ing the data stream and presenting the data stream to the user.

In other cases, one or more hosts provide one or more
redundant data streams to the subscriber device in parallel
with the original data stream. In this case, the end-user appli-
cation need not connect to a different host in the event of a
network failure. Instead, the end-user application need only
select one of the redundant data streams that are unafiected by
the network failure.

While these solutions may reduce the impact of a network
tailure on the delivery of content and servers, the conven-
tional solutions may substantially increase the consumption
of bandwidth throughout the network. For example, delivery
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ol one or more redundant data streams to each subscriber
device may consume considerable bandwidth even though a

network disturbance has not occurred. Moreover, these solu-
tions require that each end-user application be modified to
become aware of and be able to process the redundant data
streams.

SUMMARY

In general, the principles of the mvention allow an inter-
mediate device, such as a router, to mtelligently filter redun-
dant data streams provided by one or more hosts. In the event
ol a network disturbance, the router may stop filtering one of
the now needed redundant data streams 1n a manner that may
reduce the consumption of network resources, such as band-
width, without having to modily end-user applications resid-
ing on subscriber devices. Therefore, the router acting 1n
accordance with the principles of the invention may transpar-
ently provide data streams to subscriber devices despite the
occurrence ol a network disturbance that may otherwise pre-
vent the subscriber devices from receiving the data streams.

For example, techniques are described for receiving with
the intermediate device a plurality of redundant data streams
from multiple hosts destined for a subscriber device and
filtering at least one of the plurality of redundant data streams
with the intermediate device. In particular, the intermediate
device may select a master host from the multiple hosts and
filter at least one of the plurality of redundant data streams
based on the selection of the master host. In the event of a
network disturbance that prevents the subscriber device from
receiving data streams, the intermediate device cooperates
with other mntermediate devices to select a new master host
from the multiple hosts and begins forwarding one of the
redundant data stream received from the new master host to
the subscriber device. In this manner, the intermediate device
may intelligently filter redundant data streams in a manner
that 1s transparent to the end-user applications residing on the
subscriber device. Moreover, because the intermediate device
may filter redundant data streams prior to forwarding the
redundant data streams through a network, the intermediate
device may limit the consumption of network resources
throughout the network.

In one embodiment, a method comprises recerving with an
intermediate device one or more of a plurality of redundant
data streams provided by multiple sources and destined for a
destination device, and filtering at least one of the plurality of
redundant data streams with the intermediate device.

In another embodiment, an intermediate device comprises
one or more interface cards to recerve one or more of a
plurality of redundant data streams output by multiple
sources and destined for a destination device, and a control
unit to filter at least one of the plurality of redundant data
streams.

In another embodiment, a computer-readable medium
comprise instructions for causing a programmable processor
to: recetve one or more of a plurality of redundant data
streams provided by multiple sources and destined for a des-
tination device, and filter at least one of the plurality of redun-
dant data streams.

In another embodiment, a network system comprises a
destination device, multiple sources that provide a plurality of
redundant data streams destined for the destination device,
and an 1intermediate device coupled between the destination
device and at least one of the multiple sources to receive the
plurality of redundant data streams from the multiple sources
and filter at least one of the plurality of redundant data
streams.
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The details of one or more embodiments of the invention
are set forth 1n the accompanying drawings and the descrip-
tion below. Other features, objects, and advantages of the
invention will be apparent from the description and drawings,
and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a block diagram 1llustrating an exemplary net-
work system that intelligently filters redundant data streams.

FIG. 2 1s a block diagram 1illustrating an exemplary appli-
cation service provider network that may be substantially
similar to the application service provider network of FIG. 1.

FIG. 3 1s a block diagram illustrating an exemplary
embodiment of a first hop router.

FI1G. 4 1s a flowchart illustrating an example operation of a
first hop router in intelligently filtering redundant data
streams.

FIG. 5 15 a block diagram 1llustrating an exemplary com-
puter network that provides intelligent filtering of redundant
data streams.

DETAILED DESCRIPTION

FIG. 1 1s a block diagram 1llustrating an exemplary net-
work system 10 that intelligently filters redundant data
streams. Although described 1n reference to multicast data
streams for purposes of example, the principles of the inven-
tion may be applied to other types of data streams.

In this example, first hop routers 12A, 12B (“first hop
routers 127) intelligently filter redundant data streams
received from hosts 18 A-18C (*hosts 18”). First hop routers
12 turther link an application service provider network 14 to
an intermediate network 16, and forward data streams from
hosts 18 through intermediate network 16 to subscriber
devices 20A-20N (“subscribers devices 20”) via a router 22.
Hosts 18 represent multiple sources capable of providing
redundant data streams, and terms herein referring to “hosts,”
“host” information, and the like should be construed as exem-
plary sources, source information, and the like. Further, first
hop routers 12 represent exemplary intermediate devices
capable of filtering at least one of a plurality of redundant data
streams and terms herein referring to ““first hop routers”
should be construed as exemplary intermediate devices.
Other examples of intermediate devices mclude session bor-
der controllers, network acceleration devices, firewalls, vir-
tual private network (VPN) devices, gateways, hubs, switches
or other devices.

As 1llustrated in FIG. 1, application service provider net-
work 14 comprises hosts 18 connected to first hop routers 12.
Hosts 18 A and 18B connect to first hop router 12A, and host
18C connects to first hop router 12B. Host 18A recerves
satellite feed 26 A from satellite 24 A, host 18B receives 26B,
28A from satellites 24A, 24B, respectively, and host 18C
receives satellite feed 28B from satellite 24B. Hosts 18 may
comprise satellite receivers to receive satellite feeds 26 A,
268, 28A, 28B from satellites 24A, 24B, which hosts 18
output as data streams 27A, 27B and 29A, 29B. Data streams
27A, 278 (“data streams 27””) comprise substantially identi-
cal, or redundant, data streams and data streams 29A, 29B
(“data streams 29) also comprise substantially identical, or
redundant, data streams. Data streams 27, 29 may comprise
video streams, such as a television broadcast feed from CNN
or ESPN, or audio streams, such as streaming music feeds.
Intermediate network 16 represents any network through
which data streams may flow and may include any of
switches, hubs, gateways, servers, workstations, network
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printers, faxes, routers, and the like. As shown in FIG. 1,
intermediate network 16 includes router 22 that connects
subscriber devices 20 to intermediate network 16. Although
not shown 1n FIG. 1, intermediate network 16 may comprise
additional routers, hubs, or gateways to connect subscriber
devices 20 to application service provider network 14. Sub-
scriber devices 20 may comprise any device capable of
accepting and presenting data streams, such as personal com-
puters, laptops, personal digital assistants, cell phones, wire-
less devices, set top boxes, or other devices.

In the 1llustrated embodiment, first hop routers 12 intelli-
gently filter redundant data streams received from hosts 18.
First hop routers 12 receive redundant data streams 27, 29
from hosts 18 destined for subscriber devices 20, and filter at
least one of each of redundant data streams 27, 29. First hop
routers 12 may further exchange host information that
describes hosts 18 so as to determine which of data streams
27,29 to forward to subscriber devices 20. In accordance with
the principles of the invention, first hop routers 12 may
exchange this host information via a network protocol, such
as an equivalent source redundancy protocol (ESRP)
described herein. The network protocol may exchange host
information that includes, for example, network addresses of
a subset of hosts 18 that provide redundant data streams, a
network address assigned to a first hop router of each host of
this subset, a priority of each host of this subset, and stream
sequence mformation. The network protocol may exchange
further information, such as host load information, the num-
ber of active streams, and the bandwidth used by the streams,
and the network protocol should not be limited as such.

Upon recerving the host information, first hop routers 12
update respective local host information stored within first
hop routers 12 to reflect any changes in the network configu-
ration relevant to first hop routers 12, such as the addition of
hosts, content groups, first hop routers, and the like. Next, first
hop routers 12 collectively select one or more master hosts
from hosts 18 based on their respective local host information
and forward one of each of data streams 27, 29 received from
the master hosts. First hop routers 12 collectively filter data
streams 27, 29 based on the selection of the master hosts.

In the event of a network disturbance, one or more of first
hop routers 12 may detect the network disturbance by moni-
toring communications between each of first hop routers 12.
Common network disturbances may include a failure of one
of first hop routers 12 or a failure 1n the communication links
or interfaces between {first hop routers 12. In any case, the
network disturbance may affect the transmission of one or
more of data streams 27, 29 to subscriber devices 20. For
example, failure of host 18 A results in the failure of delivery
of data stream 27A. As another example, failure of host 18B
results 1n failure of delivery of data streams 27B and 29A.
Upon detection of a failure, the active first hop routers 12 may
select new master hosts for each content group associated
with hosts 18 based on their respective local host information.
Upon selecting one or more new master hosts, the active first
hop routers 12 forward one of each of data streams 27 and 29
received from these newly selected master hosts, through
network 16 to subscriber devices 20.

In this manner, first hop routers 12 cooperate to intelli-
gently filter redundant data streams and may transparently
manage redundant data streams 27, 29 based on the current
status of first hop routers 12 and their network connectivity. In
the event of an occurrence of a network disturbance, first hop
routers 12 are able to forward one or more of data streams 27,
29 to subscriber devices 20 without any significant interrup-
tion. Moreover, because first hop routers 12 transparently
filter the redundant data streams 27, 29, end-user applications
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residing on subscriber devices 20 do not require modifica-
tions so as to become aware of redundant data streams 27, 29.
Further, the techniques do not needlessly waste the band-
width of intermediate network 16 because first hop routers 12
filter the redundant data streams until needed, thereby pre-
venting these filtered data streams from traveling across inter-
mediate network 16.

FIG. 2 1s a block diagram illustrating an exemplary appli-
cation service provider network 30 that may be substantially
similar to application service provider network 14 of FI1G. 1.
As shown 1n FIG. 2, application service provider network 30
comprises first hop routers 32A, 32B (“first hop routers 32”)
and hosts 34 A-34C (“hosts 34”). First hop routers 32 may be
coupled to hosts 34 via network links, over which, first hop
routers 32 receive data streams 38A, 38B (“data stream 38”)
and data streams 40 A, 40B (“data streams 40”) from hosts 34.
While FIG. 2 1s described 1n reference to first hop routers 32,
other intermediate devices that are not first hop routers may
conform to the principles of the invention described herein to
intelligently filter redundant data streams.

As shown 1n FIG. 2, application service provider network
30 may comprise content groups 36A, 368 (“content groups
36”), wherein content group 36A includes hosts 34A, 34B,
and content group 36B includes hosts 34B, 34C. As used
herein, content groups comprise a group of hosts that provide
redundant data streams, such as hosts 34A, 34B, for the same
content. For example, hosts 34A, 34B are equivalent sources
for data streams 38. Similarly, hosts 34B, 34C are equivalent
sources for data streams 40 and, therefore, are viewed by first
hop routers 32 as content group 36B.

An administrator of application service provider network
30 may configure first hop routers 32 to recognize each of
content groups 36. The administrator may also configure first
hop routers 32 with election criteria, which first hop routers
32 may consult to determine which of hosts 34 of each of
content groups 36 to select as master hosts. In one embodi-
ment, the administrator configures first hop routers 32 1n a
tull-mesh configuration, such that each of first hop routers 32
1s aware ol every other one of first hop routers 32. In other
words, first hop router 32A, for example, knows of first hop
router 32B, and first hop router 32B knows of first hop router
32A. In this manner, each of first hop routers 32 may
exchange host information with every other router of first hop
routers 32.

After the administrator configures each of first hop routers
32, first hop routers 32 may exchange host information via a
novel equvalent source redundancy protocol (ESRP)
described herein. In the illustrated embodiment, first hop
router 32A, for example, transmits host information 42A to
first hop router 32B, and {first hop router 32B transmits host
information 42B to first hop router 32 A. Upon receiving each
of host mformation 42A, 42B (“host information 427),
respective first hop routers 32 update local host information
(not shown 1n FIG. 2) stored locally within each of first hop
routers 32.

In some embodiments, host information 42 may include
network addresses of a subset of hosts 34 that provide redun-
dant data streams, a network address of a first hop router of
cach host of this subset, a priority of each host of this subset,
and stream sequence information. For example, host infor-
mation 42A may include the network addresses of hosts 34 A,
34B that form content group 36A, the network address of first
hop router 32 A that serves as the first hop connection to hosts
34 A, 34B, a priority number for each of hosts 34A, 348, and
stream sequence information. The priority number corre-
sponding to each of hosts 34A, 34B indicates whether first
hop router 32A, for example, has selected hosts 34A, 34B as
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master hosts. A priority number of zero may indicate that,
upon receirving host information 42A, first hop router 32B
should remove the host associated with the zero priority num-
ber from 1ts local host information. The stream sequence
information ensures that each of first hop routers 32 have not
missed a message, thereby ensuring the full-mesh configura-
tion and enabling each of first hop routers 32 to assess the
status of every other one of first hop routers 32.

Upon exchanging host information 42 and updating their
respective local host information, first hop routers 32 may
select one of hosts 34 as a master host for each of content
groups 36 based on their respective local host information and
the election criteria. For example, first hop routers 32 may
both select host 34 A as the master host for content group 36 A.
Similarly, first hop routers 32 may both select host 34C as the
master host for content group 36B. Generally, first hop routers
32 consult the pre-configured election criteria to determine
which of hosts 34 to select as master hosts for each of content
groups 36; however, in some embodiments, first hop routers
32 may dynamically determine which of hosts 34 to select as
master hosts for each of content groups 36. The dynamic
determination may depend upon current network conditions
that first hop routers 32 may assess 1n real-time, such as host
connection speed, downstream connection speed, available
downstream bandwidth, and other network concerns.

After selecting master hosts for each of content groups 36,
first hop routers 32 recerve data streams 38, 40 from hosts 34.
Data streams 38 comprise substantially identical, or redun-
dant, data streams, and data streams 40 also comprise sub-
stantially 1dentical, or redundant, data streams. Data streams
38, typically, provide different content than data streams 40.
For example, data streams 38 may provide a broadcast tele-
vision feed from CNN, and data streams 40 may provide a
broadcast television feed from ESPN. First hop routers 32
receive data streams 38, 40 and intelligently filter one of
redundant data streams 38 and one of redundant data streams
40 depending on which of hosts 34 were selected as master
hosts.

In the above example, first hop routers 32 selected hosts
34 A, 34C as master hosts. First hop routers 32 may determine
that hosts 34 A, 34C maintain master host status by accessing
the associated priority numbers of hosts 34A, 34C stored
within the local host information of each of first hop routers
32. Thus, first hop router 32 A forwards data stream 38A and
filters data streams 38B, 40B, and first hop router 32B {for-
wards data stream 40B, as shown 1n FIG. 2. First hop routers
32 may transmit data streams 38A, 40B to another network,
such as intermediate network 16 (FIG. 1), directly to sub-
scriber devices, such as subscriber devices 20, or to any other
common network, such as customer networks, local area
networks, and the like.

While forwarding data streams 38 A, 408, each of first hop
routers 32 may monitor the status of the other first hop routers
32 by transmitting “keep alive” or “hello” messages to every
other one of first hop routers 32. In other embodiments, each
of first hop routers 32 monitor the status of the other first hop
routers 32 via one or more of routing protocol updates, link
state, or network error messages, such as network unreach-
able messages. While discussed in the context of “keep alive™
or “hello” messages for ease of illustration, the principles of
the invention should not be limited to this method of detecting
router status, and the principles of the invention may include
the other methods discussed above.

The exchange of these “keep alive” or “hello” messages
enables first hop routers 32 to detect the occurrence of a
network disturbance. If, for example, first hop router 32A
does not receive one of these messages from first hop router
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32B within a set period of time, first hop router 32A may
determine that a network disturbance has occurred which
prevents first hop router 32B from forwarding data stream
40B.

After determining that a network disturbance has occurred,
first hop routers 32 remove those ol hosts 34 having the failed
one of first hop routers 32 designated as their first hop router
from the local host information, selecting one or more of the
remaining hosts 34 stored 1n their respective local host infor-
mation as master hosts according to the election criteria, and
forwarding data streams originating from these new master
hosts. In the above example where first hop router 32B fails to
communicate a “keep alive” or “hello” message, first hop
router 32A may remove host 34C from 1ts local host infor-
mation, select host 34B as the master host for content group
36B after electing a new master, and begin forwarding both of
data streams 38A, 40A, while filtering data stream 38B, all
within a manner that 1s transparent to the end-user application
residing on subscriber device 20 (shown in FIG. 1).

Accordingly, first hop router 32B may fail to communicate
a “keep alive” or “hello” message for a variety of reasons. In
one instance, first hop router 32B may fail entirely and may
terminate all routing functions. In this instance, first hop
router 32B may not forward data stream 40B until the admin-
istrator resolves the 1ssue that caused first hop router 32B to
fail. In other instances, the connection between first hop rout-
ers 32 may fail, however, first hop router 32B may, in this
instance, also fail to recetve a “keep alive” or “hello” message
from first hop router 32A. Thus, first hop router 32B may
continue to forward data stream 40B, however, first hop
router 32B, upon detecting the network failure, may perform
the steps discussed above to remove those of hosts 34 having
first hop router 32A designated as their first hop router from
the local host information stored on first hop router 32B. In
this manner, first hop routers 32 transparently provide one of
cach of data streams 38 and data streams 40 to subscriber
devices without any significant interruption, even though a
network disturbance may occur to disrupt the forwarding of
one or more of redundant data streams 38, 40.

FIG. 3 1s a block diagram illustrating an exemplary
embodiment of a first hop router 44. First hop router 44 may
be substantially similar to either one of first hop routers 32 of
FIG. 2, and may perform the actions described above to
intelligently filter redundant data streams consistent with the
principles of the mvention.

In the 1llustrated embodiment, router 44 includes a control
unit 46 that maintains route information 48 to reflect the
current topology of a network, e.g., application service pro-
vider network 30 and other network entities to which router
44 may be connected, e.g., intermediate network 16 of FI1G. 1.
Control unit 44 also comprises routing modules 30, a new
equivalent source redundancy protocol 52 (“ESRP 527°), local
host information 34, and election criteria 536. Routing mod-
ules 50 may maintain the necessary protocols to allow first
hop router 44 to communicate with other entities residing
within a network, as well as, the necessary logic to perform
pertinent routing functions.

ESRP 52 provides a protocol for exchanging local host
information 54 with other first hop routers connected via a tull
mesh configuration to first hop router 44. Local host informa-
tion 54 maintains local information concerning hosts config-
ured as content groups, such as hosts 34 A, 34B configured as
content groups 36 A of FIG. 2, and may comprise network
addresses of a subset of hosts 34 that provide redundant data
streams, a network address assigned to a first hop router of
cach host of this subset, a priority number corresponding to
cach host of this subset, and stream sequence information.
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Election criteria 56 may represent an ordered list for selecting
master hosts for each content group connected to any of the
first hop routers configured to communicate with first hop
router 44, as well as, any content groups directly connected to
first hop router 44.

First hop router 44 also includes interface cards (IFCs)
58A-58N (“IFCs 38”) that recerve data streams on inbound

links 60A-60N (“mbound links 60) and transmit data
streams on outbound links 62A-62N (“outbound links 627).
IFCs 38 are coupled to control unit 46 via a high-speed switch
64. In other embodiments, IFCs 58 may couple to control unit
46 via a high-speed router.

Initially, an adminmistrator configures first hop router 44 to
recognize content groups, such as content groups 36, by cre-
ating local host information 54 and election criteria 56 within
control unit 46. The administrator also, typically, configures
first hop router 44 to maintain a full-mesh configuration with
other first hop routers, and may edit route information 48 to
enable the full-mesh configuration. After configuring first
hop router 44, the administrator may enable first hop router
44, and control unit 46 to exchange local host information 54
with other first hop routers in accordance with ESRP 52.
Control unit 46 may exchange local host information 34 with
the other first hop routers via switch 64 and IFCs 58.

During the exchange of host information, control unit 46
may receive host information from other first hop routers, and
update local host information 54 with the recerved host infor-
mation. If the recerved host information indicates that a host
maintains a zero priority number, control unit 46 may remove
that host from local host information 54. Next, control unit 46
consults election criteria 56 to determine which hosts control
unit 46 needs to select as master hosts. Control unit 46 selects
these hosts by setting the priority number associated with
these hosts to the master host priority number within host
information 56.

After selecting the master hosts, first hop router 44 may
receirve data streams from the hosts, such as hosts 34, via
inbound links 60. Control unmit 46 identifies the host of each
data stream and determines which of these data streams to
forward based on local host information 34. For example,
host 34 A may transmit data stream 38 A to first hop router 44,
and, upon receiving data stream 38A, control unit 46 may
access local host information 54 to determine whether host
34 A 1s selected as the master host for content group 36A. In
particular, control unit 56 may determine whether the priority
number associated with host 34A and stored in local host
information 54 indicates that host 34 A 1s the master host of
content group 36A. I the priority number stored 1n local host
information 54 indicates that host 34A 1s the master host,
control unit 56 forwards data stream 38 A via switch 64, one
of IFCs 58, and an associated one of outbound links 62.
However, if the priority number indicates that host 34 A 1s not
selected as the master host of content group 36 A, control unit
46 does not forward data stream 38 A but, instead, filters data
stream 38A.

As described above, a network disturbance may arise to
disrupt one or more of the first hop routers, such as first hop
router 44, connected 1n the full-mesh configuration. First hop
router 44 may routinely recerve “keep alive” or “hello” mes-
sages Irom each of the other first hop routers connected to first
hop router 44 via the tull-mesh configuration. Control unit 46
of first hop router 44 may detect the network disturbance 1n
the event that control unit 46 fails to receive these messages
from any one of the other first hop routers connected to {first
hop router 44 via the full-mesh configuration. Upon failing to
receive one of these messages from one of these other first hop
routers, control unit 46 first identifies which one of these first
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hop routers failed to transmit the “keep alive™ or “hello™
messages. Once 1dentified, control unit 46 removes any hosts
information stored in local host information 34 having the
failed first hop router identified as the host’s first hop router
from local host information 54. Next, control unit 46 consults
clection criteria 36 to determine which of the remaining hosts
included within local host information 54 1t should select as
the master host. After promoting the new master hosts, con-
trol unit 46 forwards data streams originating from these new
master hosts and filters any data streams originating from
hosts not designated as master hosts, as described above.

While described 1n reference to control unit 46, first hop
router 44 may comprise any device having a programmable
processor or other hardware capable of executing instructions
to carry out the functions described above. The program-
mable processor may replace control unit 46 or control unit 46
may include the programmable processor. First hop router 44
may store the instructions 1n a memory or other computer-
readable medium (not shown in FIG. 3), such as a non-
transitory computer-readable medium, or internally to con-
trol unit 46, 1in the event that control unit 46 includes the
programmable processor. Regardless of whether first hop
router 44 comprises a programmable processor, first hop
router 44, 1n this manner, intelligently filters redundant data
streams based on the current network condition of first hop
routers connected to first hop router 44 via the full-mesh
configuration. As such, end-user applications need not be
modified to become aware of redundant data streams, which
may, 1n turn, reduce the consumption of bandwidth across the
network, as described above.

FI1G. 4 1s a flowchart illustrating an example operation of a
first hop router intelligently filtering redundant data streams.
The operation 1s described in reference to first hop router 44
of FIG. 3; however, the principles of the invention may be
applied to any intermediate device residing at any position
within the network and should not be limited solely to first
hop routers.

Initially, an administrator may configure first hop router 44
to recognize content groups, such as content groups 36 of
FIG. 2, and select master hosts from those hosts included
within each content group, such as hosts 34A, 348 included
within content group 36A. In response to this configuration,
control unit 46 of first hop router 44 creates local host infor-
mation 54 and election criteria 56 (64, 66). Once configured,
first hop router 44 exchanges local host information 54 with
other first hop routers connected to first hop router 44 via a
tull-mesh configuration (68). As described above, control
unit 46 updates local host information 54 with the host infor-
mation received during the exchange and selects hosts
included within local host information 34 as master hosts
based on election criteria 56 (70).

Once control unit 56 finishes selecting the master hosts,
first hop router 44 may recerve data streams from hosts via
inbound links 60 (72). Control unit 46 determines the origi-
nating host for each received data stream and accesses local
host information 54 to determine whether the originating
hosts of the data stream have been selected as master hosts
(74, 76). In the event that first hop router 44 receives a data
stream from a master host, control unit 46 forwards the data
stream from the master host via outbound links 62 (78).
However, 1n the event that first hop router 44 receives a data
stream from a host not selected as a master host, control unit
46 1nstructs IFCs 38 to filter the data stream (80). Thus, first
hop router 44 filters data streams recerved from non-master
hosts, and forwards those data streams received from master
hosts.
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Throughout the course of forwarding and filtering data
streams, 1irst hop router 44 may determine the status of other
first hop routers connected to first hop router 44 via the
full-mesh configuration (82). Typically, as described above,
first hop router 44 receives and transmits “keep alive” or
“hello” messages to detect an occurrence of a network dis-
turbance that may affect the transmission of data streams
from the master hosts (84). In the event that no network
disturbance has occurred, control unit 46 continues to receive
data streams from hosts, forward those data streams originat-
ing from master hosts, and filter those data streams originat-
ing from hosts not designated as master hosts by control unit
46 (“NO” branch of 84).

However, 1n the event that first hop router 44 detects an
occurrence ol a network disturbance that prevents the com-
munications with another first hop router connected to first
hop router 44 via the full-mesh configuration, control unit 46
removes hosts information associated with the failed first hop
router from local host information 54 (86). After removing,
the host information, control unit 46 selects one or more of
those hosts remaining 1n local host information 54 as a master
host based on election criteria 56 (70), and filters and for-
wards data streams according to these newly promoted master
hosts, as described above. Thus, first hop router 44 may
intelligently filter redundant data streams based on the current
network conditions of the other first hop routers connected to
first hop router 44 via the full-mesh configuration, and trans-
parently provide data streams to subscriber devices despite
the occurrence of a network disturbance.

FIG. 5 1s a block diagram 1llustrating another exemplary
computer network 88 that provides intelligent filtering of
redundant data streams. In this example, computer network
88 provides point to multi-point (P2 MP) connectivity
between hosts 90A-90C (“hosts 90”°) and subscriber devices
92A-927 (*‘subscriber devices 92”) and may be substantially
similar to application service provider network 14 of FI1G. 1.
Computer network 88 comprises first hop routers 94A-94B
(“first hop routers 94°") and routers 96 A-96D (“routers 96”),
all of which establish the P2 MP connectivity by establishing
and managing exemplary label switch paths 98 A-98C (“LSPs
98”) via multi-protocol label switching (MPLS). By utilizing
MPLS, first hop routers 94 can request paths through com-
puter network 88, 1.e., LSPs 98. Example MPLS protocols
include the resource reservatlon protocol with traific engi-
neering (RSVP-TE) and the label distribution protocol
(LDP).

As described above, an administrator may configure {irst
hop routers 94 to create host information and election criteria
and, also, to exchange their respective host information via an
ESRP. Once configured, first hop routers 94 may promote one
or more of hosts 90 to master hosts and recetve data streams
100A-100D (*“data streams 100) from respective hosts 90.
Data stream 100A, 100B may comprise redundant data
streams, and data streams 100C, 100D may also comprise
redundant data streams.

Upon receiving data streams 100, first hop routers 94 may
determine whether the originating hosts 90 of data streams
100 have been selected as master hosts, forward those of data
streams 100 originating from master hosts, and filter those of
data streams 100 originating from hosts 90 not selected as
master hosts. In order to forward those of data streams 100

originating from master hosts, first hop routers 94 may
request paths via MPLS, such as LSPs 98, and transmuit these

data streams 100 via one or more of [.SPs 98.

In the event of an occurrence of an above described net-
work disturbance, first hop routers 94 may detect the distur-
bance via the detection means discussed above. Once
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detected, first hop routers 94 may remove host information
corresponding to the failed one of first hop routers 94 from
their local host information, select new master hosts from
those of hosts 90 remaining in their local host information,
and begin forwarding those of data streams 100 originating
from these newly promoted master hosts. In doing so, first
hop routers 94 may request new LSPs (not shown 1n FIG. §)
via MPLS to establish a desired path. For example, first hop
router 94A may fail, and first hop router 94B may select host
90B as the master host. First hop router 94B may determine
that data stream 100C should forward to subscriber device
02 A, however, no LLSP exists to reach subscriber device 92A
from first hop router 94B. Thus, first hop router 94B may
request a new LSP via MPLS that routes data stream 100C
through routers 96 A, 96B, and 96C. After establishing the
new LSP, first hop router 94B may forward data stream 100C
to subscriber device 92A. Therefore, the principles of the
invention, as described herein, may apply to computer net-
works, such as computer network 88, that provides P2 MP
connectivity between hosts 90 and subscriber devices 92.
Moreover, the mvention should not be limited to any one
computer network, and may apply to any network that pro-
vides for the transmission of redundant data streams.
In this manner, an intermediate device, such as router 44 of
FIG. 4, acting 1n accordance with the principles of this mnven-
tion may provide intelligent filtering of redundant data
streams. Moreover, because the intermediate device manages
the filtering of redundant data streams, end-user applications
residing on subscriber devices need not be modified to
become aware of redundant data streams. Further, by apply-
ing the principles of the mvention to first hop routers, these
first hop routers may filter the redundant data streams before
they enter the network, and, therefore, the first hop routers
may prevent significant consumption of network bandwidth.
Although described herein 1n reference to first hop routers,
the principles of the invention may apply to any intermediate
network device at any location within the network, and should
not be limited to first hop routers. Various embodiments of the
invention have been described. These and other embodiments
are within the scope of the following claims.
The mvention claimed 1s:
1. A method comprising:
communicating between a {irst intermediate device and a
second intermediate device to select a master source
from multiple sources, wherein each of the first interme-
diate device and the second intermediate device are
coupled between a destination device and at least one of
the multiple sources;
receiving, with the first intermediate device, one or more of
a plurality of redundant data streams provided by the
multiple sources and destined for the destination device;

based on the selected master source, filtering any of the
plurality of redundant data streams recerved from the
multiple sources not selected as the master source with
the first intermediate device to prevent the filtered redun-
dant data streams from traveling between the at least one
of the multiple sources and the destination device; and

with the second intermediate device, forwarding to the
destination device a first one of the plurality of redun-
dant data streams recerved from the master source with-
out filtering the first one of the plurality of redundant
data streams.

2. The method of claim 1, further comprising;

receiving source information with the first intermediate

device from the second intermediate device, wherein the
source information specifies at least one of the multiple
sources.
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3. The method of claim 1, further comprising communi-
cating with the second intermediate device to filter the plu-
rality of redundant data streams except for one of the redun-
dant data streams provided by the selected master source.

4. The method of claim 1, further comprising selecting the
master source from the multiple sources based on election
criteria.

5. The method of claim 2, wherein receiving the source
information comprises receving the source information with
the first intermediate device from the second intermediate
device via an equivalent source redundancy protocol.

6. The method of claim 2, wherein receiving the source
information comprises receiving source information that
includes network addresses of multiple sources connected to
the second intermediate device, a network address of the
second intermediate device, a priority number for each of the
multiple sources connected to the second intermediate
device, and stream sequence information.

7. The method of claim 4, wherein the master source 1s a
first master source, and the method further comprising:

detecting a network disturbance that prevents the second

intermediate device from communicating with the first
intermediate device;

updating local source information to retlect the failure of

the second intermediate device; and

selecting a second master source from the multiple sources

based on the local source information and the election
criteria.

8. The method of claim 7, wherein filtering at least one of
the plurality of redundant data streams comprises filtering at
least one of the plurality of redundant data streams with the
first intermediate device based on the selection of the second
master source.

9. The method of claim 8, wherein filtering based on the
selection of the second master source comprises:

filtering at least one of the plurality of redundant data

streams recetved from the multiple sources not selected
as the second master source; and

tforwarding one of the plurality of redundant data streams

received from the second master source.

10. The method of claim 9, wherein forwarding one of the
plurality of redundant data streams recerved from the second
master source comprises:

establishing a label switch path via a multi-protocol label

switching protocol; and

forwarding the one of the plurality of redundant data

streams received from the second master source via the
label switch path.

11. The method of claim 7, wheremn updating the local
source information to retlect the failure of the second inter-
mediate device comprises updating the local source informa-
tion to remove source mformation associated with the second
intermediate device.

12. An intermediate device comprising;:

one or more 1nterface cards that recerve one or more of a

plurality of redundant data streams output by multiple
sources and destined for a destination device; and

a control unit that communicates with a second intermedi-

ate device to select a master source from multiple
sources, wherein each of the first intermediate device
and the second intermediate device are coupled between
the destination device and at least one of the multiple
sources,

the control unit that filters any of the plurality of redundant

data streams received from the multiple sources not
selected as the master source to prevent the filtered
redundant data streams from traveling between the at
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least one of the multiple sources and the destination
device, wherein the intermediate device communicates
with the second intermediate device to filter the plurality
of redundant data streams except for one of the redun-
dant data streams provided by the selected master
source, such that the second intermediate device for-
wards to the destination device a first one of the plurality
of redundant data streams received from the master
source without filtering the first one of the plurality of
redundant data streams.

13. The intermediate device of claim 12,

wherein the control unit receives source information from

the second intermediate device, wherein the source
information specifies at least one of the multiple sources.

14. The intermediate device of claim 12, wherein the inter-
mediate device communicates with the second intermediate
device to select the master source based on election criteria.

15. The intermediate device of claim 13, wherein the con-
trol unit receives the source information from the second
intermediate device via an equivalent source redundancy pro-
tocol.

16. The intermediate device of claim 13, wherein the
source mmformation mcludes network addresses of multiple
sources connected to the second intermediate device, a net-
work address of the second intermediate device, a priority
number for each of the multiple sources connected to the
second intermediate device, and stream sequence informa-
t1on.

17. The intermediate device of claim 13, wherein the con-
trol unit instructs an interface card to filter at least one of the
plurality of redundant data streams by instructing the inter-
face card to filter at least one of the plurality of redundant data
streams based on the selection of the master source.

18. The intermediate device of claim 17, wherein the con-
trol unit instructs the interface card to filter based on the
selection of the master source by instructing the interface card
{o:

filter at least one of the plurality of redundant data streams

received from the multiple sources not selected as the
master source; and

forward one of the plurality of redundant data streams

recerved from the master source.

19. The intermediate device of claim 14, wherein the mas-
ter source 1s a first master source, and the control unit further
detects a network disturbance that prevents the second inter-
mediate device from communicating with the intermediate
device, updates local source information to reflect the failure
of the second intermediate device, and selects a second mas-
ter source from the multiple sources based on the local source
information and the election criteria.

20. The intermediate device of claim 19, wherein the con-
trol unit instructs the interface card to filter at least one of the
plurality of redundant data streams by instructing the inter-
face card to filter at least one of the plurality of redundant data
streams based on the selection of the second master source.

21. The intermediate device of claim 20, wherein the con-
trol unit instructs the interface card to filter based on the
selection of the second master source by instructing the inter-
face card to:

filter at least one of the plurality of redundant data streams

received from the multiple sources not selected as the
second master source; and

forward one of the plurality of redundant data streams

recetved from the second master source.

22. The intermediate device of claim 21, wherein the con-
trol unit instructs the interface card to forward one of the
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plurality of redundant data streams recerved from the second
master source by instructing the interface card to:

establish a label switch path via a multi-protocol label

switching protocol; and

forward the one of the plurality of redundant data streams

received from the second master source via the label
switch path.

23. The intermediate device of claim 19, wherein the con-
trol unit updates the local source mformation to retlect the
failure of the second intermediate device by updating the
local source information to remove source information asso-
ciated with the second mtermediate device.

24. The intermediate device of claim 12, wherein the inter-
mediate device comprises a router that commumnicates with a
second router to determine which one or more of the redun-
dant data streams to filter.

25. The intermediate device of claim 12, wherein the inter-
mediate device comprises a router, a session border control-
ler, a switch, a gateway, a network acceleration device, a
firewall or a virtual private network (VPN) device.

26. A non-transitory computer-readable medium compris-
ing instructions for causing a programmable processor 1n an
intermediate device coupled between a destination device and
at least one of multiple sources to:

communicate with a second intermediate device to select a

master source from multiple sources, wherein each of
the first intermediate device and the second intermediate
device are coupled between the destination device and at
least one of multiple sources;

recetve one or more of a plurality of redundant data streams

provided by the multiple sources and destined for the
destination device; and
filter any of the plurality of redundant data streams
received from the multiple sources not selected as the
master source to prevent the filtered redundant data
streams from traveling between the at least one of the
multiple sources and the destination device; and

communicate with the second intermediate device to filter
the plurality of redundant data streams except for one of
the redundant data streams provided by the selected
master source, such that the second intermediate device
forwards to the destination device a first one of the
plurality of redundant data streams received from the
master source without filtering the first one of the plu-
rality of redundant data streams.

27. The non-transitory computer-readable medium of
claim 26, wherein the instructions further cause the processor
to:

recetve source information from a second intermediate

device;

update local source information stored on the first interme-

diate device with the recetved source information; and
select the master source from the multiple sources based on
the local source information and election critena.

28. The non-transitory computer-readable medium of
claim 27, wherein the instructions cause the processor to
receive source mformation by recerving the source informa-
tion from the second intermediate device via an equivalent
source redundancy protocol.

29. The non-transitory computer-readable medium of
claim 27, wherein the instructions cause the processor to filter
at least one of the plurality of redundant data streams by
filtering at least one of the plurality of redundant data streams
with the first intermediate device based on the selection of the
master source.
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30. The non-transitory computer-readable medium of
claim 27, wherein the master source 1s a first master source,
and the instruction further cause the processor to:

detect a network disturbance that prevents communication

with the second intermediate device; 5
update the local source information to reflect the failure of
the second intermediate device; and

select a second master source from the multiple sources

based on the local source information and the election
criteria.

31. The non-transitory computer-readable medium of
claim 30, wherein the instructions cause the processor to filter
at least one of the plurality of redundant data streams by
filtering at least one of the plurality of redundant data streams
based on the selection of the second master source.

32. A network system comprising:

a destination device;

multiple sources that provide a plurality of redundant data

streams destined for the destination device; and

a first mtermediate device and a second intermediate

device, each of the first intermediate device and second
intermediate device coupled between the destination
device and at least one of the multiple sources, the first
and second itermediate devices configured to commu-
nicate to select a master source from the multiple
sources, and receive the plurality of redundant data
streams from the multiple sources,

wherein the first intermediate device filters any of the plu-

rality of redundant data streams recerved from the mul-
tiple sources not selected as the master source to prevent
the filtered redundant data streams from traveling
between the at least one of the multiple sources and the
destination device, and

wherein the second intermediate device forwards to the

destination device a first one of the plurality of redun-
dant data streams received from the master source with-
out filtering the first one of the plurality of redundant
data streams.

33. The network system of claim 32, wherein the second
intermediate device provides source information to the first
intermediate device,

wherein the first intermediate device receives the source

information from the second intermediate device,
updates local source information stored on the first inter-
mediate device with the received source information,
and selects the master source from the multiple sources
based on the local source information and election cri-
teria.
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34. The network system of claim 32,

wherein the second intermediate device provides the
source imformation to the first intermediate device via an
equivalent source redundancy protocol, and

wherein the first mtermediate device receives the source

information from the second imntermediate device via the
equivalent source redundancy protocol.

35. The network system of claim 33, wherein the master
source 1s a first master source, and the first intermediate
device further:

detects a network disturbance that prevents the second

intermediate device from communicating with the first
intermediate device;

updates the local source information to reflect the failure of

the second intermediate device; and

selects a second master source from the multiple sources

based on the local source information and the election
criteria.

36. The network system of claim 35, wherein the second
intermediate device filters at least one of the plurality of
redundant data streams by filtering at least one of the plurality
of redundant data streams received from the multiple sources
not selected as the second master source.

37. The network system of claim 36, wherein the first
intermediate device filters based on the selection of the sec-
ond master source by:

forwarding one of the plurality of redundant data streams

received from the second master source.

38. The network system of claim 37, wherein the first
intermediate device forwards one of the plurality of redun-
dant data streams received from the second master source by:

establishing a label switch path via a multi-protocol label

switching protocol; and

forwarding the one of the plurality of redundant data
streams received from the second master source via the
label switch path.

39. The network system of claim 32, wherein the first
intermediate device comprises a router that communicates
with a second router to recerve source information via a
network protocol, wherein the source information specifies at
least one of the sources.

40. The network system of claim 32, wherein the first
intermediate device comprises a router, a session border con-
troller, a switch, a gateway, a network acceleration device, a
firewall or a virtual private network (VPN) device.
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