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(57) ABSTRACT

A device management system 1ncludes a network device and
an information processing apparatus. The network device
generates request information including the information used
to 1identily the user, and requests to 1ssue access control infor-
mation including access restriction information indicating
whether or not each of the functions of the network device can
be used. The information processing apparatus generates
access control information which associates the access
restriction information with the user information. The net-
work device further controls the use of the respective func-
tions with respect to the operation input 1n accordance with
the access restriction mnformation included 1n the generated
access control information.
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DEVICE MANAGEMENT SYSTEM, DEVICE
MANAGEMENT METHOD, INFORMATION
PROCESSING APPARATUS, INFORMATION

PROCESSING METHOD, PROGRAM, AND
STORAGE MEDIUM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a security management
technique of network devices.

2. Description of the Related Art

It 1s required to manage devices such as printers in terms of
security control, and i1t 1s demanded to not only manage users
of the devices using IDs and to record logs, but also to reliably
record operation records of respective users.

Conventionally, as a saving method of operation records of
users 1n a system that manages devices, a method of append-
ing job data to an operation log 1s adopted. Furthermore, a
method of restricting device operations of devices by append-
ing a video acquired by sensing an image of each operator to
the operation log 1s also adopted. Such a device management
method 1s disclosed 1n, for example, Japanese Patent Laid-
Open No. 7-447777.

However, with the above conventional methods, the fol-
lowing problems are posed. When it becomes possible to use
devices even i an operation record 1s not recorded by an
image sensing device, the operation record cannot act as any
deterrence as a security function.

In a system that restricts the use of devices based on the
operation record of an 1image sensing device, 1f the image
sensing device malfunctions, all functions are uniformly
restricted including those which do not require any operation
record based on an administrator’s decision, and devices to be
managed can no longer be used. For specific users, image
sensing of the operation records by the 1mage sensing device
1s not required 1n some cases. Even 1n such cases, the use of
devices 1s uniformly restricted at the time of a malfunction of
the 1mage sensing device. Users who are originally free from
any influence cannotuse devices due to the malfunction of the
image sensing device.

Furthermore, 1t 1s difficult for each user or administrator to
identify which of a device, image sensing device, and storage
device that stores sensed image data has malfunctioned,
resulting in poor convenience of users.

SUMMARY OF THE INVENTION

The present invention has been made 1n consideration of
the above problems, and has as 1ts object to provide a security
management technique for network devices with high conve-
nience.

According to one aspect of the present invention, there 1s
provided a device management system including a network
device which 1s to undergo security management, and an
information processing apparatus which generates informa-
tion used to control the network device for respective func-
tions, the network device comprising: an acceptance unit
adapted to accept mnformation used to 1dentify a user and an
operation input of the user; and a request unit adapted to
generate request information including the information used
to 1dentity the user, and to request to 1ssue access control
information icluding access restriction information indicat-
ing whether or not each of the functions of the network device
can be used, the information processing apparatus compris-
ing: an extraction unit adapted to extract user iformation
used to 1dentity the user from the request information gener-
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2

ated by the request unit; a determination unit adapted to
determine an operating state of an 1mage sensing unit used to
monitor an operation of the user with respect to the network
device based on a communication with the 1image sensing
unit; an acquisition unit adapted to acquire, based on the
operating state of the image sensing unit based on the deter-
mination result of the determination unit and the user infor-
mation, corresponding access restriction information from a
storage unit which stores a plurality of pieces of access
restriction information corresponding to combinations of a
plurality of operating states and a plurality of pieces of user
information; and a generation unit adapted to generate access
control information which associates the access restriction
information acquired by the acquisition unit with the user
information, and the network device further comprising: a
control unit adapted to control use for respective functions of
the network device with respect to the operation mput in
accordance with the access restriction information included
in the access control information generated by the generation
unit.

According to another aspect of the present invention, there
1s provided a device management method 1n a device man-
agement system including a network device which 1s to
undergo security management, and an information process-
ing apparatus which generates information used to control the
network device for respective functions, the method compris-
Ing: an acceptance step of controlling an acceptance unit of
the network device to accept information used to i1dentily a
user and an operation input of the user; a request step of
controlling a request umit of the network device to generate
request information including the imformation used to 1den-
tify the user, and to request to 1ssue access control information
including access restriction information indicating whether
or not each of the functions ofthe network device can be used;
an extraction step of controlling an extraction unit of the
information processing apparatus to extract user information
used to 1dentily the user from the request information gener-
ated 1n the request step; a determination step of controlling a
determination unit of the information processing apparatus to
determine an operating state of an 1mage sensing unit used to
monitor an operation of the user with respect to the network
device based on a communication with the 1image sensing
unit; an acquisition step of controlling an acquisition unit of
the information processing apparatus to acquire, based on the
operating state of the 1image sensing unit based on the deter-
mination result of the determination step and the user infor-
mation, corresponding access restriction information from a
storage unit which stores a plurality of pieces of access
restriction information corresponding to combinations of a
plurality of operating states and a plurality of pieces of user
information; a generation step of controlling a generation unit
of the mformation processing apparatus to generate access
control iformation which associates the access restriction
information acquired in the acquisition step with the user
information; and a control step of controlling a control unit of
the network device to control use for respective functions of
the network device with respect to the operation input in
accordance with the access restriction information included
in the access control information generated 1n the generation
step.

According to still another aspect of the present invention,
there 1s provided an information processing apparatus which
generates mformation used to control, for respective func-
tions, a network device comprising an acceptance unit
adapted to accept information used to 1dentily a user and an
operation input of the user, and a request unit adapted to
generate request information cluding the information used
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to 1dentify the user, and to request to 1ssue access control
information mcluding access restriction information indicat-
ing whether or not each of the functions of the network device
can be used, the apparatus comprising: an extraction unit
adapted to extract user information used to identily the user
from the request information generated by the request unit; a
determination unit adapted to determine an operating state of
an 1mage sensing unit used to monitor an operation of the user
with respect to the network device based on a communication
with the 1image sensing unit; an acquisition unit adapted to
acquire, based on the operating state ol the image sensing unit
based on the determination result of the determination unit
and the user information, corresponding access restriction
information from a storage unit which stores a plurality of
pieces ol access restriction information corresponding to
combinations of a plurality of operating states and a plurality
ol pieces of user information; and a generation unit adapted to
generate access control information which associates the
access restriction information acquired by the acquisition unit
with the user information.

According to yet another aspect of the present invention,
there 1s provided an information processing method 1n an
information processing apparatus which generates informa-
tion used to control, for respective functions, a network
device comprising an acceptance unit adapted to accept infor-
mation used to 1dentily a user and an operation input of the
user, and a request unit adapted to generate request informa-
tion including the information used to identity the user, and to
request to 1ssue access control information including access
restriction information indicating whether or not each of the
functions of the network device can be used, the method
comprising: an extraction step of extracting user information
used to 1dentity the user from the request information gener-
ated by the request unit; a determination step of determining
an operating state of an 1mage sensing unit used to monitor an
operation of the user with respect to the network device based
on a communication with the image sensing unit; an acquisi-
tion step of acquiring, based on the operating state of the
image sensing unmt based on the determination result of the
determination step and the user mnformation, corresponding
access restriction nformation from a storage unit which
stores a plurality of pieces of access restriction mnformation
corresponding to combinations of a plurality of operating
states and a plurality of pieces of user information; and a
generation step ol generating access control information
which associates the access restriction information acquired
in the acquisition step with the user information.

According to the present invention, user-iriendly security
management of network devices can be implemented.

Further features of the present invention will become
apparent from the following description of exemplary
embodiments with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a view for explaining the arrangement of a device
management system according to an embodiment;

FIG. 2 1s a block diagram showing the hardware arrange-
ment of the device management system according to the
embodiment;

FIG. 3 1s a block diagram showing the configuration of
software modules 1n an information processing apparatus;

FI1G. 4 15 a block diagram showing the configuration of an
access right control management program;

FI1G. 5 1s a block diagram showing the functional arrange-
ment of an access control server:
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4

FIG. 6 1s a view showing an example of request informa-
tion included in an ACT request;

FIG. 7 1s a view for explaining an overview of ACT gen-
eration processing 1n an ACT generation module;

FIG. 8 1s a flowchart for explaining the sequence of the
ACT generation processing according to the first embodi-
ment,

FIG. 9 1s a view for explaining an overview of the ACT
generation processing i the ACT generation module;

FIG. 10 1s a flowchart for explaining the sequence of ACT
generation processing according to the second embodiment;

FIG. 11 1s a tlowchart for explaining the sequence of pro-
cessing of an access control server according to the third
embodiment; and

FIG. 12 1s a flowchart for explaining the sequence of error

display processing on an MFP 102 according to the third
embodiment.

DESCRIPTION OF THE EMBODIMENTS

Preferred embodiments of the present mvention will be
exemplarily described in detail heremafter with reference to
the drawings. However, components described in these
embodiments are merely examples, and the technical scope of
the present invention i1s defined by the scope of the claims but
1s not limited by individual embodiments to be described
hereinafter.

First Embodiment

FIG. 1 1s a view showing an overview of the arrangement
and operations of a device management system according to
the first embodiment. Referring to FIG. 1, a network camera
101 serving as an image sensing unit senses an image ol a user
who operates a network device. When the user operates an
MFP (Multifunction Peripheral) 102 as a network device to
be managed, the network camera 101 serving as an 1image
sensing unit records an operation record image. That image
data1s saved 1in an archive server 103. Note that the image data
may be saved 1n, for example, an access control server 104 in
addition to the archive server 103. When a job tracing system
that stores job data and an operation log of the user has
already been introduced, the image data is also saved as one of
multiple job archive log attributes.

The access control server 104 serving as an information
processing apparatus holds an access control information list
(to be also referred to as “ACL” hereinatfter) 105. Based on a
request from the MFP 102 as a client, the access control server
104 issues an access control ticket (to be also referred to as
“ACT” hereinatter) with reference to the ACL. The ACL 1035
includes attributes indicating functions of network devices
which are to undergo security management under the access
control, and information indicating permission or prohibition
of use of device tunctions for each individual user or a group
including that user.

The access control server 104 and archive server 103 are
illustrated as independent information processing appara-
tuses in FIG. 1. However, a single information processing
apparatus can execute the functions of both the servers.

When the user wants to perform a copy operation using the
MEFP 102 as a network device, he or she executes copy pro-
cessing by imnputting an instruction at its operation panel.
Upon execution of the copy processing in the MEFP 102, an
access control unit included 1in the MFP 102 requests the
access control server 104 to 1ssue an access control ticket
(ACT). Upon reception of the ACT 1ssuance request, the
access control server 104 extracts information used to 1den-
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tify or classity the user from request information included in
the ACT request. The information used to 1dentify or classily
the user includes the name of the user or a group to which the
user belongs. Based on the information such as the user name,
information of the job title of the user, an authority group to
which the user belongs, or the like 1s acquired from a user
information management server (not shown) or a directory
server such as an active directory as user information.

Next, the access control server 104 accesses the access
control information list (ACL) 105 using the acquired user
information as a key so as to acquire access restriction imnifor-
mation. The access control information list (ACL) 105
describes pieces of access restriction information with
respect to the MFP 102 for respective users. The access
restriction information indicates a range of functions (for
example, copy function and FAX function), the use of which
1s restricted when the user uses the MFP 102. Also, the access
restriction information includes, for example, items (e.g., a
print upper limit value), which change in response to dynamic
state changes that vary based on the operation states of the
MEFP 102 such as a maintenance timing, toner use amount,
and the number of printed sheets.

In this embodiment, some of these pieces of control infor-
mation are changed in response to a state change of the
network camera 101.

The access control server 104 generates an access control
ticket (ACT) based on access control information acquired
with reference to the access control mnformation list (ACL)
105, and returns the ACT to the MFEP 102 as a request source.

The MFP 102 determines based on the access control ticket
(ACT) transmitted from the access control server 104 1t the
ACT permits all functions required by the print processing to
be executed currently.

When the received ACT 1nhibits some or all of the func-
tions to be executed by the print processing, the print process-
ing 1s not executed, and ends 1n failure. On the other hand,
when the ACT permuits all the functions to be executed by the
print processing, the MFP 102 executes the print processing.

In this way, an 1llicit print output or an 1llicit access to the
MEFP 102 can be prevented. Note that the ACT can be authen-
ticated by determiming 11 1t includes encrypted information as
well as, for example, certificate information of the access
control server 104.

(Arrangement of Device Management System )

FIG. 2 15 a block diagram showing the principal hardware
arrangements ol the respective devices described using FIG.
1, and the functions of respective components will be
described below with reference to FIG. 2.

Note that the present invention can be applied to a case 1n
which the operations of programs 1n an information process-
ing apparatus 3000 are executed under the control of a CPU
12 in the MFP 102.

Also, even 1n a system 1n which the information processing
apparatus 3000 and MFP 102 are connected via a network
other than a LAN, WAN, or the like upon execution of pro-
cessing, the present invention can be applied.

The device management system according to this embodi-
ment includes the iformation processing apparatus 3000,
MFEP 102, and network camera 101.

The arrangement of the information processing apparatus
3000 corresponds to those of the archive server 103 and
access control server 104. The functions provided by the
archive server 103 and access control server 104 are imple-
mented by programs executed under the control ofa CPU 1 on
the information processing apparatus 3000. The programs are
stored 1n a program ROM 3b, and a RAM 2 serves as a work
area ol the programs. The access control server 104 and
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6

archive server 103 can be embedded 1n a single information
processing apparatus, and they can also be embedded 1n the
MEFP 102.

(Arrangement of Information Processing Apparatus 3000)

The information processing apparatus 3000 has the CPU 1,
the RAM 2, a ROM 3, a keyboard controller (KBC) 5, a CRT
controller (CRTC) 6, and a disk controller (DKC) 7. Also, the
information processing apparatus 3000 has an input/output
unit 8, keyboard (KB) 9, CRT display (CRT) 10, and external
memory 11. The CPU 1 systematically controls devices con-
nected to a system bus 4. Based on a document processing
program or the like stored in the program ROM 35 (to be
described later) of the ROM 3 or the external memory 11,
document processing including figures, images, characters,
tables (including spreadsheets), and the like 1s executed.

The CPU 1 executes, for example, rasterize processing of
outline fonts, and makes display on the CRT display 10.
Furthermore, the CPU 1 opens various registered windows
based on commands designated using a mouse cursor (not
shown) on the CRT display 10, and executes various kinds of
data processing.

When the user wants to execute print processing using the
MEFP 102, he or she opens a window for performing print
settings, and can set a print processing method with respect to
a printer driver including the setting of the MFP 102 and
selection of a print mode.

The RAM 2 serves as a main memory, work area, and the
like of the CPU 1. The ROM 3 includes a font ROM 3a, the

program ROM 3b, and a data ROM 3c¢. The font ROM 3aq or
external memory 11 stores font data and the like used 1n
document processing. The program ROM 35 or external
memory 11 stores an operating system (to be abbreviated as
an OS hereinatter) as a control program of the CPU 1, and the
like. The data ROM 3¢ or external memory 11 stores various
data used 1n, for example, document processing.

The keyboard controller (KBC) 5 controls key inputs from
the keyboard (KB) 9 and a pointing device (not shown). The
CRT controller (CRTC) 6 controls display of the CRT display
(CRT) 10. The disk controller (DKC) 7 controls access to the
external memory 11. The input/output unit 8 1s connected to
the MFP 102 via a two-way interface 210, and executes
communication control processing with the MFP 102. The
keyboard (KB) 9 includes various keys. The CRT display
(CRT) 10 can display figures, images, characters, tables, and
the like. The external memory 11 includes a hard disk (HD)
and flexible disk (FD). The external memory 11 stores, for
example, a boot program, various applications, font data, user
files, edit files, and an MFP control command generation
program (to be referred to as a printer driver hereinaiter).

(Arrangement of MFP 102)

The arrangement of respective units of the MFP 102 will be
described below. The CPU 12 systematically controls devices
connected to a system bus 15. An 1image signal as output
information 1s output to a print unit (printer engine) 17 based
on a control program and the like stored 1n a program ROM
135 (to be described later) of a ROM 13 or those stored 1n an
external memory 14.

The CPU 12 can execute communication processing with
the information processing apparatus 3000 via an mnput/out-
put unit 18, and can notily the information processing appa-
ratus 3000 of information in the MFP 102.

A RAM 19 serves as a main memory, work area, and the
like of the CPU 12, and its memory size can be expanded
using an optional RAM (not shown) connected to an expan-
sion port. The RAM 19 is used as an area for rasterize pro-
cessing ol output information, or an area for storing environ-

ment data of the MFP 102. The ROM 13 includes a tfont ROM
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13a, the program ROM 1354, and a data ROM 13c¢. The font
ROM 13a stores font data and the like used upon generation
of output information. The program ROM 135 stores a control
program of the CPU 12 and the like. The data ROM 13¢ stores
information used on the information processing apparatus
3000 and the like when no external memory 14 such as a hard
disk 1s connected to the MFP 102.

The mput/output unit 18 such as a network card exchanges
data between the MFP 102 and information processing appa-
ratus 3000 via the two-way interface 210. An access control
unit 1501 connected to the system bus 135 sends a request,
from an operation unmit 21 on which the user makes an opera-
tion, to an access control service on the information process-
ing apparatus via the two-way interface 210. In this example,
the access control unit 1501 1s connected to the system bus 15.
However, the access control unit 1501 may be implemented to
run on the CPU 12, RAM 19, and ROM 13 of the MFP 102.

A print unit interface (I/’F) 16 exchanges data between the
CPU 12 and print umt 17. A memory controller (MC) 20
controls access to the external memory 14. The print unit 17
executes a print operation under the control of the CPU 12.
The operation unit 21 includes switches and indicators (e.g.,
LED indicators) for various operations. Furthermore, the
MEFP 102 has a plurality of functions such as a FAX function,
scanner function, and various kinds of send functions. The
external memory 14 includes a hard disk (HD), an IC card or
the like, and 1s connected to the MFP 102 as an option. The
external memory 14 stores font data, an emulation program,
form data, and the like, and undergoes access control of the
memory controller (IMC) 20. The number of external memo-
ries 14 1s not limited to one, but a plurality of external memo-
ries 14 can be connected. That 1s, a plurality of external
memories 1ncluding an option card in addition to built-in
fonts and an external memory storing programs used to nter-
pret printer control languages of different language systems
may be connected. Furthermore, the MFP 102 may include an
NVRAM (not shown), which may store printer mode setting,
information from the operation unit 21.

(Arrangement of Network Camera 101)

The network camera 101 has an input/output unit 2001, and
1s connected to a network such as Fthernet. Furthermore, the
network camera 101 has a camera control unit 2002 and
camera unit 2003. The camera control unit 2002 controls the
camera unit 2003, and transmits 1mage data via the mput/
output unit 2001. Moreover, the camera control umt 2002
includes WEB server and WEB service functions, and can
casily control acquisition and management and monitor func-
tions of 1mages and status information from external devices
using the HT'TP protocol.

(Configuration of Software Modules)

FIG. 3 1s a block diagram showing the configuration of
software modules 1n the mformation processing apparatus
3000. Reterring to FIG. 3, reference numeral 3001 denotes an
operating system (OS); 3002, a library; and 3003, applica-
tions. The applications 3003 include an access right control
management program 3004 and archive program 3005. Ret-
erence numeral 3006 denotes hardware control programs,
which include a network control program 3007 and hard disk
(HDD) control program 3008.

FI1G. 4 15 a block diagram showing the configuration of the
access right control management program 3004. The access
right control management program 3004 1s implemented as
one of the applications 3003 on the information processing
apparatus 3000. Referring to FIG. 4, reference numeral 3101
denotes a management program as a main part of the access
right control management program 3004, which controls the
access right control management program 3004 as a whole. A
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communication program 3102 performs operations including
communications between the MFP 102 and information pro-
cessing apparatus using the network control program 3007,
receives an ACT acquisition request from the MFP 102, and
verifies the authenticity of the ACT acquisition request. A file
management program 3103 implements information man-
agement such as an ACL (to be described later) using the hard
disk (HDD) control program 3008.

The communication program 3102 implements, for
example, return of an ACT generated 1n response to an ACT
acquisition request from the access control unit 1501 of the
MFP 102 at the time of execution of, for example, copy
processing. Note that the ACT acquisition request from the
MFEP 102 1s not limited to that to be sent at the time of
execution of the copy processing. For example, an ACT
acquisition request 1s transmitted to the access control server
104 serving as the information processing apparatus prior to
execution of a print, scan, or FAX function as those included
in the MFP 102. The access control server 104 generates an
ACT 1n response to the ACT acquisition request, and trans-
mits 1t to the MFP 102 as a request source. The MFP 102
acquires the ACT transmitted from the access control server
104.

A characteristic functional arrangement of the access con-
trol server 104 will be described below using FIG. 5. The
functional arrangement shown 1n FIG. 5 1s configured by
program modules installed by an installation program 1in the
external memory 11 shown 1n FIG. 2. These program mod-
ules are executed by the CPU 1 after they are read out from the
external memory 11 and are loaded onto the RAM 2 as needed
upon launching the device management system 1nstalled in
the access control server 104. When the CPU 1 executes the
respective program modules, the functional arrangement
shown 1n FIG. 5 1s implemented.

An ACT generation request module 201 recerves an ACT
request from the MFP 102, and passes request information
included 1n the ACT request to an ACT generation system
202. FIG. 6 shows an example of request information 1n an
ACT request 1ssued by the MFP 102 at the time of execution
of, for example, the copy function.

FIG. 6 shows an example of request information included
in an ACT request. The request information includes IP
address information used to identity the MFP 102 that 1ssued
the ACT request, user information of the user who 1ssued the
request, and mformation indicating that the processing con-
tents are execution of the copy function. Note that in the MFP
102, 1t 1s a common practice for the user to execute user
authentication by, for example, inputting a user 1D and pass-
word as user authentication information or an IC card or
biometric authentication from the operation panel before an
operation. In this case, the operation panel of the MFP 102
serves as an acceptance unit which accepts user authentica-
tion information. Also, 1n place of the authentication infor-
mation input via the operation panel, the user may be detected
and authenticated based on an 1mage sensing result of the
network camera 101. Furthermore, 1n place of authentication
of each individual user, the same access control may be
applied to all users.

Referring back to FI1G. 5, the ACT generation system 202
receives the request information included in the ACT request
acquired by the ACT generation request module 201, and
executes processing for 1ssuing an ACT to the MFP 102 that
requested the ACT.

In the ACT generation system 202, a user information
acquisition module 203 acquires information of the user (user
information) who operates the MEFP 102.
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The user information acquisition module 203 extracts a
user name “UserA” from the request information shown in
FIG. 6. The user information acquisition module 203 refers to
information managed by, for example, a user mnformation
management server (not shown) which configures the system,
or active directory (to be abbreviated as “AD” hereinatter)
based on the extracted user name. The user information acqui-
sition module 203 acquires, as user information, mformation
including the job title of the user, and an authority group to
which that user belongs, based on the information acquired by
referring to the user mnformation management server or AD.

The acquired user information 1s passed from the user
information acquisition module 203 to an ACL acquisition
module 205, and 1s used 1n the subsequent processing. Upon
execution of security management of jobs using respective
functions (including copy, FAX, and scan functions) of the
MEFP 102, the access control server 104 can 1dentily an indi-
vidual user or department as a job request source based on the
user iformation.

A camera information management module 204 has a man-
agement table which stores information of the MFP 102 and
the network camera 101 associated with the MFP 102, and
information of the archive server 103 which saves image data
of the network camera 101. The pieces of information of the
network camera 101 and archive server 103 stored in the
management table include information indicating an operat-
ing state of each network camera, and information indicating
that of the archive server 103.

The camera information management module 204 identi-
fies the network camera 101 associated with the MFP 102 as
an ACT request source with reference to the management
table, and acquires information of the operating state of that
network camera 101. Furthermore, the camera information
management module 204 acquires information of the operat-
ing state of the archive server 103 which saves image data of
the network camera 101.

The camera mformation management module 204 deter-
mines the operating state of the network camera 101, for
example, 1f the network camera 101 1s operative or 1nopera-
tive, and passes information of that determination result to the
ACL acquisition module 205. Note that the operating state 1s
not limited to the operative or inoperative state, and operative
states according to respective setting conditions such as set-
tings of a resolution and an angle of view can be defined as the
operating state. In this case, the camera information manage-
ment module 204 acquires respective setting conditions from
the network camera 101 and can determine the operating state
specifically.

The ACL acquisition module 203 accesses the access con-
trol information list (ACL) 103 based on the user information
and the information about the operating state of the network
camera 101, and acquires access restriction information with
respect to the MFP 102. The ACL acquisition module 2035
passes the access restriction information, user information,
and information about the operating state of the network
camera 101 to an ACT generation module 208. The ACL
acquisition module 205 associates, for example, information
about the operating state of the archive server 103 that stores
image data sensed by the network camera 101 with the infor-
mation about the operating state of the network camera 101.
The ACL acqusition module 205 can pass the associated
information to the ACT generation module 208.

The ACT generation module 208 generates an access con-
trol ticket (ACT) based on the access restriction information,
user information, information about the operating state of the
network camera 101, and the like, and transmits the ACT to
the MEP 102 as a request source.
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(ACT Generation Processing)
The ACT generation processing in the ACT generation
module 208 will be described in detail below with reference

to FIG. 7. Reterring to FIG. 7, an ACL 401 shows a practical
example of the access control information list (ACL) 105
shown in FIG. 1. The ACL 401 1s stored as a table stored in the

external memory 11 on the access control server 104, and the
ACL acquisition module 205 described in FIG. 5 can refer to
that ACL as needed.

The ACL 401 stores user information, camera statuses
(information indicating the camera operating states), function
restriction information of devices for respective camera sta-
tuses, and the like as information included in the access
restriction information. In FIG. 7, the camera statuses are
classified into a normal operating state and error state of the
network camera 101 for the sake of simplicity. Settings that
classily the operating state of the network camera 1n more
detail are also available. For example, the information indi-
cating camera statuses may include, for example, information
indicating 11 the archive server 103 1s 1n a malfunction state as
the operating state of the archive server 103 associated with
the network camera 101, and the presence/absence of a com-
munication failure of a network.

Each user information registered in the ACL 401 1s set with
information indicating permission or prohibition of use of the
device functions in accordance with the camera statuses. In
FIG. 7, information indicating permission of use of each
device function is indicated by “O”, and information indi-
cating prohibition 1s indicated by “x”

In the ACL 401, the user 111f0rmat1011 1s classified into a
regular-level job, up-front job, privileged user, and the like,
and pieces of restriction information for respective functions
of the MFP 102 that allow the users of respective job titles to
use are set. In the example of FIG. 7, the user information 1s
classified into job titles such as a regular-level job and up-
front job. However, the classifications of the user information
are not limited to the example of FIG. 7. For example, a user
group ncluding the name of an individual holding each job
title or the name of a group or organization to which a plural-
ity of users belong may be defined and registered as user
information.

Retference numeral 402 denotes access restriction informa-
tion acquired from the ACL 401 when the user information 1s
“regular-level job™ and the status of the network camera 101
1s “normal operation”. In this case, a user of the regular-level
10b can use copy (Copy), print (Print), and BOX print (Box
Print) functions.

[ikewise, reference numeral 403 denotes access restriction
information acquired from the ACL 401 when the user infor-
mation 1s “regular-level job” and the status of the network
camera 101 1s “error operation”. In this case, a user of the
regular-level job cannot use the copy and print functions since
these functions are restricted, but he or she can use the BOX
print function. This embodiment uses “normal operation™ and
“error operation” in the above description. However, these
statuses may be called first and second operating states as
long as information can identify the status of the operating
state of the network camera.

The ACL acquisition module 205 determines, based on the
acquired camera information, if the network camera 101
associated with the MFP 102 1s in a normal or error operating
state. Then, the ACL acquisition module 205 accesses the
ACL 401 based on the acquired user information and the
determination result of the operating state of the network
camera 101, and acquires corresponding ACL table informa-
tion as access restriction information.
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The ACT generation module 208 receives the pieces of
access restriction information 402 and 403 acquired by the
ACL acquisition module 205, user information 404, and cam-
cra information 4035 indicating the operating state of the net-
work camera 101. An ACL information reference module 412
refers to the camera information 405. If the network camera
101 1s 1n a normal operating state, the ACL information rei-
erence module 412 generates an AC'T 408 based on the access
restriction information 402 corresponding to the normal oper-
ating state and the user information 404. On the other hand, 1f
the network camera 101 1s 1n an error operating state, the ACL
information reference module 412 generates an ACT 409
based on the access restriction information 403 correspond-
ing to the error operating state, and the user information 404.

Reference numeral 410 denotes practical contents of the
access control ticket (ACT) 408. User A can use the copy
(Copy), print (Print), and BOX print (Box Print) functions 1n
correspondence with the normal operating state of the net-
work camera 101.

Reference numeral 411 denotes practical contents of the
access control ticket (ACT) 409. User A can use the BOX
print (Box Print) function but the use of the copy (Copy) and
print (Print) functions 1s restricted in correspondence with the
error operating state of the network camera 101.

An access control ticket (ACT) 1s generated 1n accordance
with the operation state of the network camera 101 at the time
of requesting an ACT.

(ACT Generation Processing)

The sequence of processing from when an ACT request 1s
accepted until the ACT generation module 208 generates an
access control ticket (ACT) will be described 1n detail below
with reference to FIG. 8.

In step S801, the ACT generation request module 201
accepts an ACT request 1ssued from the MFP 102 based on a
user’s operation input, and inputs the ACT request to the ACT
generation system 202.

In step S802, the user information acquisition module 203
included 1n the AC'T generation system 202 extracts informa-
tion such as a user name from request information included in
the ACT request, and acquires user information based on the
extracted information. As described above, the user informa-
tion 1s acquired when the ACT generation system 202 refers
to the active directory (AD) or the like based on the user name
or the like. The user information 1s required to access the ACL
105 and 1s used to i1dentify or classity the user. The user
information acquired by the user information acquisition
module 203 1s input to the AC'T generation module 208 via the
ACL acquisition module 205.

In step S803, the camera information management module
204 acquires camera information associated with the MFEP
102 used to execute copy processing. In this case, the camera
information management module 204 acquires a network
address (e.g., an IP address) of the network camera 101 asso-
ciated with the MFP 102. Association between the MFP 102
and network camera 101 1s set in advance by an administrator,
and the association setting contents are held in the access
control server 104 or the archive server 103 which manages
videos of the network camera. When a plurality of network
cameras are associlated with the MFP 102, the camera infor-
mation management module 204 acquires network addresses
(e.g., IP addresses) corresponding to the respective network
cameras.

In step S804, the camera information management module
204 acquires status information about the operating state
from the network camera 101 associated with the MFP 102
for the purpose of security management. The camera infor-
mation management module 204 can acquire status informa-
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tion about the operating state of the network camera using, for
example, SNMP/MIB as a protocol used to manage network
devices. As other methods of acquiring the status information
about the operating state of the network camera, a Web ser-
vice and unique communication protocol can be used as com-
munication methods with the network camera. The status
information about the operating state of the network camerais
input to the ACT generation module 208 via the ACL acqui-
sition module 205.

The ACL acquisition module 205 determines in step S805
based on the status information about the operating state of
the network camera acquired 1n previous step S804 1if the
network camera 1s 1n a normal operating state.

If the network camera 101 1s in a normal operating state, a
video sensed by the network camera 101 1s stored in the
archive server 103. The archive server 103 applies image
processing to the sensed video, separates a background image
and a main body image of the MFP 102 from the video, and
determines 11 the user who 1s operating the MEFP 102 appears
in the video. Note that the 1mage processing 1s not limited to
the processing 1n the archive server 103. For example, the
access control server 104 may receive a video of the network
camera 101 from the archive server 103 or network camera
101, and may execute 1image processing.

As a result of the 1image processing, 11 1t 1s determined that
the user who 1s operating the MFP 102 does not appear in the
video, the archive server 103 notifies the camera information
management module 204 of that determination result. This
notification 1s mput to the ACL acquisition module 205 via
the camera information management module 204. Upon
reception of the determination result indicating that the user
does not appear 1n the video, the ACL acquisition module 205
determines that the network camera 101 1s in an error oper-
ating state 1n which the angle of view and image sensing range
of the network camera 101 are not appropriately set.

The camera mformation management module 204 of the
access control server 104 can also acquire, from the archive
server 103, information about the operating state using, for
example, SNMP/MIB used to manage network devices. The
camera information management module 204 determines a
malfunction state of the archive server 103 and the presence/
absence of a network failure based on the information about
the operating state.

The network camera 101 acquires information about the
operating state of the archive server 103 using SNMP/MIB,
and determines a malfunction state of the archive server 103
and the presence/absence of a network failure. When a video
cannot be accumulated due to a malfunction of the archive
server 103 or a network failure, the network camera 101
notifies the camera information management module 204 of
that state.

If a video cannot be accumulated due to amalfunction state
of the archive server 103 or a network failure, or 1f the user
does not appear in the video, the ACL acquisition module 205
determines that the network camera 101 1s 1n an error oper-
ating state.

I1 the normal operating state 1s determined 1n the determai-
nation process 1 step S805 (YES in S805), the process
advances to step S806, and the ACL acquisition module 205
acquires access restriction mformation for respective func-
tions of the MFP 102 1n the normal operating state from the
ACL 105 1 accordance with the user information. On the
other hand, 11 1t 1s determined 1n the determination process 1n
step S803 that the network camera 101 1s 1n an error operating,
state (NO 1n S805), the process advances to step S807, and the
ACL acquisition module 2035 acquires access restriction
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information for respective functions of the MFP 102 1n the
error operating state from the ACL 105.

The access restriction information acquired 1n step S806 or
S807 1s mput from the ACL acquisition module 205 to the
ACT generation module 208.

In step S808, the ACT generation module 208 sets the input
user information and access restriction immformation 1 an
access control ticket (ACT).

In step S809, the ACT generation module 208 returns the
access control ticket (ACT) to the MFP 102 as an ACT request
source.

Upon reception of the ACT, the CPU 12 of the MFP 102
confirms the functions that the user can use based on the
contents of the access restriction mnformation set in the ACT.
When the user 1s about to use a function of the MFP 102,
which 1s inhibited from being used based on the access
restriction information of the ACT, the CPU 12 restricts the
use of that function. For example, when the user proceeds to
use the inhibited function, the CPU 12 forcibly terminates the
processing as error processing, thus restricting the use of the
restricted function of the MFP 102.

In, for example, a secure print function which uses the MFP
102 as a printer from a host computer, a print job 1s tempo-
rarilly accumulated 1n the MFP, and print processing 1s
executed after the user 1s authenticated by the main body of
the MFP 102. In this case, the MFP 102 acquires user infor-
mation and access restriction information from the ACL.
When an operation at the host computer 1s required at the time
of, for example, a print operation, information of an operation
unit of the host computer or amonitor camera in a room where
the host computer exists can be used in addition to the monitor
camera for the operation unit of the MFP 102.

As described above, according to this embodiment, user-
friendly security management of network devices can be
implemented.

Second Embodiment

The first embodiment has explamned the arrangement
which uses one network camera 101 (image sensing unit)
serving as a monitor camera. This embodiment will explain
an arrangement that uses a plurality of network cameras. An
example 1 which two network cameras are used will be
explained below. However, the gist of the present invention 1s
not limited to such specific example, and the present mnven-
tion can be applied to a system using two or more network
cameras.

FIG. 9 15 a view for explaining an overview of ACT gen-
eration processing 1n an ACT generation module. An access
control list (ACL) 940 stores access restriction information
corresponding to different functions of a plurality of cameras
(cameras A and B). The same reference numerals 1n FIG. 9
denote the same parts as in FIG. 7, and a repetitive description
thereot will be avoided.

In the ACL 940, reference numeral 902 denotes access
restriction information acquired from the ACL 940 when user
information 1s “regular-level job” and the status of network
camera A 1s “normal operation”. In this case, a user of the
regular-level job can use copy (Copy), print (Print), and BOX
print (Box Print) functions.

Likewise, reference numeral 903 denotes access restriction
information acquired from the ACL 940 when user informa-
tion 1s “regular-level job” and the status of network camera B
1s “normal operation”. In this case, a user of the regular-level
10b cannot use the print (Print) and BOX print (Box Print)
functions since these functions are restricted, but he or she can
use the copy function. In this embodiment, the ACL 940
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includes access restriction information 904 when network
camera A 1s 1n an error operating state, and access restriction
information 905 when network camera B 1s 1n an error oper-
ating state, in addition to those 1n the normal operating state.

The ACL acquisition module 205 determines based on
camera information acquired from network cameras A and B
if the network cameras 101 associated with the MFP 102 are
in a normal or error operating state. Then, the ACL acquisition
module 205 accesses the ACL 940 based on the acquired user
information and the determination result of the operating
states of the network cameras 101, and acquires correspond-
ing ACL table information as access restriction information.

The ACT generation module 208 receives the two pieces of
access restriction information 902 and 903 acquired by the
ACL acquisition module 205, user information 404, and cam-
era information 915 indicating the operating states of network
cameras A and B. Note that the camera information 915
includes iformation indicating the operating states ol net-
work cameras A and B. When the system 1s configured using
N (N=2) network cameras, the camera information 9135
includes N (£2) pieces of information indicating the operat-
ing states of the N (£2) network cameras.

An ACL mformation reference module 912 refers to the
camera information 913. If network cameras A and B are 1n a
normal operating state, the ACL mnformation reference mod-
ule 912 generates ACTs 908 and 909 based on the two pieces
of access restriction information 902 and 903 corresponding
to the normal operating state, and the user mnformation 404.

The ACT 908 1s an access control ticket (ACT) generated
based on the access restriction information 902 when network
camera A 1s 1n a normal operating state, and the user infor-
mation 404.

The ACT 909 15 an access control ticket (ACT) generated
based on the access restriction information 903, when net-
work camera B 1s 1n a normal operating state, and the user
information 404.

On the other hand, when network cameras A and B are 1in an
error operating state, the ACL information reference module
912 generates access control tickets (ACTs) based on access
restriction information corresponding to the error operating,
state and the user information 404.

Access control tickets (ACTs) are respectively generated
according to the operating states of network cameras A and B
at the time of the ACT request.

Retference numeral 910 denotes practical contents of the
access control ticket (ACT) 908. User A can use the copy
(Copy), print (Print), and BOX print (Box Print) functions 1n
correspondence with the normal operating state ol network
camera A.

Retference numeral 911 denotes practical contents of the
access control ticket (ACT) 909. In correspondence with the
normal operating state of network camera B, user A can use
the BOX print (Box Print) function, but the use of the copy
(Copy) and print (Print) functions is restricted.

(ACT Generation Processing)

The sequence of processing from when an ACT request 1s
accepted until the ACT generation module 208 generates an
access control ticket (ACT) will be described 1n detail below
with reference to FIG. 10.

In step S1001, the ACT generation request module 201
accepts an ACT request 1ssued from the MFP 102, and inputs
the ACT request to the ACT generation system 202.

In step S1002, the user information acquisition module 203
included 1n the AC'T generation system 202 extracts informa-
tion such as a user name from request information included in
the ACT request, and acquires user information based on the
extracted information.
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In step S1003, the camera information management mod-
ule 204 acquires camera information associated with the MFP
102 used to execute copy processing. The camera information
management module 204 acquires network addresses (e.g.,
IP addresses) ol network cameras A and B associated with the
MEFP 102. Association between the MFP 102 and network
cameras A and B 1s set in advance by an administrator, and the
association setting contents are held in the access control
server 104 or the archive server 103 which manages videos of
the network cameras. When a plurality of network cameras A
and B are associated with the MFP 102, the camera informa-
tion management module 204 acquires network addresses
(e.g., IP addresses) corresponding to respective network cam-
eras A and B.

In step S1004, the camera information management mod-
ule 204 acquires status information about the operating state
from network camera A associated with the MFP 102 for the
purpose of security management.

The ACL acquisition module 205 determines in step S1005
based on the status information about the operating state of
network camera A acquired 1in previous step S1004 11 network
camera A 1s 1n a normal operating state. The determination
process as to whether or not network camera A 1s 1n a normal
operating state 1s executed by the same process as that in step
S805 described 1n the first embodiment.

If 1t 1s determined 1n step S1003 that network camera A 1s
in a normal operating state (YES 11 S1003), the process jumps
to step S1008.

On the other hand, if 1t 1s determined 1n step S100S that
network camera A 1s not 1n a normal operating state (NO 1n
S1005), the process advances to step S1006.

In step S1006, the camera information management mod-
ule 204 acquures status information about the operating state
from network camera B associated with the MFP 102 for the
purpose ol security management.

If 1t 1s determined 1n step S1007 that network camera B 1s
in a normal operating state (YES 1n S1007), the process
advances to step S1008. On the other hand, 11 1t 1s determined
in step S1007 that network camera B 1s not in a normal
operating state (NO 1n S1007), the process advances to step
S1010.

In step S1008, the ACL acquisition module 205 acquires
pieces of access restriction information for respective func-
tions of the MFP 102 corresponding to the error operating
state of network camera A and the normal operating state of
network camera B from the ACL 1035 1n accordance with the
user iformation.

In step S1009, the ACT generation module 208 merges the
user information and the respective pieces ol access restric-
tion information acquired 1n step S1008, and sets the merged
information in an access control ticket (ACT).

If network camera B 1s not in a normal operating state, the
ACL acquisition module 205 acquires pieces ol access
restriction information corresponding to the error operating,
states of both network cameras A and B from the ACL 105
according to the user information 1n step S1010.

In step S1011, the ACT generation module 208 merges the
input user information and the pieces of access restriction
information corresponding to the error operating states of all
the network cameras acquired 1n step S1010, and sets the
merged information i an ACT.

In step S1012, the ACT generation module 208 returns the
access control ticket (ACT) to the MFP 102 as an ACT request
source.

In the example of this embodiment, when user A corre-
sponds to “regular-level job”, and when both network cam-
eras A and B are 1n a normal operating state, he or she can use
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all the functions of the MFP based on a video of network
camera A. On the other hand, when only network camera B 1s

in a normal operating state, the user can use only the copy
function. When both network cameras A and B are in an error
operating state, the user can use only the Box print function.
Even when a principal monitor camera (e.g., correspond-
ing to network camera A) has gone down, if an auxiliary
monitor camera (e.g., corresponding to network camera B) 1s
in a normal operating state, a video of the auxiliary monitor
camera can be used 1n security management. In this case, the
user can use the permitted functions of the MFP 102 based on
the access restriction mformation of the auxiliary monitor
camera in the normal operating state. A state in which the user
can use functions of the MFP 102 as much as possible while
restricting the functions of the MFP 102 can be maintained.
Also, according to this embodiment, user-friendly security
management of network devices can be implemented.

Third Embodiment

This embodiment will explain an arrangement of a security
management system which can provide information that
allows the user to easily understand the reason for restriction
of the functions of the MFP 102 when a network camera has
gone down.

FIG. 11 1s a flowchart for explaining the sequence of pro-
cessing ol the access control server 104 according to the third
embodiment. The processes in steps S1101 to S1108 1n FIG.
11 are the same as those 1n steps S801 to S808 1n FIG. 8
described 1n the first embodiment. A repetitive description of
these processes will be avoided.

In step S1109, if a function restriction 1tem of an ACT
includes a function to be restricted due to an error operating
state of a network camera, the ACT generation module 208
sets function restriction information used to identify that
function in the ACT. Taking the ACL in FI1G. 9 as an example,
when network camera A 1s 1n an error operating state, func-
tion restriction information as imformation used to identify
that all of copy, print, and BOX print functions are restricted
1s set in the ACT. On the other hand, when network camera B
1S 1n an error operating state, function restriction mformation
as information used to 1dentily that the copy and print func-
tions are restricted 1s set in the ACT.

In step S1110, the ACT generation module 208 transmits
the ACT set with the function restriction information 1n pre-
vious step S1109 to the MFEP 102 as an ACT request source.

FIG. 12 15 a flowchart for explaining the sequence of error
display processing on the MFP 102 according to the third
embodiment. This processing i1s executed under the overall
control of the CPU 12 of the MFP 102.

In step S1201, the CPU 12 loads information setinthe ACT
transmitted from the access control server 104.

The CPU 12 determines 1n step S1202 if the ACT includes
function restriction mformation. It 1t 1s determined 1n step
51202 that the AC'T does not include any function restriction
information, the CPU 12 executes security management of
the MFP 102 based on access restriction information set in the
ACT, as described 1n the first and second embodiments.

On the other hand, 11 1t 1s determined 1n step S1202 that the
ACT 1ncludes function restriction mformation, the process
advances to step S1203.

In step S1203, the CPU 12 acquires the function restriction
information set in the ACT so as to 1identily functions which
are restricted due to an error operating state of the network
camera.

In step S1204, the CPU 12 identifies the functions

restricted 1n the error operating state of the network camera
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based on the function restriction information acquired 1n pre-
vious step S1203. The CPU 12 then displays the functions
restricted 1n the error operating state ol the network camera on
an operation display unit of the operation unit 21 of the MFP
102. As a result, the user can recognize that the functions of
the MFP 102 cannot be used due to the error operating state of
the network camera.

In step S1205, the CPU 12 transmits the function restric-
tion information to mform an administrator of the MFP 102
that the functions of the MFP 102 are restricted due to the
error operating state of the network camera.

According to this embodiment, even when the network
camera has gone down, information that allows the user to
casily recognize the reason for restriction of the functions of
the MEFP 102 can be provided. Also, according to this embodi-
ment, user-iriendly security management of network devices
can be implemented.

Other Embodiments

Note that the objects of the present immvention are also
achieved by supplying a computer-readable storage medium,
which records a program code of soitware that can implement
the Tunctions of the aforementioned embodiments to a system
or apparatus. Also, the objects of the present invention are
achieved by the read-out and execution of the program code
stored 1n the storage medium by a computer (or a CPU or
MPU) of the system or apparatus.

In this case, the program code 1tself read out from the
storage medium 1mplements the functions of the aforemen-
tioned embodiments, and the storage medium which stores
the program code constitutes the present invention.

As the storage medium for supplying the program code, for
example, a flexible disk, hard disk, optical disk, magneto-
optical disk, CD-ROM, CD-R, nonvolatile memory card, and
ROM may be used.

The computer executes the readout program code to 1imple-
ment the functions of the aforementioned embodiments.
Also, the present invention includes a case 1 which an OS
(operating system) or the like running on the computer
executes some or all of actual processes based on an mstruc-
tion of the program code, thereby implementing the afore-
mentioned embodiments.

While the present invention has been described with refer-
ence to exemplary embodiments, it 1s to be understood that
the invention 1s not limited to the disclosed exemplary
embodiments. The scope of the following claims 1s to be
accorded the broadest mterpretation so as to encompass all
such modifications and equivalent structures and functions.

This application claims the benefit of Japanese Patent
Application No. 2008-031024 filed on Feb. 12, 2008, which 1s

hereby incorporated by reference herein in 1ts entirety.

What 1s claimed 1s:

1. A device management system including an 1mage pro-
cessing apparatus which 1s to undergo security management,
and an 1nformation processing apparatus which generates
information used to control said 1image processing apparatus
for respective functions,

said 1mage processing apparatus comprising:

an acceptance unit constructed to accept user information

used to identily a user and an operation input of the user;
and

a request unit constructed to generate request information

including the user information used to 1dentily the user,
and to request 1ssuance of access control iformation
including access restriction nformation indicating
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whether or not each of the functions of said 1mage pro-
cessing apparatus can be used, and

said information processing apparatus comprising:

an extraction unit constructed to extract the user informa-
tion used to 1dentity the user from the request informa-
tion generated by said request unit;

a determination unit constructed to (1) execute a separation
image processing for extracting a specific image from a
video sensed by a network camera for sensing the user
who operates the 1mage processing apparatus, and (11)
determine whether or not the user who operates the
image processing apparatus has been sensed based on
the separation 1mage processing;

an Access Control Ticket (ACT) generation unit con-
structed to (1) generate a first access restriction informa-
tion for restricting, to the user, respective functions of
the 1mage processing apparatus 1 a case where 1t 1s
determined that the user has been sensed by said deter-
mination unit, and (11) generate a second access restric-
tion information which restricts more functions to the
user than the first access restriction information, in a
case where 1t 1s determined that the user has not been
sensed by said determination unait,

wherein said AC'T generation unit generates the first access
restriction mformation or the second access restriction
information based on the user information used to 1den-
tify the user in the device management system so that
one or more functions restricted to each user for using
the 1mage processing apparatus are different between
the first access restriction information and the second
access restriction information, and

wherein said 1mage processing apparatus has at least one
function of copy function, a print function, and a Box
print function; and

a generation unit constructed to generate access control
information which associates the first or second access
restriction information generated by the ACT generation
unit with the user information, and

wherein said 1mage processing apparatus further com-
prises:

a control unit constructed to control use for respective
functions of said i1mage processing apparatus with
respect to the operation input in accordance with the first
or second access restriction information included 1n the
access control information generated by said generation
unit.

2. The system according to claim 1, wherein when said
system 1ncludes a plurality of network cameras used to moni-
tor an operation of the user, wherein said network camera 1s a
main network camera, and wherein said determination unit
executes the separation 1mage processing for extracting the
specific image from the video sensed by the main network
camera for sensing the user who operates the 1mage process-
ing apparatus, and determines whether or not the user who
operates the 1image processing apparatus has been sensed
based on the separation 1mage processing,

wherein (1) in a case where 1t 1s determined that the user has
not been sensed by said determination unit, said deter-
mination unit executes a second separation 1mage pro-
cessing for extracting a specific 1image from a video
sensed by a sub network camera for sensing the user who
operates the 1mage processing apparatus, and deter-
mines whether or not the user who operates the 1image
processing apparatus has been sensed based on the sec-
ond separation 1mage processing,

wherein (1) 1n a case where it 1s determined that the user
has been sensed by said determination umt, said deter-
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mination unit does not determine, based on the video
sensed by the sub network camera, whether or not the
user who operates the 1mage processing apparatus has
been sensed based on the second separation 1mage pro-
cessing, and

wherein an available function permitted to the image pro-

cessing apparatus using the first access restriction infor-
mation generated from the video of the main network
camera differs from an available function permitted to
the 1mage processing apparatus using the first access
restriction information generated based on the video of
the sub network camera.

3. The system according to claim 1, wherein said determi-
nation unit determines that the network camera 1s 1n a normal
operating state when communication with the network cam-
era can be made, and determines that the network camera 1s in
an error operating state when communication with the net-
work camera cannot be made.

4. The system according to claim 3, wherein when said
determination unit determines that the network camera 1s 1n
the normal operating state, said acquisition unit acquires
access restriction information corresponding to the user
information and the normal operating state of the network
camera from a the storage unit.

5. The system according to claim 3, wherein when said
determination unit determines that the network camera 1s 1n
the error operating state, said acquisition unit acquires access
restriction information corresponding to the user information
and the error operating state of the network camera from a
storage unit.

6. The system according to claim 2, wherein said acquisi-
tion unit merges pieces ol access restriction information
acquired based on the determination results of the operating
states of the plurality of network cameras, and

wherein said generation unit generates access control

information which associates the merged access restric-
tion information with the user information.

7. The system according to claim 3, wherein when said
determination unit determines that the network camera 1s 1n
the error operating state, said generation unit sets function
restriction information used to identily functions of said
image processing apparatus which are restricted due to the
error operating state in the access control information.

8. The system according to claim 1, wherein said control
unit 1dentifies functions restricted due to an error operating
state of the network camera based on function restriction
information set 1n the access control information, and dis-
plays the identified functions on an operation display unit of
said 1mage processing apparatus.

9. A device management method executed 1mn a device
management system including an 1mage processing appara-
tus which 1s to undergo security management, and an infor-
mation processing apparatus which generates information
used to control the image processing apparatus for respective
functions, said method comprising:

an acceptance step of controlling an acceptance unit of the

1mage processing apparatus to accept user information
used to 1dentily a user and an operation input of the user;

a request step of controlling a request umt of the image

processing apparatus to generate request information
including the user information used to 1dentily the user,
and to request 1ssuance of access control iformation
including access restriction information indicating
whether or not each of the functions of the 1mage pro-
cessing apparatus can be used;

an extraction step of controlling an extraction unit of the

information processing apparatus to extract the user
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information used to identity the user from the request
information generated 1n the request step;

a determination step of (1) executing a separation 1mage
processing for extracting a specific image from a video
sensed by a network camera for sensing the user who
operates the 1mage processing apparatus, and (11) deter-
mining whether or not the user who operates the 1image
processing apparatus has been sensed based on the sepa-
ration 1mage processing;

an Access Control Ticket (ACT) generation step ol (1)
generating a first access restriction information for
restricting, to the user, respective functions of the image
processing apparatus 1 a case where 1t 1s determined
that the user has been sensed 1n the determination step,
and (11) generating a second access restriction informa-
tion which restricts more functions to the user than the
first access restriction information, 1n a case where 1t 1s
determined that the user has not been sensed in the
determination step,

wherein said ACT generation step generates the first access
restriction information or the second access restriction
information based on the user information used to 1den-
tify the user 1n the device management system so that
one or more functions restricted to each user for using
the 1mage processing apparatus are different between
the first access restriction information and the second
access restriction information, and
wherein said 1image processing apparatus has at least one
function of copy function, a print function, and a Box
print function; and
a generation step of controlling a generation unit of the
information processing apparatus to generate access
control information which associates the first or second
access restriction information generated in the ACT gen-
eration step with the user information; and
a control step of controlling a control unit of the image
processing apparatus to control use for respective func-
tions of the 1mage processing apparatus with respect to
the operation input 1n accordance with the first or second
access restriction information included in the access
control information generated in the generation step.
10. The method according to claim 9, wherein the system
includes a plurality of network cameras used to monitor an
operation of the user, wherein said network camera 1s a main
network camera, and wherein the determination step executes
the separation 1mage processing for extracting the specific
image from the video sensed by the main network camera for
sensing the user who operates the 1image processing appara-
tus, and determines whether or not the user who operates the
image processing apparatus has been sensed based on the
separation 1mage processing,
wherein (1) 1n a case where 1t 1s determined that the user has
not been sensed in the determination step, the determai-
nation step executes a second separation 1mage process-
ing for extracting a specific image from a video sensed
by a sub network camera for sensing the user who oper-
ates the 1mage processing apparatus, and determines
whether or not the user who operates the 1mage process-
ing apparatus has been sensed based on the second sepa-
ration 1mage processing,
wherein (1) 1n a case where it 1s determined that the user
has been sensed 1n the determination step, the determi-
nation step does not determine, based on the video
sensed by the sub network camera, whether or not the
user who operates the 1mage processing apparatus has
been sensed based on the second separation 1mage pro-
cessing, and
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wherein an available function permitted to the 1image pro-
cessing apparatus using the first access restriction infor-
mation generated from the video of the main network
camera differs from an available function permitted to
the 1mage processing apparatus using the first access
restriction information generated based on the video of
the sub network camera.

11. The method according to claim 9, wherein 1n the deter-
mination step, 1t 1s determined that the network cameraisin a
normal operating state when communication with the net-
work camera can be made, and 1t 1s determined that the
network camera 1s 1n an error operating state when commu-
nication with the network camera cannot be made.

12. The method according to claim 11, wherein when 1t 1s
determined 1n the determination step that the network camera
1s 1n the normal operating state, access restriction information
corresponding to the user information and the normal oper-
ating state of the network camera 1s acquired from a storage
unit.

13. The method according to claim 11, wherein when it 1s
determined 1n the determination step that the network camera
1s 11 the error operating state, access restriction information
corresponding to the user information and the error operating
state of the network camera 1s acquired from a storage unit.

14. The method according to claim 10, wherein pieces of
access restriction information acquired based on the determi-
nation results of the operating states of the plurality of net-
work cameras are merged, and

wherein 1n the generation step, access control information
which associates the merged access restriction informa-
tion with the user information 1s generated.

15. The method according to claim 11, wherein when it 1s
determined 1n the determination step that the network camera
1s 1n the error operating state, function restriction information
used to 1dentily functions of the 1image processing apparatus
which are restricted due to the error operating state 1s set in the
access control information 1n the generation step.

16. The method according to claim 9, wherein 1n the con-
trol step, functions restricted due to an error operating state of
the network camera are i1dentified based on function restric-
tion information set 1n the access control information, and the
identified functions are displayed on an operation display unit
of the 1image processing apparatus.

17. An information processing apparatus which can com-
municate with an 1mage processing apparatus and a network
camera for sensing a user who operates the image processing
apparatus, said information processing apparatus compris-
ng:

a determination unit constructed to determine whether or

not the network camera 1s a normal operating state;

a generation unit constructed to generate access restriction
information for restricting, to the user, respective func-
tions of the 1mage processing apparatus,

wherein said generation unit generates a first access restric-
tion mformation for restricting, to the user, respective
functions of the image processing apparatus 1n a case
where 1t 1s determined by said determination unit that the
network camera 1s 1n the normal operating state,

wherein said generation umt generates a second access
restriction information which restricts more functions to
the user than the first access restriction information, 1n a
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case where 1t 1s determined by said determination unit
that the network camera 1s not 1n the normal operating
state, and

wherein said 1image processing apparatus has at least one
function of copy function, a print function, and a Box
print function.

18. The apparatus according to claim 17, wherein in a case
where said information processing apparatus 1s not able to
receive a video sensed by the network camera due to a com-
munication failure of a network, the determination unit deter-
mines that the network camera 1s not in the normal operating
state.

19. The apparatus according to claim 18, wherein 1n a case
where the determination unit 1s not able to store the video
sensed by the network camera because data amount of the
video exceeds a capacity of a memory for saving the video,
the determination unit determines that the network camera 1s
not 1n the normal operating state.

20. The apparatus according to claim 18, wherein the deter-
mination unit executes a separation 1mage processing for
extracting a specific image to the video sensed by a network
camera for sensing the user who operates the 1mage process-
ing apparatus, and determines whether or not the user who
operates the 1mage processing apparatus has been sensed
based on the separation 1image processing, and

wherein 1n a case where 1t 1s determined that the user has
not been sensed, the determination unit determines that
that the network camera 1s not 1n the normal operating
state.

21. An miformation processing method executed in an
information processing apparatus which can communicate
with an 1image processing apparatus and a network camera for
sensing a user who operates the 1mage processing apparatus,
said method comprising:

a determination step of determining whether or not the

network camera 1s 1n a normal operating state;

a generation step of generating access restriction informa-
tion for restricting, to the user, respective functions of
the 1mage processing apparatus,

wherein the generation step generates a first access restric-
tion mformation for restricting, to the user, respective
functions of the image processing apparatus 1n a case
where 1t 1s determined 1n the determination step that the
network camera 1s 1n the normal operating state,

wherein the generation step generates a second access
restriction information which restricts more functions to
the user than the first access restriction information, 1n a
case where it 1s determined 1n the determination step that
the network camera 1s not 1n the normal operating state,
and

wherein said 1mage processing apparatus has at least one
function of copy function, a print function, and a Box
print function.

22. A non-transitory computer-readable storage medium
storing a program for making a computer execute a device
management method according to claim 9.

23. A non-transitory computer-readable storage medium
storing a program for making a computer execute an infor-
mation processing method according to claim 21.
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