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(57) ABSTRACT

Synchronization 1s provided between a real-time charging
system (22) and an off-line billing system (24) of a commu-
nications network. The synchronization 1s facilitated by the
real-time charging system (22) preparing a reporting record
which includes information comprising: (1) an accumulated
cost parameter associated with the event; (2) the real-time
account balance, the real-time account balance reflecting the
accumulated cost parameter; and (3) a transaction i1dentifier
associated with the event. The reporting record (40) 1s pro-
cessed by the off-line billing system (24) so that the balances
of a real-time account (34) and a off-line account (54) for a
subscriber and be compared and, 11 necessary, adjusted, or
other actions taken.
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REAL-TIME ACCOUNT BALANCE REFLECTING
THE ACCUMULATED COST PARAMETER; AND
(3) A TRANSACTION IDENTIFIER ASSOCIATED
WITH THE EVENT
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SYNCHRONIZING REAL-TIME AND
OFF-LINE ACCOUNTS FOR
COMMUNICATIONS

TECHNICAL FIELD

This 1nvention pertains to communications, and particu-
larly to methods and apparatus for accounting and/or charg-
ing for services rendered by communications companies and
utilized by communication customers.

BACKGROUND

Communications companies (e€.g., telecommunications
operators) 1ssue financial charges to customers 1n return for
services rendered. The revenue realized by communications
companies upon customer payment (whether in advance or
alter service) defrays, among other things, the 1nitial capital
outlay and maintenance of the network infrastructure, as well
as day-to-day operating costs.

Some customers may pay a tlat fee for communications
services. But most customers have an account, established,
¢.g., via a contract or fee arrangement, which 1s structured or
arranged, at least in part, so that the customer 1s assessed a
communications fee which 1s dependent upon an amount of
time or other network resource which 1s utilized by the cus-
tomer (e.g., degree or quality of service, calendar or clock
time of service, for example). The fee or charge typically
either reduces a prepaid amount existing in the customer’s
account, or accumulates against the credit ol the customer and
1s presented for subsequent payment.

Billing and/or charging which 1s dependent upon resource
utilization 1mposes sigmificant structural and informational
requirements. For example, for charging purposes the com-
munications network faculties or nodes mmvolved 1n setup or
administration of the services (e.g., of a call or connection)
must provide some type of monitoring of resource consump-
tion by multitudinous customers, many of whom are engaged
in diverse types of calls or resource utilization activities. The
resource monitoring and/or other types of reports must some-
how be communicated to a billing system maintained by the
communications operator. The signaling and information
flow 1nvolved 1n such billing interactions between communi-
cations network nodes and the billing system are complex,
and accordingly can be susceptible to inefliciencies and
potential inaccuracies.

Billing systems connected to communications equipment
are generally quite tlexible, often involving large computer or
data processing sites or nodes. But communications billing
services lack the capability to provide real-time credit control
(to protect the operator from credit losses) and real-time
spending control (to protect the end-user from over spend-
ing). The lack of real-time control results, at least 1in part, from
the fact that the communications billing systems generally
only act upon historical records received from the communi-
cations equipment.

Billing systems essentially build a subscriber account bal-
ance based on historical data records received from the com-
munications system and/or charging system. This historical
data 1s typically sent to the billing system 1n Call Detail
Record (CDR) files. This historical data 1s used by the billing
system to form itemized invoices and 1temized usage data
statements (“bills”). However, the billing system lacks the
ability to handle the balance and usage 1n real-time. This 1s
particularly problematic in the event that CDRs sent from the
telecom/charging system get lost before they reach the billing,
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system, or arrive late, in which case the billing system
account would not accurately retlect the resources actually

utilized by the customer.

Typically the charging system connected to a communica-
tions system uses real-time 1nterfaces to build the subscriber
account balance in real-time and does not have to rely on
historical data records. On the other hand, the charging sys-
tem lacks the benefit of handling itemized invoice/usage
statements, since historical data 1s not stored within the real-
time charging system.

Problems can result since the charging system of the com-
munications network does not have both real-time and his-
torical perspectives. For example, when a subscriber uses
his/her phone (for, e.g., speech, short message service (SMS),
or other service), the communications network sends a
request 1n real-time to the charging system for credit/spend-
ing control to decide 1f usage by the customer 1s currently
allowed. If usage 1s allowed, the charging system reserves
money (or other units) and sends an acknowledgment back to
the communications system. After the usage starts, interme-
diate charges are levied periodically during the usage as the
charging system sends CDRs to the billing system. At end of
usage, e.g., at the end of a connection or call, a final charge 1s
determined by the charging system and sent as a CDR to the
billing system. Thus, 1n conjunction with (e.g., aiter) each
intermediate and/or final charge a CDR 1s produced 1n charg-
ing system and sent to the billing system.

As mentioned above, the CDRs are forwarded to the billing
system. In some cases a CDR might get lost before it reaches
the billing system. In case of a lost CDR, the billing system
has no receipt regarding usage for the particular event covered
by the lost CDR. Thus, when a CDR 1s lost the real-time
account (maintained by the charging system) and the offline
account (maintained by the billing system) are out of syn-
chronization. Since, on the one hand, the real-time credit and
spending control 1s based on real-time account balance, but
on the other hand the invoice/usage statement 1s based on the
olfline account balance, there 1s a misalignment of the real-
time credit/spending control with the credit/spending amount
on 1mvoice/usage statement.

SUMMARY

The present technology provides synchronization of real-
time charging system and an off-line billing system of a
communications network which facilitates, e.g., combination
of real-time credit & spending control with itemizing 1nvoic-
ing for post-paid customers/subscribers, and 1temized usage
and accounting for pre-paid customers.

In one of 1ts aspects the technology involves a method of
operating a communications network which comprises the
real-time charging system and the off-line billing system.
Basic acts or steps performed by/at the real-time charging
system comprise maintaining a real-time account balance for
a subscriber and preparing a record for forwarding to an
off-line billing system for a communications event involving
the subscriber. The record 1s prepared to include information
comprising: (1) an accumulated cost parameter associated
with the event; (2) the real-time account balance, the real-time
account balance retlecting the accumulated cost parameter;
and (3) a transaction 1dentifier associated with the event.

Basic acts or steps performed by/at the at the billing system
comprise maintaining an oif-line account balance for the
subscriber and, upon receipt of the record, re-computing the
olif-line account balance for the subscriber to obtain a recom-
puted off-line balance for the subscriber which retlects the
accumulated cost parameter. The billing system further per-
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forms a comparison of the recomputed ofi-line account bal-
ance with the real-time account balance. The billing system
performs an action based on the comparison. The notification
can result in one or more actions being performed, such as (for
example) adjusting the balance of the real-time account;
adjusting the balance of the off-line account; generating an
alarm; recording or relaying any discrepancy noted in the
comparison to a log or other media; and/or providing a noti-
fication (that can be followed by or result in performance of
such actions).

In an example mode, the comparison action can be per-
formed upon occurrence of predefined synchronization crite-
ria. Examples of such predefined synchronization critenia
include at bill run (bill generation) or pre-defined time & date

(e.g., at 01:00 AM every day).

In an example mode, the charging system prepares the
transaction identifier in accordance with a predefined conven-
tion, and the billing system uses the transaction 1dentifier to
ascertain loss of a previous record.

The reporting record can be prepared 1n accordance with
any suitable record-triggering criteria, with the result that a
reporting record can be prepared and sent to the billing system
upon occurrence of a final charging instance of the event or
occurrence ol an intermediate charging instance (e.g., any
non-final charging instance) of the event.

The acts or steps of the example method are performed for
plural events occurring either at the same or different times.
That 1s, both the off-line account balance and the real-time
account balance are maintained as multi-event and multi-
transaction account balances for the subscriber.

In another of 1ts aspects, the technology concerns a node of
a communications network which serves as the real-time
charging system. The real-time charging system node com-
prises a database configured to maintain a real-time account
balance for a subscriber and a reporter unit. The reporter unit
1s configured, 1n conjunction with a communications event
involving the subscriber, to prepare a record for forwarding to
an off-line billing system. The record 1s configured to include
information comprising: (1) an accumulated cost parameter
associated with the event; (2) the real-time account balance,
the real-time account balance reflecting the accumulated cost
parameter; and (3) a transaction 1dentifier associated with the
event.

In another of 1ts aspects, the technology concerns a node of
a communications network which serves as the ofl-line baill-
ing system. The off-line billing system nodes comprises a
database configured to maintain an oif-line account balance
for a subscriber and a report processor. The report processor
analyzes the reports generated by the real-time charging sys-
tem and comprises a balance computer and an account
checker. The balance computer 1s configured, upon receipt of
a charging record, to re-compute the oif-line account balance
for the subscriber to obtain a recomputed off-line balance. As
indicated above, the charging record includes information
comprising: (1) an accumulated cost parameter associated
with a real-time communications event mvolving the sub-
scriber; (2) areal-time account balance for the subscriber; and
(3) a transaction identifier associated with the event. The
account checker 1s configured to perform a comparison of the
recomputed oif-line account balance with the real-time
account balance. The off-line billing system further com-
prises a responder configured to perform an action based on
comparison.

In an example embodiment, the account checker 1s config-
ured to perform the comparison upon occurrence of pre-
defined synchronization criteria.
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In an example embodiment, the off-line billing system
turther comprises a lost record detector configured to use the
transaction identifier to ascertain loss of a previous record.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features, and advantages
of the mvention will be apparent from the following more
particular description of preferred embodiments as illustrated
in the accompanying drawings in which reference characters
refer to the same parts throughout the various views. The
drawings are not necessarily to scale, emphasis instead being
placed upon 1llustrating the principles of the invention.

FIG. 1 1s a diagrammatic view of an example communica-
tions network comprising example, representative, generic
embodiments of a charging system and a billing system.

FIG. 2 1s a diagrammatic view of an example embodiment
of a communications network comprising detailed example
embodiments of a charging system and a billing system.

FIG. 3 1s a flowchart showing example, representative,
basic acts or steps of a method of operating a communications
system having synchronized charging and billing.

FIG. 4 1s a diagrammatic view of a scenario involving a
sequence of events handled by an example charging system

and an example billing system in fulfilling the example
method of FIG. 3.

DETAILED DESCRIPTION

In the following description, for purposes of explanation
and not limitation, specific details are set forth such as par-
ticular architectures, interfaces, techniques, etc. in order to
provide a thorough understanding of the present invention.
However, 1t will be apparent to those skilled 1n the art that the
present invention may be practiced in other embodiments that
depart from these specific details. That 1s, those skilled 1n the
art will be able to devise various arrangements which,
although not explicitly described or shown herein, embody
the principles of the mmvention and are included within its
spirit and scope. In some instances, detailed descriptions of
well-known devices, circuits, and methods are omitted so as
not to obscure the description of the present invention with
unnecessary detail. All statements herein reciting principles,
aspects, and embodiments of the invention, as well as specific
examples thereol, are intended to encompass both structural
and functional equivalents thereof. Additionally, 1t 1s intended
that such equivalents include both currently known equiva-
lents as well as equivalents developed 1n the future, 1.e., any
clements developed that perform the same function, regard-
less of structure.

Thus, for example, 1t will be appreciated by those skilled 1n
the art that block diagrams herein can represent conceptual
views ol illustrative circuitry embodying the principles of the
technology. Similarly, 1t will be appreciated that any flow
charts, state transition diagrams, pseudocode, and the like
represent various processes which may be substantially rep-
resented 1n computer readable medium and so executed by a
computer or processor, whether or not such computer or
processor 1s explicitly shown.

The functions of the various elements including functional
blocks labeled or described as “processors” or “controllers™
may be provided through the use of dedicated hardware as
well as hardware capable of executing soitware 1n association
with appropriate soitware. When provided by a processor, the
functions may be provided by a single dedicated processor, by
a single shared processor, or by a plurality of individual
processors, some ol which may be shared or distributed.




US 7,930,225 B2

S

Moreover, explicit use of the term “processor’” or “controller”
should not be construed to refer exclusively to hardware
capable of executing software, and may include, without limi-
tation, digital signal processor (DSP) hardware, read only
memory (ROM) for storing software, random access memory
(RAM), and non-volatile storage.

FIG. 1 shows an example communications network com-
prising a communications system 20 which has access to a
real-time charging system 22 and an off-line billing system
24. The communications system 20 can be or comprise any
type of radio access network or other type access network,
alone or 1n combination with one or more core networks, and
1s typically provided and/or maintained, or 1s available for
use, by a communications company oOr communications
operator which provides services to customers or subscribers
in exchange for payment. Thus, the communications system
20 can comprise or encompass a telecommunications system
or network. For example, communications system 20 can thus
comprise or encompass a network of a type known as the
Universal Mobile Telecommunications (UMTS) Terrestrial
Radio Access Network (UTRAN), a Global System {for
Mobile communications (GSM) type network, an Advance
Mobile Phone Service (AMPS) type system; a Narrowband
AMPS type system (NAMPS); a Total Access Communica-
tions type system (TACS); a Personal Digital Cellular (PDS)
type system, an EDGE system, just to name a few different
types of radio access networks. The communications system
20 1s not limited to wireless communication system but may
be any type of, or combination, of data and/or communication
systems as fixed line communication networks, IP Multime-
dia Subsystem (IMS), WLAN, Diameter/Content/Service
delivery as specified by 3GPP.

The real-time charging system 22 and off-line billing sys-
tem 24 can, at least 1n some embodiments, comprise or be
included 1n nodes or elements of communications system 20,
but as shown in FIG. 1 are typically situated at nodes or
service points which are external to communications system
20. As used herein, a service point or any other site or facility
which performs the functions herein described for either real-
time charging system 22 or off-line billing system 24 are
included 1n the concept of “node”, whether such node or
service point 1s dedicated for the charging/billing function or
happens to perform functions in addition to the charging/
billing function. Appropnate signaling connections and sig-
naling protocols are established between communications
system 20 and real-time charging system 22, as well as
between real-time charging system 22 and off-line billing
system 24.

FI1G. 1 illustrates generically (by communications activity
monitor 26) a capability of communications system 20 to
monitor communications activity, €.g., calls and connections
involving subscribers, and to obtain and/or signal information
to real-time charging system 22 with respect to such activity.
Thus, the communications activity monitor 26 communicates
with real-time charging system over an appropriate link and
protocol. The communications activity monitor 26 1s config-
ured to consult real-time charging system 22 and/or off-line
billing system 24 upon attempted set up of a call or connec-
tion (e.g., a transaction) involving a subscriber, and upon
approval and successiul set up to provide to real-time charg-
ing system 22 and/or off-line billing system 24 information
germane to a subscriber’s account. Such information can be
generated by communications activity monitor 26, not only
upon set up of a connection, but also at termination of the call
or connection as well as intermediate points 1n between. The
information can pertain to duration or time of the call or
connection, and can also describe other aspects or parameters

10

15

20

25

30

35

40

45

50

55

60

65

6

of the call of connection, such as type of service provided,
quality of service provided, number of services (e.g., SMS),
number of events/units etc. Of course, communications activ-
ity monitor 26 provides its information for multitudinous
subscribers, and for repeated calls or connections of such
subscribers on an on-going basis. The communications activ-
ity momitor 26 thus typically represents numerous reporting
agents comprising or interspersed within communications
system 20, which can be situated at various locations through-
out communications system 20. Alternatively, at least in some
embodiments, some or all functions of communications
activity monitor 26 can also be considered part of real-time
charging system 22.

A generic, representative, real-time charging system 22 as
shown 1n FI1G. 1 comprises real-time account database 30 and
a reporter unit, also termed the “reporter” 32. Real-time
account database 30 1s configured to maintain a real-time
account and thus a real-time account balance for a subscriber.
The real-time account balance for a subscriber 1s depicted by
real-time account 34 in FIG. 1. It will be appreciated that the
real-time account database 30 of real-time charging system
22 comprises accounts for myriad subscribers, of which real-
time account 34 1s just one convenient example.

Although not shown 1n FIG. 1, real-time charging system
22 can be connected or situated to receive roaming data or
data from other devices, such as a mediation device, for
example. Such data (e.g., roaming data or data received via a
mediation device) 1s usually received over an oflline inter-
face, e.g., a call detail record (CDR)-based interface. By
contrast, the interface between real-time charging system 22
and communications system 20 1s an online (e.g., real time)
interface.

Reporter 32 1s configured, in conjunction with a commu-
nications event mvolving the subscriber, to prepare a record
for forwarding to off-line billing system 24. The event can be
a transaction such as a call or connection. The real-time
charging system 22, and thus reporter 32, becomes aware of
the event, by receiving notification(s) from communications
activity monitor 26. The communications activity monitor 26
can provide notifications concerning the event at various
instances, such as (for example) a final charging instance of
the event or at occurrence of an intermediate charging
instance (e.g., any non-final charging istance) of the event.

An example such record 1s shown as 1n FIG. 1 as areport or
record 40 (which can be a call detail record (CDR)). Typically
a call detail record CDR can be either of two types, rated or
unrated. A “rated” CDR includes a cost; an “unrated” CDR 1s
a CDR that includes data by which the service can be rated,
but the rating has not been made. As explained herein, record
40 1s configured by reporter 32 to include information com-
prising: (1) an accumulated cost parameter associated with
the event; (2) the real-time account balance, the real-time
account balance retlecting the accumulated cost parameter;
and (3) a transaction identifier associated with the event.

A generic, representative, oif-line billing system 24 as
shown 1n FIG. 1 comprises off-line account database 50 and
report processor 52. Off-line account database 50 1s config-
ured to maintain an off-line, non-real-time account and thus
an off-line account balance for a subscriber. The off-line
account balance for a subscriber (associated with real-time
account 34)1s depicted by off-line account 54 1n FIG. 1. It will
again be appreciated that off-line account database 30 of
off-line billing system 24 comprises accounts for myriad
subscribers, of which off-line account 54 1s just one example.

Report processor 52 analyzes the reports generated by the
real-time charging system 22 and upon receipt of a charging
record, re-computes the off-line account balance for the sub-
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scriber to obtain a recomputed off-line balance. Further, the
report processor 52 make a comparison of the recomputed
off-line account balance with the real-time account balance,
and provides a notification based on comparison (particularly
if there 1s a discrepancy between the recomputed oif-line
account balance with the real-time account balance).

FIG. 2 shows more detailed example embodiments of a
real-time charging system 22(2) and an off-line billing system
24(2). In addition to including real-time account database 30
and reporter 32, real-time charging system 22(2) comprises
network interface 60, billing system interface 62, controller
64, and database manager 66. The network interface 60
handles signaling and communications with communications
system 20, and particularly communications with communi-
cations activity monitor 26. The billing system interface 62
handles signaling and communications with ofi-line billing
system 24 on behall of real-time charging system 22. The
database manager 66 supervises and controls accesses and
maintenance to real-time account database 30, e.g., the writ-
ing, reading, updating, of account records such as the account
depicted by real-time account 34, for example. The controller
64 supervises and coordinates activities of real-time charging
system 22, including the activities of real-time account data-
base 30 and reporter 32. In addition, controller 64 supervises
and coordinates internal and external communications (with
real-time charging system 22 through network interface 60
and with off-line billing system 24 through billing system
interface 62).

Reporter 32(2) of FIG. 2 1s shown 1n more detail as com-
prising report preparer 70; transaction 1D assigner 72; and
event cost calculator 74. The report preparer 70 gathers and
formats information for preparing the record 40. Report pre-
parer 70 obtains the accumulated cost parameter associated
with the event from event cost calculator 74. For possible
multiple charging instances mvolved 1n the event, the event
cost calculator 74 accumulates or sums the cost of each charg-
ing istance of the event. The report preparer 70 obtains the
real-time account balance for a subscriber from real-time
account database 30. The real-time account balance 1is
updated to reflect the accumulated cost parameter for the
on-going event. The report preparer 70 obtains the transaction
identifier associated with the event from transaction ID
assigner 72. The transaction 1dentifier 1s prepared by transac-
tion ID assigner 72 1n accordance with a predefined conven-
tion which can be used by the billing system to ascertain loss
of a previous record. For example, the transaction ID assigner
72 can generate or assign sequential type transaction identi-
flers.

Both database manager 66 and reporter 32 can take the
form of a processor or controller as those terms are herein
expansively elaborated. Indeed, 1n at least some embodiments
the database manager 66 and the reporter 32 (and its constitu-
ent units), as well as real-time account database 30, can be
subsumed or included 1n controller 64. The controllers or
units that comprise controller 64, database manager 66, and
reporter 32 can be dedicated, shared, or distributed, and can
handle other functions 1n additions to those herein attributed.

In addition to including off-line account database 50 and
report processor 52, off-line billing system 24(2) comprises
charging interface 80, invoice/statement generator 82, con-
troller 84, and database manager 86. The network interface 60
handles signaling and communications with communications
system 20, and particularly communications with communi-
cations activity monitor 26. The billing system interface 62
handles signaling and communications with off-line billing
system 24 on behalf of real-time charging system 22. The
database manager 66 supervises and controls accesses and
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maintenance to real-time account database 30, e.g., the writ-
ing, reading, updating, of account records such as the account
depicted by real-time account 34, for example. The controller
64 supervises and coordinates activities of real-time charging
system 22, including the activities of real-time account data-
base 30 and reporter 32. In addition, controller 64 supervises
and coordinates internal and external communications (with
real-time charging system 22 through network interface 60
and with off-line billing system 24 through billing system
interface 62).

Report processor 52 of FIG. 2 1s shown in more detail as
comprising balance computer 90; account checker 92; and
responder 94. The balance computer 90 1s configured, upon
receipt of a charging record 40, to re-compute the off-line
account balance for the subscriber and therefore to obtain a
recomputed off-line balance. This 1s possible since, as indi-
cated above, the charging record 40 includes information
comprising: (1) an accumulated cost parameter associated
with a real-time communications event mvolving the sub-
scriber; (2) a real-time account balance for the subscriber; and
(3) a transaction 1dentifier associated with the event.

The account checker 92 1s configured to perform a com-
parison of the recomputed ofif-line account balance with the
real-time account balance obtained from the charging record
40. This comparison comprises or 1s part of a “synchroniza-
tion” operation performed by off-line billing system 24, and
by report processor 32 in particular. The synchronization
operation, and thus the comparison, can be performed upon
occurrence of predefined synchronization criteria. The pre-
defined synchronization criteria can comprise periodic time
intervals at which the synchromization should be performed,
or other triggering events. The predefined synchronization
criteria can be configurable by the operator.

Responder 94 1s configured to perform an appropriate
action based on the comparison performed by account
checker 92. The action performed by 94 can be, for example,
one or more or a combination of the following: adjusting the
balance of the real-time account; adjusting the balance of the
off-line account; generating an alarm; recording or relaying
any discrepancy noted 1n the comparison to a log or other
media; providing a notification (that can also result or be
tollowed by one or more of the preceding actions).

In the example embodiment, the off-line billing system
further comprises an optional feature of a lost record detector
96. The lost record detector 96 1s configured to use the trans-
action 1dentifier of record 40 to ascertain loss of a previous
record.

By introducing the concept of synchronizing the real-time
account 34 1n real-time charging system 22 with the billing
system account 74 in off-line billing system 24, real-time
credit & spending control are combined with 1temized 1nvoic-
ing for post-paid subscribers, and itemized usage & account
statement for pre-paid subscribers. The charging system 22,
connected to telecom equipment 20 using real-time inter-
faces, provides tull credit control and spending control by
making reservations towards a real-time account before
allowing consumption of the service.

To achieve combined real-time credit & spending control
for post-paid subscribers with itemized invoice, synchroniza-
tion 1s provided between the real-time account balance 34 in
the real-time charging system 22 and the offline account
balance 54 registered by off-line billing system 24 (e.g. Bal-
ance Manager, Billing System or Business Horizontal ) which
1s used to build mvoice and statements via invoice/statement
generator 82.

As mentioned above, various parameters are included 1n all

records 40 [e.g., Call Detail Records (CDR) and/or logs] that
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are generated in the real-time system 22 for all events that
alfect the real-time account balance (including dedicated
accounts which are used as sub accounts for dedicated pur-
poses (e.g., SMS) and user accumulators which are used as
counters for keeping track of bonuses and promotions). In
particular, the record 40 includes (but 1s not limited to) the
parameters discussed below.

A first parameter included 1n the record 40 1s the real-time
subscriber account balance after latest account balance
change (e.g. due to intermediate charge, final charge, refill,
adjustment etc). The subscriber could be either post- or pre-
paid.

A second parameter included 1in the record 40 1s the “sum of
cost” or “accumulated cost” parameter which holds the total
accumulated cost for a particular current event.

A third parameter included 1n the record 40 1s the unique
sequential transaction Id (called “Transaction ID’) for this
particular event. As indicated above, in embodiments in
which lost record detection 1s implemented, the transaction
ID can be assigned by preconvention to facilitate loss detec-
tion. For example, the transaction IDs can be unique sequen-
tial number or alphanumeric strings.

Basic signaling tlow involved in the synchronized charging
and billing of the technology 1s basically shown in FI1G. 1, and
example, representative, basic acts or steps of a method of
operating a communications system having synchronized
charging and billing are depicted in FIG. 3. Acts performed by
real-time charging system 22 and off-line billing system 24,
respectively, are delineated in FIG. 3 by a dash double-dotted
line.

Act 3-1B of FIG. 3 shows off-line billing system 24 main-
taining an ofi-line account balance for a particular subscriber
(“the” subscriber). The off-line account, indicated as oflf-line
account 54 in FIG. 1, 1s maintained for the customer as a
relatively permanent historical record of the subscriber’s
transactions. Act 3-1C of FIG. 3 shows the real-time charging,
system 22 maintaining a real-time account balance for a sub-
scriber. The real-time account balance 1s stored in real-time
account 34 as shown in FIG. 1. The real-time account 34 can
also be relatively permanent, or can be temporary (existing
only during the life or duration of an active transaction which
1s being serviced by real-time charging system 22). In the
latter case, a balance for the real-time account 34 for the
subscriber can be procured from other sources, e.g., such as
from the ofif-line account 54 of the same subscriber, for
example.

In set up of a basic connection or call (e.g., a transaction),
the subscriber activates or uses his/her phone (for speech,
SMS, or other service). As shown by act 1-1 of FIG. 1, a
request 1s sent in real-time to real-time charging system 22 for
credit/spending control to decide i usage 1s allowed. If usage
1s allowed, the real-time charging system 22 reserves money
(or other appropriate units) and, as act 1-2, sends an acknowl-
edgement back to communications system 20.

As usage of a communications service by the subscriber
begins, initial charges and intermediate charges (intermediate
charging instances) are incurred (e.g., periodically) during
the usage. At end of usage a final charge (final charging
instance), the communications transaction 1s completed.

After each intermediate and/or final charge a record 40
(e.g., a CDR) 1s produced in real-time charging system 22.
Thus, act 3-2 of FIG. 3 and act 1-3 of comprises preparing a
record for forwarding to off-line billing system 24 for a com-
munications event involving the subscriber. As indicated pre-
viously and shown as act 3-3, preparation of the record 40
comprises including in the record, among other things, infor-
mation comprising: (1) an accumulated cost parameter asso-
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ciated with the event; (2) the real-time account balance, the
real-time account balance reflecting the accumulated cost
parameter; and (3) a transaction 1dentifier associated with the
event. Arrow 3-4 of FIG. 3 and arrow 1-4 of FIG. 1 depict
transmission or sending of the record 40 from real-time
charging system 22 to off-line billing system 24 using an
appropriate protocol for example a filed based protocol such
as Itp or a realtime protocol such as DIAMETER.

Act 3-5 of FIG. 5 comprises off-line billing system 24,
upon receipt of the record, re-computing the off-line account
balance for the subscriber to obtain a reeemputed off-line
balance for the subscriber. The recomputed oflf-line balance
for the subscriber retlects the accumulated cost parameter of
the recerved record 40.

When enabled or authorized to perform a synchromization
operation, as act 3-6 off-line billing system 24 performs a
comparison of the recomputed oif-line account balance with
the real-time account balance. In the detailed embodiment of

FIG. 2, the comparison can be performed by account checker
92.

Act 3-7 of FIG. 3 shows ofi-line billing system 24 provid-
ing a notification based on the comparison of act 3-6. The
notification can result in one or more actions being per-
formed, such as (for example) adjusting the balance of the
real-time account; adjusting the balance of the off-line
account; generating an alarm; and/or recording or relaying
any discrepancy noted 1n the comparison to a log or other
media.

FIG. 4 shows an example scenario involving a sequence of
events handled by an example charging system and an
example billing system in fulfilling the example method of
FIG. 3. For each event that affects the real-time account
balance for a subscriber, a record 40 1s generated by real-time
charging system 22 and sent to off-line billing system 24.
FIG. 4 shows in particular five events for a subscriber, 1.e.,
event A through and including event E. The horizontal axis of
FIG. 4 denotes the passage of time. FIG. 4 utilizes and 1llus-
trates transaction identifiers (transaction IDs) which facilitate
detection/relation of CDRs related to the same event or trans-
action. At the beginning of the time shown in FIG. 4, the
subscriber 1s credited with 100 financial units 1n his real-time
account 34. The ofi-line account 54 of the subscriber retlects
the same 1nitial balance of 100 financial units.

FIG. 4 further shows two charging instances for each event:
an intermediate charging instance and a final charging
instance. For example, event A has an intermediate charging
instance (reported by a CDR having transaction ID A-1) and
a final charging instance (reported by a CDR having transac-
tion ID A-2). FIG. 4 turther shows that the subscriber has a
remaining real-time balance of 99 units at the intermediate
charging instance reported by CDR A-1, and a remaining
real-time balance of 98 units at the intermediate charging
instance reported by CDR A-2. Likewise, event B has an
intermediate charging instance (reported by a CDR having
transaction ID B-1) and a final charging instance (reported by
a CDR having transaction ID B-2). FIG. 4 further shows that
the subscriber has a remaining real-time balance of 97 units at
the intermediate charging instance reported by CDR B-1, and
a remaining real-time balance of 96 units at the intermediate
charging 1instance reported by CDR B-2. The charging
instances and remaining balances are therefore understood

N

with respect to each of the remaining events C, D, and E.

FIG. 4 shows example contents of a CDR type reeerd 40 for
cach charging instance. The CDR records 40 of FIG. 4 are
shown situated so that their information fields for transaction
ID, accumulated cost, and real-time (RT) balance are aligned
with one another and with labeling in the left margin.
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The bottom half of FIG. 4 illustrates synchronization
operation calculations performed by off-line billing system
24 for the scenario of FIG. 4. Block S-1 of FIG. 4 retlects
synchronization operation calculations upon performance of
a first synchronization operation; Block S-2 of FIG. 4 reflects
synchronization operation calculations upon performance of
a second synchronization operation. The first synchroniza-
tion operation 1s performed as a result of occurrence of a first
synchronization triggering circumstance (shown by a dotted-
dashed line) which happens 1n the second half of event C. The
second synchronization operation 1s performed as a result of
occurrence ol a second synchronization triggering circums-
stance, which occurs at a time after conclusion of event E (as
shown by another dotted-dashed line at the night of FIG. 4).
The synchronization triggering circumstance can be periodic,
otherwise predetermined, and/or configurable by the opera-
tor.

The results of the first synchronization operation (shown in
block S1 of FIG. 4) indicate that synchronization was con-

firmed. Indeed, at the first synchronization trigger the oif-line
billing system 24 has received each of CDRs A-1, A-2, B-1,

B-2, and C-1, and for the events A, B, and C has thus far
deducted 2 units, 2 units, and 1 unit, respectively. The off-line
billing system 24 thus has for ofi-line account 54 a balance of
95 units. The number of 95 units 1s also indicated 1n the most
recently recetved CDR record 40 (1.e., CDR C-1). Therefore,
at the first synchronization time the otf-line billing system 24
confirms synchronization of real-time account 34 and ofi-line
account 54 for the subscriber.

The results of the second synchronization operation
(shown in block S2 of FIG. 4) show a synchronization failure.
Both CDR D-1 and CDR D-2 generated by real-time charging
system 22 for event D were lost, e.g., not recerved by ofl-line
billing system 24. In fact, the existence of CDR D-1 and CDR
D-2 are unknown to off-line billing system 24. The oif-line
billing system 24 did recetve CDR C-2 for event C and the two
CDRs E-1 and E-2 for event E, and accordingly deducted 1
unit for event C and two units for event E, leaving a balance of
92 1n the off-line account 54 as determined by ofi-line billing
system 24. However, the most recently recetved CDR (1.e.,
CDR E-2) indicates that the real-time account balance for
real-time account 34 as determined by real-time charging
system 22 1s 90 units. Comparison of the off-line account 54
(92 units) with the real-time account 34 (90 units) shows
disagreement or discrepancy, indicating that one or more
records 40 (e.g., CDRs) may have been lost.

In the case that the transaction IDs are uniquely assigned
arranged 1n a predictable fashion such as by sequence, a lost
packet detector 96 which optionally comprises off-line bill-
ing system 24 can be used to ascertain the record loss and
determine how many records 40 were indeed lost. The lost
packet detector 96 can check for gaps in the sequence of
transaction IDs and thereby determine the occurrence and
number of lost records.

Thus, at the time for synchronization, the total cost for all
events since last synchronization 1s added to the saved
account balance for the ofi-line account 54 after the previous
synchronization. The sum of this calculation (which 1s now
the content of off-line account 54) 1s compared to real-time
account balance fetched from the most recently recerved
CDR (which, among other things, holds the real-time account
balance, sum of cost and Transaction ID) for latest event
received 1n the oftline system.

If calculated off-line account balance based on cost from
CDRs 1s not equal to real-time account balance fetched from
the CDR record 40 for latest event, the off-line billing system
24 can generate a notification (via responder 94) and further
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has the option to take any of several possible actions. For
example, the off-line billing system 24 can, among other
actions, adjustment the real-time account (e.g., real-time
account 34) or the off-line account (e.g., off-line account 54)
to obtain synchronization; generate an alarm, write an 1nci-
dent 1n a log, or do nothing.

Thus, when a CDR 1s lost, the real-time account 34 and the
olifline account 54 are out of synchromization. Since new data
in the most recently recerved CDR 1s available, it 1s possible
to detect that the accounts are out of synchronization and also
to take one of the actions mentioned above. It 1s then possible
to align the real-time credit/spending control with credit/
spending amount on mvoice/usage statement.

An advantage of the present technology 1s that a real-time
account and an offline account for a subscriber can be syn-
chronized at any time. This presents the possibility to com-
bine real-time credit & spending control with 1temized
invoice or usage statement. The technology 1s applicable for
both pre- and post-paid subscribers and 1s independent on the
access method.

This technology also makes it possible to handle lost
CDRs, re-rating, late incoming CDRs from roaming events,
and still have the real-time account synchronized with the
post-processing system used to generate i1temized invoice/
statement.

Although the description above contains many specifici-
ties, these should not be construed as limiting the scope of the
invention but as merely providing illustrations of some of the
presently preferred embodiments of this invention. Thus the
scope of this invention should be determined by the appended
claims and their legal equivalents. Theretfore, 1t will be appre-
ciated that the scope of the present invention fully encom-
passes other embodiments which may become obvious to
those skilled in the art, and that the scope of the present
invention 1s accordingly to be limited by nothing other than
the appended claims, 1n which reference to an element in the
singular 1s not intended to mean “one and only one” unless
explicitly so stated, but rather “one or more.” All structural,
chemical, and functional equivalents to the elements of the
above-described preferred embodiment that are known to
those of ordinary skill 1n the art are expressly incorporated
herein by reference and are intended to be encompassed by
the present claims. Moreover, 1t 1s not necessary for a device
or method to address each and every problem sought to be
solved by the present invention, for it to be encompassed by
the present claims. Furthermore, no element, component, or
method step 1n the present disclosure 1s intended to be dedi-
cated to the public regardless of whether the element, com-
ponent, or method step 1s explicitly recited in the claims. No
claim element herein 1s to be construed under the provisions
of 35 U.S.C. 112, sixth paragraph, unless the element 1is
expressly recited using the phrase “means for.”

What 1s claimed 1s:

1. A method of operating a communications network com-
prising;:

in a real-time charging system:

maintaining a real-time account balance for a sub-
scriber;

for a communications event involving the subscriber,
preparing a record for forwarding to an oil-line billing
system;

in the record including information comprising: (1) an
accumulated cost parameter associated with the
event; (2) the real-time account balance, the real-time
account balance reflecting the accumulated cost
parameter; and (3) a transaction identifier associated
with the event;
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at the billing system:

maintaining an oif-line account balance for the sub-
scriber;

upon receipt of the record, re-computing the off-line
account balance for the subscriber to obtain a recom-
puted off-line balance for the subscriber which
reflects the accumulated cost parameter;

performing a comparison of the recomputed ofi-line
account balance with the real-time account balance.

2. The method of claim 1, further comprising performing,
an action based on the comparison.

3. The method of claim 1, further comprising providing a
notification action based on the comparison.

4. The method of claim 1, further comprising performing,
an adjustment of one of the off-line account balance and the
real-time account balance.

5. The method of claim 1, further comprising recording or
relaying any discrepancy noted 1n the comparison to a log or
other media.

6. The method of claim 1, further comprising performing
the comparison upon occurrence of predefined synchroniza-
tion criteria.

7. The method of claim 1, further comprising:

the charging system preparing the transaction identifier 1n
accordance with a predefined convention;

the billing system using the transaction identifier to ascer-
tain loss of a previous record.

8. The method of claim 1, further comprising the billing
system maintaining the off-line account balance as pre-paid
account for the subscriber or as a post-paid account for the
subscriber.

9. The method of claim 1, further comprising preparing the
record upon occurrence of an intermediate charging instance
of the event or a final charging instance of the event.

10. The method of claim 1, wherein both the off-line
account balance and the real-time account balance are multi-
event account balances for the subscriber, and wherein the
acts of claim 1 are repeated for further events.

11. A node of a communications network comprising:

a database configured to maintain a real-time account bal-

ance for a subscriber;

a reporter unit configured, 1n conjunction with a commu-
nications event mmvolving the subscriber, to prepare a
record for forwarding to an oif-line billing system, the
record including mformation comprising: (1) an accu-
mulated cost parameter associated with the event; (2) the
real-time account balance, the real-time account balance
reflecting the accumulated cost parameter; and (3) a
transaction identifier associated with the event.

12. The apparatus of claim 11, wherein the report unit 1s
configured to prepare the record upon occurrence of an inter-
mediate charging instance of the event or a final charging
instance of the event.
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13. The apparatus of claim 11, wherein the reporter unit 1s
configured to prepare the transaction identifier in accordance
with a predefined convention which can be used to ascertain
loss of a previous record.

14. The apparatus of claim 11, wherein the database 1s
configured to maintain the real-time account balance as pre-
paid account for the subscriber or as a post-paid account for
the subscriber.

15. A node of a communications network comprising:

a database configured to maintain an off-line account bal-

ance for a subscriber;

a balance computer configured, upon receipt of a charging
record, to re-compute the off-line account balance for
the subscriber to obtain a recomputed off-line balance,
the charging record including information comprising;:
(1) an accumulated cost parameter associated with a
real-time communications event involving the sub-
scriber; (2) a real-time account balance for the sub-
scriber; and (3) a transaction 1dentifier associated with
the event;

an account checker configured to perform a comparison of
the recomputed ofi-line account balance with the real-
time account balance.

16. The apparatus of claim 15, further comprising a
responder configured to perform an action based on compari-
SOn.

17. The apparatus of claim 16, wherein the action 1s a
notification.

18. The apparatus of claim 15, further comprising a
responder configured to provide a notification action based on
the comparison.

19. The apparatus of claim 15, further comprising a
responder configured to perform an adjustment of one of the
olf-line account balance and the real-time account balance
based on the comparison.

20. The apparatus of claim 135, further comprising a
responder configured to record or relay any discrepancy noted
in the comparison to a log or other media.

21.The apparatus of claim 15, wherein the account checker
1s configured to perform the comparison upon occurrence of
predefined synchronization criteria.

22. The apparatus of claim 15, further comprising a lost
record detector configured to use the transaction 1dentifier to
ascertain loss of a previous record.

23. The apparatus of claim 135, wherein the database 1s
configured to maintain the off-line account balance as pre-
paid account for the subscriber or as a post-paid account for
the subscriber.
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