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PROXY RECEIVES DIGITAL CONTENT AND 31
DISTRIBUTION PARAMETERS FROM AN

ORIGINATING PEER

ORIGINATING PEER INVITES RECIPIENT PEERS 35
WHO REQUEST ACCESS TO A FORM OF THE
DIGITAL CONTENT

PROXY INTERCEPTS CONTENT REQUEST FROM 34
RECIPIENT PEER(S) AND GENERATES AND

STORES A UNIQUE KEY FOR THAT CONTENT

PROXY GENERATES RIGHTS-MANAGED FORM 36
OF DIGITAL CONTENT IN ACCORDANCE WITH
LEVEL RIGHTS ASSOCIATED WITH REQUESTING
PEER(S) AND STORES A COPY IN CACHE

PROXY FORWARDS A COPY OF KEY, CONTENT 38
ID AND OTHER INFO TO LICENSE SERVER

" PROXY SEND RIGHTS-MANAGED DIGITAL 40
CONTENT TO REQUESTING PEER(S)

REQUESTING PEER(S) REQUEST LEVEL- 42
LICENSE FROM LICENSE SERVER

LICENSE SERVER USES PROXY-FORWARDED | 44
INFORMATION AND LEVEL-RIGHTS TO
GENERATE LICENSE FOR REQUESTING PEER(S)

FIG. 3
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SYSTEM AND METHOD OF USING A PROXY
SERVER TO MANAGE LAZY CONTENT
DISTRIBUTION IN A SOCIAL NETWORK

FIELD OF THE INVENTION

The present invention generally relates to controlled shar-
ing of digital content over a network, and 1s more particularly
concerned with aspects of a proxy server for managing digital
rights for selected content as it 1s propagates through a social
network, coordiating the creation of modified versions of the
digital content as requested for various levels within the social
network, and storing information associated with content dis-
tribution.

BACKGROUND OF THE INVENTION

Modern technology has provided consumers with a wide
variety ol electronic devices with which to capture digital
content, such as but not limited to content captured in video,
audio, photo, text or other format. This phenomenon coupled
with advances 1n networked communication, such as commu-
nication via the Internet, has resulted 1n greater content shar-
ing among individuals. Several existing computer-based
applications or related systems provide features for assisting
a content producer with the distribution of digital content.

There are systems 1n place today that can distribute content
to a known set of users. Also, some peer-to-peer (P2P) sys-
tems exist that can distribute content to anyone and everyone.
However, such known systems do not account for potential
scenarios where a content producer desires a limited, con-
trolled distribution to a dynamic, unstructured social net-
work. For example, a teenager creates a home video for fun.
He wants some of his friends to see 1t, but not the entire world.
Another scenario may mvolve a movie producer who wants to
distribute a movie preview to a select number of reviewers
and their associates, but not to everyone. Yet another example
1s where a family takes some video of a child’s birthday party.
The family would like for extended family and close friends
to see 1t, but not have 1t available to the general public.

The scenarios mentioned above 1nvolve situations where a
“limited viral distribution™ 1s desired. The content producer
does not want to i1dentity exactly who 1s extended family or
what constitutes “close friend”. Ideally, the content producer
wants the content to spread virally to some “degree of sepa-
ration”. “Degree of separation” used here refers to how far
away (levels) one user 1s away from the originating user 1n a
“Iriend of a friend” (FOAF) or other type of social network. In
these examples the user wants to seed the content to a select
group ol people and allow them to have the freedom to spread
the content further—at their discretion, and to users of their
choice. However, the viral spread needs to be controlled, so as
not to permit the content going to the general public. Addi-
tionally, the content producer may want to provide a different
quality or portion of the content for users as they are farther
“out” on the social network. In order to implement technol-
ogy that provides a content producer with an ability to virally
distribute digital content to their social network while provid-
ing controls on distribution and access, unique mechanisms
for digital rights and license management are needed. An
exemplary content distribution system and method with fea-
tures for implementing digital rights management and license
distribution 1s disclosed in U.S. patent application Ser. No.

11/516,231, entitled “SYSTEM AND METHOD FOR
RIGHTS PROPAGATION AND LICENSE MANAGE-
MENT IN CONJUNCTION WITH DISTRIBUTION O

DIGITAL CONTENT IN A SOCIAL NETWORK?”, filed on
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2

Sep. 6, 2006, currently pending, which 1s hereby incorporated
by reference 1n 1ts entirety for all purposes. Such reference

configures and manages controlled content distribution based
on a number of levels, or “degrees of separation” among a
content producer and one or more content recipients, and
further accommodates license creation based on predefined
level-rights selected by the content producer.

In accordance with the above exemplary rights propagation
and license management technology, a license server 1s pri-
marily responsible for 1ssuing licenses, while a peer-to-peer
(P2P) network generally handles content propagation. This
configuration effectively prevents peers from modifying con-
tent before sending the content downstream to another peer.
This means that the digital content selected for controlled
distribution must be copied in 1ts entirety and sent through the
network, but only the relevant portions will be used as speci-
fied 1n given level-rights for the content. A system and method
that addresses such inetliciencies 1s needed. Although various
hybrid P2P models, proxies and reverse proxies exist, no
solution that addresses all the features and aspects of the
present subject matter has been developed.

SUMMARY OF THE INVENTION

Objects and advantages of the invention will be set forth 1n
part 1n the following description, or may be obvious from the
description, or may be learned through practice of the mven-
tion.

One exemplary embodiment of the presently disclosed
technology corresponds to a proxy server for a hybrid peer-
to-peer system. The proxy server includes a communications
interface for coupling the license server to a network, a pro-
cessor unit, and at least one portion of computer-readable
medium for storing program code that 1s read and executed by
the processor unit. The processor unit and the at least one
portion of computer-readable medium function together as a
special-purpose control system to recerve a request for digital
content from a requesting node, generate a rights-managed
form of the requested digital content in accordance with
rights established by an originating node, and send a copy of
the rights-managed form of the requested digital content to
the requesting node.

In another exemplary embodiment of the disclosed tech-
nology, a method of configuring and distributing rights-man-
aged forms of digital content includes a first step of receiving
via secure connection digital content for controlled distribu-
tion and distribution parameters associated with the digital
content from an originating node. The recerved distribution
parameters define access rights for n allowable levels of pos-
sible distribution 1n a social network. A subsequent step in the
exemplary method corresponds to generating a rights-man-
aged form of the requested digital content 1n accordance with
the access rights established by the originating node for the
level associated with a requesting node. A copy of the rights-
managed form of the requested digital content 1s then sent to
the requesting node.

Additional features and/or steps may be incorporated with
more particular embodiments of the subject technology. The
proxy server or associated methodology may mvolve caching
a copy of the generated nghts-managed form(s) of the digital
content. A unique key for the digital content may also be
generated, stored 1n a local database, and/or sent along with
other 1dentification parameters to a license server that gener-
ates level-licenses for the digital content. The proxy server or
associated methodology may also include features or steps
for recerving and storing updates to one or more distribution
parameters defined by the originating node. Such distribution
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parameters may define level-rights to the digital content for n
different levels of allowed distribution 1n the social network.
Such level-rights may include one or more degradation char-
acteristics for applying to the digital content and/or augmen-
tation files for adding to the digital content.

In still further embodiments, the steps of generating and
sending rights-managed forms of the digital content are del-
cegated by the proxy server to a separate peer node in the
network, after which time the proxy server caches a copy of
the rights-managed form generated by such delegated node.
The delegated node may correspond to the originating node 1n
some embodiments, or to other nodes 1n the network.

Other features and aspects of the present invention are
discussed 1n greater detail below.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The foregoing and other features, aspects and advantages
of the present invention will become better understood with
regard to the following description, appended claims and
accompanying drawings where:

FIG. 1 provides a block diagram representation of an exem-
plary network interaction among multiple peers and a license
server 1n a social network:

FI1G. 2 provides a block diagram representation of an exem-
plary network interaction among multiple peers, a license
server and a proxy server 1n a social network;

FIG. 3 provides a flow diagram representation of exem-
plary steps for managing the distribution of digital content as
may occur 1n a network including a proxy server; and

FI1G. 4 provides a block diagram representation of exem-
plary hardware and software components for a proxy server in
accordance with one embodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The mvention will now be described 1n detail with refer-
ence to particular embodiments thereof. The embodiments
are provided by way of explanation of the invention, and are
not meant as a limitation of the invention. It will be apparent
to those skilled 1n the art that various modifications and varia-
tions can be made 1n the present invention without departing
from the scope and spirit of the mvention. For example,
teatures described or 1llustrated as part of one embodiment
may be used with another embodiment to yield a still further
embodiment. Thus, 1t 1s mntended that the present invention
include these and other modifications and variations as come
within the scope and spirit of the mvention, including the
appended claims and their equivalents.

Social networks, such as friend-of-a-friend networks, are
often utilized to share mmformation among a group of net-
worked contacts. Shared information may correspond to
many different forms of electronic content, including but not
limited to digital videos, digital images, digital photos, digital
audio, text, graphics, html code or other file types, or selective
combinations and/or collections of such file types. The
present specification 1s directed to the sharing of digital con-
tent with particular exemplary reference to content in video or
graphic file format, although it should be appreciated by one
of ordinary skill 1n the art that the disclosed content distribu-
tion technology can be applied to other types of electronic
content provided 1n digital or other suitable form. It should
also be appreciated that more than one piece of digital content
may be selected for distribution, and multiple pieces of con-
tent may correspond to different file types.
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Aspects of the present invention provide features and steps
for ensuring that a given originating peer can share digital
content with other contacts 1n a social network while main-
taining control over the access and limited distribution of the
shared content. An originating peer can specily distribution
parameters including a level limit representative of the maxi-
mum number of levels, or degrees of separation, a potential
recipient peer may be from the originating peer. Additional
content distribution rules/parameters are definable by the
originating peer for one or more allowable levels of access,
and typically include alteration definitions that may specity
degradations, augmentations, or partial deletion of the digital
content as it propagates through designated levels in the
social network. An originating peer specifies an 1mitial distri-
bution list and the above distribution parameters, and this
information 1s suificient to control the distribution of speci-
fied digital content without prior knowledge of participants
and their relationships. As such, limited and controlled dis-
tribution of digital content to a dynamic and unstructured
social network 1s afforded. The various social network enti-
ties described above (1including originating peer and recipient
peers) may be considered nodes or peers 1n direct or indirect
networked communication with one another. Additional
aspects ol controlled content distribution that may be selec-
tively incorporated with the present technology are disclosed
in U.S. patent application Ser. No. 11/516,231, entitled
“SYSTEM AND METHOD FOR RIGHTS PROPAGATION
AND LICENSE MANAGEMENT IN CONJUNCTION
WITH DISTRIBUTION OF DIGITAL CONTENT IN A
SOCIAL NETWORK?”, filed on Sep. 6, 2006, currently pend-
ing, which 1s hereby incorporated by reference in 1ts entirety
for all purposes.

Additional aspects of the presently disclosed technology
make reference to servers, processing units, databases, soft-
ware applications, and other computer-based systems, as well
as actions taken and information sent to and from such sys-
tems. One of ordinary skill 1n the art will recognize the imnher-
ent flexibility of computer-based systems allows for a great
variety of possible configurations, combinations, and divi-
s1ons of tasks and functionality between and among compo-
nents. For instance, server processes discussed herein may be
implemented using a single server or multiple servers work-
ing in combination. Databases and applications may be
implemented on a single system or distributed across multiple
systems. Distributed components may operate sequentially or
in parallel. When data 1s obtained or accessed between a first
and second computer system or component thereot, the actual
datamay travel between the systems directly or indirectly. For
example, 1 a first computer accesses a file from a second
computer, the access may 1mvolve one or more intermediary
computers, proxies, and the like. The actual file may move
between the computers, or one computer may provide a
pointer or metafile that the second computer uses to access the
actual data from a computer other than the first computer, for
instance.

Aspects of the subject content distribution technology are
discussed herein 1n the context of a hybrid peer-to-peer net-
work model. More specifically, a proxy server 1s employed in
order to support license-rights propagation and “lazy content
generation”, in which different rnights-managed forms of digi-
tal content are created when requested or required for distri-
bution to different levels 1n a social network. Certain efficien-
cies are achieved by waiting until the specific rights-managed
forms of digital content are actually utilized or requested, as
opposed to completely generating all possible forms/varia-
tions of the digital content. Additional efficiencies aftforded
by the proxy server arrangement disclosed herein include
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providing network access by proxying for inbound service
requests to an originating or sharing peer, increasing network
performance by caching content served by the peer, and add-
ing a layer of security by filtering out bad requests for access
to content. Still turther, by providing features whereby the
proxy server acts as a proxy for a peer in a FOAF or social
network, transparent digital rights management (DRM) ser-
vices are provided.

FI1G. 1 1llustrates aspects of controlled distribution of digi-
tal content in a social network as disclosed 1n the above-
referenced co-pending application. The example of FIG. 1
depicts peer interaction in a social network with a FOAF
license server (FLS) 50. An oniginating peer 10 1dentifies
digital content 20 that 1s to be shared with other peers 1n a
network. It should be appreciated that users of the disclosed
technology, including originating peer 10 as well as recipient
peers may correspond to individuals, groups of individuals,
business entities, etc. and should not be a limiting feature of
the present subject matter. In one example, originating and
recipient peers may be embodied by such physical systems as
a personal computer (PC), mobile terminal device (e.g., cel-
lular telephone), Personal Digital Assistant, or the like.

Before an originating peer actually distributes digital con-
tent, certain distribution parameters that establish limitations
on how the digital content 1s to be distributed to one or more
recipient peers must be selected. Distribution parameters can
include such information as a level limit representative of the
maximum number of “degrees of separation” allowed
between the originating peer and any recipient peer. In the
example of FI1G. 1, onnginating peer 10 designates a level limait
of three levels, which means that the selected digital content
can only be distributed up to a maximum of three levels away
from the originating peer 10.

Distribution parameters can also include an initial distri-
bution list that designates the starting nodes for the dynami-
cally created social network. In the example of FIG. 1, origi-
nating peer 10 selects two users 1n an initial distribution list,
corresponding to level one (1) peers 12aq and 125. Level one
recipients 12aq and 125 are then iree to distribute to any entity
they wish that 1s not specifically blocked by the originating,
peer. For example, in accordance with a second level of con-
tent distribution as illustrated 1n FIG. 1, level one peer 124
may choose to send the selected digital content to level two
(2) peer 14a, while level one peer 126 may choose to send the
digital content to peer 14b. In accordance with a third level of
content distribution, peer 145 decides to forward the digital
content to level three (3) peer 16a, while peer 14a does not
share the content with further peers. Level three recipient 16a
1s restricted from further distributing the selected digital con-
tent since originating peer 10 defined a distribution level limit
of three.

As observed from the layered communication among net-
worked users depicted in FIG. 1, the entire spectrum of dis-
tribution 1s not defined by the originating peer. Instead, the
subject content distribution network involves dynamic (or
viral) distribution as opposed to a predetermined configura-
tion. Originating peer 10 doesn’t know 11 the selected digital
content will reach three or three-hundred people, but 1t will
not be distributed beyond three levels deep in the dynamically
created social network. It should be appreciated that the con-
tent distribution depicted in FIG. 1 1s for exemplary purposes
only and many variations are possible 1n accordance with the
disclosed technology. More particularly, each peer 1n a given
level n may decide to share with a lesser or greater number of
peers 1n the next level n+1 than 1s actually illustrated in FIG.
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Additional distribution parameters that are specified by
originating peer 10 include alteration definitions for one or
more of the three allowable levels 1n the social network.
Alteration definitions may define degradation characteristics
for the digital content, such as a number of frames per second,
file resolution, file size, length, color or bit rate, or other file
characterization parameters as will be known or appreciated
by one of ordinary skill 1n the art. Alteration definitions may
also define one or more augmentation files, such as but not
limited to wvisible or invisible watermark(s) or other
hindrance(s), advertisement(s), portion(s) of text, and/or
supplemental audio or video segment(s) or select combina-
tions or collections of such items for appending, prepending
or otherwise incorporating into the digital content. Another
parameter may correspond to a maximum number of total
recipient peers for overall distribution or for maximum dis-
tribution per level. A still further distribution parameter may
include one or more relationship types for identifying desir-
able characteristics or limitations associated with recipient
peers authorized to recetve versions of the digital content. In
one example, originating peer 10 may select a digital video
for controlled distribution to recipient peers and may wish to
degrade the quality level of the video as it spreads farther
away from the originating peer. In one example, level-one
peers 12a and 125 recerve a highest quality video from origi-
nating peer 10. Level-two recipient peers 14a and 145 receive
a medium quality version of video, and level-three peer 16a
receives a version that 1s low quality and has advertisements
preceding the video playback.

Betore originating peer 10 1s able to share digital content
20 to other peers 1n the network of FI1G. 1, a desktop applica-
tion provided on the originating peer’s computing system
generates certain information, including a key ID, which
corresponds to a unique identifier for the selected digital
content 20 and also a license key seed (LKS). The LKS 1s a
value that 1s only known by the originating peer 10 and license
server 30, and 1s used to encrypt the digital content 20. A
distribution package including all such information ulti-
mately contains a form of the digital content that has been
encrypted and locked with a digital “key” 22. The result 1s an
encrypted file that can only be unlocked by a person who has
obtained a license with the required key for decrypting the
digital content. Such a license may be recerved from FLS 50.

With further reference to FIG. 1, FLS 50 1s responsible for
1ssuing licenses for each level of peer recipients 1n the social
network, while the peers 1n the peer-to-peer network are
responsible for content propagation. In accordance with the
DRM model of FIG. 1, originating peer 10 only shares a
content DRM key 22 with FLS 50, so that FLLS 50 can 1ssue
licenses. For security reasons, key 22 1s not shared with
recipient peers 12a, 125, 14a, 14b, 164, etc. FLS 50 includes
in part a license assignment module that creates licenses for
received content 1n response to an access request from a
recipient peer. Licenses are created according to the level-
rights and distribution parameters defined for the particular
peer levels associated with the given digital content. A license
generated by FLS 50 includes a key that can be used to
unlock, or decrypt the content that was previously encrypted
by a user’s content distribution desktop application. In the
arrangement ol FIG. 1, recipient peers 12a, 125, 14a, 145,
16a, ctc. cannot modily the digital content 20 before forward-
ing the content downstream to the next level of user(s), 1f
allowed. In the setup of FIG. 1, the entire digital content 20
must be copied and sent at each level, even though users at
different levels may only be allowed to view certain portions
or degraded or altered versions of the digital content 1n accor-
dance with access rights defined by the originating peer. Each
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distribution of the digital content should preserve the original
content format 1n a lossless fashion such that each subsequent
level 1n the distribution network has the necessary quality
level associated with its given alteration definition. Although
this arrangement provides efiective controls on the distribu-
tion of digital content in a social network, the proxy server
arrangement and hybrid P2P model which will now be dis-
cussed provides additional efficiencies.

FIG. 2 depicts a network arrangement similar to that of
FIG. 1, but with all or a portion of intra-peer communications
flowing through a proxy server 30. Proxy server 30 brings a
capability to manage DRM and content propagation transpar-
ently on behalf of originating peer 10. Proxy 30 also offloads
DRM management by taking over DRM functions on behalf
ol the originating peer automatically as content 1s introduced
into the network. In accordance with the technology disclosed
herein, a complete and lossless form of digital content 20 1s no
longer required to be passed to each recipient peer 1n the
social network. In contrast, only the form of digital content
which each recipient peer i1s authorized to view 1s ultimately
passed to each requesting recipient peer. In addition, any
augmented files which are designated by the originating peer
for appending, prepending or otherwise integrating with a
form of the digital content do not need to be stored at each
level 1n the network. Instead, the video advertisement,
graphic or text, or other augmentation file can be extracted
from the Internet or fetched from originating peer 10 by the
proxy server 30 (or other designated generation peer) during
a step ol generating a rights-managed form of the digital
content. By utilizing references and loading the content only
when needed, the file size of shared content can be reduced.

An example of the steps that may occur 1n the network,
especially 1n regards to interaction with proxy server 30 will
now be discussed with reference to FIGS. 2 and 3. Although
the steps of FI1G. 3 are discussed as applicable to the specific
network of FIG. 2, 1t should be appreciated by one of skill in
the art that such features and steps are applicable to any
dynamically created social network. When an originating
peer 10 wants to share digital content 20 1n a controlled
fashion among nodes 1n a network, the originating peer 10
introduces the digital content to be shared and also defines
distribution parameters, including access rights (or “level-
rights”) for the content. In step 31, the proxy server 30
receives the digital content 20 and distribution parameters
from the originating peer 10. In one exemplary embodiment,
originating peer 10 primes proxy server 30 by pushing the
level-rights and digital content to proxy 30. In another exem-
plary embodiment, proxy 30 fetches those items when the
content 1s first requested by a recipient peer (e.g., peers 12a,
14a, 16a). Because digital rights for content 20 are not yet
managed at this point in the sequence, the transfer of digital
content and distribution parameters from originating peer 10
to proxy server 30 occurs via a secure network transaction.
Mechanisms for providing such a secure transaction are well
known to those of ordinary skill in the art, and so specific
details are not provided herein.

In step 32 of FIG. 3, originating peer 10 sends invitations to
a set of level one peers. Only a single level one peer 12a 1s
illustrated 1 FIG. 2. This example 1s provided for ease of
illustration, and 1t should be appreciated by one of ordinary
skill 1n the art that a greater number of level one peers as well
as peers at other levels in the network may be employed 1n
other arrangements of the present technology. After a level
one peer (such as peer 12q of FIG. 2) recerves an invitation to
view digital content (or some modified form thereof), the
recipient peer requests such content from the originating peer.
This request for the digital content 1s then intercepted by
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proxy server 30 in step 34. Peers 10, 124, 144, 164, ctc. and
proxy 30 communicate via socket connections that are estab-
lished among such respective nodes. These socket connec-
tions are represented by the solid bidirectional links 24a, 245,
24¢c and 24d, respectively of FIG. 2. Each peer node may
establish a socket connection or other communications link
with proxy server 30 when 1t comes online or when it enables
its controlled distribution desktop application for sharing the
digital content. Proxy server 30 may store information 1den-
tifying each socket connection and associated nodes in socket
connection and/or Internet Protocol (IP) address tables. When
a recipient node requests the digital content (by way of an
Hypertext Transter Protocol (HTTP) request or request in
other appropnate form), the proxy server 30 may be adapted
to recognize the requesting node and thus properly intercept
the data request. Additional details regarding basic opera-
tional parameters of a proxy server such as may be embodied
by proxy server 30 of FIG. 2 are disclosed 1n the following
pending U.S. Patent Applications, each of which 1s incorpo-

rated by reference herein 1n its entirety for all purposes: U.S.
patent application Ser. Nos. 10/927,291 entitled “PROXY

CACHING IN A PHOTOSHARING PEER-TO-PEER NET-
WORK TO IMPROVE GUEST VIEWING PERFOR-
MANCE”; 10/813,839 entitled “METHOD AND SYSTEM
FOR PROVIDING WEB BROWSING THROUGH A FIRE-
WALL IN A PEER TO PEER NETWORK”™; 11/234,493
entitled “SYSTEM AND METHOD FOR LOWERING
PROXY BANDWIDTH UTILIZATION™; and 10/941,673
entitled “PEER PROXY BINDING™.

With further reference to FIGS. 2 and 3, after the proxy 30
intercepts in step 34 a content request from a recipient peer
(such as from level one peer 12a), proxy 30 generates a
unique key 22 for the digital content 20, and stores that key 22
in a local database for future use. Using the level-one access
rights defined by the originating peer 20 and the key 22
generated in step 34, the proxy 30 then generates 1n step 36 a
rights-managed form of the digital content. When requested
by a level-one peer recipient, the rights-managed form of the
digital content will be referred to as L1 content 20'. In similar
tashion, the rights managed forms of digital content respec-
tively requested by level two or level three peers will be
referred to herein as L2 content 20" and [.3 content 20",
respectively. In one exemplary embodiment, each step of
generating a rights-managed form of the digital content may
occur only after a recipient peer requests access to such form
of content. In another exemplary embodiment, proxy 30 may
be alerted when an invitation for a particular level has
occurred and may then pre-generate the rights-managed form
of content for that given level. This latter generation option
may be a particularly usetul optimization when generation of
the rights-managed form of content may take a significant
amount of time. After the rights-managed form of digital
content 1s created, proxy server 30 may store a copy of the
generated content in 1ts proxy cache, or other associated
memory location.

In step 38, proxy 30 forwards a copy of the key 22 to FLLS
50, along with the unique content ID and any other informa-
tion needed by FLS 50 to generate licenses for the requesting
peers 1n the network. Step 38 may preferably occur via secure
communications channel due to the sensitive nature of the key
and 1dentification information. The communication channel
between proxy 30 and FLS 50 1s represented in FIG. 2 by the
dotted bi-directional link 25. In a subsequent step 40, proxy
30 returns the rights-managed form of the digital content
(e.g., L1 content 20") to the requesting peer (e.g., level-one
peer 12a). The requesting peer (e.g. level-one peer 12a) then
requests 1n step 42 a level license from FLS 50. In step 44,
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FLS 50 uses the proxy-forwarded information (1.¢., the key,
unique content ID), etc.) as well as the level-rights defined by
originating peer 10 to generate a license for the requesting
peer. At this point, the requesting peer (e.g., peer 12a) has
already received a locked copy of L1 content 20'. Once the
requesting peer (12a) recerves a license from FLS 30, 1t can
use a “key” embodied within the requested and received
license to “unlock™ and view the L1 content.

After the level-one peer 12a accesses L1 content 20", it may
send an mvitation to one or more level-two peers (e.g., peer
14a) to view a form of the digital content. This process of
dynamically sharing the digital content may continue until
the content reaches the limit of n levels originally defined by
originating peer 10. In subsequent requests for the digital
content, proxy 30 can use the previously generated key 22, but
may need to generate additional nghts-managed forms of
digital content (e.g., L2 content 20" and L3 content 20') as
they are requested or required at subsequent allowed levels in
the network.

In the exemplary discussion above, the various rights-man-
aged forms of the digital content are generated by proxy
server 30. It should be appreciated that the generation of such
content forms may be delegated to peers 1n the network. For
instance, 1t 1s possible that i1t the proxy 30 knows that the
originating peer 1s online and/or 1f the proxy does not have
enough system resources, 1t may forward the request for the
level n content to the orniginating peer and allow the originat-
ing peer 10 to generate one or more of the rights-managed
forms ol content. Alternatively, the proxy 30 may select
another peer (other than the originating peer 10) that is part of
the social network for performing the tasks of generating and
forwarding a rights-managed form of the digital content. The
proxy 30 would then fetch the generated rights-managed
form(s) of content and store 1t in the proxy cache for subse-
quent requests by other network nodes. In other embodi-
ments, the proxy 30 may oitload the content form generation
when some predetermined condition 1s determined to exist.
For example, when the digital content for sharing 1s band-
width rich content, 1t may be desirable to lower the bandwidth
utilization of the proxy server by delegating the steps of
generation and sending of content forms to the originating
peer or another designated peer or peers 1n the network.

In 1nstances when the proxy 30 selects another peer 1n the
network for generating rights-managed form(s) of the digital
content, proxy 30 stores identification information about such
task delegation 1n a local database. For example, proxy 30
may 1nclude one or more internal tables for storing at least one
content 1dentification parameter indicating the original por-
tion(s) of digital content and/or select forms of the digital
content that are to be generated therefrom. Such an internal
table may also include at least one peer 1dentification param-
cter that 1dentifies the peer(s) 1n the network to which the
generation tasks were delegated. The peer identification
parameters may include an Internet Protocol (IP) address, a
Uniform Resource Identifier (URI) including Uniform
Resource Locators (URLs) or others, and/or any other suit-
able type of parameter for identifying the location of the
delegated peer(s) in the network. Provision of the peer and or
content identification parameters enables the proxy 30 to later
tetch the generated mformation from the delegated peer(s).
The internal table(s) 1n which such content i1dentification
parameter(s) and peer 1dentification parameter(s) are located
are referred to herein as a task delegation 1dentification data-
base 65 as represented 1n FIG. 4.

A still further aspect of the presently disclosed technology
involves handling of rights modification which may be
desired by an originating peer. If an originating peer decides
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to modily or revoke any of the level-rights mitially estab-
lished for sharing a given portion of digital content, those
parameters should be updated at the proxy server 30. In one
embodiment, an update 1s automatically provided from the
originating peer 10 to the proxy any time such updates occur.
In another embodiment, updates are determined by configur-
ing the proxy server to periodically check with the originating
peer to determine if rights to the given digital content have
been changed or revoked. The proxy canthen update 1ts stored
information regarding such level-rights.

Referring now to FIG. 4, physical hardware and software
features included 1 an exemplary embodiment of proxy
server 30 will now be discussed. Proxy server 30 includes a
processor unit 52, which may be any type of processor as
included or associated with a personal computer (PC), server
system, mobile terminal device (e.g., cellular telephone), Per-
sonal Digital Assistant, or the like. The processor unit 52 of
exemplary proxy server 30 may be configured to process data
transmitted to or received from other users. A communica-
tions interface 54 may also be provided to buffer or otherwise
handle the actual relay of such communicated data as 1t 1s sent
or recerved over a network 56. Network 56 may correspond to
a dial-in network, a local area network (LAN), wide area
network (WAN), public switched telephone network (PSTN),
the Internet, intranet or ethernet type networks and others
over any combination of hard-wired or wireless communica-
tion links. Optional input peripherals (not 1llustrated) may be
coupled to proxy server 30 so that a proxy manager can
provide imput for selecting performance characteristics for
the proxy server. Examples of possible iput peripheral
devices include a keyboard, touch-screen monitor, mouse,
scanner, microphone, etc. Although not illustrated 1n FIG. 4,
additional peripheral devices including but not limited to user
displays, printers, etc. may also be provided in conjunction
with proxy server 30.

Referring still to the proxy server 30 of FIG. 4, memory 58
1s also provided for storing a variety of digital information,
including data and software or firmware. Memory 38 may be
provided as a variety of computer-readable medium, such as
but not limited to any combination of volatile memory (e.g.,
random access memory (RAM, such as DRAM, SRAM, etc.)
and nonvolatile memory (e.g., ROM, tlash, hard drives, mag-
netic tapes, CD-ROM, DVD-ROM, etc.). As will be further
discussed 1n the present specification, memory 58 may be a
designated storage location for specific information, such as
but not limited to digital content 62, generated rights-man-
aged forms of the digital content 64, task delegation 1dentifi-
cation database 63, content 1dentifiers, keys and the like 66,
socket connection and IP address tables 68, and other infor-
mation. Memory 38 may also be configured to store program
instructions and executable code corresponding to the con-
trolled content distribution and management functions that
are performed by proxy server 30. Program instructions and
executable code that are stored 1n memory 38 are typically
read and executed by the processor unit 52 1n the proxy server.

While the specification has been described in detail with
respect to specific embodiments of the 1nvention, 1t will be
appreciated that those skilled 1n the art, upon attaining an
understanding of the foregoing, may readily conceive of alter-
ations to, variations of, and equivalents to these embodi-
ments. These and other modifications and variations to the
present invention may be practiced by those of ordinary skall
in the art, without departing from the spirit and scope of the
present invention, which 1s more particularly set forth 1n the
appended claims. Furthermore, those of ordinary skill 1n the
art will appreciate that the foregoing description 1s by way of
example only, and 1s not intended to limit the mvention.
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What 1s claimed 1s:
1. A method of distributing rights-managed forms of digital
content among nodes comprising computing devices, com-
prising the following steps:
receiving digital content comprising an original form for
distribution to one or more downstream nodes and
receiving distribution parameters associated with the
digital content from an originating node, wherein the
distribution parameters define access rights for a plural-
ity of levels based on a number of nodes 1n a path of an
invitation to view the digital content that 1s propagated
from the originating node to the one or more down-
stream nodes, and wherein at least some of the one or
more downstream nodes further propagate the invitation
to other downstream nodes;
receiving a request for the digital content from a respective
downstream node of the one or more downstream nodes
that received the mvitation to view the digital content;

in response to recerving the request, determining a one of
the plurality of levels that corresponds to the respective
downstream node based on a number of downstream
nodes 1n the path of the invitation from the originating
node to the respective downstream node;

obtaining a rights-managed form of the digital content that

1s dertved from the original form and that 1s different
from the original form 1n accordance with access rights
established by the originating node for the one of the
plurality of levels that corresponds to the respective
downstream node; and

sending a copy of the rights-managed form of the digital

content to the respective downstream node.

2. The method of claim 1, wherein said obtaining step
occurs aiter receiving a request for access to the digital con-
tent from the respective downstream node.

3. The method of claim 1, wherein said obtaining step
occurs aiter the mvitation to view the digital content 1s sent
from the one or more downstream nodes to another of the one
or more downstream nodes.

4. The method of claim 1, wherein the distribution param-
cters defined by the originating node comprise at least one
alteration definition for one or more of the plurality of levels.

5. The method of claim 4, wherein each alteration defini-
tion 1dentifies one or more of a degradation characteristic for
applying to the digital content and an augmentation file for
adding to the digital content.

6. The method of claim 1, further comprising a step of
caching a copy of the rights-managed form of the digital
content.

7. The method of claim 1, further comprising a step of
generating a unique key for the digital content.

8. The method of claim 7, further comprising a step of
storing the unique key 1n a local database.

9. The method of claim 7, further comprising a step of
sending a copy of the unique key and a content identifier to a
license server.

10. The method of claim 1, wherein said step of receiving
digital content and distribution parameters 1s performed via a
secure connection.

11. The method of claim 1, further comprising a step of
receiving and storing updates to the distribution parameters
associated with the digital content.

12. The method of claim 1, wherein obtaining the rights-
managed form of the digital content further comprises gen-
erating a plurality of respective rights-managed forms of the
digital content, wherein each of the plurality of respective
rights-managed forms of the digital content corresponds to a
different one of the plurality of levels defined by the originat-
ing node, and wherein sending the copy of the rights-man-
aged form of the digital content further comprises sending the
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copy of the rights-managed form of the digital content that
corresponds to the one of the plurality of levels to the respec-
tive downstream node.

13. The method of claim 12, further comprising a step of
caching each of the respective rights-managed forms gener-
ated for each of the plurality of levels.

14. The method of claim 1, further comprising a step of
designating another downstream node to perform the obtain-
ing and sending steps.

15. The method of claim 14, further comprising a step of
fetching and caching the copy of the rights-managed form of
the digital content generated by the another downstream
node.

16. A method of selecting a particular resolution of digital
content from a plurality of resolutions of the digital content,
comprising;

receving a request for digital content from a respective

recipient computing device which received an invitation
to view the digital content;

determiming a recipient level of a plurality of recipient

levels that corresponds to the respective recipient coms-
puting device based on a number of recipient nodes 1n a
path of the invitation to view the digital content that
propagated through a plurality of recipient computing
devices from an originating computing device to the
respective recipient computing device;

selecting a first resolution of the digital content from a

plurality of different resolutions of the digital content
based on the recipient level, wherein each of the plurality
of different resolutions of the digital content corre-
sponds to a different recipient level; and

clifecting delivery of the first resolution of the digital con-

tent to the respective recipient computing device.

17. A server computing device comprising:

a communication interface adapted to interface with a net-

work; and

a processor unit coupled to the communication interface

and programmed to:

receive a request for digital content from a respective
recipient computing device which received an mnvita-
tion to view the digital content;

determine a recipient level of a plurality of recipient
levels that corresponds to the respective recipient
computing device based on a number of recipient
nodes 1 a path of the mvitation to view the digital
content that propagated through a plurality of recipi-
ent computing devices from an originating computing
device to the respective recipient computing device;

select a first resolution of the digital content from a
plurality of different resolutions of the digital content
based on the recipient level, wherein each of the plu-
rality of different resolutions of the digital content
corresponds to a different recipient level; and

cifect delivery of the first resolution of the digital con-
tent to the respective recipient computing device.

18. The method of claim 1, wherein determining the one of
the plurality of levels that corresponds to the respective down-
stream node based on the number of downstream nodes in the
path of the invitation from the originating node to the respec-
tive downstream node further comprises determining that the
invitation propagated from the originating node to a first
downstream node, from the first downstream node to a second
downstream node, and from the second downstream node to
the respective downstream node, and determining that the
respective downstream node 1s a third downstream node in the
path of the invitation from the originating node to the respec-
tive downstream node.
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