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1
HYBRID DATA ENCRYPTION

TECHNICAL FIELD

Embodiments of the present invention relate to data
encryption, and more specifically to data encryption that
combines block ciphers and double irregular columnar trans-
position ciphers.

BACKGROUND

Encryption 1s a process of transforming information (re-
terred to as plaintext) into an unreadable form (referred to as
ciphertext). Decryption 1s a transformation that recovers the
plaintext from the ciphertext. A cipher performs a transfor-
mation that 1s controlled using a symmetric key (same key
used for ciphering and deciphering) or an asymmetric key
(different keys used for ciphering and deciphering) such that
when the key 1s mput to the cipher along with plaintext, the
plaintext 1s enciphered via an encryption transformation, and
when the key 1s input to the cipher along with ciphertext, the
ciphertext 1s deciphered via a decryption transformation
(which 1s an inverse of the encryption transformation).
Encryption transformations are performed by an encryption
algorithm (function) of a cipher, and decryption transforma-
tions are performed by a decryption algorithm (function) of
the cipher.

Encryption 1s used to protect military and civilian systems,
examples of which include internet e-commerce, mobile tele-
phone networks, bank automatic teller machines, etc. As tech-
nology and computing power advance, new vulnerabilities
are commonly discovered for encryption mechanisms that
were previously considered secure. When such weaknesses
are discovered, new encryption mechanisms and techniques
are required to maintain security of sensitive information.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention 1s illustrated by way of example, and

not by way of limitation, in the figures of the accompanying,
drawings and 1n which:

FIG. 1A 1illustrates an encipherer, in accordance with one
embodiment of the present invention;

FIG. 1B illustrates an exemplary computing device, in
accordance with one embodiment of the present invention;

FIG. 1C 1llustrates an exemplary network architecture, in
which embodiments of the present invention may operate;

FIG. 1D illustrates another exemplary network architec-
ture, in which embodiments of the present invention may
operate;

FIG. 1E 1llustrates yet another exemplary network archi-
tecture, 1n which embodiments of the present invention may
operate;

FIG. 2A 1illustrates a data flow corresponding to one
embodiment of a data encryption process;

FIG. 2B 1illustrates a data flow corresponding to one
embodiment of a data decryption process;

FIG. 2C illustrates a data flow corresponding to another
embodiment of a data encryption process;

FIG. 2D 1llustrates a data flow corresponding to another
embodiment of a data decryption process;

FI1G. 3A illustrates a flow diagram of one embodiment for
a method of encrypting data;

FI1G. 3B illustrates a flow diagram of one embodiment for
a method of decrypting data; and
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FIG. 4 1llustrates a block diagram of an exemplary com-
puter system, in accordance with one embodiment of the
present 1nvention.

DETAILED DESCRIPTION

Described herein 1s a method and apparatus for encrypting,
and decrypting data. In one embodiment, a first block cipher
encrypts data to generate a first cipher output. A double
irregular columnar transposition cipher encrypts the first
cipher output to generate a second cipher output. A second

block cipher encrypts the second cipher output to generate a
third cipher output. The second block cipher may match the
first block cipher, and may use a function for encryption that
1s an 1verse to a function that first block cipher uses to
encrypt data. In one embodiment, the third cipher output has
an alphabet that matches an alphabet of the data.

In the following description, numerous details are set forth.
It will be apparent, however, to one skilled in the art, that the
present invention may be practiced without these specific
details. In some instances, well-known structures and devices
are shown 1n block diagram form, rather than in detail, 1n
order to avoid obscuring the present invention.

Some portions of the detailed description which follows
are presented 1n terms of algorithms and symbolic represen-
tations of operations on data bits within a computer memory.
These algorithmic descriptions and representations are the
means used by those skilled in the data processing arts to most
cifectively convey the substance of theirr work to others
skilled 1n the art. An algorithm 1s here, and generally, con-
ceived to be a self-consistent sequence of steps leading to a
desired result. The steps are those requiring physical manipu-
lations of physical quantities. Usually, though notnecessarily,
these quantities take the form of electrical or magnetic signals
capable of being stored, transferred, combined, compared,
and otherwise manipulated. It has proven convenient at times,
principally for reasons of common usage, to refer to these
signals as bits, values, elements, symbols, characters, terms,
numbers, or the like.

It should be borne 1n mind, however, that all of these and
similar terms are to be associated with the appropriate physi-
cal quanfities and are merely convenient labels applied to
these quantities. Unless specifically stated otherwise as
apparent Irom the following discussion, 1t 1s appreciated that
throughout the description, discussions utilizing terms such
as “processing”’, “computing’, “calculating”, “determinming”,
“displaying” or the like, refer to the actions and processes of
a computer system, or similar electronic computing device,
that manipulates and transforms data represented as physical
(e.g., electronic) quantities within the computer system’s reg-
isters and memories into other data similarly represented as
physical quantities within the computer system memories or
registers or other such information storage, transmission or
display devices.

The present invention also relates to an apparatus for per-
forming the operations herein. This apparatus may be spe-
cially constructed for the required purposes, or it may com-
prise a general purpose computer selectively activated or
reconiigured by a computer program stored in the computer.
Such a computer program may be stored 1n a computer read-
able storage medium, such as, but not limited to, any type of
disk including floppy disks, optical disks, CD-ROMs, and
magnetic-optical disks, read-only memories (ROMs), ran-
dom access memories (RAMs), EPROMs, EEPROMSs, mag-
netic or optical cards, or any type of media suitable for storing
clectronic mstructions.
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The algorithms and displays presented herein are not inher-
ently related to any particular computer or other apparatus.
Various general purpose systems may be used with programs
in accordance with the teachings herein, or it may prove
convenient to construct a more specialized apparatus to per-
form the required method steps. The required structure for a
variety of these systems will appear from the description
below. In addition, the present invention 1s not described with
reference to any particular programming language. It will be
appreciated that a variety of programming languages may be
used to implement the teachings of the invention as described
herein.

A machine-readable medium includes any mechanism for
storing or transmitting information 1n a form readable by a
machine (e.g., acomputer). For example, a machine-readable
medium 1ncludes a machine readable storage medium (e.g.,
read only memory (“ROM”), random access memory
(“RAM”), magnetic disk storage media, optical storage
media, flash memory devices, etc.), a machine readable trans-
mission medium (electrical, optical, acoustical or other form
ol propagated signals (e.g., carrier waves, inirared signals,
digital signals, etc.)), etc.

FIG. 1A 1llustrates an encipherer 102, 1n accordance with
one embodiment of the present invention. The encipherer 102
enciphers (encrypts) and deciphers (decrypts) data. In one
embodiment, the encipherer 102 includes one or more block
ciphers 104 and one or more double 1rregular columnar trans-
position ciphers 106.

Block ciphers 104 are substitution ciphers that operate on
fixed-length groups of bits known as blocks. Where data to be
encrypted 1s longer than a block, the data 1s divided into
multiple blocks, and each block 1s separately encrypted. In
one embodiment, block ciphers have an encryption and a
decryption algorithm, each of which accepts an input block of
s1ze n bits as a first input and a key of size k bits as a second
input, and produce an n-bit output block. For example, a block
cipher might take as an iput a 128-bit block of plaintext
(unciphered data) and an 80 bit key, and output a correspond-
ing 128-bit block of ciphertext (ciphered data). Likewise, the
block cipher may take as an input a 128-bit block of ciphertext
and the 80 bit key, and output a 128-bit block of plaintext. In
another embodiment, the encryption algorithm may accept an
input block of size m bits, and output a block of size n bits, and
the decryption algorithm may accept an input block of size n
bits, and output a block of size m bits. Common block sizes
for a block cipher to operate on include 64 bit (8 byte) and 128
bit (16 byte), and common key sizes include 40 bits, 56 bits,
64 bits, 80 bits, 128 bits, 160 bits, 168 bits, 192 bits and 256
bits. Other sized blocks and keys may also be used.

Ciphertext output by block ciphers 104 may include the
same set of symbols as the input plaintext, or a different set of
symbols. Moreover, an output alphabet (set of output sym-
bols) of a block cipher may have a number of symbols that 1s
the same as or different from the number of symbols 1n an
input alphabet (set of input symbols). Examples of block
ciphers include twofish, blowfish, serpent, data encryption
standard (DES), advanced encryption standard (AES),
CASTS, international data encryption algorithm (IDEA), etc.

For a block cipher to be made secure, 1t may be used in a
mode of operation, which may encrypt different blocks in
different ways. Thereby, even 1f two different blocks 1include
the same plaintext, the corresponding ciphertext will be dii-
terent for the two blocks. Examples of modes of operation
include electronic codebook (EBC), cipher-block chaining
(CBC), propagation cipher-block chaining (PCBC), cipher
teedback (CFB), output feedback (OFB), etc.
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A transposition cipher rearranges the order of plaintext
characters to generate ciphertext. A transposition cipher may
operate on all available data to be encrypted, or 1t may divide
the data into groups, and operate on each group separately. In
a columnar transposition cipher, plaintext 1s written out 1n
rows of fixed length, and read out column by column, the
columns being chosen 1n a scrambled order. The length of the
rows, and the permutation of the columns 1s determined by the
key.

In a columnar transposition cipher, not all rows may have
the same fixed length 11 the number of characters 1s not evenly
divisible by the row length (number of characters per row).
For example, if a plaintext has thirteen characters, and the key
indicates four rows, then there are not enough characters 1n
the plaintext to fill four rows with four characters each. In a
regular columnar transposition cipher, additional characters
are added to the plamtext until all the rows are filled. In an
irregular columnar transposition cipher, on the other hand, no
additional characters are added to the plaintext. Continuing
the previous example, in the irregular case the first three rows
may have the predetermined fixed length of four characters,
while the final row may have only a single character and three
unfilled spaces.

Double 1rregular columnar transposition ciphers 106 are a
form of 1rregular columnar transposition cipher 1n which an
irregular columnar transposition i1s performed twice. The
same key can be used for both transformations (causing the
same transformation to be repeated), or different keys may be
used for each transformation (causing different transforma-
tions).

Data encrypted or decrypted by encipherer 102 1s pro-
cessed by at least one block cipher 104 and at least one double
irregular colummnar transposition cipher 106. The block
ciphers 104 may operate on plain text, and on outputs of the
double 1rregular columnar transposition ciphers 106, and the
double 1rregular columnar transposition ciphers 104 may
operate on outputs of the block ciphers 104.

As described above, a block cipher generally operates on
symbols 1n one block at a time, such that a block of ciphertext
output by the block cipher 1s dependent only on symbols in a
single mput block. For example, 1f 512 bytes of data are to be
encrypted by a block cipher that processes 8 byte blocks, sixty
four independent 8 byte output blocks may be produced.

By applying the double irregular columnar transposition
cipher to output blocks encrypted by the block cipher, data
within the output blocks may be scrambled between blocks,
thereby extending the cryptosystem. For example, a double
irregular columnar transposition cipher may operate on sixty
four 8 byte blocks that have been encrypted by a block cipher.
The sixty four 8 byte blocks represent 512 bytes of data that
may be mput 1into the double irregular columnar transposition
cipher and enciphered as a single 512 byte unit. Thus, infor-
mation in each of the 8 byte blocks may be scrambled
throughout the 512 bytes. Therefore, each byte of input may
aifect more than just 8 bytes of output (as would be the case
if using only the example block cipher). In the example, an 8
byte cryptosystem 1s effectively extended to a 512 byte cryp-
tosystem.

FIG. 1B 1llustrates an exemplary computing device 110, 1n
accordance with one embodiment of the present ivention.
The computing device 110 includes encipherer 102 con-
nected with a main memory 112 and a secondary memory
114. The main memory 112 may include volatile memory
(e.g., read-only memory (ROM), tlash memory, dynamic ran-
dom access memory (DRAM) such as synchronous DRAM
(SDRAM) or Rambus DRAM (RDRAM), etc.) or static

memory (e.g., flash memory, static random access memory
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(SRAM), etc.). The secondary memory 114 may include one
or more persistent data storage devices that may include, for
example static memory, hard drives, optical drives, tape
backup systems, etc. The secondary memory 114 may be
local to the computing device 110 (as 1llustrated), or external
to the computing device 110.

In one embodiment, keys 116 are stored 1n secondary
memory 114. In another embodiment, keys 116 are stored in
main memory 112. Keys 116 may be stored, for example, in
a protected region of main memory 112 or secondary memory
114 (memory accessible only to certain processes). In yet
another embodiment, keys 116 are stored externally to com-
puting device 110. Such externally stored keys 116 may be
stored, for example, 1n a USB dongle, firewire dongle, or
other external storage device. In embodiments that imple-
ment external keys, encrypted regions of the main memory
112 and secondary memory 114 may not be decrypted unless
the external storage device having keys 116 1s connected with
computing device 110.

Keys 116 1nclude at least a first key that dictates variables
to use when enciphering main memory 112 and secondary
memory 114 using a block cipher, and a second key that
dictates variables to use when enciphering main memory 112
and secondary memory 114 using a double irregular colum-
nar transposition cipher. Multiple keys may be used for both
a block cipher portion and a double irregular columnar trans-
position portion of an encryption procedure (e.g., where mul-
tiple 1iterations of encrypting occur). Moreover, different keys
may be used for encrypting different regions of main memory
112 and secondary memory 114. In one embodiment, keys
116 are encrypted such that a password must be given to
enable access to them. Alternatively, the keys may not be
encrypted.

In one embodiment, encipherer 102 1s a hardware compo-
nent of computing device 110. Alternatively, encipherer 102
may include software that 1s part of an operating system, an
application, or a combination thereof. Encipherer 102 may
also be a combination of software and hardware.

Encipherer 102 can encipher data in the main memory 112
and the secondary memory 114 to secure such data. When
enciphering data, new keys may be generated and stored, or
existing keys may be provided. In one embodiment, the enci-
pherer 102 1s configured to encrypt all of secondary memory
114 and main memory 112. In another embodiment, only
some of the main memory 112 and/or secondary memory 114
are encrypted (e.g., using filesystem-level encryption). In
both 1nstances, encrypted data may not be read or used until
encipherer 102 deciphers the enciphered data using the same
keys 116 used to encrypt the data.

FI1G. 1C illustrates an exemplary network architecture 120,
in which embodiments of the present invention may operate.
The network architecture 120 may include a first computing
device 122 connected to a second computing device 124 via a
network 126, which may be a public network (e.g., Internet)
or a private network (e.g., Ethernet or a local area Network
(LAN)).

First computing device 122 and second computing device
124 may be personal computers (PCs), servers, personal data
assistants (PDAs), cellular phones, etc. First computing
device 122 and/or second computing device 124 may be
connected with one or more additional computing devices
(not shown), and may provide data encryption services to the
additional computing devices. Thereby, 1t may not be neces-
sary for the additional computing devices to include an enci-
pherer.

Each of the first computing device 122 and the second
computing device 124 include an mput/output 130 and 132,
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6

an encipherer 128 and 134, data 136 and keys 138. In one
embodiment, the first encipherer 128 and second encipherer
134 are each examples of encipherer 102 of FIG. 1A. First
encipherer 128 enciphers data 136 using keys 138, which may
be 1nternal or external to first computing device 122. First
encipherer 128 forwards the encrypted data 136 to the first
input/output 130, which sends the encrypted data over the
network 126 to the second 1nput/output 132 of the second
computing device 124. Data may be sent between first input/
output 130 and second nput/output 132 using a network
application. Examples of network applications include those
that communicate using file transter protocol (itp), telnet,
email, 1nstant messaging, hyper text transier protocol
(HT'TP), etc. The second mput/output 132 passes on the data
to the second encipherer 134, which decrypts the data 136
using keys 138. To successiully decrypt data 136, second
encipherer 134 must have access to the same keys 138 that
were used to encrypt data 136.

FIG. 1D illustrates another exemplary network architec-
ture 140, 1n which embodiments of the present invention may
operate. The network architecture 140 may include a first
client 142, a first server 144, a second server 146 and a second
client 148. The first client 142, first server 144, second server
146 and second client 148 may be connected via a network
connection 176, which may be a connection via a public
network (e.g., Internet) or a private network (e.g., Ethernet or
a local area Network (LAN)).

First client 142 and second client 148 may each include an
input/output 150 and 168, a client encipherer 152 and 170,
data 156 and a client key 172. First client encipherer 152 of
first client 142 and second client encipherer 170 of second
client 148 may each include a block cipher 154.

First server 144 and second server 146 may each include an
input/output 144 and 146, a server encipherer 160 and 166
and a server key 174. First server encipherer 160 and second
server encipherer 166 may each include a double 1rregular
columnar transposition cipher 162.

The first client encipherer 152 may be configured to
encrypt data 156 using first block cipher 154 and client key
172 to generate a {irst cipher output. First input/output 150
may transmit the first cipher output to second input/output
158 of first server 144.

First server encipherer 160 may be configured to receive
the first cipher output from second 1nput/output 158, and to
encrypt the first cipher output using double irregular colum-
nar transposition cipher 162 and server key 174 to generate a
second cipher output. Second input/output 158 may transmit
the second cipher output to third input/output 164 of second
server 146. Third imnput/output 164 may forward the second
cipher output to second server encipherer 166, which may be
configured to use double irregular columnar transposition
cipher 162 and server key 174 to decrypt the second cipher
output and obtain first cipher output.

The first cipher output can be transmitted by third iput/
output 164 to fourth input/output 168 of second client 148.
Fourth mput/output 168 may then forward the first cipher
output to second client encipherer 170, which may be con-
figured to use block cipher 154 and client key 172 to decrypt
first cipher output, and thus reproduce data 156.

Neither the first server 144 nor the second server 146 need
to know clientkey 172, nor do first client 142 or second client
148 need to be aware of server key 174. Thereby, additional
encryption may be provided and removed at intermediate
points between clients to provide additional security without
moditying the clients. This may be beneficial, for example,
where first client 142 1s connected to first server 144 over a
secure channel (e.g., via a private network), and second client
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148 1s connected to second server 146 via a secure channel,
but where first server 144 and second server 146 are con-
nected via an unsecure channel. Therefore, weak encryption
may be suilicient for messages passed between first client 142
and first server 144 or second client 148 and second server 5
146, but 1t may be necessary to add additional encryption by
first server 144 before transmitting the message to second
server 146. The additional encryption may then be removed
by second server 146 before passing on the message to second
client 148. 10

FIG. 1E 1llustrates yet another exemplary network archi-
tecture 180, 1n which embodiments of the present invention
may operate. The network architecture 180 may include a first
client 182, a first server 183, a second server 185 and a second
client 186. The first client 182, first server 183, second server 15
185 and second client 186 may be connected via a network
connection 199, which may be a connection via a public
network (e.g., Internet) or a private network (e.g., Ethernet or
a local area Network (LAN)).

First client 182 and second client 186 may each include an 20
input/output 188 and 192, an encipherer 184 and 193, data
194 and client keys 196. First server 183 and second server
185 may each include an input/output 189 and 191, an enci-
pherer 187 and 190 and server keys 197.

In one embodiment, first encipherer 184, second enci- 25
pherer 187, third encipherer 190 and fourth encipherer 193
cach correspond to encipherer 102 of FIG. 1A. Therelore,
cach encipherer includes at least one block cipher and at least
one double 1rregular columnar transposition cipher, and 1s
configured to encrypt data using first the block cipher, and 30
then the double 1rregular columnar transposition cipher, and
to decrypt data using first the double irregular columnar trans-
position cipher, and then the block cipher.

First encipherer 184 of first client 182 may be configured to
encrypt data 194 using client keys 196 to generate a client 35
cipher output. First input/output 188 may transmait the client
cipher output to second input/output 189 of first server 183.
Second encipherer 187 of first server 183 may be configured
to recetve the client cipher output from second 1nput/output
189, and to encrypt the client cipher output using server keys 40
197 to generate a server cipher output. Second 1nput/output
189 may transmit the server cipher output to third mmput/
output 191 of second server 183. Third input/output 191 may
forward the server cipher output to third encipherer 190 of
second server 1835, which may be configured to decrypt the 45
server cipher output using server keys 197 to obtain client
cipher output. Client cipher output can be transmitted by third
input/output 191 to fourth input/output 192 of second client
186. Fourth input/output 192 may then forward the client
cipher output to fourth encipherer 193 of second client 186, 50
which may be configured to use client keys 196 to decrypt
client cipher output, and thus reproduce data 194.

FIG. 2A 1llustrates a data tlow 200 corresponding to one
embodiment of a data encryption process 200. In one embodi-
ment, the data 1s processed by encipherer 102 of FIG. 1A. 55

Referring to FIG. 2A, data 1n the form of plaintext 212 1s
input mnto first block cipher 202. First block cipher 202 uses
an encryption function to encrypt plaimntext 212 based on a
first key to generate first cipher output 215. First cipher output
215 1s mput into double irregular columnar transposition 60
cipher 206. Double irregular columnar transposition cipher
206 uses an encryption function to encrypt the first cipher
output 206 based on a second key to generate second cipher
output 218.

First block cipher 202 and double irregular columnar trans- 65
position cipher 206 together form a hybrid cipher 224. Plain-
text 212 1s mput into hybrid cipher 224 for encryption to

8

produce second cipher output 218. Such encryption by hybrid
cipher includes processing data by first block cipher 202 and
then by double 1rregular columnar transposition cipher 206.

Second cipher output 218 may be input into second block
cipher 209. In one embodiment, second block cipher 209 1s
the same as first block cipher 202, and encrypts the second
cipher output 218 using an encryption function that 1s an
inverse of the encryption function used by first block cipher
202 to generate first cipher output 215. Such an encryption
function, when used with the first key, may generate a third
cipher output 221 having an alphabet that 1s the same as an
alphabet of plaintext 212. In another embodiment, second
block cipher 209 may be the same as first block cipher 202,
but may encrypt the second cipher output 218 using a third
key to generate third cipher output 221. In yet another
embodiment, second block cipher 209 may be different from
first block cipher (e.g., a different type of block cipher), and
may encrypt the second cipher output 218 using a third key to
generate third cipher output 221.

FIG. 2B 1llustrates a data flow 230 corresponding to one
embodiment of a data decryption process. The data decryp-
tion process 1s an inverse ol the data encryption process
illustrated 1n FIG. 2A. In one embodiment, the data 1s pro-
cessed by encipherer 102 of FIG. 1A.

Data 1n the form of third cipher output 221 1s mput nto
second block cipher 209. Second block cipher 209 uses a
decryption function to decrypt the third cipher output 221, the
decryption function being an mverse ol the encryption func-
tion used to generate third cipher output 221. The key that was
employed to generate third cipher output (e.g., first key or
third key) 1s employed to perform the decryption. Thereby,
second block cipher 209 may recreate second cipher output
218.

Second cipher output 218 may be input into double irregu-
lar columnar transposition cipher 206 for decryption. Double
irregular columnar transposition cipher 206 may use a
decryption function to decrypt the second cipher output 218,
the decryption function being an inverse of the encryption
function used to generate second cipher output 218. The key
that was employed to generate second cipher output 218 1s
employed to perform the decryption. Thereby, double irregu-
lar columnar transposition cipher 206 may recreate first
cipher output 215.

First cipher output 215 1s input into first block cipher 202,
which may use a decryption function to decrypt first cipher
output 215, the decryption function being an mverse of the
encryption function used to generate first cipher output 215.
The key that was employed to generate first cipher output 215
1s employed to perform the decryption. Thereby, first block
cipher 202 may reproduce plaintext 212.

Double 1rregular columnar transposition cipher 206 and
first block cipher 202 together form a hybrid cipher 224. To
decrypt data using hybrid cipher 224, the encrypted data 1s
first decrypted by the double irregular columnar transposition
cipher 206, and then by the first block cipher 202, to reverse
encryption. Thereby, second cipher output 218 that 1s input
into hybrid cipher 224 1s output as plaintext 212.

FIG. 2C 1illustrates a data flow 250 corresponding to
another embodiment of a data encryption process. The data
encryption process shows data iput to, and output from,
multiple hybrid ciphers (e.g., first hybrid cipher 252, second
hybrid cipher 256, etc.) 1n a cascading manner (such that each
hybrid cipher takes as an input a cipher output generated by
the previous hybrid cipher). Each of the hybrid ciphers may
correspond to hybrid cipher 224 of FIG. 2A. Moreover, each
of the hybrid ciphers may be the same, and use the same keys
or different keys, or may be different and use different keys.
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For an example of different hybrid ciphers, first hybrid cipher
252 may include a first type of block cipher (e.g., DES), and
second hybrid cipher 256 may include a second type of block
cipher (e.g., IDEA). In one embodiment, each of the hybrnid
ciphers are components of encipherer 102 of FIG. 1A.

Referring to FIG. 2C, data in the form of plaintext 212 1s
input nto first hybrid cipher 252. In one embodiment, first
hybrid cipher 252 encrypts the plaintext 212 using two dis-
tinct keys to generate first cipher output 265. First cipher
output 263 1s input into second hybrid cipher 256 along with
two additional distinct keys, which outputs second cipher
output 268. Second cipher output 268 1s input 1nto a subse-
quent hybrid cipher along with two additional distinctkeys, to
produce a cipher output that i1s mput into another hybrd
cipher. This process continues, until an (n-1)th cipher output
1s 1mput into nth hybrid cipher 259 along with two more
distinct keys. The nth hybrid cipher 259 may be a third hybrnid
cipher, a tenth hybrid cipher, a hundredth hybnid cipher, etc.

The nth hybrid cipher 259 generates nth cipher output 275,
which 1s input into block cipher 262 along with a distinct key.
The block cipher 262 outputs an (n+1)th cipher output 278.
The (n+1)th cipher output 278 may have an alphabet that
matches an alphabet of plaintext 212, or a different alphabet.
In one embodiment, data encryption process 250 includes
enough hybrid ciphers to ensure that every byte in the (n+1 )th
cipher output 278 depends from every byte of plaintext 212.
For example, 1n the case of block ciphers that operate on 8
byte blocks, processing data with a first block cipher, adouble
irregular columnar transposition cipher, and a second block
cipher, respectively, enables each input byte to atfect 64 out-
put bytes. Therefore, 11 the data 1s 64 bytes long, then each
output byte may depend on each mput byte. On the other
hand, 11 the data 1s 128 bytes long, then each output byte
would not depend on each input byte. In another example, 1T
data 1s processed by a block cipher (BC), double 1rregular
columnar transposition cipher (DICT), BC, DICT, and BC,
respectively, and the BCs each operate on 8 byte blocks, then
cach mput byte could affect a maximum of 256 output bytes.
In yet another example, 11 block ciphers that operate on 16
byte blocks are used, processing data by a BC, a DICT, and
another BC, respectively, would generate cipher outputs
whose output bytes depend on 256 bytes of mnput data,
whereas processing data by a BC, a DICT, a BC, a DICT, and
a BC, respectively, would generate cipher outputs whose
output bytes depend on 4096 bytes of input data. Though each
of the preceding examples has been described using multiple
BCs that operate on the same block size, some or all of the
BCs may operate on different sized blocks.

FIG. 2D illustrates a data flow 280 corresponding to
another embodiment of a data decryption process. The data
decryption process 1s an inverse ol the data encryption pro-
cess 1llustrates 1n FIG. 2C. Each of the hybrid ciphers may
correspond to hybrid cipher 224 of FIG. 2B. Moreover, each
of the hybrid ciphers may be the same, and use the same keys
or different keys, or may be different and use different keys. In
one embodiment, each of the hybrid ciphers are components
of encipherer 102 of FIG. 1A.

Referring to FIG. 2D, encrypted data 1n the form of (n+1 )th
cipher output 278 1s input into block cipher 262. Block cipher
262 decrypts (n+1)th cipher output 278 employing the same
distinct key used by block cipher 278 to generate (n+1 )th
cipher output 278, thereby reproducing nth cipher output 275.
Nth cipher output 275 1s mput into nth hybrnid cipher 2359
along with the same two distinct keys used by nth hybnd
cipher 259 to generate nth cipher output 275, thereby recre-
ating (n-1)th cipher output 271. (N-1)th cipher output 271 1s
input mnto a subsequent hybrid cipher along with two addi-

5

10

15

20

25

30

35

40

45

50

55

60

65

10

tional distinct keys, to recreate another cipher output that 1s
input into another hybrid cipher. This process continues, until
second cipher output 268 is input into second hybrid cipher
256. Second hybrid cipher 256 decrypts second cipher output
268 employing the same distinct keys used to generate second
cipher output 268, thereby recreating first cipher output 265.
First cipher output 263 1s mput into first hybrid cipher 252.
First hybrid cipher 252 decrypts first cipher output 265
employing the same two distinct keys used by first hybrid
cipher 252 to generate first cipher output 265. Thereby, plain-
text 212 1s recreated.

FIG. 3A 1llustrates a flow diagram of one embodiment for
a method 300 of encrypting data. The method may be per-
formed by processing logic that may comprise hardware (e.g.,
circuitry, dedicated logic, programmable logic, microcode,
etc.), software (such as instructions run on a processing
device), or a combination thereof. In one embodiment,
method 300 1s performed by encipherer 102 of FIG. 1A.

Referring to FIG. 3A, method 300 begins with enciphering
data using a first block cipher to generate a first cipher output
(block 305). Atblock 310, the first cipher output is enciphered
using a double irregular columnar transposition cipher to
generate a second cipher output. At block 3135, the second
cipher output 1s enciphered using a second block cipher to
generate a third cipher output. Second block cipher may
match first block cipher, and may use a function for encryp-
tion that 1s an inverse to a function first block cipher uses to
encrypt data. Thereby, an alphabet of third cipher output may
match an alphabet of data.

FIG. 3B illustrates a flow diagram of one embodiment for
a method 350 of decrypting data. The method may be per-
formed by processing logic that may comprise hardware (e.g.,
circuitry, dedicated logic, programmable logic, microcode,
etc.), software (such as instructions run on a processing
device), or a combination thereof. In one embodiment,
method 350 1s performed by encipherer 102 of FIG. 1A.

Referring to FIG. 3B, method 350 begins with deciphering
a third cipher output using a second block cipher to recreate
second cipher output (block 355). At block 360, the second
cipher output 1s deciphered using a double 1irregular columnar
transposition cipher to recreate a first cipher output. At block
365, the first cipher output 1s deciphered using a first block
cipher to recreate data.

Each of the deciphering procedures performed by first
block cipher, double irregular columnar transposition cipher
and second block cipher uses a function that 1s an inverse of a
function used by these ciphers to encrypt data. To properly
decrypt a cipher output, a key that was employed to generate
the cipher output must be employed during decrypting.

FIG. 4 illustrates a diagrammatic representation of a
machine in the exemplary form of a computer system 400
within which a set of instructions, for causing the machine to
perform any one or more of the methodologies discussed
herein, may be executed. In alternative embodiments, the
machine may be connected (e.g., networked) to other
machines 1n a LAN, an intranet, an extranet, or the Internet.
The machine may operate 1n the capacity of a server or a client
machine 1n client-server network environment, or as a peer
machine 1n a peer-to-peer (or distributed) network environ-
ment. The machine may be a personal computer (PC), a tablet
PC, a set-top box (STB), a Personal Digital Assistant (PDA),
a cellular telephone, a web appliance, a server, a network
router, switch or bridge, or any machine capable of executing
a set of mstructions (sequential or otherwise) that specily
actions to be taken by that machine. Further, while only a
single machine is 1llustrated, the term “machine” shall also be
taken to include any collection of machines that individually
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or jointly execute a set (or multiple sets) of instructions to
perform any one or more of the methodologies discussed
herein.

The exemplary computer system 400 includes a processing,
device (processor) 402, a main memory 404 (e.g., read-only

memory (ROM), flash memory, dynamic random access
memory (DRAM) such as synchronous DRAM (SDRAM) or

Rambus DRAM (RDRAM), etc.), a static memory 406 (e.g.,
flash memory, static random access memory (SRAM), etc.),
and a data storage device 418, which communicate with each
other via a bus 430.

Processor 402 represents one or more general-purpose pro-
cessing devices such as a microprocessor, central processing
unit, or the like. More particularly, the processor 402 may be
a complex nstruction set computing (CISC) microprocessor,
reduced instruction set computing (RISC) microprocessor,
very long mstruction word (VLIW) microprocessor, or a pro-
cessor 1mplementing other instruction sets or processors
implementing a combination of 1nstruction sets. The proces-
sor 402 may also be one or more special-purpose processing
devices such as an application specific integrated circuit
(ASIC), a field programmable gate array (FPGA), a digital
signal processor (DSP), network processor, or the like. The
processor 402 1s configured to execute the processing logic
426 for performing the operations and steps discussed herein.

The computer system 400 may further include a network
interface device 408. The computer system 400 also may
include a video display unit 410 (e.g., a liquid crystal display
(LCD) or a cathode ray tube (CRT)), an alphanumeric input
device 412 (e.g., a keyboard), a cursor control device 414
(e.g., a mouse), and a signal generation device 416 (e.g., a
speaker).

The data storage device 418 may include a machine-acces-
sible storage medium 431 on which is stored one or more sets
of instructions (e.g., software 422) embodying any one or
more of the methodologies or functions described herein. The
soltware 422 may also reside, completely or at least partially,
within the main memory 404 and/or within the processor 402
during execution thereof by the computer system 400, the
main memory 404 and the processor 402 also constituting,
machine-accessible storage media. The software 422 may
turther be transmitted or recerved over a network 420 via the
network interface device 408.

The machine-accessible storage medium 431 may also be
used to store data structure sets that define user identifying
states and user preferences that define user profiles. Data
structure sets and user profiles may also be stored 1n other
sections ol computer system 400, such as static memory 406.

While the machine-accessible storage medium 431 1s
shown 1n an exemplary embodiment to be a single medium,
the term “machine-accessible storage medium” should be
taken to mclude a single medium or multiple media (e.g., a
centralized or distributed database, and/or associated caches
and servers) that store the one or more sets of 1nstructions.
The term “machine-accessible storage medium’™ shall also be
taken to include any medium that 1s capable of storing, encod-
ing or carrying a set of instructions for execution by the
machine and that cause the machine to perform any one or
more of the methodologies of the present invention. The term
“machine-accessible storage medium” shall accordingly be
taken to include, but not be limited to, solid-state memories,
optical and magnetic media, and carrier wave signals.

It 1s to be understood that the above description 1s intended
to be illustrative, and not restrictive. Many other embodi-
ments will be apparent to those of skill in the art upon reading,
and understanding the above description. The scope of the
invention should, therefore, be determined with reference to
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the appended claims, along with the full scope of equivalents
to which such claims are entitled.

What 1s claimed 1s:

1. A method of securing data, comprising:

encrypting data using a first block cipher to generate a first
cipher output, wherein the first block cipher receives an
input block of size M bits and produces an output block
of size N bits and wherein the first block cipher has an
input alphabet of X number of symbols and an output
alphabet o Y number of symbols;

encrypting the first cipher output using a first double
irregular columnar transposition cipher to generate a

second cipher output; and

encrypting the second cipher output using a second block

cipher to generate a third cipher output.

2. The method of claim 1, wherein the second block cipher
matches the first block cipher and uses a function that 1s an
inverse to a function that the first block cipher uses to encrypt
data.

3. The method of claim 1, further comprising:

encrypting the third cipher output using a subsequent

double irregular columnar transposition cipher and a
subsequent block cipher, respectively, 1n a cascading
manner to generate a subsequent cipher output.

4. The method of claim 3, further comprising;

repeating, in a cascading manner, encryption of the subse-

quent cipher output using the subsequent double irregu-
lar columnar transposition cipher and the subsequent
block cipher, respectively, to generate a final cipher out-
put having a plurality of output bytes, wherein each of
the plurality of output bytes depends from every byte of

a plurality of input bytes included 1n the data.

5. The method of claim 1, wherein the data 1s encrypted by
a first computing device, and the first cipher output and sec-
ond cipher output are encrypted by a second computing
device.

6. The method of claim 3, further comprising:

decrypting the third cipher output using the second block

cipher to recreate the second cipher output by a third
computing device;

decrypting the second cipher output using the first double

irregular columnar transposition cipher to recreate the

first cipher output by the third computing device; and
decrypting the first cipher output using the first block

cipher to recreate the data by a fourth computing device.

7. The method of claim 1, wherein the 1input alphabet for
the first block cipher 1s the same as an output alphabet for the
second block cipher.

8. The method of claim 1, further comprising:

encrypting the third cipher output using one of the first

double irregular columnar transposition cipher and a
second double 1rregular columnar transposition cipher
to generate a fourth cipher output; and

encrypting the fourth cipher output using at least one of the

first block cipher, the second block cipher, and a third
block cipher to generate a fitth cipher output.

9. A non-transitory machine-accessible medium including
instructions that, when executed by a machine, cause the
machine to perform a method of securing data, comprising:

encrypting data using a first block cipher to generate a first

cipher output, wherein the first block cipher receives an
input block of size M bits and produces an output block
of s1ze N bits and wherein the first block cipher has an
input alphabet of X number of symbols and an output
alphabet o1 Y number of symbols;
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encrypting the first cipher output using a first double
irregular columnar transposition cipher to generate a
second cipher output; and

encrypting the second cipher output using a second block
cipher to generate a third cipher output. d

10. The non-transitory machine-accessible medium of
claim 9, wherein the second block cipher matches the first
block cipher and uses a function that 1s an 1nverse to a function
that the first block cipher uses to encrypt data.

11. The non-transitory machine-accessible medium of
claim 9, the method further comprising:

encrypting the third cipher output using a subsequent
double wrregular columnar transposition cipher and a
subsequent block cipher, respectively, 1n a cascading
manner to generate a subsequent cipher output.

12. The non-transitory machine-accessible medium of

claim 11, the method further comprising:

repeating, 1n a cascading manner, encryption of the subse-
quent cipher output using the subsequent double 1rregu-
lar columnar transposition cipher and the subsequent
block cipher, respectively, to generate a final cipher out-
put having a plurality of output bytes, wherein each of
the plurality of output bytes depends from every byte of
a plurality of input bytes included 1n the data.

13. The non-transitory machine-accessible medium of
claim 9, wherein the data 1s encrypted by a first computing
device, and the first cipher output and second cipher output
are encrypted by a second computing device.

14. The non-transitory machine-accessible medium of
claim 13, the method further comprising:

decrypting the third cipher output using the second block
cipher to recreate the second cipher output by a third
computing device;

decrypting the second cipher output using the first double
irregular columnar transposition cipher to recreate the
first cipher output by the third computing device; and

decrypting the first cipher output using the first block
cipher to recreate the data by a fourth computing device.

15. The non-transitory machine-accessible medium of
claim 9, wherein the input alphabet for the first block cipher
1s the same as an output alphabet for the second block cipher.

16. An encryption system, comprising;:

a first computing device having a first memory to store
instructions for a first block cipher and a first processing
device to execute the instructions, wherein the 1nstruc-
tions for the first block cipher cause the processing
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device to encrypt data to generate a first cipher output,
wherein the first block cipher receives an input block of
s1ize M bits and produces an output block of size N bits
and wherein the first block cipher has an input alphabet
of X number of symbols and an output alphabet of Y
number of symbols;

at least one of the first computing device or a second

computing device, having a second memory and a sec-
ond processing device, to store and execute istructions
for a first double 1irregular colummar transposition
cipher, wherein the instructions for the first double
irregular columnar transposition cipher cause an execut-
ing processing device to encrypt the first cipher output to
generate a second cipher output; and

at least one of the first computing device or the second

computing device to store and execute mstructions for a
second block cipher, wherein the instructions for the
second block cipher cause an executing processing
device to encrypt the second cipher output to generate a
third cipher output.

17. The encryption system of claim 16, wherein the second
block cipher matches the first block cipher and uses a function
that 1s an 1nverse to a function that the first block cipher uses
to encrypt data.

18. The encryption system of claim 16, further comprising;:

at least one of the first computing device or the second

computing device to store and execute mstructions for a
subsequent double irregular columnar transposition
cipher and a subsequent block cipher, wherein the
instructions for the subsequent double irregular colum-
nar transposition cipher and the subsequent block cause
an executing processing device to encrypt the third
cipher output, respectively, in a cascading manner to
generate a subsequent cipher output.

19. The encryption system of claim 18, wherein the subse-
quent double irregular columnar transposition cipher and the
subsequent block cipher to repeatedly, respectively, and 1n a
cascading manner, encrypt the subsequent cipher output to
generate a final cipher output having a plurality of output
bytes, wherein each of the plurality of output bytes depends
from every byte of a plurality of input bytes included 1n the
data.

20. The encryption system of claim 16, wherein the input
alphabet for the first block cipher 1s the same as an output
alphabet for the second block cipher.
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