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(57) ABSTRACT

A system and method for storing encrypted electronic data
using a transmission Control Protocol (TCP), requires leav-
ing both the header and the first 48 bytes ol the “0” data packet
in the data area of the TCP format in clear text. Consequently,
the data can be routed to a main address (storage facility), and
then to a sub-address (storage device) for storage. A single
compression/encryption operation can be accomplished,

betore storage, at the host (server), the network switch, or the
final storage device.

9 Claims, 1 Drawing Sheet
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SYSTEM FOR STORING ENCRYPTED DATA
BY SUB-ADDRESS

FIELD OF THE INVENTION

The present invention pertains generally to systems and
methods for storing encrypted electronic data. More particu-
larly, the present invention pertains to systems and methods
for transierring electronic data through a sequence of
addresses for final storage. The present invention 1s particu-
larly, but not exclusively, usetful as a system and method for
transierring electronic data wherein all sequential addresses
remain in clear text.

BACKGROUND OF THE INVENTION

Computer systems typically have a limited, finite storage
capacity on the site where they are installed and used. Invari-
ably, with time, the system gets over-loaded and this capacity
becomes operationally insuflicient. Nevertheless, it often
happens that the electronic data generated by a computer
system has archival value and cannot be casually discarded.
Moreover, for security reasons, or for compliance with good
business practices, 1t may be desirable to remove such elec-
tronic data from a host server at an operating location, and
place it into secure storage. In such cases it 1s often preferable
to place the data into long term, non-temporary storage at an
off-site storage facility. If so, 1t 1s important the electronic
data be moved directly from the user site to a storage device
at the storage facility, quickly and conveniently. A well-
known Transmission Control Protocol (TCP) i1s typically
used for this purpose.

In accordance with TCP, a stream of electronic data (1.e. a
data file) that 1s to be transierred into storage from a host
server 1s broken down 1nto an “x+1”” number of data packets.
These data packets are then numbered from “0” to “x” and, 1n
toto, mclude 32 K bytes of data. Collectively, these data
packets are referred to as the “data area.” TCP, however, also
requires the use of a “header.” In use, this header precedes the
first data packet, and includes the address of the storage
tacility where the data 1s to be sent. TCP, however, provides
for only two addresses 1n the header. These are: 1) the source
address, and 2) the destination address. Also, whenever 1t 1s
desirable to encrypt the electronic data for storage, as 1s most
often the case, the header must remain 1n clear text. It cannot
be encrypted. This 1s so 1n order to reveal the destination
address of the encrypted electronic data (data file) in the
header, as it 1s being transferred mnto storage.

It happens that most data storage facilities will serve sev-
eral customers, and will thus have several different storage
devices. Indeed, such facilities may even dedicate specific
storage devices to particular customers. In such cases, when a
data file arrives at a storage facility, additional routing to a
particular storage device 1s required. As indicated above, the
header of a TCP transmission does not provide for routing
beyond the main address (1.e. destination address) of the
storage facility. In order to handle this situation, 1t has been
the practice to place the sub-address of a particular storage
device 1n the first 48 bytes of the “0” data packet 1n the data
area of the TCP protocol. Typically, this 1s done using the
so-called ISCSI protocol. Thus, when an encrypted data area
has arrived at a storage facility, the “0” data packet 1n the data
area has required decryption 1n order to determine the final
destination of the storage device where the data 1s to be stored.

In light of the above, 1t 1s an object of the present invention
to provide a method and system for transferring encrypted
electronic data from a host server, via the main address of a
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storage facility, to a final sub-address of a storage device,
wherein the sub-address of the storage device 1n the data area
of a TCP protocol remains 1n clear text. Another object of the
present invention 1s to provide a method and system for trans-
ferring encrypted electronic data wherein the encryption/de-
cryption functions are minimized. Still another object of the

present ivention 1s to provide a method and system for trans-
terring encrypted electronic data that is easy to use, simple to

implement and comparatively cost effective.

SUMMARY OF THE INVENTION

In accordance with the present mvention, a system and
method for storing an encrypted data file at a specific storage
device 1n a particular storage facility 1s provided. For the
present invention, this requires transierring the data file to a
main address (storage facility), and then routing the data file
to a sub-address (storage device) for storage. Importantly, this
1s done while avoiding encryption of both the main address of
the storage facility, and the sub-address of the storage device.

According to a standard Transmission Control Protocol
(TCP), an electronic data file 1s formatted to have a header
that 1s followed by a data area. Typically, when the data file
needs to be encrypted, only the data area 1s encrypted. The
header, which includes routing instructions to the main
address of the storage facility, 1s not encrypted and remains 1n
clear text. On the other hand, the sub-address of the final
storage device 1s placed 1n the encrypted data area. Impor-
tantly, the sub-address of a final storage device 1s typically
found 1n a 48 byte ISCSI that 1s at the beginning of the “0”
data packet 1n the data area of the TCP format.

In operation, a data file that 1s to be placed 1n storage 1s
compressed/encrypted 1n any manner well known 1n the per-
tinent art, such as by the use of a commercially available chip
that 1s manufactured by HIFN. This can be done either at the
host (server), the network switch, or the final storage device.

In accordance with normal procedures, the TCP header of
the file 1s not encrypted. For the present invention, the 48
bytes of the ISCSI, which are at the start of the first data
packet and which include the sub-address of the final storage
device, are also not encrypted. Instead, both the main address
(storage facility) and the sub-address (storage device) remain
in clear text and are always available for use 1n transferring a
data file to 1ts intended destination. Importantly, for this trans-
fer, only one compress/encrypt operation 1s required belore
the data file 1s placed 1n storage. Similarly, only one decrypt/
decompress operation 1s required when the data file 1s recov-
ered from storage.

BRIEF DESCRIPTION OF THE DRAWINGS

The novel features of this invention, as well as the invention
itselt, both as to its structure and its operation, will be best
understood from the accompanying drawings, taken 1n con-
junction with the accompanying description, in which similar
reference characters refer to similar parts, and 1n which:

FIG. 1 1s a schematic drawing of an electronic data file for
use with the present invention; and

FIG. 2 1s a schematic drawing of a data transmission rout-
ing system used by the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Referring initially to FIG. 1, an electronic data file 1n accor-
dance with the present invention 1s shown and 1s generally
designated 10. In accordance with a standard Transmission
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Control Protocol (TCP), the data file 10 includes a plurality of
data packets 16 and, as shown, each data packet 16 has its own
header 12. For 1identification purposes, the data packets 16 are
sequentially numbered from “0” to “x”. Collectively, a por-
tion of the first data packet 16, and all of the subsequent data
packets 16, through 16,_constitute a 32 K data arca 14. As also
shown 1n FIG. 1, the “0” data packet 16, has a “48 byte”

portion 18 that immediately follows 1ts header 12,,.

In FIG. 2, a system, generally designated 20, 1s shown
wherein a user 22 has control over a back-up server 24. As
envisioned by the present invention, electronic data files 10
that are generated routinely or periodically by the user 22,
will be temporarily held on the back-up server 24. Eventually,
however, the data file 10 will need to be securely stored at a
long-term, non-temporary storage facility 26. To do this, the
back-up server 24 1s somehow connected to a storage facility
26 via a connection 28. Importantly, to ensure this commu-
nication connection 1s effective, the storage facility 26 wall
have a specific main address of a type and format well known
in the pertinent art. Importantly, the data file 10 needs to be
sent to this main address.

Still referring to F1G. 2, 1t will be seen that different storage
devices 30 will be associated with the storage facility 26. By
way of example, the storage devices 30a, 306 and 30c¢ are
shown 1n FIG. 2 and are each respectively connected to the
storage facility 26 via lines 32a, 326 and 32¢. For purposes of
the present invention each storage device 30 may be of any
type well known 1n the pertinent art, such as a library, a disk,
a tape or a DVD. In any event, each storage device 30 will
have a specific sub-address. For example, consider the stor-
age device 30qa. It the storage device 30a 1s to be used, the user
22 will need to first send the appropnate data file 10 from the
back-up server 24 via connection 28 to the main address of the
storage facility 26. From there, the data file 10 will then be
sent via line 324 to the sub-address of the storage device 30a.

As indicated above, it 1s typical, and most likely desirable,
for the data file 10 to be compressed and encrypted for 1ts
storage on a storage device 30. For the present invention, this
1s done by a device 34 1n a manner well known 1n the pertinent
art, such as by the use of a commercially available chip
manufactured by HIFN. Further, as indicated by the dashed
lines 36, 36' and 36" in FIG. 2 the compression/encryption of
the data file 10 can be selectively accomplished either at the
server 24, at the storage facility 26 (network switch), or at a
storage device 30a,b,c.

In operation, the data file 10 1s prepared. Specifically, the
main address of the storage facility 26 1s placed 1n the header
12, as required by TCP. The sub-address of the particular
storage device 30 where the data file 10 1s to be stored 1s
placed 1n the portion 18 of the “0” data packet 16,. Exclusive
of the portion 18 of the “0” data packet 16, the data area 14
of the data file 10 1s then compressed and encrypted by the
device 34. As disclosed above, this compression/encryption
can be done either at the server 24, at the storage facility 26
(network switch), or at a storage device 30a, b or ¢. Only one
compression/encryption function is required, and conversely,
when the data file 10 1s to be retrieved and removed from the
storage device 30, only one decryption/decompression func-
tion will be required. An important aspect of the present
invention 1s that, regardless where the data file 10 1s moved,
the main address of the storage facility 26 in the header 12,
and the sub-address of the storage device 30 1n the portion 18
of the data area 14, are never encrypted and always remain 1n
clear text.

While the particular System for Storing Encrypted Data by
Sub-Address as herein shown and disclosed 1n detail 1s fully
capable of obtaining the objects and providing the advantages
herein before stated, 1t 1s to be understood that it 1s merely
illustrative of the presently preferred embodiments of the
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invention and that no limitations are intended to the details of
construction or design herein shown other than as described
in the appended claims.
What 1s claimed 1s:
1. A method for transferring encrypted electronic data from
a host server, via a main address of a storage facility, to a final
sub-address of a storage device, the method comprising the
steps of:
identifying a header portion and a data area for the elec-
tronic data being transierred, wherein the header portion
includes the main address of the storage facility;

dividing the data area into a first part and a second part,
wherein the sub-address of the storage device is in the
first part;

encrypting the second part of the data area;

transierring the electronic data, via the main address, to the

sub-address of the storage device;
wherein the header portion and data area are established 1n
accordance with a Transmission Control Protocol
(ICP);

wherein the data area mcludes an “x+1” number of data
packets, sequentially numbered from “0” through “x”,
and wherein the first part of the data area 1s 1n the “0”
data packet; and

wherein the first part of the data area 1s structured 1n accor-

dance with ISCSI protocol and comprises the first 48
bytes of the “0” data packet.

2. A method as recited 1n claim 1 wherein the header and
the first part of the data area are transierred to the storage
facility, and to the storage device 1n clear text.

3. A method as recited 1n claim 1 wherein the encrypting
step 1s accomplished at the storage facility.

4. A method as recited 1n claim 1 wherein the encrypting,
step 1s accomplished at the storage device.

5. A method for storing electronic data to a storage device,
wherein the electronic data 1s formatted in accordance with a
Transmission Control Protocol (TCP) and has a header with a
main address and a data area, the method comprising the steps
of:

dividing the data area into a first part and a second part,

wherein the sub-address of the storage device i1s in the
first part;

encrypting the second part of the data area;

transferring the electronic data to a main address of a

storage facility;

routing the electronic data from the main address of the

storage facility to a sub-address of the storage device for
storage;

wherein the data area mcludes an “x+1” number of data

packets, sequentially numbered from “0” through “x”,
and wherein the first part of the data area 1s 1n the “0”
data packet; and

wherein the first part of the data area 1s structured 1n accor-

dance with ISCSI protocol and comprises the first 48
bytes of the “0” data packet.

6. A method as recited 1n claim 5 wherein the encrypting
step 1s accomplished after the transferring step.

7. A method as recited 1n claim 5 wherein the header and
the first part of the data area are transferred to the storage
facility, and to the storage device 1n clear text.

8. A method as recited 1n claim 5 wherein the encrypting,
step 1s accomplished at the storage facility.

9. A method as recited in claim 5 wherein the encrypting
step 1s accomplished at the storage device.
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