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SECURITY SYSTEM WITH STAGING
CAPABILITIES

CROSS-REFERENCE TO RELATED
APPLICATION

This application 1s related to: (1) U.S. patent application
Ser. No. 10/075,194, filed Feb. 12, 2002, and entitled “SY S-
TEM AND METHOD FOR PROVIDING MULTI-LOCA-
TION ACCESS MANAGEMENT TO SECURED ITEMS,”
which 1s hereby incorporated by reference for all purposes;
(11) U.S. application Ser. No. 10/186,203, filed Jun. 26, 2002,
and entitled “METHOD AND SYSTEM FOR IMPLE-
MENTING CHANGES TO SECURITY POLICIES IN A
DISTRIBUTED SECURITY SYSTEM,” which 1s hereby
incorporated by retference for all purposes; and (111) U.S.
application Ser. No. 10/206,737, filed Jul. 26, 2002, and
entitled “METHOD AND SYSTEM FOR UPDATING
KEYS IN A DISTRIBUTED SECURITY SYSTEM.,” which

1s hereby incorporated by reference for all purposes.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present 1invention relates to security systems for data
and, more particularly, to security systems that protect data in
an inter/intra enterprise environment.

2. Description of Related Art

As organizations become more dependent on networks for
business transactions, data sharing and everyday communi-
cations, their networks have to be increasingly accessible to
customers, employees, suppliers, partners, contractors and
telecommuters. Unfortunately, as the accessibility increases,
so does the exposure of critical data that 1s stored on the
network. Hackers can threaten all kinds of valuable corporate
information resources including intellectual property (e.g.,
trade secrets, software code and competitive data), sensitive
employee information (e.g., payroll figures and HR records),
and classified information (e.g., passwords, databases, cus-
tomer records, product information and financial data).

In protecting the proprietary information traveling across
networks, one or more cryptographic techniques are often
used to secure a private communication session between two
communicating computers on the network. Cryptographic
techniques provide a way to transmit information across an
unsecure communication channel without disclosing the con-
tents of the information to anyone who may be eavesdropping
on the communication channel. An encryption process 1s a
cryptographic technique whereby one party can protect the
contents of data in transit from access by an unauthorized
third party, yet the intended party can read the data using a
corresponding decryption process.

Many organizations have deployed firewalls, Virtual Pri-
vate Networks (VPNs) and Intrusion Detection Systems
(IDS) to provide protection. Unfortunately, these various
security means have been proven insuificient to reliably pro-
tect proprietary information residing on internal networks.

Even when security systems are available to protect elec-
tronic data, such systems need to be able to implement
changes to the system as passwords, restrictions or criteria
change. However, when using conventional approaches to
implement changes to security systems, the impact or effec-
tiveness ol these changes to the security systems are often
unknown or difficult to predict. The danger in making
changes when the impact 1s unknown 1s that the changes can
unexpectedly result 1n unintended consequences or system
failure, resulting 1n scenarios in which authorized users are no
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longer able to access electronic data they should be able to
access, and/or unauthorized users are incorrectly able to
access electronic data they should not be able to access.
Further, 1t would be difficult to return the security system to 1ts
state prior to the changes.

Thus, there 1s a need for improved ways to 1implement
changes to a security system.

SUMMARY OF THE INVENTION

The present mvention relates to an improved system and
method for providing a security system with the capability to
stage a modification to its operation before actually modify-
ing normal operation of the security system. If the staging of
the modification to the security system 1s deemed successiul,
the modification can be fully deployed with reduced risk of
unexpected security lapses or other detrimental conse-
quences.

The present invention may be used 1n many types of secu-
rity systems. These security systems operate to secure elec-
tronic data, such as files (e.g., files pertaining to documents).
The1nvention can be implemented 1n numerous ways, includ-
ing as a method, system, device, and computer readable
medium. Several embodiments of the invention are discussed
below.

As a method for altering access information of a security
system, one embodiment of the invention includes at least the
acts of: forming stage access information for staging with
respect to the security system, the stage access information
being based on active access information 1n use by the secu-
rity system; altering the stage access imnformation to modify
the behavior of the security system while staging; testing the
behavior of the security system while staging by operating in
accordance with the altered stage access information; and
therealter deploying the altered stage access information so
as to replace the active access mnformation.

As a method for facilitating staging of alterations to access
limitations of a security system, one embodiment of the
invention includes at least the acts of: receiving a login
request to a staging server {from a user; determining whether
the user 1s authorized to utilize the staging server; denying the
login request when the user 1s not authorized to utilize the
staging server; initializing the staging server with initial stage
access limitations derived from active access limitations;
modifying the initial stage access limitations to provide a
staged environment; verifying operation of the security sys-
tem 1n the staged environment while utilizing the modified
stage access limitations; and deploying the staged environ-
ment as an active environment of the security system.

As a security system for restricting access to secured elec-
tronic documents associated with an entity, one embodiment
of the mvention includes at least: an active server that pro-
vides an active environment that enforces security on the
secured electronic documents 1n accordance with organiza-
tional information of the entity and active document access
information; a staging server that provides a staging environ-
ment to test security imposed on the secured electronic docu-
ments 1 accordance with the organizational information of
the entity and stage document access information; and a data-
base including at least the organizational information of the
entity for use by both the active server and the staging server,
the active document access information for use by the active
server, and the stage document access information for use by
the staging server.

As a computer readable medium including at least com-
puter program code for altering access information of a secu-
rity system, one embodiment of the invention includes at
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least: computer program code for forming stage access infor-
mation for staging with respect to the security system, the
stage access information being based on active access infor-
mation 1n use by the security system; computer program code
for altering the stage access information to modily the behav-
1ior of the security system while staging; and computer pro-
gram code for thereafter deploying the altered stage access
information so as to replace the active access information.

As a computer readable medium including at least com-
puter program code for facilitating staging of alterations to
access limitations of a security system, one embodiment of
the mvention includes at least: computer program code for
receiving a login request to a staging server from a user;
computer program code for determining whether the user 1s
authorized to utilize the staging server; computer program
code for denying the login request when the user 1s not autho-
rized to utilize the staging server; computer program code for
initializing the staging server with 1nitial stage access limita-
tions dertved from active access limitations; computer pro-
gram code for modilying the initial stage access limitations to
provide a staged environment; computer program code for
verilying operation of the security system 1n the staged envi-
ronment while utilizing the modified stage access limitations;
and computer program code for deploying the staged envi-
ronment as an active environment of the security system.

As a computer readable medium including at least com-
puter program code for altering access mnformation of a secu-
rity system, the security system operates to restrict access to
secured electronic data based on the access information, one
embodiment of the invention includes at least: computer pro-
gram code for obtaining stage access information for staging
with respect to the security system; and computer program
code for deploying the stage access information to be used as
the access information for normal operational use ofthe secu-
rity system in restricting access to the secured electronic data.

Other objects, features, and advantages of the present
invention will become apparent upon examining the follow-
ing detailed description of an embodiment thereof, taken 1n
conjunction with the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The present mvention will be readily understood by the
tollowing detailed description in conjunction with the accom-

panying drawings, wherein like reference numerals designate
like structural elements, and 1n which:

FIG. 1 1s a security system according to one embodiment of
the 1nvention.

FIGS. 2A-2C are block diagrams of security information
stored within a security system database according to several
embodiments of the invention.

FIG. 3 1s a flow diagram of staging and deploying process-
ing according to one embodiment of the invention.

FIGS. 4A and 4B are flow diagrams of staging and deploy-
ing processing according to another embodiment of the
invention.

FIGS. SA-5E illustrate a series of different versions of a
rules table according to one embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention relates to an improved system and
method for providing a security system with the capability to
stage a modification to its operation before actually modify-
ing normal operation of the security system. If the staging of
the modification to the security system 1s deemed successiul,
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the modification can be fully deployed with reduced risk of
unexpected security lapses or other detrimental conse-
quences.

The present invention may be used in many types of data
systems, including security systems. These security systems
operate to secure electronic data, such as files (e.g., files
containing documents). To facilitate the description of the
present mnvention, unless specifically stated, a security system
or a file security system are interchangeably used herein. A
file security system (or document security system) serves to
limit access to files (documents) only to authorized users.
Often, an organization, such as a company, would use a file
security system to limit access to its files (documents). For
example, users of a group might be able to access files (docu-
ments) pertaining to the group, whereas other users not within
the group would not be able to access such files (documents).
Such access, when permitted, would allow a user of the group
to retrieve a copy of a file (document) pertaining to the group
via a data network.

Secured files are files that require one or more keys, pass-
words, access privileges, etc. to gain access to their content. In
one embodiment, the security 1s provided through encryption
and access rules. Access data (such as keys and access privi-
leges) can be stored 1n one or more data stores of a server, and
distributed by the server to certain users (e.g., users who
belong to appropriate groups). The files, for example, can
pertain to documents, multimedia files, data, executable code,
images and text. In general, a secured file can only be
accessed by authenticated users with appropriate access
rights or privileges. In one embodiment, each secured file 1s
provided with a header portion and a data portion, where the
header portion contains or points to security information. The
header portion may contain security constraints that are to be
processed 1n conjunction with the access data distributed by
the server. The security information 1s used to determine
whether access to associated data portions of secured files 1s
permitted.

As used herein, a user may mean a human user, a software
agent, a group ol users, a member of a group of users, adevice
and/or application. Beside a human user who needs to access
a secured document, a software application or agent some-
times needs to access secured files 1 order to proceed.
Accordingly, unless specifically stated, the “user” as used
herein does not necessarily pertain to a human being.

In the following description, numerous specific details are
set forth 1n order to provide a thorough understanding of the
present invention. However, 1t will become obvious to those
skilled 1n the art that the mnvention may be practiced without
these specific details. The description and representation
herein are the common meanings used by those experienced
or skilled 1n the art to most effectively convey the substance of
their work to others skilled in the art. In other instances,
well-known methods, procedures, components, and circuitry
have not been described in detail to avoid unnecessarily
obscuring aspects of the present invention.

Reference herein to “one embodiment” or “an embodi-
ment” means that a particular feature, structure, or character-
istic described in connection with the embodiment can be
included in at least one embodiment of the ivention. The
appearances of the phrase “in one embodiment” in various
places 1n the specification are not necessarily all referring to
the same embodiment, nor are separate or alternative embodi-
ments mutually exclusive of other embodiments. Further, the
order of blocks 1n process tlowcharts or diagrams represent-
ing one or more embodiments of the mvention do not inher-
ently indicate any particular order nor imply any limitations
in the invention.
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Embodiments of the present invention are discussed herein
with reference to FIGS. 1-5E. However, those skilled 1n the
art will readily appreciate that the detailed description given
herein with respect to these figures 1s for explanatory pur-
poses as the mvention extends beyond these limited embodi-
ments.

FIG. 1 1s a security system 100 according to one embodi-
ment of the mvention. The security system 100 supports an
active environment and a staging environment. The active
environment 1s the normal operating environment for the
security system 100. The staging environment 1s a logically
separate environment that can be used to test or stage the
impact of changes to the security system before actually
implementing such changes in the active environment.

The secunity system 100 includes an active server 102 and
a security system database 104. Together the active server 102
and the security system database 104 provide the core of the
security system 100. The active server 102 operates to restrict
access to secured files (e.g., documents) such that only autho-
rized users are able to gain access. In doing so, the active
server 102 performs processing to authenticate users and,
possibly 1n conjunction with client software, verily their
privileges and/or rights with respect to secured files. In man-
aging the security of the secured files, the active server 102
interacts with the security system database 104 that stores
security 1nformation. The security information governs
whether, where and/or when users or groups of users are able
to gain access to the secured files.

The security system 100 allows users 106, 108 and 110 to
gain access to secured files via the active server 102. The
secured files can be stored 1n a variety of different locations,
such as ata user’s computing device, the active server 102, the
security system database 104, or some other storage area
accessible by the active server 102. When one of the users
106, 108 and 110 attempts to access a secured {file (after
having successiully logged into the active server 102), the
active server 102 evaluates whether the requesting user sat-
isfies the policies and rules associated with accessing the
secured file as are 1dentified within the security system data-
base 104.

In addition, the security system 100 1s configured to permit
staging such that changes to the security information utilized
by the security system can be tested to veniiy integrity of the
security system with such changes prior to being fully
deployed. In this regard, the staging environment allows a
system admimstrator (e.g., user 110) to interact with a stage
server 112 to alter the security information stored within the
security system database 104 for the purposes of providing a
staging environment. However, the presence or use of the
staging environment does not invalidate, alter, or make 1nac-
cessible, the active security environment. If the system
administrator 1s satisfied with the security provided by the
security system 1n the staging environment, then the system
administrator can elect to deploy the staged environment such
that the staged environment becomes the active environment
of the security system. In one implementation, the system
administrator would not be permitted to simultaneously log
into the active server 102 and the stage server 112, so as to
avold accidental alteration of the security information in the
security system database 104.

According to one embodiment, the security imnformation
stored 1n the security system database 104 includes organiza-
tional information as well as document access information.
More generally, the document access information can be con-
sidered file access information. However, in the embodiments
discussed below, the files are primarily documents; hence, the
phrase document access information 1s used. In one embodi-
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ment, the organizational information includes information on
users or groups of users, and the document access information
includes information on rights and/or privileges for accessing
particular documents.

FIG. 2 A illustrates a block diagram of security information
200 stored within a security system database according to one
embodiment of the invention. The security system database
storing the security information 200 can, for example, be the
security system database 104 illustrated in FIG. 1.

The security information 200 includes organizational
dataset 202, active document access dataset 204, stage docu-
ment access dataset 206, and revert document access dataset
208. The organizational dataset 202 provides information
pertaining to an entity that 1s affiliated with the security sys-
tem. In other words, typically, the security system 1s provided
for a particular entity (e.g., company) and access rights to
secured documents associated with the entity are arranged to
be 1in accordance with the organizational dataset 202. For
example, the organizational dataset 202 can identify a plural-
ity of diflerent groups of users, which can change as users are
promoted, demoted, transierred within the company, hired or
fired. In addition, the security information 200 stores docu-
ment access mformation which pertains to access policies
and/or rules associated with particular secured documents.
The document access dataset 1s provided 1n three logically
separate areas of the security system database 200. The three
separate areas that contain the document access dataset
respectively include the active document access dataset 204,
the stage document access dataset 206, and the revert docu-
ment access dataset 208. Although these different types of
document access information are logically distinct and out-
wardly separate, they can reside 1n or share the same database
tables of the security information 200. In any case, the orga-
nizational dataset 202 1s common across the different types of
document access information (active, stage and revert). The
datasets 204, 206, and 208 are all synchronized with the
dataset 202, as explained below with respect to FIGS. 5A-5E.
Hence, the organizational dataset 202 1s thus utilized regard-
less of whether the security system 1s operating 1n an active
environment or a staged environment. The revert document
access dataset 208 1s meant to backup the active document
access dataset 204. Namely, when the active document access
dataset 204 1s overwritten with the stage document access
dataset 206, the revert copy of the active document access
dataset (1.e., the revert document access dataset 208) atlords
restore of the old active document access dataset (provided
the old active document access dataset was concomitantly
and atomically copied to one of the revert document access
datasets). Hence, the revert document access dataset 208 1s
never used directly.

FIG. 2B illustrates a block diagram of security information
210 stored within a security system database according to
another embodiment of the mvention. The security system
database storing the security information 210 can, for
example, be the security system database 104 illustrated 1n
FIG. 1.

The secunity information 210 includes orgamizational
dataset 212, active document access dataset 214, multiple
stage document access datasets 216 and 218, and multiple
revert document access datasets 220 and 222. There 1s only
one active document access dataset 214. The organizational
dataset 212 provides information pertaining to an entity that is
aifiliated with the security system. In other words, typically,
the security system 1s provided for a particular enfity (e.g.,
company ) and access rights to secured documents associated
with the entity are arranged to be 1n accordance with the
organizational dataset 212. For example, the organizational
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dataset 212 can identity a plurality of different groups of
users, which can change as users are promoted, demoted,
transierred within the company, hired or fired. In addition, the
security information 210 stores document access information
which pertains to access policies and/or rules associated with
particular secured documents. The document access informa-
tion 1s provided 1n three logically separate areas of the secu-
rity information 210. The three separate areas that contain the
document access imnformation respectively include the active
document access dataset 214, the stage document access
datasets 216 and 218, and the revert document access datasets
220 and 222. Although these different types of document
access information are logically distinct and outwardly sepa-
rate, they can reside 1n or share the same database tables of the
security system database 210. In any case, the organmizational
dataset 212 1s common across the different types of document
access 1mformation (active, stage and revert). The datasets
214,216,218,220,222 and 208 are all synchronized with the
dataset 212, as explained below with respect to FIGS. 5A-5E.
Hence, the organizational dataset 212 1s utilized regardless of
whether the security system 1s operating in an active environ-
ment or a staged environment. The revert document access
datasets 220 and 222 are meant to backup the active document
access dataset 214. Namely, when the active document access
dataset 214 1s overwritten with the stage document access
dataset, the revert copies of the active document access
dataset (e.g., revert document access datasets 220 or 222)
afford restore of the old active document access dataset (pro-
vided the old active document access dataset was concomi-
tantly and atomically copied to one of the revert document
access datasets). Hence, the revert document access datasets
220 and 222 are never used directly.

The multiple stage document access datasets allow for
simultaneous staging and testing of different security sce-
narios. For example, users may be assigned to stage test
groups, with each of the users being responsible for testing
one stage document access dataset.

Multiple revert document access datasets allow for mul-
tiple full backups. Onerevert document access dataset may be
copied to another revert document access dataset. The active
document access dataset may be copied to a revert document
access dataset without the concomitant copying of a stage
document access dataset to the active document access
dataset (this could be usetul 1f changes are made directly to
the active document access dataset, which procedure 1s pos-
sible although not recommended). Other additional opera-
tions not possible with the embodiment discussed above in
connection with FIG. 2A may be afforded.

FI1G. 2C illustrates a block diagram of security information
224 stored within a security system database according to yet
another embodiment of the mvention. The security system
database storing the security information 224 can, for
example, be the security system database 104 illustrated 1n
FIG. 1.

The security information 224 includes organizational
dataset 226, active document access dataset 228, stage docu-
ment access dataset, and revert document access dataset 240.
In this embodiment, the document access datasets has mul-
tiple types, namely, Type 1 and Type 2. Type 1 could be
centrally-mandated folders, and Type 2 could be access poli-
cies. The active document access dataset 228 has a Type 1
dataset 230 and a Type 2 dataset 232. There 1s only one such
combined active document access dataset. The revert docu-
ment access dataset 240 has a Type 1 dataset 242 and a Type
2 dataset 244. There can be many such combined revert docu-
ment access datasets, as 1n the embodiment specified above in
FIG. 2B. The organizational dataset 226 provides information
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pertaining to an entity that 1s affiliated with the security sys-
tem. In other words, typically, the security system 1s provided
for a particular entity (e.g., company) and access rights to
secured documents associated with the entity are arranged to
be 1 accordance with organizational dataset 226. For
example, the organizational dataset 226 can identify a plural-
ity of diflerent groups of users, which can change as users are
promoted, demoted, transierred within the company, hired or
fired. In addition, the document access information pertains
to access policies and/or rules associated with particular
secured documents. The document access information 1s pro-
vided 1n three logically separate areas of the security infor-
mation 224. The three separate areas that contain the docu-
ment access information respectively include the active
document access dataset 228, the stage document access
datasets 234, 236 and 238, and the revert document access
dataset 240. Although these different types of document
access information are logically distinct and outwardly sepa-
rate, they canreside 1n or share the same database tables of the
security information 224. In any case, the organizational
dataset 226 1s common across the different types of document
access mnformation (active, stage and revert). The datasets
230, 232, 234, 236, 238, 242 and 244 are all synchronized
with the orgamizational dataset 226, as explained below in
FIGS. SA-5E. Hence, the organizational dataset 226 1s uti-
lized regardless of whether the security system 1s operating in
an active environment or a staged environment. The revert
document access datasets 242 and 244 are meant to backup
the active document access datasets 230 and 232. For
example, when the active document access dataset 1s over-
written with a stage document access dataset, a revert copy of
the active document access dataset affords restore of the old
active document access dataset. Hence, the revert document
access datasets are never used directly.

This embodiment affords the testing of different combina-
tions of staging document access datasets, each combination
being comprised of one staging document access dataset per
document access dataset type. Two such representative com-
binations 246 and 248 are shown in FIG. 2C. Users may be
assigned to stage test groups, each responsible for testing of
one stage document access dataset combination.

This embodiment further atfords revert document access
datasets to be combinations of staging document access
datasets, each combination being comprised of one staging
document access dataset per document access dataset type.
This allows flexible backup of staging combinations. Other
additional operations not possible with the embodiments dis-
cussed above in connection with FIGS. 2A-2B may be
afforded.

FIG. 3 1s a flow diagram of staging and deploying process-
ing 300 according to one embodiment of the mnvention. The
staging and deploying processing 300 1s, for example, per-
formed by a security system, such as the security system 100
illustrated i FIG. 1.

The staging and deploying processing 300 begins with a
decision 302 that determines whether a staging request has
been recerved. When the decision 302 determines that a stag-
ing request has not yet been recerved, the staging and deploy-
ing processing 300 awaits such a request. In other words, the
staging and deploying processing 300 can be considered to be
invoked once the staging request has been received.

In any case, once the decision 302 determines that a staging,
request has been received, a stage dataset 1s formed 304 from
the active dataset. The active dataset 1s associated with an
active environment of the security system under which the
security system normally operates. A stage dataset 1s a sepa-
rate dataset that1s utilized in a staging environment to stage or
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test a different implementation of the security system due to
differences between the stage dataset and the active dataset.
For example, the stage dataset can be one of the multiple stage
datasets (or possibly dataset combinations) available 1n a
security system data store such as shown i FIGS. 2A-2C.
When the stage dataset 1s formed 304, 1t 1s normally the same
or similar (at least initially) to the active dataset because, 1n at
least one embodiment, 1t 1s dertved from the active dataset.
Next, the staged dataset 1s altered 306. Here, the staged
dataset 1s altered 306 such that the staging environment is
provided by the alteration. Normally, such alteration would
be mitiated by a system administrator of the security system.
At least one embodiment prevents a system administrator
from altering both the active dataset and a stage dataset 1n the
course of a single login, to minimize mistakes.

Next, the security system operates 1n accordance with the
altered stage dataset to test 308 the security system in the
staged environment. Here, the testing 1s typically mnitiated and
performed by a user (e.g., system administrator) through
interaction with the security system. A decision 310 then
determines whether a deploy request has been received. The
deploy request 1s typically a request provided by the system
administrator that instructs the security system to deploy the
staging environment such that it becomes the active environ-
ment. In other words, when the testing of the security system
in accordance with the altered stage data set has proven to be
successiul, a system administrator can issue a deploy request.
Alternatively, the system administrator could be unsatistied
with the test 308 of the security system and thus choose to not
deploy the staging environment of the security system; an
administrator could then order testing resumed, further alter
the stage dataset and then order testing started airesh, or start
over by sending another staging request to be processed.
Here, in the embodiment shown 1n FIG. 3, 1t 1s assumed that
the system administrator was at some point satisfied with the
test 308 of the security system. Hence, when the decision 310
determines that a deploy request has not yet been recerved, the
staging and deploying processing 300 awaits such a request.
Once the decision 310 determines that a deploy request has
been received, the staging environment 1s deployed such that
it becomes the active environment. More particularly, 1n
deploying the staging environment, the active dataset is
archived 312. The archived version of the active dataset 1s also
known as a revert dataset. By archiving the active dataset, the
active dataset 1s able to be subsequently retrieved in the case
in which the security system 1s to be reverted back to the prior
active dataset. After the active data set has been archived 312,
the active dataset 1s replaced 314 with the altered stage
dataset. In effect, the replacement 310 of the active dataset
with the altered stage dataset operates to deploy the staging,
environment to the active environment. The operations 312
and 314 are typically contained 1n an atomic transaction.
Following the operation 314, the staging and deploying pro-
cessing 300 1s complete and ends.

FIGS. 4A and 4B are flow diagrams of staging and deploy-
ing processing 400 according to one embodiment of the
invention. The staging and deploying processing 400 1s, for
example, performed by a security system, such as the security
system 100 illustrated 1n FIG. 1.

The staging and deploying processing 400 begins with a
decision 402 that determines whether a login request to a
stage server has been recerved. When the decision 402 deter-
mines that a login request has not yet been receiwved, the
staging and deploying processing 400 awaits such a request.
In effect, the staging and deploying processing 400 can be
considered to be invoked once a login request has been
received.
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Once the decision 402 determines that a login request to the
stage server has been recetved, a decision 404 determines
whether the user 1s authorized. The user that 1s making the
login request 1s typically a staging administrator for the secu-
rity system, which 1s a particular type of system administrator
that has authorization to perform staging operations. When
the decision 404 determines that the user 1s not authorized,
then the login request 1s denied 406. In at least one embodi-
ment, decision 404 also determines the stage dataset or
dataset combination that the user making login request
desires to access.

On the other hand, when the decision 404 determines that
the user 1s authorized, then the login request 1s granted 408. At
this point, the user 1s logged 1nto the stage server and can thus
perform staging operations. In one implementation, the user
would not be permitted to be simultaneously logged 1nto the
active server, so as to avoid accidental alteration of active
data. Next, a decision 410 determines whether a staging
request has been received. The staging request 1s a particular
request to mitiate staging (or to mvoke staging operations).
When the decision 410 determines that a staging request has
not yet been received, a decision 412 determines whether the
user has been logged out. When the decision 412 determines
that the user should be logged out, then the user 1s logged out
from the stage server. Hence, following the operations 406
and 414, the staging and deploying processing 400 ends with
no staging having been performed.

Alternatively, when the decision 412 determines that the
user has not logged out, then the staging and deploying pro-
cessing 400 returns to repeat the decision 410 to await the
receipt of a staging request. Once the decision 410 determines
that a staging request has been received, active document
access dataset 1s copied 416 to a stage document access
dataset. For example, as shown 1 FIGS. 2A-2C, the active
document access dataset 1s a body of data within the security
system database that 1s separate from the stage document
access dataset. According to one embodiment, the document
access dataset can include rules and/or policies that govern
access to documents. Often, any preexisting stage document
dataset would be deleted betfore the active document access
dataset 1s copied 416 over to become the stage document
access dataset.

Next, a decision 418 determines whether user-requested
changes to the stage document access dataset have been
received. When the decision 418 determines that user-re-
quested changes have not yet been received, the staging and
deploying processing 400 typically awaits such requested
changes. However, 1t should be noted that the processing
could time-out or otherwise end 11 no user-requested changes
are recerved. When the decision 418 determines that user-
requested changes have been received, then the stage docu-
ment access dataset 1s modified 420 1n accordance with the
user requested changes. Thereafter, the user interacts 422
with the staged environment of the security system to test its
operability and robustness. The staged environment of the
security system that 1s provided i1s through use of the modified
stage document access dataset. Next, a decision 424 deter-
mines whether testing of the staged environment has com-
pleted. When the user (staging administrator) determines that
the staged environment has not yet been sufficiently tested,
then the staging and deploying processing 400 can return to
repeat the operation 422 and subsequent operations.

On the other hand, when the user (staging administrator)
determines that testing of the staged environment 1s complete,
then a decision 426 determines whether the staged environ-
ment 1s to be deployed. When the decision 426 determines
that the staged environment 1s to be deployed, then the active
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document access dataset 1s copied 428 to revert document
access dataset. For example, as shown 1n FIG. 2A, the revert
document access dataset can be a separate body of informa-
tion within the security system database. Next, the stage
document access dataset 1s copied 430 to the active document
access dataset. In eflfect, operations 428 and 430 operate to
first archive the current active document access dataset and
then replace the current active document access dataset with
the staged document access dataset which then becomes the
new current active document access dataset, thereby deploy-
ing the previously staged environment. The operations 428
and 430 are typically contained 1n an atomic transaction.
Alternatively, when the decision 426 determines that the
staged environment 1s not to be deployed, the operations 428
and 430 are bypassed. Following the operation 430 or 1its
being bypassed, the user 1s logged out 432 from the stage
server. After the user 1s logged out 432, the staging and
deploying processing 400 ends.

The document access information stored within the secu-
rity system database can include information on rules and/or
policies. These rules and/or policies are typically stored
within the security system database as tables. More generally,
other data objects can be considered document access data
and included in document access information (e.g., document
access datasets). Although the discussion below refers prima-
rily to rules, the principles apply to other data objects as well.

FIGS. 5A-5E illustrate a series of different versions of a
relational rules table according to one embodiment of the
invention. The rules table shown 1in FIGS. 5A-5E 15 an exem-
plary portion of the document access information that might
be stored within a security system database 1n the context of
a rule. In general, a rule 1s a condition for document access
that must be satisfied 1n order for a requestor to gain access to
the corresponding document. Hence, 11 a document requires
the satisfaction of a particular rule, then the rule must be
satisiied before the requestor 1s permitted to gain access to the
corresponding document.

As shown 1n rules table 500 of FIG. SA, a rule 1s 1dentified
by rule identifier (rule_1d) 00017, 1s named “access_hrs” and
1s for use with the “deploy™ version space (version_space or
vs). The “deploy” version space corresponds to the active
document access dataset 204 illustrated in FIG. 2A. In one
embodiment, a unique identifier being utilized 1s a composite
key including a rule identifier and a version space (rule_1d,
version_space). The ruleitself1s defined by rule criteria (rule-
_text) provided within the rules table 500 as “<allow . . . >".

When staging 1s mitiated, the rule identified by the rule
identifier “0001” will be copied from the “deploy” version
space to the “stage” version space, where the “stage” version
space corresponds to the stage document access dataset 206
illustrated 1n FIG. 2A, for example. Hence, as shown 1n FIG.
5B, rules table 502 1s updated as compared to the rules table
500 shown 1n FIG. SA. Namely, the rules table 502 includes a
new entry identified by the composite key provided by the
rule identifier (rule_1d) “0001” and the version space “stage”.
Atthis point, the new entry pertains to the same rule as the rule
identified by the rule idenftifier “0001” and version pace
“active”, and thus has the same name (access_hrs) and rule
criteria (rule_text). However, the composite key for the two
entries 1n the rules table 502 are different between these two
rule instances. More particularly, the first entry in the rules
table 502 1s still affiliated with the “deploy™ version space,
whereas the second entry 1n the rules table 502 1s afliliated
with the “stage” version space.

Next, to implement a distinct staging environment, the
system administrator interacts with the security system to
alter the rule uniquely 1dentified by the rule identifier <0001
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and the version space “stage”. Hence, as shown 1n FIG. 5C,
the second entry of rules table 504 indicates that the rule text
(rule_text) has been altered for purposes of the staged envi-
ronment. At this point, the system administrator can utilize
the stage environment to test whether or not the modified rule
having the rule identifier “0001” and the version space
“stage” 1s sulliciently successiul to be deployed. When the
staged environment 1s to be deployed, a two-step process can
be utilized. The first step 1s shown 1n FIG. 5D, and the second
step 1s shown 1n FIG. 5E.

The version of rules table 506 shown in FIG. 5D includes
the same two entries as 1n FI1G. 5C, with the addition of a third
entry uniquely 1dentified by the rule identifier “0001” and the
version space “revert”. The third entry in the rules table 506
represents a copy of the rule associated with the “deploy™
version space (1.e., the first entry, namely, the rule pertaining
to the rule 1dentifier “0001”” and the version space “deploy™).
Hence, the rule identified by the third entry i1s essentially a
copy of the rule identified by the first entry with the differ-
ences being the different rule identifiers and the different
version spaces. The “revert” version space 1s, for example,
associated with the revert document access dataset 208 1llus-
trated 1n FI1G. 2A.

After the third entry has been provided 1n the rules table
506 for the “revert” version space as shown 1n FIG. 3D, the
rule from the “stage” version space 1s copied to the “deploy™
version space. As shown in FIG. SE, rules table 508 1s now
updated such that the previous first entry 1s deleted and a new
first entry 1s provided for the “deploy” version space which 1s
added. Note that although the rule idenftifier and version
spaces differ between the first and third entries in the rules
table 508, the names and the rule text for the rules are the
same.

The versions of the relational rules tables 500, 502, 504,
506 and 508 shown 1n FIGS. 5A-3E also include a group
identifier (group_id). The group identifier defines a rule’s
relationship with some particular group of users. The rela-
tionship can be defined through any other deterministic rela-
tional or non-relational mapping.

In one embodiment, group objects are part of the organi-
zational dataset (e.g., organizational dataset shown in FIGS.
2A-C). The other datasets (e.g., active, stage and revert
datasets) are synchronized with the organizational dataset.
Specifically, when a group 1s deleted 1n the orgamizational
dataset, all other dataset records referencing that group are
also deleted. In this way, revert, stage and active datasets
never include an mvalid rule (i.e., a rule that requires mem-
bership 1n a deleted group). According to one embodiment,
when a rule references multiple groups and one of those
groups 1s deleted, the rule 1s automatically edited by the
security system to exclude reference to the deleted group,
instead of deleting the entire rule. Hence, each rule can ret-
erence one or more groups. Although the rules tables shown in
FIGS. 5A-5E reference a single group identified by group
identifier 00017, the entries 1n the rules tables can reference
more than one group.

According to one embodiment, the security system can
perform an operation to merge groups A and B 1nto group C,
and can then cause rules associated with groups A and B to
become re-associated with group C. Further, the security
system can also perform an operation to split group C 1nto
groups A and B, and can then cause rules associated with
group C to become re-associated with both groups A and B.

In another embodiment, the security system can provide
for permanent and semi-permanent groups. In such an
embodiment, rules can only be associated with the permanent
groups and not the semi-permanent groups. Such would guar-
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antee that as long as no permanent groups were deleted since
the active document access dataset was copied to a particular
revert document access dataset, the particular revert docu-
ment access dataset would have a superior degree of validity.

Additional details on a security system can be found 1n (1)
U.S. patent application Ser. No. 10/075,194, filed Feb. 12,
2002, and entitled “SYSTEM AND METHOD FOR PRO-
VIDING MULTI-LOCATION ACCESS MANAGEMENT
TO SECURED ITEMS,” which 1s hereby incorporated by
reference for all purposes; (1) U.S. application Ser. No.
10/186,203, filed Jun. 26, 2002, and enftitled “METHOD
AND SYSTEM FOR IMPLEMENTING CHANGES TO
SECURITY POLICIES IN A DISTRIBUTED SECURITY
SYSTEM.,” which 1s hereby incorporated by reterence for all
purposes; and (111) U.S. application Ser. No. 10/206,737, filed
Jul. 26, 2002, and entitled “METHOD AND SYSTEM FOR
UPDATING KEYS IN A DISTRIBUTED SECURITY SYS-
TEM.,” which 1s hereby incorporated by reference for all
pPUrposes.

The 1nvention 1s preferably implemented by software or a
combination of hardware and soitware, but can also be imple-
mented 1 hardware. The mvention can also be embodied as
computer readable code on a computer readable medium. The
computer readable medium 1s any data storage device that can
store data which can thereafter be read by a computer system.
Examples of the computer readable medium include tangible
media such as read-only memory, random-access memory,
CD-ROMs, DVDs, magnetic tape, and optical data storage
devices. The tangible computer readable medium can also be
distributed over network-coupled computer systems so that
the computer readable code 1s stored and executed 1n a dis-

ributed fashion.

The various embodiments, implementations and features
of the invention noted above can be combined 1n various ways
or used separately. Those skilled 1n the art will understand
trom the description that the invention can be equally applied
to or used 1n other various different settings with respect to
various combinations, embodiments, implementations or fea-
tures provided in the description herein.

The advantages of the invention are numerous. Different
embodiments or implementations may yield one or more of
the following advantages. One advantage of the invention 1s
that changes to a security system can be staged before deploy-
ment. Another advantage of the invention 1s that merge con-
flicts between different access data can be minimized or man-
aged. Still another advantage of the invention 1s that
organizational data can be common while access data can be
different for staging and deployment.

The many features and advantages of the present invention
are apparent from the written description, and thus, 1t 1s
intended by the appended claims to cover all such features
and advantages of the invention. Further, since numerous
modifications and changes will readily occur to those skilled
in the art, 1t 1s not desired to limit the invention to the exact
construction and operation as illustrated and described.
Hence, all suitable modifications and equivalents may be
resorted to as falling within the scope of the invention.

What 1s claimed 1s:

1. A method comprising:

forming access information for staging with respect to a

security system, wherein the security system operates to
restrict access to secured electronic data based on access
information, wherein the access information includes or
references one or more of access rules or access policies
including at least when and where the secured electronic
data can be accessed by a plurality of users, wherein the
access information 1s based on active access information
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currently in use by the security system, and wherein the
active access information and the access information 1s
stored 1n a database operatively connected to the security
system;

forming altered access information to modity the behavior
of the security system during the staging;

testing the behavior of the security system during the stag-

ing by operating the security system in accordance with
the altered access information; and

deplovying the altered access information so as to synchro-

nize the active access information stored in the database
with the altered access information.

2. The method as recited 1n claim 1, wherein the security
system therealter operates in the manner as previously staged.

3. The method as recited in claim 1, wherein forming
altered access information comprises modifying at least one
of the access rules or at least one of the access policies of the
access information to produce the altered access information.

4. The method as recited in claim 1, wherein forming
access information for staging 1s configured by a user, and

wherein forming altered access information 1s performed

in accordance with mput provided by the user.

5. The method as recited in claim 1, wherein forming
access information for staging 1s configured by a user, and

wherein the testing of the behavior of the security system 1s

performed 1n accordance with mput provided by the
user.

6. The method as recited 1n claim 1, wheremn forming
access information for staging comprises copying the active
access mnformation to the access information.

7. The method as recited 1n claim 1, wherein the deploying,
of the altered access information comprises:

archiving the active access mnformation in use by the secu-

rity system; and

replacing the active access mformation with the altered

access information.

8. The method as recited in claim 7,

wherein forming altered access information comprises
moditying at least one of the access rules or at least one
of the access policies of the access information to pro-
duce the altered access mformation.

9. A method comprising:

imtializing a staging server with 1nitial access limitations

derived from active access limitations, wherein a secu-
rity system operates to restrict access to secured elec-
tronic data based on the access limitations, the access
limitations 1including at least when and where the
secured electronic data can be accessed by one or more
user groups, and wherein the active access limitations
are stored 1n a database operatively connected to the
security system;

moditying the 1nitial access limitations to provide a staged

environment;

veritying operation of the security system in the staged

environment while utilizing the modified access limaita-
tions; and

deploying the staged environment as an active environment

of the security system so as to synchronize the active
access limitations stored 1n the database with the modi-
fied access limitations.

10. The method as recited 1n claim 9, wherein the security
system includes an active server for normal operation and the
staging server for staging changes to the security system.

11. The method as recited 1n claim 10, wherein the active
environment 1s provided through use of the active access
limitations and the active server of the security system.
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12. The method as recited in claim 9, wherein the 1nitial-
1zing comprises copying the active access limitations to the
initial access limitations.

13. The method as recited in claim 9, wherein the modity-
ing of the imitial access limitations 1s performed 1n accordance
with selections from a user.

14. The method as recited in claim 9, wherein the deploy-
Ing COMprises:

replacing the access limitations of the security system with
the modified access limitations.

15. The method as recited in claim 9, wherein the deploy-

1Ng COMprises:

archiving the access limitations of the security system; and

replacing the access limitations of the security system with
the modified access limitations.

16. The method as recited 1n claim 9, wherein the active
access limitations include or reference one or more of access
rules or access policies.

17. The method as recited 1n claim 16, wherein the 1nitial
access limitations include or reference one or more of access
rules or access policies.

18. A system comprising:

an active server configured to enforce access limitations
regarding secured electronic documents 1n accordance
with organizational information of an entity and active
document access information, wherein the active docu-
ment access information includes or references one or
more of access rules or access policies including at least
when and where the secured electronic documents can
be accessed by one or more user groups;

a staging server configured to test access limitations
imposed on the secured electronic documents 1n accor-
dance with the organizational information of the entity
and document access information, wherein the docu-
ment access mnformation includes or references one or
more ol access rules or access policies including at least
when and where the secured electronic documents can
be accessed by the one or more user groups; and

a database stored 1n a computer readable storage medium,
wherein the database 1s operatively connected to the
active server and the staging server, wherein the data-

base includes at least the organizational information of

the entity synchronized for use by both the active server
and the staging server, the active document access infor-
mation for use by the active server, and the document
access information for use by the staging server.

19. The system as recited in claim 18, wherein a plurality of

users in the one or more user groups can interact with the
active server to access the secured electronic documents, and
wherein an authorized administrator of the security system
can interact with the staging server to test the staging envi-
ronment prior to deploying the staging environment as the
active environment by synchronizing the document access
information stored 1n the database with the access informa-
tion for use by the staging server.

20. The system as recited 1n claim 19, wherein the docu-
ment access mformation 1s derved from the active document
access information.

21. The system as recited 1n claim 18, wherein the database
turther includes at least revert document access information
for storing at least one prior version of the active document
access information.

22. The system as recited 1n claim 21, wherein at least one
of the active document access imformation and the revert
document access information are configured to include at
least a plurality of partitions, each of the partitions pertaining
to a different type of document access information.
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23. The system as recited in claim 22, wherein the docu-
ment access information 1s derived from a selection of at least
one partition from the active document access mnformation
and at least one partition from the revert document access
information.
24. The system as recited 1n claim 22, wherein each of the
active document access information, the document access
information and the revert document access information
includes or references one or more of access rules or access
policies.
25. A non-transitory computer readable storage medium
having instructions stored thereon, the instructions compris-
ng:
instructions to form access information for staging with
respect to a security system, wherein the security system
operates to restrict access to secured electronic data
based on access information, and wherein the access
information 1s based on active access information in use
by the security system, wherein the access information
includes or references one or more of access rules or
access policies including at least when and where the
secured electronic data can be accessed by a plurality of
users, and wherein the active access information i1s
stored 1n a database operatively connected to the security
system:
instructions to alter the access information to modily the
behavior of the security system during the staging; and

instructions to deploy the altered access information so as
to synchromize the active access mformation stored in
the database with the altered access information.

26. The non-transitory computer readable storage medium
as recited 1n claim 25, wherein:

the security system therealter operates in the manner as

previously staged; and

the 1mstructions to alter comprises modifying at least one of

the access rules or at least one of the access policies of
the access information to produce the altered access
information.

277. The non-transitory computer readable storage medium
as recited 1in claim 25, wherein the instructions further com-
prise:

instructions to test the behavior of the security system

during the staging by operating the security system 1n
accordance with the altered access information.

28. A non-transitory computer readable storage medium
having instructions stored thereon, the 1nstructions compris-
ng:

imitializing a staging server with 1nitial access limitations

derived from active access limitations, wherein a secu-
rity system operates to restrict access to secured elec-
tronic data based on the access limitations, wherein the
access limitations include or reference one or more of
access rules or access policies including at least when
and where the secured electronic data can be accessed by
one or more users or user groups, and wherein the active
access limitations are stored in a database operatively
connected to the security system,;

instructions for moditying the initial access limitations to
provide a staged environment;

instructions for veritying operation of the security system
in the staged environment while utilizing the modified
access limitations; and

instructions for deploying-the staged environment as an

active environment of the security system so as to syn-
chronize the active access limitations stored in the data-
base with the modified access limitations.
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29. The non-transitory computer readable storage medium
as recited in claim 28, wherein the deploying comprises:

archiving the access limitations of the security system; and

replacing the access limitations of the security system with
the modified access limitations.

30. A non-transitory computer readable storage medium
having instructions stored thereon, the 1nstructions compris-
ng:

instructions to obtain access mformation for staging with

respect to a security system, wherein the security system
operates to restrict access to secured electronic data
based on access information, and wherein the access

information includes or reterences one or more of access
rules or access policies including at least when and

where the secured electronic data can be accessed by a

10
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plurality of users, and wherein the active access 1s stored
in a database operatively connected to the security sys-
tem,;

testing the behavior of the security system during the stag-
ing by operating the security system in accordance with
the access information;

instructions to alter the access information to modily the
behavior of the security system during the staging; and

instructions to deploy the access information to be used as
the access information for normal operational use of the
security system in restricting access to the secured elec-
tronic data so as to synchronize the active access nfor-
mation stored in the database with the altered access
information.
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