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DEVICE INTERNET RESOURCE ACCESS
FILTERING SYSTEM AND METHOD

PRIORITY CLAIM

This patent application claims priority under 35 USC 119
(a)-(d) from Great Britain Patent Application No. GB

0417620.2 filed on Aug. 7, 2004 and entitled “Device Internet
Resource Access Filtering System and Method” which 1s
incorporated herein 1n its entirety by reference.

APPENDIX

Attached hereto 1s Appendix A that forms part of the speci-
fication. Appendix A contains the user manual for an 1mple-
mentation of the internet filtering system and method in
accordance with the imvention.

FIELD OF THE INVENTION

The field of the mvention relates generally to a filtering
system and 1n particular to a computer-implemented device
resource access liltering system and method.

BACKGROUND OF THE INVENTION

Systems and software that filter content/e-mails are well
known. For example, well known fire-walls and proxy servers
perform some of these functions 1n order to protect an internal
computer network, such as a corporate intranet, from hackers,
malicious viruses and worms. There are also well known
systems that permit a firewall/proxy server to filter unautho-
rized Internet Access so that users do not recerve those
unwanted e-mail messages. Typically, these systems operate
with a server that acts as a gateway to the corporate network.
The server typically has some functionality (in software or
hardware) that permits the server to perform filtering opera-
tions on incoming and outgoing Internet traffic. In some sys-
tems, a remote device may perform 1ts own filtering, but 1t 1s
then more difficult to enforce a corporate-wide acceptable
usage policy (AUP) and the device needs additional process-
ing power in order to filter its own resource accesses. Typi-
cally, a user of a computer or other device may access
resources from a computer network wherein the resources
may 1nclude e-mail messages, various different files from an
FTP or WWW site, a posting from a newsgroup and the like.
Thus, 1t 1s desirable to provide a system that filters a device’s
request for access to a resource from a computer network,
such as the Internet. Thus, 1t 1s desirable to provide Internet
filtering and a method that achieves these goals and 1t 1s to this
end that the present invention 1s directed.

SUMMARY OF THE INVENTION

An Internet filtering system and method are provided that
permit the monitoring and filtering of a resource access of a
device using a remote server. The system enables a company
to extend 1ts corporate acceptable use policy beyond the wall
of the office. In particular, the system permits the company to
manage the Internet usage of mobile and remote employees
and employees working from home. In a preferred embodi-
ment, the system comprises a thin client installed on a moni-
tored device that communicates with a server that monitors
and filters Internet access resource requests. The system may
reduce a company’s legal liabilities since the company 1s
more able to control the access to mappropriate Web sites
during work times. The system may increase employee pro-
ductivity as any Internet access during work time can be
restricted to work-related Web sites. The system may also
provide network security 1n that the system 1s able to protect
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2

against viruses and malicious content that might enter the
work place through an employee using an external modem or
Internet service provider.

The system may provide oifline filtering functionality,
unfiltered ports filtering functionality, differing filtering sen-
sitivity levels and a monitoring capability. The offline func-
tionality permits a client of a device, that loses 1ts connection
with the server of the filtering system, to continue to filter the
resource accesses of the device. The client may then generate
a log of those resource accesses that may be communicated
back to the server once the client re-establishes a connection
with the server. The unfiltered ports filtering functionality
permits the system to specity a filtering strategy for TCP ports
that are not specifically identified as filtered ports so that even
the unfiltered ports may be filtered 1n some manner. The
system permits an administrator to adjust the filtering sensi-
tivity level for each client between a high sensitivity level, a
medium sensitivity level, a low sensitivity level or an auto-
matic sensitivity level. The filtering sensitivity level may be
adjusted, for example, for a device with a slow Internet con-
nection, such as a GPRS connection for a cellular phone. The
system may provide the monitoring capability that permaits
the system to generate reports about the resource accesses of
cach device or of all of the devices connected to the server.

Thus, 1n accordance with the invention, an Internet access
filtering system 1s provided. The system has a computer and a
client on a device wherein the client establishes a connection
to the computer. The client has a module that gathers infor-
mation about a request to access a resource by the device and
a module that communicates the gathered information to the
computer. The computer has a module that categorizes the
resource access of the device based on the gathered informa-
tion and a module that communicates, in real-time, a resource
access decision to the client so that the client controls the
access to the resource by the device based on the resource
access decision of the computer.

In accordance with another aspect of the invention, an
Internet access filtering system 1s provided that has a com-
puter and a client on a device wherein the client establishes a
connection to the computer. The client has means for gather-
ing iformation about a request to access a resource by the
device and means for communicating the gathered informa-
tion to the computer. The computer has means for categoriz-
ing the resource access of the device based on the gathered
information and means for communicating, in real-time, a
resource access decision to the client so that the client con-
trols the access to the resource by the device based on the
resource access decision of the computer.

In accordance with another aspect of the invention, an
Internet access filtering method using a computer and a client
on a device that establishes a connection to the computer 1s
provided. The client may gather information about a request
to access a resource by the device and that gathered informa-
tion 1s communicated to the computer. The computer may
then categorize the resource access of the device based on the
gathered nformation and communicate, 1 real-time, a
resource access decision to the client so that the client con-
trols the access to the resource by the device based on the
resource access decision of the computer.

In accordance with another aspect of the invention, a server
for an Internet access filtering system 1s provided. The server
has a module that recetves information about a request to
access a resource by aremote device wherein the information
about the resource access request 1s communicated from the
remote client on the device. The server also has a module that
categorizes the resource access of the device based on the
gathered information and a module that communicates, 1n
real-time, a resource access decision to the client so that the
client controls the access to the resource by the device based
on the resource access decision of the computer.
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In accordance with yet another aspect of the invention, an
Internet access filtering client located on a device that com-
municates with a remote computer 1s provided. The client has
a module that gathers information about a request to access a
resource by the device and a module that commumnicates the
gathered information to the computer. The client also has a
module that receives a resource access decision from the
remote computer and controls the access to the resource by
the device based on the resource access decision of the com-
puter.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram 1illustrating an example of a device
resource access liltering and monitoring system in accor-
dance with the invention;

FI1G. 2 1s a diagram 1illustrating more details of the device
resource access filtering and monitoring system shown in
FIG. 1;

FIG. 3 1s a diagram 1llustrating further details of a client/
server embodiment of the device resource access filtering and
monitoring system showing more details of the device and the
SErver;

FIG. 4 1s a diagram 1llustrating more details of the server
portion of the system of FIG. 3;

FIG. 5 1s a diagram 1illustrating more details of the client
portion of the system of FIG. 3;

FIGS. 6A and 6B illustrate two different examples of an
installation of the device resource access filtering and moni-
toring system in accordance with the invention;

FIG. 7 illustrates an example of the user interface for an
exemplary implementation of the client adminmistrator module
of the system; and

FIG. 8 illustrates an example of the user interface for an
implementation of the rules administrator module of the sys-
tem.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

The invention 1s particularly applicable to a client/server
based computer-implemented, software-based device
resource access filtering and monitoring system and it 1s in
this context that the mvention will be described. It will be
appreciated, however, that the system and method in accor-
dance with the ivention has greater utility since the system
may be implemented using various different computer archi-
tectures and may be implemented with a variety of different
remote devices, such as wireless devices, cellular telephone
devices, wireless e-mail devices, wireless personal digital
assistant devices, such as a Palm device, a Treo device, a RIM
Blackberry device, a wired personal computer, a wired laptop
computer or a wirelessly connected computing device. In
fact, the system may be implemented using any computing
device wherein the computing device has at least a processor,
memory and an input/output device with suificient computing,
power so that the computing device 1s capable of interacting,
with the system and performing the fundamental filtering
functions described herein, since each client 1s not necessarily
able to perform all of the functions described below. The
different capabilities of each device are communicated to the
system using a capability mask that 1s described below 1n
more detail. The system may be implemented in software or
hardware. In the software embodiment, the system may com-
prises one or more software modules 1n the server and one or
more modules 1n the client wherein each module may further
comprise a plurality of lines of computer code that are
executed by the processor of the server or client. Now, an
embodiment of the remote device monitoring system will be

described.
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FIG. 1 1s a diagram 1illustrating an example of a device
resource access liltering and monitoring system 30 1n accor-
dance with the invention. The system 30 permits a device 32
(with a piece of software code known as a client 48) that
connects to a remote computer device 33, such as a computer
with server software 34 1n this embodiment, over a computer
network 36, such as the Internet in this embodiment, a wide

area network (WAN), local area network (LAN), metropoli-
tan area network (MAN) or the World Wide Web, to be moni-
tored and the device’s access to resources on a site 38 to be
monitored and filtered. The site 38 1s the source of a resource
requested by the user of the device 32. In more detail, the
server 34 1s able to filter and/or analyze the device’s access to
resources on the Internet remotely. In accordance with the
invention, the functionality to achieve this remote monitoring
of the device 32 1s split between the device 32 and the server
34 1n order to reduce the network tratfic between the device 32
and the server 34 and permit the controlling and momitoring of
the access to various resources including e-mails, web pages,
file transier protocol (FTP) sites, newsgroups and the like. In
accordance with the invention, the server 34 may also receive
the data associated with the attempted access of the resources
to determine if the device will be permitted to receive the
content, download the data, etc. from the address associated
with the access request to the site 38. The device and server
may communicate with each other using a particular protocol
that 1s based on a proprietary protocol. The system provides
for the real-time filtering of computer network access
whereby the remote computer 33, such as the server 34 in the
preferred embodiment, 1s utilized to make and/or adjust the
filtering decisions.

The protocol for the system, since the client 48 1s expected
to work on and 1n a variety of remote networks (over which
the corporation may have little or no control), 1s compatible as
possible with those remote networks so that the client 48 may
operate over those remote networks. For example, the proto-
col 1s compatible with Firewalls and Proxies. The protocol
handles and accommodates various diflerent devices with
different data formats and capabilities so that the protocol
provides a standard data format for strings and numbers for
the different devices. The protocol also 1s compact in size as
the server may be required to handle a large number of clients
using limited bandwidth and a client may have to utilize a
slow 1nternet connection to the server. In accordance with a
preferred embodiment of the invention, the protocol utilizes,
to 1ncrease compatibility with a wide variety of networks,
hypertext transter protocol (HT'TP) over TCP port 80 using an
HTTP envelope. For those networks that permit access to the
Internet, the most basic access 1s Web access which will
involve outgoing connection requests over port 80 so that port
80 15 typically available and used for this protocol. Some
networks only permit Internet Web access via a proxy server
that expect an HTTP style request and response so that the
HTTP protocol 1s used for this system. Furthermore, some
firewalls may examine Internet accesses and raise alerts when
port 80 1s being used for protocols other than HTTP so that the
system’s protocol uses HT'TP.

In accordance with the invention, the HT'TP protocol may
be used by the system for requests by the client 48 as well as
responses from the server 34 back to the client. Aswith HT'TP,
only the client 48 can 1nstigate a communication and 1t does
this by performing a well known HTTP POST to identily
which operation the client 1s requesting along with any
parameter data. An example of the format of this request 1s:

POST http://[Nomad_Module_ Path]?[Operation_ Code] HTTP/1.1\r\n
Host: [Host]\r'n
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-continued

Content-Length: [Size_ of Encoded Data]ir'n
Content-Type: application/x-www-form-urlencoded'rin\r'n
[Encoded_ Datal

For a response from the server to the client, the protocol
again mimics the HTTP protocol so our returned data appears
to be a Web Page. An example of the format of this response
1S:

Content-Type: text/html\r\n
<html|><head><title>

SMFE
</title></head><body>
[Encoded_ Data]
</body></html>

The operation codes for the protocol (See [Operation_
Code] vanable 1n the request format example above) specily
the various operations that may be requested using the system
protocol.

Returming to FIG. 1, the device 32 may be any computing,
device that has suflicient computing resources to perform the
filtering functions specified below so that the device 32 must
have atleast a processor, some memory and some mechanism
for accessing resources from a computer network. For
example, the device 32 may be a cellular phone, a personal
digital assistant, a personal computer, a laptop computer, a
palmtop computer, or an appliance with the sufficient com-
puting resources to accomplish computer network access and
the like. Thus, the device may include wireless devices, cel-
lular telephone devices, wireless e-mail devices, wireless per-
sonal digital assistant devices, such as a Palm device, a Treo
device, a RIM Blackberry device, a wired personal computer,
a wired laptop computer or a wirelessly connected computing
device. In accordance with the invention, the system may
perform various filtering functions and each device does not
necessarily have to be able to support all of the filtering
teatures described herein. For example, a cellular phone 1s
unlikely to have suificient memory to store a list of encrypted
URLSs required for the Ofifline mode of “Allow and Log.”
Thus, 1t 1s desirable to alert the system to the filtering capa-
bilities of each device that 1s going to perform filtering. In
accordance with the invention, a capability mask may be used
for this purpose. In particular, when a device logs into the
system, 1t may communicate a capability mask for the device
to the server that informs the server of the functionality that
the device can and/or cannot offer based on the particular
device and 1ts characteristics.

The site 38 may store any resource that can be accessed

over a computer network, such as an e-mail, downloaded data
(PDF files, text files, word documents, HTML files, zip files

and the like), an F'TP site or a TELNET server. The invention
1s not limited to any particular architecture of the system (and
the relationships of the computers within the system)
although a client/server architecture 1s shown for 1llustration
purposes. For example, the system may be implemented
using a peer-to-peer architecture i which the remote com-
puter 34 functionality 1s distributed. Furthermore, the mven-
tion 1s not limited to any particular type of resource as the
system may be configured to handle any type of resource or
any new resource or type of resource.

FIG. 2 1s a diagram 1llustrating more details of an example
of the system 30 shown 1n FIG. 1. In this example, the device
32 may be a personal computer that 1s capable of access to
resources at the site 38 (See FIG. 1) and 1s being monitored by
the computer 34 which 1s a typical server computer in this
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example. The device may comprise one or more processors
40, a persistent storage device 42 and a memory 44 that are
interconnected to each other 1n a well known manner. The
persistent storage device may comprise, for example, non-
volatile memory such as flash memory, a hard disk drive, a
writeable optical drive, a removable media drive or another
storage mechanism that permits storage of data and 1nstruc-
tions while the device 32 1s powered down. The memory 44
may be, for example, SRAM, DRAM or another structure that
temporarily stores data and instructions being executed by the
processor(s) 40 while the device 1s powered up. The device 32
may further comprise some mechanism (not shown) for
accessing the site 38 and server 34, such as a wired connection
(such as a cable modem and cable for example) or a wireless
connection (such as a 802.11 link, a cellular link or GPRS
link). The device 32 may further comprise an operating sys-
tem 46 that resides 1n the memory 44 during operation of the
device and 1s executed by the processor(s) 40 as 1s well
known. The mmvention 1s not limited to any particular type of
operating system and may be implemented with various dii-
ferent operating systems. In order to implement the filtering
and monitoring system 1n accordance with the mnvention, the
device 32 may further include a client 48 (which 1s shown as
a soltware application/software module containing a plurality
of lines of computer instructions and data in this example)
that 1s stored i the memory 44 and executed by the
processor(s) 40 to perform the client functions of the filtering
system as described below in more detail. In the preferred
embodiment of the invention, the client further comprises one
or more software modules having a plurality of lines of com-
puter code wherein each module performs different functions
of the filtering system and the combination of the modules
implements the client functions. The client 48 may also be
implemented as a mixed hardware/software device, such as a
plug-1n media card that 1s plugged into the device 32, or as a
hardware device, such as an ASIC with the client embedded
into the ASIC. When the user of the device 32 attempts to
access a remote resource, such as a resource on the site 38
shown 1n FIG. 1, the client 48 intercepts the access and
gathers data about the access that 1s then forwarded to the
server 34 1n one embodiment of the invention. The client 48
may also gather the data about the resource access and then
make a determination about the access request itsell in
another embodiment of the invention. The level of access for
cach user (and/or each device) may be customized for a
particular user.

The server 34 may further comprise one or more
processor(s) 50, a persistent storage device 52 and a memory
54 that are interconnected together as 1s well known. The
server may further comprise a database 56 that stores the data
and software code associated with the filtering system 1n
accordance with the mvention. The server may further com-
prise an operating system 58 as 1s well known and a filtering/
categorization module 60, shown as a piece of software resid-
ing in the memory 34 1n this example, that processes the
resource access requests and determines whether or not the
device 32 may access the resource on the site 38 1n one
embodiment of the invention. The module 60 (which prefer-
ably comprises one or more soltware modules) implements
different functions of the filtering system including adminis-
trative functions associated with the filtering system and may
interact with the database 56 to request and store data 1n the
database associated with the filtering activities. To uniquely
identify each device 32, each device 1s assigned a unique
identifier that ties the configuration and filtering requests to a
particular device and permits the filtering logs for a particular
device to be stored in the database. In addition, the combina-
tion of the unique identifier with an initial log-in by each
device 32 to the server reduces the amount of data being
transmitted between the device 32 and computer 34 during
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cach resource access request when the server 34 1s performing
the filtering decisions. In this embodiment of the mvention,
the filtering system permits the filtering of access by a device
to a remote resource 1n real-time wherein a server 1s used to

accomplish the filtering decisions. In another embodiment of 5

the invention, the device may perform 1t’s own filtering deci-
sions, such as when the server 1s unavailable to the device,
where the client operates 1n a mode specified by the server,
such as for example, the client logs the accesses and then
uploads a log to the server when connectivity 1s re-estab-

lished.

FIG. 3 1s a diagram 1llustrating further details of a client/
server embodiment of the device resource access filtering and
monitoring system showing more details of the device 32 and
the server 34. In this example, the device 32 may include one
or more typical software applications that might be used on a
typical personal computer, such as a web browser 70, an AOL
browser 72, Outlook Express 74, Outlook 76, an FTP client
(not shown), a Gopher client (not shown) and/or anews reader
78. When using any of these typical software applications that
attempts to access a remote resource, the mnformation about
the remote resource access 1s itercepted by the client 48 so
that 1t can be sent to the server 34 to determine 11 access to the
particular resource should be permitted for the particular
device. In one embodiment, on the server 34 side, the server
turther comprises a Microsoit’s Internet Information Server
(I1IS) 80 that receives the data from the client 48 on the device
32. The invention 1s not limited to using the IIS and may be
implemented in other manners. The IIS server 80 may then
forward that information onto an IIS plug-in 82 that forwards
the data onto a categorization engine 84. The IIS plug-in 82
may determine a particular client associated with the device
32 using a client database 56a (part of the database 56 shown
in FIG. 2 1n a preferred embodiment or a separate database)
wherein the client database may be maintained using an
administration module 86. The administration module may
contain, for example, a list of all monitored clients that are
installed on remote devices along with the settings for each
client that may be stored in the client database 56a as
described 1n more detail with reference to FIG. 7.

The IIS Plug-1n 82 may further comprise an oftline filtering
module, an unfiltered ports module and a filtering sensitivity
module. The categorization may then communicate the
olfline mode, unfiltered ports mode and filtering sensitivity
settings for a particular client to the client which then imple-
ments the ofthne filtering, unfiltered ports filtering and filter-
ing sensitivity levels. The client may comprise an oifline
filtering module, an unfiltered ports module and a filtering
sensitivity module wherein each module implements the
respective Tfunctions of the client and each module may be
implemented as a plurality of lines of computer code that are
executed by the processor of the device on which the client
resides.

The categorization engine 84 may pull categorization rules
from a rules database 56 (part of the database 56 1n FIG. 2 1n
a preferred embodiment or a separate database) that 1s main-
tained by a rules administration module 88. The rules admin-
istration module 88 may also be used to create a new rule as
described 1n more detail below with reference to FIG. 8. The
categorization engine may store its results in a monitor data-
base 56¢ (part of the database 56 in FIG. 2 1in a preferred
embodiment or a separate database) that 1s maintained by a
monitor module 90. The monitor module 90 may, for
example, collect and display information about the Web surt-
ing habits of each client or of all of the clients. The monitor
module 90 may also include a real-time monitor module (not
shown) that permits a user of the monitoring system to show
the Internet connections for remote user of the devices as the
connections are requested. In accordance with the imvention,
the categorization engine may categorize a particular infor-
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mation request based upon one or more pieces of data. The
information request may be categorized primarily based on
the site address to be accessed by the device. The categoriza-
tion engine may also use 1) the device’s host name or a
server-side configurable alternative name (when the device
does nothave a host name); and/or 2) the device’s current user
name or a server-side configurable alternative name (for
devices that do not have a user name). Thus, the categoriza-
tion criteria (and therefore the accessible remote sites) for a
particular device/user 1s configurable. For example, the level
of access may change depending on the employee seniority or
status within the company. An administrator module (not
shown) may include a scheduler that permits the user to set-up
events to occur automatically on the server, such as database
updates, database maintenance tasks and the like. The admin-
istrator module also permits a user to categorize/re-categorize
a site. A virtual control agent (not shown) i1s an optional
module that uses artificial intelligence to automatically visit
and categorize sites that have been accessed by the user, that
at that time, did not have a category. The administrator mod-
ule also has a web reporting module so that the system can
generate reports on the client data and the surfing habits. The
various modules of the remote computer 34 may each be a

piece of soltware with a plurality of lines of code that imple-
ments the functions described herein.

FIG. 4 1s a diagram 1llustrating more details of the server
portion 34 of the device client/server embodiment of the
invention and FIG. 5 1s a diagram 1llustrating more details of
the device 32 portion of the device client/server embodiment
of the invention. As shown in FIG. 4, an implementation of the
server 34 1s shown wherein an SQL database 1s used to store
the data for the system and a web filter rules engine service 1s
used that 1s available as part of the SurfControl Web Filter
product. An example of a filtering rule 1n accordance with the
invention and how a rule 1s created 1s described 1n more detail
below with reference to FIG. 8. As shown 1n FIG. 5, the client
48 on the device further comprises a user interface portion
100, a client communications layer 102, a network 1ntercep-
tor layer 104 and a storage medium 106 that stores the con-
figurations for the particular client 48 as well as any log files
as described below. In a preferred embodiment, each of these
portions and layers 1s a piece of software being executed by
the processor of the device. The user interface portion 100
generates the user interface of the monitoring system that 1s
displayed to the user and may include configuration user
interface screens. The network interceptor layer 104 may
gather the data from a resource access request to an external
site while the client communications layer 102 may format
that data into a format to send to the server 34 and receive the
server’s resource access decision and implements that deci-
S1011.

During normal operation of the system in accordance with
the mvention, the device may initiate a resource access
request to aresource on a remote site, such as a web page from
Amazon.com, and the client 48 captures the data associated
with that request, such as the site address. The client may also
gather the device i1dentifier and other device data and then
forward the resource access request data to the server 34. The
server may then, based on the resource access request data,
make a categorization/filtering decision to generate a
resource access decision and then send the resource access
decision back to the client 48 so that the client may take the
appropriate actions. Thus, the remote server may perform
real-time momnitoring and filtering of the resource access
requests of the device 32. If, however, the server 34 1s not
available to the device (for any reason), then the device may
perform offline filtering wherein the device 32 1s responsible
for 1ts own monitoring and filtering. When the device (and
hence the client) 1s unable to connect to the server, it will
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attempt reconnection on a regular basis, such as every 5
minutes, while the client 1s connected to the Internet.

During the oftline filtering, the device/client may operate in
different modes of operation depending on the configuration
of the particular client by the server. For example, the client
48 may permit all Internet accesses, but log each resource
access request 1nto a local log file (a “Log & Allow” mode)
that may then be later uploaded to the server. Alternatively,
the client may block all Internet access (a “Block All” mode)
or allow all Internet access with no logging (an “Allow All”
mode). In accordance with the invention, the offline logs
recorded on the client may be stored 1n the local storage of the
device, such as the memory or persistent storage device as
described above. If the log 1s later uploaded to the server, the
log file may then be deleted on the device. In a preferred
embodiment, the log file may be encrypted. The log file may
turther include some basic monitoring capabilities to detect
unauthornized tampering of the client. In accordance with the
invention, the oftline log uploading may include bandwidth
throttling so that when the server comes back online, 1t 1s not
overloaded by numerous clients all trying to upload their logs
to the server.

In accordance with the invention, the server may include
the administrator module 86 that permits a system adminis-
trator, such as a Chief Information Officer for a corporation,
or the client itself (using an automated algorithm) to adjust the
operation of the filtering and monitoring system 1n accor-
dance with the mnvention. For example, the filtering sensitivity
of the system (the level at which Internet accesses are filtered
on a particular device) for each device may be customized/
adjusted so that the amount of Internet traific being filtered
may be reduced for a particular device which reduces the
amount of bandwidth of the device dedicated to the monitor-
ing and filtering operations. For example, a device with a slow
Internet connection, such as GPRS for a cellular phone, may
have 1ts sensitivity adjusted. In accordance with the mnvention,
the filtering sensitivity for any device may be adjusted based
on any particular characteristics of the device. In a preferred
embodiment of the system, there may be a high filtering level,
a medium filtering level, a low filtering level and an automatic
filtering level. At the high filtering sensitivity level, the sys-
tem may, for example, filter all non-hypertext transier proto-
col (HTTP) ports and all HI'TP requests so that this setting
filters all resources including, for example, pop-up ads. The
high filtering sensitivity provides a very thorough filtering,
but may impact filtering speed and performance 11 the device
1s making a lot of resource access requests. At the medium
level of sensitivity, all non-HTTP ports are categorized, but
only HTTP page requests are categorized while image files,
sound files, style sheets and XML requests are not catego-
rized. At a low sensitivity level, all non-HTTP ports are cat-
egorized, but only the server address part of the HI'TP request
1s categorized and the results may be cached for a very short
time. At the automatic level of sensitivity, the client chooses
the high, medium or low level based on the average server
response times (response latency) and pre-configured thresh-
olds. For the automatic mode, the client may include a piece
of code that adjusts the sensitivity. For example, the high level
may be used while the response latency 1s less than a prede-
termined period of time and then be reset to a medium level.

In accordance with the invention, the system may filter all
TCP/IP ports wherein some of the ports are treated as H1'TP
web requests either made directly to the resource at the site 38
or via a Proxy Server. In order to reduce needless communi-
cations with the server for device access to ports that a par-
ticular company 1s not interested in filtering or monitoring,
the device 32 may be informed (by the server) of which ports
are to be communicated to the server and which of those ports
are to be treated as HT'TP web requests. Thus, the server may
be configured, for a particular company, with unfiltered ports
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(the list of ports that are not to be communicated to the server. )
In accordance with the mmvention, the list of ports to filter
and/or treat as HI'TP requests are communicated to the device
during the login procedure of the device. The client may then
perform an unfiltered port action which 1s an automatic action
taken when an application executing on the device attempts to
access an unfiltered port. In a current implementation and one
embodiment of the system, the list of filtering ports and HTTP
ports are hard coded into the server software. In another
embodiment of the invention, the server may analyze a set/list
of rules (which may be adjusted/customized) and the list of
monitored ports 1s automatically generated from the rules.
The unfiltered port actions may include, for example, an
allow all option 1n which all of these portrequests are allowed
(an “Allow All” mode), a block all option (a “Block All”
mode) 1s which access to all unfiltered ports 1s blocked and a
filter option (a “Filter” mode) in which the port request 1s
communicated to the server which 1s useful for rules that 1n a
typical Web filter usually affects all ports, such as block
everyone irom adult content.

FIGS. 6 A and 6B are two diflerent examples of an instal-
lation of the filtering system 1n accordance with the invention.
For each installation, the server 34 1s positioned so that the
devices 32 (with the clients) may access the server over TCP
port 80. In FIG. 6A, the server 34 may be positioned external
to a main protected network 112 (with 1ts internal computing
devices 114) and connected to the corporate network via
bridge/router/firewall device 110 as shown so that the devices
32 may access the server 34. In the example shown 1n FIG.
6B, the server 34 may be located within the network 112 and
then the firewall 110 must be configured to allow trailic on
TCP port 80 as long as the traffic 1s directed to server 34. In
both cases, the device 32 are able to communicate with the
server 34 and therefore the server can perform the remote
monitoring and filtering operations.

FIG. 7 illustrates an example of the user interface 120 for
an exemplary implementation of the client administrator
module. The administrator 1s the main management point for
the system and provides a customizable description of each
remote device and the settings for each particular device. The
user interface 120 includes a summary portion 122 and a
client detail portion 124 wherein the summary portion 122
lists all of the clients currently entered into or logged into the
system (only one 1s shown in this example for simplicity.)
When the user of the administrator module selects a particular
client from the summary portion, the client detail portion 124
shows the detailed settings and other information for the
particular client and the device on which the client 1s being
executed. The client detail portion 124 may further include a
client information portion 126 and a client settings portion
128 wherein the client information portion lists information
about the particular selected client/device and the client set-
tings portion permits the administrator to adjust/set/reset the
settings of the filtering/momitoring for the particular client/
device. As shown 1n the client information portion, each client
has a unique identification (the Client Id shown 1n FIG. 7) that
unmiquely 1dentifies each client installation so that the settings
for each client may be stored 1n the database.

In the client settings portion 128, the admimistrator may set
various filtering and monitoring settings including, for
example, an ofiline action setting 130, an unfiltered ports
setting 132, a filter sensitivity setting 134, a user name setting
136 and a host name setting 138. As described above, the
offline action setting 130 permits the administrator to select
an option of how the client will operate when the server
becomes unavailable to the client and the offline actions, 1n a
preferred embodiment, may be selected from “Allow All”,
“Block All” or “Log and Allow”. The unfiltered ports setting
132 permits the administrator to set how the particular client
should behave when ports not included 1n the filtered ports are
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accessed by the user of the device. In a preferred embodiment
of the invention, a selected list of TCP ports are chosen to be
monitored in order to reduce the total trailic between the
client and the server. The actual selection of ports being
monitored may be modified using the administrator modules.
The list of default TCP ports may include, for example:

PORT APPLICATION NUMBER
HTTP Web traflic 80, 8000, 80RO
HTTPS Secure web traffic 443
FTP File transfers 21
NNTP Newsgroups 119
POP3 E-mail (recerving) 110
SMTP E-mail (sending) 25
AOL American Online 11523

Thus, for any port not specified as filtered or added into the
monitored ports by the administrator, the unfiltered ports
setting will apply. As described above, the unfiltered port
selections, 1n a preferred embodiment, may include the Allow
All, Block All and Filter modes. The {filter sensitivity setting,
134 permits the administrator to set the level of sensitivity of
the filtering for the client. As described above, the selections
may include, 1n a preferred embodiment, a high filtering level,
a medium filtering level, a low filtering level and an automatic
filtering level.

In general, the filtering rules may be based on a user name
or host name. Thus, 1f a user name 1s specified by a rule, then
regardless of the device being used by the user, the user
filtering rules are applied. If a host name 1s specified 1n a rule,
then regardless of which user logs 1nto a particular device, the
rules based on the host name are applied to that particular
device. Thus, the user name setting 136 permits the adminis-
trator to set the user that 1s applied to the particular device.
This user name 1s used by the server for all filtering decisions
for the client device. The name can then be used to check
against the rules 1n the rules database to determine the appro-
priate filtering for the particular client user. The user name
setting permits the administrator to choose, 1n the preferred
embodiment, from a client specified name mode, a server
override mode or a server default mode. In the client specified
mode, when the user logs into the device executing the client,
the client sends the user log in name to the server which 1s
used as the user name. In the server override mode, the admin-
1strator can specily a name to 1dentify this user as a member
of an organization, such as engineering, secretary, mobile
employee, etc. . . ., without specifically defining the user as an
individual so that the filtering rules for the organization will
apply to the particular user. For example, a company may
have a collection of mobile devices used for traveling insur-
ance salesmen, and anyone using those mobile devices should
be filtered according to the role of ‘salesman’, rather than
their individual user name. Therefore rules can be created that
allow ‘salesman’ to go to particular sites needed for the job.
This mode may also be used when the client 1s unable to
supply a user name, such as a mobile phone. The server
default mode 1s used when the client specified mode and
server override mode are not used so that the device may still
be filtered at some level. The host name setting 138 specifies
the actual device (in contrast to a user of the device) so that
devices or groups of devices (with particular characteristics)
can be grouped together, recognized and filtered according to
the filtering rules for that group of devices regardless of the
individual using the device. The host name settings permits
the administrator to select, 1n a preferred embodiment, from a
client specified host name mode, a server override mode and
a server default mode. In the client specified mode, the client
of a device, when the user logs mto the device, provides the
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network name of the device to the server. In the server over-
ride mode, the host name 1s used to 1dentily the device as a
member of a group which 1s useful for devices, such as a
mobile phone, that cannot supply a host name. In the server
default mode, this 1s the host name used when the client
specified mode and server override mode are not used so that
the device may still be filtered at some level.

FIG. 8 illustrates an example of the user intertface 150 for
an 1mplementation of the rules administrator module. The
rules administrator permits an authorized user of the system
to create one or more filtering rules. The user interface shows
cach rule 152 as a row 1n the display with the different char-
acteristics/settings of each rule, such as the type of rule, the
user/device to which the rule applies, the type of content to
which the rule applies, the threshold for the rule and the
notification characteristics of the rule arranged in different

columns of the display. The types of rules include ALLOW
(allow the content specified by the rule), DISALLOW (do not

allow the content specified by the rule) or THRESHOLD
(allow the content specified by the rule 1if i1t 1s within the
threshold values). For the threshold rules, a user specified by
the rule may be permitted to access the Internet for a set
period of time, for example. For each rule, the administrator
may specily the clients/devices or groups of clients or devices
to which the rule 1s applied during filtering operations. For
cach rule, the administrator may specity the type of content to
be filtered. For example, as shown 1in FI1G. 8, the content may
be adult/sexually explicit, travel, gambling, executables, etc.
although a rule may be created to filter any type of content and
any type of content may be added 1nto the system so that a new
type ol content may be filtered in the future. Each rule also
specifies the time during which the rule 1s applied, such as
ANYTIME, After Work and Weekends, Worktime, efc.
wherein dlfferent time periods may be given a new name and
then the time period specified by the user. Each rule may also
have a threshold as described above as well as a notification
characteristic that specifies who 1n the system 1s notified
when certain content 1s being accessed by a user.

In accordance with the invention, the filtering rules gener-
ated by the rules administrator may govern who can access
what areas of the Internet at what time of day. The rules may
be positive (allowing access to sites, a category of sites such
as “sexually explicit” or resources) or negative (denying
access to sites, a category of sites or resources). In general,
cach rule may contain a Type, Who, Where, When, Notily,
Threshold and HTTP Deny objects (only some of which are
shown 1n FI1G. 8) that specily different characteristics of each
filtering rule. The Type object contains data that specifies
when the rule 1s allow, disallow or threshold rule. The Who
object contains data that specifies the individual to which the
rule will be applied wherein the object may specity an indi-
vidual, a group of people, anybody, nobody, etc. . . . The
Where object contains data that specifies the origin (such as a
web site) of the requested resource, but may also specily a
category of sites, such as “Sexually explicit” or “itp” for
example. The When object contains data that specifies the
time and/or days when the resource request 1s permitted or
denied. The Notity object contains data that specifies one or
more individuals that might be notified, such as by email,
when a particular resource request triggers that rule. The
Threshold object contains data that specifies the limit of the
amount of data or the time spent surfing during a particular
time period. The HT'TP Deny object contains data that speci-
fies that a particular type of deny page (harsh, strong or mild)
1s sent to the user when the rule is triggered. For each new
rule, the rules administrator permits the user to specily these
characteristics of the rule by entering information and utiliz-
ing drop down menus.

In accordance with the invention, the system filters devices
remote from the corporate network. It 1s desirable that, when
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a particular device transitions back onto the corporate net-
work, such as a laptop being used on the road and then being
plugged back into the corporate network, that the filtering
policy of the corporate network (for the static employees, for
example) will be used for the particular device as long as 1t 1s
within the corporate network. In accordance with the inven-
tion, the client may include a software module that detects
whether a particular resource request of the device 1s going to
be communicated over a corporate network (such as when the
device on which the client resides has been connected to the
corporate network) to disable the client filtering functions for
those resource requests being communicated over the corpo-
rate network so that the corporate network filtering policy
may be used. As another example, a device may be connected
to the corporate network but also connected to a wireless
modem and the client filtering may be used for resource
requests communicated over the wireless modem, but not for
resource requests communicated over the corporate network.

While the foregoing has been with reference to a particular
embodiment of the invention, 1t will be appreciated by those
skilled 1n the art that changes 1n this embodiment may be
made without departing from the principles and spirit of the
invention, the scope of which i1s defined by the appended
claims.

The mvention claimed 1s:

1. An Internet access filtering system, comprising:

a computer;

a client on a device wherein the client 1s configured to
establish a connection to the computer, the client further
comprising a module that gathers information about a
request to access a resource by the device and a module
that communicates the gathered information to the com-
puter;

the computer further comprising a module that categorizes
the resource access of the device based on the gathered
information and a module that communicates, 1n real-
time, a resource access decision to the client so that the
client controls the access to the resource by the device
based on the resource access decision of the computer;

wherein the client further comprises a module that 1s con-
figured to generate a capability mask for the device and
communicates that capability mask to the computer, the
capability mask containing information about the filter-
ing capabilities of the device;

wherein the computer 1s further configured to generate the
resource access decision based on the capability mask;

wherein the client further comprises an oifline filtering
module that controls the resource accesses of the device
based on the filtering capabilities of the device when the
client 1s unable to communicate with the computer;

wherein the offline filtering module further comprises an
allow all resource access mode, a block all resource
access mode and an allow all resource access with log-
ging mode; and

wherein the allow all resource access with logging mode
further comprises a module for throttling the offline logs
uploaded to the computer i order to control the band-
width utilized by the offline logs.

2. The system of claim 1, wherein the client has a filtered
port list downloaded from the computer that indicates the
ports to be filtered and the ports to be treated as H1'TP ports.

3. The system of claim 2, wherein the client further com-
prises an unfiltered ports module that controls the resources
accesses of the device for a port not specifically 1identified as
a filtered port.

4. The system of claim 3, wherein the unfiltered port mod-
ule further comprises an allow all resource access mode, a
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block all resource access mode and a send to computer for
possible filtering and/or logging mode.

5. The system of claim 4, wherein the unfiltered port mod-
ule mode 1s selected by the computer.

6. The system of claim 1, wherein the client further com-
prises a filtering sensitivity module that controls the level of
filtering of resource accesses for the client.

7. The system of claim 6, wherein the filtering sensitivity
module further comprises a high sensitivity level mode, a
medium sensitivity level mode, a low sensitivity level mode
and an automatic sensitivity level mode.

8. The system of claim 7, wherein the filtering sensitivity
module mode 1s selected by the computer.

9. The system of claim 1, wherein the computer further
comprises a monitor module that monitors the resource
accesses ol the devices connected to the computer to generate
a summary of the resource accesses of the devices.

10. The system of claim 1, wherein the resource being
accessed further comprises one of a web page, a file transfer
protocol site, an e-mail site, a secure web site, and anews site.

11. The system of claim 1, wherein the device further
comprises one of a personal digital assistant, a cellular phone,
a personal computer, a laptop computer, a palmtop computer
and an applance.

12. The system of claim 1, wherein the client further com-
prises a module that detects whether the requested resource 1s
to be communicated over a corporate network and that dis-
ables the client filtering for the requested resource being
communicated over the corporate network.

13. The system of claim 1, wherein the gathered informa-
tion and the resource access decision are communicated
between the client and computer using a hypertext transier
protocol over TCP port 80.

14. The system of claim 13, wherein the protocol for gath-
ered information further comprises a hypertext transfer pro-
tocol POSTT operation.

15. The system of claim 1, wherein the protocol for the
resource access decision further comprises data in a web page
format.

16. An Internet access filtering system, comprising:
a computer;

a client on a device wherein the client 1s configured to
establish a connection to the computer, the client further
comprising means for gathering information about a
request to access a resource by the device and means for
communicating the gathered information to the com-
puter;

the computer further comprising means for categorizing
the resource access of the device based on the gathered
information and means for communicating, in real-time,
a resource access decision to the client so that the client
controls the access to the resource by the device based on
the resource access decision of the computer;

wherein the client further comprises means for generating
a capability mask for the device and communicating that
capability mask to the computer, the capability mask
containing information about the filtering capabilities of
the device:

wherein the computer further comprises means for gener-
ating the resource access decision based on the capabil-
ity mask;

wherein the client further comprises means for oftline {il-
tering that controls the resource accesses of the device
based on the filtering capabilities of the device when the
client 1s unable to communicate with the computer;
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wherein the ofiline filtering means further comprises an
allow all resource access mode, a block all resource
access mode and an allow all resource access with log-
ging mode; and

wherein the allow all resource access with logging mode
further comprises means for throttling the oftline logs
uploaded to the computer i order to control the band-
width utilized by the offline logs.

17. The system of claim 16, wherein the client has a filtered
port list downloaded from the computer that indicates the
ports to be filtered and the ports to be treated as HI'TP ports.

18. The system of claim 17, wherein the client further
comprises means for filtering unfiltered ports that controls the

resources accesses of the device for a port not specifically
identified as a filtered port.

19. The system of claim 18, wherein the unfiltered port
means further comprises an allow all resource access mode, a
block all resource access mode and a send to computer for
possible filtering and/or logging mode.

20. The system of claim 19, wherein the unfiltered port
means mode 1s selected by the computer.

21. The system of claim 16, wherein the client further
comprises means for adjusting the filtering sensitivity that
controls the level of filtering of resource accesses for the
client.

22. The system of claim 21, wherein the filtering sensitivity
means further comprises a high sensitivity level mode, a
medium sensitivity level mode, a low sensitivity level mode
and an automatic sensitivity level mode.

23.'The system of claim 22, wherein the filtering sensitivity
means mode 1s selected by the computer.

24. The system of claim 16, wherein the computer further
comprises means for monitoring resource accesses of the
devices connected to the computer to generate a summary of
the resource accesses of the devices.

25. The system of claim 16, wherein the resource being
accessed further comprises one of a web page, an file transter
protocol site, an e-mail site, a secure web site, and a news site.

26. The system of claim 16, wherein the device further
comprises one of a personal digital assistant, a cellular phone,
a personal computer, a laptop computer, a palmtop computer
and an appliance.

27. The system of claim 16, wherein the client further
comprises means for detecting whether the requested
resource 1s to be communicated over a corporate network and
means for disabling the client filtering for the requested
resource being communicated over the corporate network.

28. An Internet access filtering method using a computer
and a client on a device that establishes a connection to the

computer, the method comprising:

gathering information by the client about a request to
access a resource by the device;

communicating the gathered information to the computer;

categorizing, at the computer, the resource access of the
device based on the gathered information;

communicating, in real-time, a resource access decision to
the client so that the client controls the access to the
resource by the device based on the resource access
decision of the computer;

generating by the client, a capability mask for the device;

communicating that capability mask to the computer, the
capability mask containing information about the filter-
ing capabilities of the device;

generating, by the computer, the resource access decision
based on the capability mask;
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wherein offline filtering by the client controls the resource
accesses of the device based on the filtering capabilities
of the device when the client 1s unable to communicate
with the computer;

wherein the offline filtering further comprises an allow all
resource access mode, a block all resource access mode
and an allow all resource access with logging mode; and

wherein the allow all resource access with logging mode
further comprises throttling the oftline logs uploaded to
the computer 1n order to control the bandwidth utilized
by the offline logs.

29. The method of claim 28 further comprising download-
ing a filtered port list from the computer to the client that
indicates the ports to be filtered and the ports to be treated as
HTTP ports.

30. The method of claim 29 further comprising filtering
unfiltered ports that controls the resources accesses of the
device for a port not specifically identified as a filtered port.

31. The method of claim 30, wherein the filtering of the
unfiltered ports further comprises an allow all resource access
mode, a block all resource access mode and a send to com-
puter for possible filtering and/or logging mode.

32. The method of claim 31, wherein the unfiltered port
mode 1s selected by the computer.

33. The method of claim 28 further comprising adjusting,
the filtering sensitivity that controls the level of filtering of
resource accesses for the client.

34. The method of claim 33, wherein the filtering sensitiv-
ity adjustment further comprises a high sensitivity level
mode, a medium sensitivity level mode, a low sensitivity level
mode and an automatic sensitivity level mode.

35. The method of claim 34, wherein the filtering sensitiv-
ity adjustment mode 1s selected by the computer.

36. The method of claim 28 further comprising monitoring,
the resource accesses of the devices connected to the com-
puter to generate a summary of the resource accesses of the
devices.

37. The method of claim 28, wherein the resource being
accessed further comprises one of a web page, an file transfer
protocol site, an e-mail site, a secure web site, and anews site.

38. The method of claim 28, wherein the device further
comprises one of a personal digital assistant, a cellular phone,
a personal computer, a laptop computer, a palmtop computer
and an applance.

39. The method of claim 28 further comprising detecting,
by the client, a connection of the device to a corporate net-
work 1n order to disable the client filtering operation while the
device 1s connected to the corporate network.

40. A server for an Internet access {iltering system, com-
prising:

a module implemented with a processor so as to cause said
processor to receive information about a request to
access a resource by a remote device wherein the inifor-
mation about the resource access request 15 communi-
cated from a remote client on the device;

a module implemented with a processor so as to cause said
processor to categorize the resource access of the device
based on the gathered information;

a module implemented with a processor so as to cause said
processor to communicate, in real-time, a resource
access decision to the client so that the client controls the
access to the resource by the device based on the
resource access decision of the processor;

wherein the server further comprises a module 1mple-
mented with a processor so as to cause said processor to
receive a capability mask for the device from a client
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associated with the device, the capability mask contain-
ing iformation about the filtering capabilities of the
device;

wherein the processor 1s further configured to generate the
resource access decision based on the capability mask;

wherein the client associated with the device 1s configured
to control the resource accesses of the device based on
the filtering capabilities of the device when the client 1s
unable to connect to the processor;

wherein, when the client 1s unable to connect to the pro-
cessor, the client controls the resource accesses of the
device with an allow all resource access mode, a block
all resource access mode and an allow all resource
access with logging mode; and

wherein the allow all resource access with logging mode
further comprises means for throttling oifline logs
uploaded to the computer i order to control the band-
width utilized by the offline logs.

41. The server of claim 40 further comprising an adminis-
trator module that sets a filtered ports list that 1s downloaded
to the client that indicates the ports to be filtered and the ports
to be treated as HT'TP ports.

42. The server of claim 41 further comprising an unfiltered
ports module that sets the filtering decisions for each client for

a port not specifically identified as a filtered port.

43. The server of claim 42, wherein the unfiltered port
module setting further comprises an allow all resource access
mode, a block all resource access mode and a send to a
computer for possible filtering and/or logging mode.

44. The server of claim 40 further comprising a filtering,
sensitivity module that sets the filtering sensitivity for each
client.

45. The server of claim 44, wherein the filtering sensitivity
module settings turther comprises a high sensitivity level
mode, amedium sensitivity level mode, a low sensitivity level
mode and an automatic sensitivity level mode.

46. The server of claim 40 further comprising a monitor
module, connected to a computer, that monitors the resource
accesses of the devices to generate a summary of the resource
accesses of the devices.

47. The server of claim 40, wherein the resource being
accessed further comprises one of a web page, an file transfer
protocol site, an e-mail site, a secure web site, and a news site.

48. The server of claim 40, wherein the device further
comprises one of a personal digital assistant, a cellular phone,
a personal computer, a laptop computer, a palmtop computer
and an appliance.

49. An Internet access filtering client located on a device
that communicates with a remote computer, the client com-
prising;:

a module implemented with a processor so as to cause said

processor to gather information about a request to access
a resource by the device;

a module implemented with a processor so as to cause said
processor to communicates the gathered information to
the computer;

a module implemented with a processor so as to cause said
processor to recerve a resource access decision from the
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remote computer and controls the access to the resource
by the device based on the resource access decision of
the computer;
wherein the clhient further comprises a module 1mple-
mented with a processor so as to cause said processor to
generate a capability mask for the device and to com-
municate that capability mask to the computer, the capa-
bility mask containing information about the filtering
capabilities of the device;
wherein the computer 1s further configured to generate the
resource access decision based on the capability mask;

wherein the client 1s further configured to control the
resource accesses of the device based on the filtering
capabilities of the device when the client 1s unable to
communicate with the computer;

wherein the client controls the resource accesses of the

device with an allow all resource access mode, a block
all resource access mode and an allow all resource
access with logging mode; and

wherein the allow all resource access with logging mode

further comprises means for throttling the oftline logs
uploaded to the computer 1n order to control the band-
width utilized by the oftline logs.

50. The client of claim 49, wherein the client controls the
resource accesses of the device based on a mode selected by
the computer.

51. The client of claim 49, wherein the client has a filtered
port list downloaded from the computer that indicates the
ports to be filtered and the ports to be treated as H1'TP ports.

52. The client of claim 51 further comprising an unfiltered
ports module that controls the resources accesses of the
device for a port not specifically identified as a filtered port.

53. The client of claim 52, wherein the unfiltered port
module further comprises an allow all resource access mode,
a block all resource access mode and a send to the computer
for possible filtering and/or logging mode.

54. The client of claim 53, wherein the unfiltered port
module mode 1s selected by the computer.

55. The client of claim 49 further comprising a filtering
sensitivity module that controls the level of filtering of
resource accesses for the client.

56. The client of claim 55, wherein the filtering sensitivity
module further comprises a high sensitivity level mode, a
medium sensitivity level mode, a low sensitivity level mode
and an automatic sensitivity level mode.

57. The client of claim 56, wherein the filtering sensitivity
module mode 1s selected by the computer.

58. The client of claim 49, wherein the resource being
accessed further comprises one of a web page, an file transfer
protocol site, an e-mail site, a secure web site, and anews site.

59. The client of claim 49, wherein the device further
comprises one of a personal digital assistant, a cellular phone,
a personal computer, a laptop computer, a palmtop computer
and an appliance.

60. The client of claim 49 turther comprising a module that
detects whether the requested resource 1s to be communicated
over a corporate network and that disables the client filtering
for the requested resource being communicated over the cor-
porate network.
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