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SYSTEMS AND METHODS FOR REMOTE
VALIDATION

FIELD OF THE INVENTION

The present invention relates to the field of physical distri-
bution management and in particular, to the remote validation

of shipment information.

DESCRIPTION OF RELATED ART

The shipment of goods from a manufacturer or retailer to a
consumer may involve several shipping agents. A primary
shipping agent or shipping company may pick up goods at a
manufacturer site, which may then be handed oif to multiple
third parties called carriers. Carriers travel with a shipment
tor all or part of 1ts journey to a final destination. A document,
termed a bill of lading, describes each consignment of goods
that 1s accepted by a carrier. Information derived from the
bills of lading may be combined 1nto a manifest that describes
all the cargo carried on board a particular vehicle or vector
(“vector”). The manifest may be used by law enforcement
agencies to ensure that the cargo 1n the vector matches infor-
mation on the manifest. Law enforcement agencies will often
also check directly with the individual entities involved with
the shipment to validate the shipment details described 1n the
manifest such as the origin, destination, and nature of the
goods and to get additional information that may not be
provided 1in the manifest. The need to check directly with the
individual entities arises because each entity involved in the
transportation of the shipment guards customer and opera-
tional information zealously from other entities mnvolved in
the process. Thus, the manifest contains less information than
a law enforcement agency would typically require and often
requires additional verification before the shipment may be
cleared. For example, a law enforcement agency may want to
verily and/or account for any deviations from the typical
route used by a carrier to ensure that a shipment 1s not being,
diverted for unlawiul purposes. Currently, such verification 1s
done through the use of traditional communication means
such as over the telephone or over police radio. The law
enforcement agency official contacts an authorized represen-
tative at each of the various individual entities. The authorized
representative can then respond to the official’s request. The
use of such traditional verification mechanisms including the
need to interact with the representatives of multiple entities
creates delays, decreases efficiency, and increases costs forall
parties involved. Therefore, there 1s a need for a method to
allow reliable efficient remote validation of shipment infor-
mation while preserving the confidentiality of proprietary
data that 1s released for law enforcement purposes.

Reliable efficient remote validation of shipment informa-
tion would result, inter alia, 1n enhanced transportation secu-
rity and public safety, reduced wait times at inspection points
due to faster processing by law-enforcement agencies,
reduced lag times between order placement and fulfillment,
increased utilization of vectors and greater predictability of
shipment times and costs.

SUMMARY OF THE INVENTION

In accordance with the present invention, systems and
methods for remote validation are presented.

In some methods for remote data validation, shipment data
1s encoded and recorded on a document or other media. In
some embodiments consistent with the present mvention,
recorded shipment data and other information about the ship-
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ment may be captured at a remote location. A portion of the
captured information may be transmitted to imndividual enti-
ties associated with the shipment. In some embodiments con-
sistent with the present invention the shipment information
may be captured and transmitted electronically. Information
received by the individual entities 1s compared with informa-
tion about the shipment that may be stored 1n their respective
individual repositories and a response 1s returned to the
remote requestor based on the results of the comparison.

These and other embodiments are further explained below
with respect to the following FIGS.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a block diagram of a remote data validation
system consistent with some embodiments of the invention.

FIG. 2 illustrates a tflowchart describing the deployment of
the RDV Dispatcher according to some embodiments of the
present invention.

FIG. 3 shows a tlowchart describing an exemplary system
300 for deployment of the RDV Validator according to some

embodiments of the present invention.

FIG. 4 shows a tlowchart that traces the process tlow for a
remote validation request according to some embodiments of
the present invention.

DETAILED DESCRIPTION

In accordance with the present mmvention, methods and
systems are provided for remote data validation. Recorded
shipment information along with other information that 1s
captured at a remote mspection point 1s sent to a dispatcher
with a request for validation. In some embodiments consis-
tent with the present invention, mformation received by the
dispatcher 1s parsed and multiple validation requests are gen-
erated to 1individual entities associated with the information
received by the dispatcher. In some embodiments consistent
with the present invention, each individual entity retrieves
information associated with the shipment in response to the
received validation request. A code sequence 1s returned to
the dispatcher by each individual entity based on the degree to
which information in the received request corresponds to
stored information. In some embodiments consistent with the
present ivention, the dispatcher assimilates the received
code sequences and relays the assimilated code sequence to
the remote unit.

FIG. 1 1llustrates an exemplary system 100 for performing
remote data validation according to the embodiments of the
present invention. In the FIGS., elements with similar func-
tions are prefixed with the same numeric identifier, and 1ndi-
vidual mstances are 1dentified with a hyphenated ordinal sut-
fix. As shownin FI1G. 1, system 100 consists of a Remote Data
Validation (*RDV™) Unit 115 that may be deployed at
Remote Checkpoint110. RDV Unit 115 may be, for example,
a laptop, tablet computer, a handheld device, or other device
capable of exchanging information with server 125-1 over
network 175. In some embodiments, functions of RDV Unait
115 may be provided by partly or entirely by software that
configures existing hardware devices capable of exchanging
information with server 125-1 over network 175. The
exchange of mnformation over network 175 may be accom-
plished through a wired or a wireless connection using con-
ventional communication protocols and/or data port inter-
faces. In general, any communication channel that allows
transmission of data between RDV Unit 1135 and servers
125-1,125-2, and 125-3 including network channels and/or

transier of data between machines on fixed storage media
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may be used to effect the exchange of information. In some
embodiments consistent with the present invention, informa-
tion sent over network 175 may be encrypted to ensure the
security of the data being transmitted.

RDYV Dispatcher 133 runs on Server 125-1 and can interact
with Database 140-1. In some embodiments consistent with
the present mmvention Server 125-1 may be situated, for
example, at the site of Law Enforcement Agency site 120. In
general, servers running RDV Dispatchers such as the exem-
plary Server 125-1 shown i FIG. 1 may be deployed at
various locations 1n a manner to facilitate communications
with RDV Units and with other elements of the system over
network 175, in accordance with some embodiments of the
invention. For example, RDV Dispatchers could be deployed
close to border crossing points, inspection stations, or around
areas designated for heightened scrutiny by law enforcement
agencies 1n a manner to facilitate communications with the
RDYV Units carried by law enforcement officials. RDV Unaits
may be pre-programmed with the information needed to com-
municate with RDV Dispatchers, or RDV Dispatcher infor-
mation may be obtained dynamically 1n response to a request
sent out by the RDV Unit. Database 140-1 may reside on
Server 125-1, which also contains removable media drives
130-1. In general, Database 140-1 may reside on any other
server or computer that 1s connected through network 175 to
a server running the RDV Dispatcher, although for perfor-
mance and efficiency reasons 1t may be more advantageous to
have both RDV Dispatcher 135 reside on a single server.
Removable media drives 130-1, 130-2 . . . 130-z may include,
for example, 3.5 inch tloppy drives, CD-ROM drives, DVD
ROM drives, CD=RW or DVD+RW drives, USB flash drives
and/or any other removable media drives consistent with
embodiments of the present invention.

Server 125-1 1s also connected by network 175 to Server
125-2. In some embodiments consistent with the present
invention Server 125-2 may be situated, for example, at the
site of Vendor 150. In general, servers runming RDV Valida-
tors such as the exemplary Server 125-2 shown in FIG. 1 may
be deployed at the locations of various entities associated
with shipments, 1n a manner to facilitate communications
over network 175 with RDV Dispatchers and with other ele-
ments of the system, in accordance with some embodiments
of the mnvention. Database 140-2 may reside on Server 125-2,
which also contains removable media drives 130-2. RDV

Validator 160-2 runs on Server 125-2 and can interact with
Database 140-2.

Server 125-3, containing removable media drives 130-3, 1s
also connected by network 175 to Server 125-1. In some
embodiments consistent with the present mvention Server
125-3 may be situated, for example, at the site of Shipping
Company 180. Exemplary RDV Validator 160-3 may run on
Server 125-3 and interact with exemplary Database 140-3.
Database 140-3 may also be resident on server 125-3.

In general, an exemplary Database 140-z may reside on
any server or computer that i1s able to communicate with 1ts
corresponding RDV Validator 160-7, although for perfor-
mance and efficiency reasons 1t may be more advantageous to
have both the exemplary database 140-» and RDV Validator
160-7 reside on a single server.

System 100 may also include other servers (not shown) that
are conmnected to network 175. These servers may have
removable media drives and databases and run the RDV Dis-
patcher or the RDV Validator, as appropriate. Such servers
may be located at various entities associated with shipment
validation. System 100 may also include multiple RDV Units
that may be deployed at various spection points. In some
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embodiments consistent with the present invention, some or
all of the RDV Units and associated inspection points may be
mobile.

In some embodiments consistent with the present inven-
tion, shipment data recorded on a manifest document or on
other media 1s captured or entered mto RDV Unit 115. In
some embodiments consistent with the present invention,
data may be captured directly by RDV Unit 115, for example,
from shipment information encoded 1n a bar code or other
machine-readable form on the manifest. In some embodi-
ments additional information needed about the shipment and
not provided by the manifest may also be entered by an
operator into RDV Unit 115. For example, information about
the present physical location of a shipment, such as a highway
number and mile stop may be entered 1into the RDV Unit for
transmission to an RDV Dispatcher. This physical location
information may then be communicated to an RDV Validator
by the RDV Dispatcher, for validation against route informa-
tion that may be available, for example, 1n a trucking com-
pany database. Shipment information, including at least one
“1tem 1dentifier” identifying an 1tem in the shipment and at
least one entity associated with the item, needing validation 1s
sent from RDV Unit 115 to Server 125-1 over network 175.

In accordance with embodiments of the present invention,
shipment information received by server 125-1 from RDV
Unit 115 may be parsed by RDV Dispatcher 135, to 1dentily
entities associated with the shipment and/or to separate infor-
mation 1n the received request into data fields. Exemplary
entities associated with a shipment could include the manu-
facturer, or shipping company, or government agencies from
which clearances, such as export or import licenses, or
licenses to carry or transport hazardous materials, may be
needed. RDV Dispatcher 135 may also query database 140-1
for missing information regarding entities associated with the
shipment information. For example, information such as the
network address of Servers 125-2 and 125-3 associated with
Vendor 150 and Shipping Company 180 respectively could be
retrieved from database 140-1. In some embodiments consis-
tent with the present invention, a validation request contain-
ing at least one field with information 1dentifying an item 1n
the shipment based on information received by server 125-1
and/or gathered from database 140-1, may be sent to servers
125-2 and 125-3 by RDV Daspatcher 135.

Information received by Vendor 150 on Server 125-2 from
RDV Dispatcher 135 1s parsed by RDV Validator 160-2 to
generate queries to database 140-2, which contains shipment-
related information including immformation that may not be
available on the manifest carried by the vector. Data retrieved
from database 140-2 1s compared with information in the
validation request from Server 125-1 and a response 1s gen-
erated. For example, the generated response may indicate that
some of the mformation 1n the RDV Validator database
matches the data in the validation request and/or that some
information in the RDV Validator database does not match
information in the validation request and/or that RDV Vali-
dator database contains insuificient information to make a
comparison. In some embodiments consistent with the
present invention the response may be encoded 1n the form of
a Return Code, which 1s sent to RDV Dispatcher 135 on
Server 125-1 over network 175. Similarly, information con-
tained 1n the validation request recerved by Shipping Com-
pany 180 on Server 125-3 1s processed by RDV Validator
160-3 using information from database 140-3. A response to
the validation request 1s generated by RDV Validator 160-3
based on shipment information retrieved from database 140-3
using the i1tem i1dentifier(s) and sent to RDV Dispatcher on
Server 125-1 over network 175. It should be noted that enti-
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ties associated with the shipment may also include, for
example, government agencies from which export or import
licenses, agricultural, health or safety clearances may need to
be obtained. Accordingly, RDV Validators may be deployed
at such agencies 1n a manner consistent with embodiments of
the mvention, to respond to requests originating from RDV
Unaits carried by law enforcement officials performing actual
ispections and to ensure that needed clearances and/or
licenses have been obtained.

RDV Dispatcher 135 combines the responses received
from the RDV Validator Modules 160-2 and 160-3, and sends
the combined response to the RDV Unit 115. RDV Unit 115
can then display the combined response to the operator.

FIG. 2 shows a flowchart 200 describing the deployment of
the RDV Daspatcher. In step 210, a server, on which an RDV
Dispatcher 1s installed, 1s booted up and connects to a net-
work. In some embodiments consistent with the present
invention, the server may be associated with a Law Enforce-
ment Agency 120 and could be the exemplary server 125-1 of
FIG. 1. In some embodiments consistent with the present
invention, RDV Dispatcher could be the exemplary RDV
Dispatcher 135 of FIG. 1. In step 220, the server starts the
RDYV Dispatcher and broadcasts the server’s address over the
network, which could be exemplary network 175 of FI1G. 1.1
some embodiments the address broadcast by the server could
be the network address and port number where mmcoming,
RDV data will be accepted. Next, in step 230, the server
receives mcoming data. The incoming data 1s categorized in
step 235. If the incoming data 1s categorized as a registration
request from an RDV Validator, the registration 1s processed
in step 240. In some embodiments processing may involve
adding RDV Validator details to the server database, such as
identifying information including a network address and port
number. In general, the format and composition of the i1den-
tification information may be based upon an established or
agreed upon protocol between the RDV Dispatcher and RDV
Validator. In some embodiments consistent with the present
invention, the server database could be exemplary database
140-1 of FIG. 1. If the incoming data 1s categorized as an
RDV Umit shipment validation request, 1t 1s parsed in step
255, to 1dentify entities and corresponding RDV Validators
associated with the shipment and to separate information 1n
the received request 1nto data fields. The format and compo-
sition of the data fields may be based upon an established or
agreed upon protocol between the RDV Dispatcher and RDV
Validator. One or more validation requests may then be sent to
registered RDV Validators associated with the shipment. In
some embodiments consistent with the present invention, an
Unknown Entity Code may be generated, 1f entities associ-
ated with the shipment are not registered with the RDV Dis-
patcher and/or 1f they cannot be located in the RDV Dis-
patcher database. In some embodiments consistent with the
present invention, the registered RDV Validators could be the
exemplary RDV Validators 160-2 and 160-3 shown 1n FIG. 1.
If the incoming data i1s categorized as an RDV Validator
response, then the response 1s combined with other responses
to validation requests for a given shipment 1n step 243. In step
250, the combined validation response 1s sent to the request-
ing RDV Unit. In some embodiments consistent with the
present mvention, the RDV Umit could be exemplary RDV
Unit 115 of FIG. 1. The RDV Dispatcher then returns to step
230, where 1t awaits additional incoming data.

FIG. 3 shows a flowchart describing a system 300 for
deployment of the RDV Validator. In some embodiments, the
RDYV Validator could be either of the RDV Validators 160-2 or
160-3, as shown in FIG. 1. In step 310, a server, on which an
RDV Validator 1s istalled, 1s booted up and connects to a
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network, which could be exemplary network 175 shown in
FIG. 1. In step 320, the RDV Validator 1s started and registers
with every RDV Dispatcher available for registering. In one
embodiment, information identifying RDV Company Dis-
patchers available for registration may be received over a
network 1n response to a registration information request
broadcast by RDV Validator. In one embodiment consistent
with the present invention information about RDV Dispatch-
ers available for registration may be retrieved from a file. In
some embodiments, the RDV Dispatcher Modules available
for registering could be additional instances of the exemplary
RDV Diaspatcher 135 of FIG. 1. Next, in step 330, the RDV
Validator awaits incoming validation requests containing at
least one 1tem 1dentifier and one shipment identifier. In some
embodiments consistent with the present invention, a valida-
tion request could contain multiple data fields corresponding
to various aspects of an item that require validation. For
example, data fields may contain information identifying the
shipment such as a shipment 1identifier and a physical location
identifier, such as a highway number and mile stop. When
shipment and 1tem 1dentifiers and physical location informa-
tion reaches an RDV Validator at, for example, a trucking
company, the identifiers can be used to look up and vernty
information regarding the shipment, as explained with
respect to step 340 below. In general, the information 1n the
data fields and the format of the data fields are not restricted
by the example described above and may correspond to any
protocol established between the RDV Dispatchers and RDV
Validators for generating and validating RDV requests.

In step 340, any validation requests recerved from RDV
Dispatcher Modules are processed by querying a database
such as the exemplary database 140-3 of FIG. 1 and compar-
ing information stored 1n database 140-3 with information 1n
the receiwved validation request. In the trucking company
example described above, information such as the next des-
tination of the shipment and the normal routes used by the
trucking company for shipments to that destination can be
correlated with the physical location 1dentifier and any devia-
tions flagged. In some embodiments consistent with the
present invention, some or all of the information 1n the data
fields 1n a validation request may need to be compared with
information stored in the database associated with the RDV
Validator. For example, information in data fields 1n a valida-
tion request could be used by RDV Validators 165 and 165-3
to generate queries to exemplary databases 140-2 and 140-3
respectively. In some embodiments consistent with the
present invention, a single validation request may require the
RDYV Validator to generate multiple database queries to vali-
date the information contained in some or all of the data fields.
A response 1s returned 1n step 350 based on the results
obtained 1n step 340. For example, a code indicating a data
match may be generated when the information contained 1n a
data field matches information in the database. In the trucking
company example above, a match could be generated 1if the
highway number and mile stop fall within the normal route
followed by company trucks to the shipment destination.
Conversely, a code indicating data mismatch may be gener-
ated when the information contained 1n a data field does not
match information contained 1n the database. If the database
has insufficient data to validate some of the information con-
tained 1n the validation request, then a code indicating insui-
ficient data may be generated. For example, a destination may
not routinely be served by a trucking company so thatno route
information pertaining to that destination may exist 1n the
Company Validator database. In such instances, a code 1ndi-
cating insuificient data may be generated. Thus, 1t may not be
possible to correlate the physical location of the shipment
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with imnformation available to the trucking Company Valida-
tor. The responses to a validation request may be as simple as
a‘“Yes,” “No,” or “Maybe,” or they may derived from param-
eters or rules stored 1n a “rule base” that determine how the
data retrieved 1n response to the validation request should be
processed. For instance, in the trucking company example
described above, a rule may be set to generate a response
indicating a route-physical location mismatch only when the
physical location of the shipment deviates from the normal
route by over 50 miles. In some embodiments consistent with
the present invention, the codes generated as a result of the
various queries may be combined into a response or return
code before being sent to an RDV Dispatcher. The RDV
Validator then returns to step 330, where 1t awaits additional
Incoming requests.

FIG. 4 shows a flowchart 400 that traces the process tlow
for a remote validation request. In step 410, data that 1s
captured (captured or entered) in an RDV Umit, such as the
exemplary RDV Unit 1135 shown 1n FIG. 1, 1s encoded 1nto a
secure request envelope. For example, the data could be the
shipment 1dentifier and/or the physical location identifier of a
shipment. The secure request envelope allows the encapsu-
lated data being transmitted to be protected from eavesdrop-
ping or alteration while 1n transit. Next, in step 4135, the RDV
Unit attempts to contact an RDV Dispatcher and exchange
authentication information. In some embodiments consistent
with the present invention, the RDV Dispatcher could be
exemplary RDV Dispatcher 135 of FIG. 1. The authentication
procedure ensures that both the RDV Umit and the RDV
Dispatcher are part of the same validation network. For
example, on one hand authentication ensures that unauthen-
ticated RDV Units will not be able to receive confidential
information contained in a response to a validation request
regarding a shipment. On the other hand, authentication
ensures that only authenticated RDV Daspatchers receive a
validation request sent by a RDV Unit. The result of the
authentication process 1s evaluated in step 420. If the authen-
tication has failed, an error is returned in step 425 and the
authentication process must be retried. In some embodiments
consistent with the present invention, an RDV Unitoran RDV
Dispatcher may be locked-out or blocked 11 there are repeated
authentication failures. If the, authentication 1s successiul, the
data sent by the RDV Unit 1s decoded by the RDV Daspatcher,
in step 430. Next, 1n step 435, the RDV Daispatcher identifies
the entities associated with a shipment. For example, infor-
mation about the entities may be retrieved by querying a
database, such as the exemplary database 140-1 shown 1n
FIG. 1. These entities could 1include, for example, the manu-
facturer of a shipment, the trucking company, or other carrier
transporting the shipment, or a trans-shipment warehousing,
company. A determination about the registration status of the
entities associated with a shipment 1s made 1n step 440. If the
entities are not registered or are not found 1n the database then
an “Unknown Entity” code may be sent to the RDV Unit 1n
step 445. If the enfity i1s registered, the RDV Dispatcher
attempts to contact the RDV Validator associated with the
entity using contact information stored in the database. For
example, these could be the RDV Validator Modules 160-1 or
160-2 associated with Vendor 150 or Shipping Company 180
respectively, as shown in FIG. 1. In step 450, the result of
attempts to reach RDV Validators 1s recorded. For RDV Vali-
dators that can be reached, a validation request 1s sent out by
the RDV Dispatcher and responses to these validation
requests received from the RDV Validators are collected in
step 460. If an RDV Validator i1s unreachable an “Entity
Unreachable” code 1s generated 1n step 4535. In step 465, the
RDYV Dispatcher uses the information recerved from the RDV
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Unit to determine 11 there are additional items related to the
shipment that need to be processed. If additional items
remain, the RDV Dispatcher returns to step 435. 11 all items
have been processed then, in step 470, the RDV Dispatcher
assembles and encodes all the return codes received from the
RDYV Validators related to a shipment into a secure envelope
and sends these to the requesting RDV Unit 1n step 470. The
RDV Umnit then displays the received codes to the operator 1n
step 473.

Further, methods consistent with embodiments of the
invention may conveniently be implemented using program
modules, hardware modules, or a combination of program
and hardware modules. Such modules, when executed, may
perform the steps and features disclosed herein, including
those disclosed with reference to the exemplary flow charts
shown 1n the FIGS. The operations, stages, and procedures
described above and illustrated in the accompanying draw-
ings are suificiently disclosed to permit one of ordinary skill
in the art to practice the invention. Moreover, there are many
computers and operating systems that may be used 1n prac-
ticing embodiments of the instant invention and, therefore, no
detailed computer program could be provided that would be
applicable to these many different systems. Each user of a
particular computer will be aware of the language, hardware,
and tools that are most useful for that user’s needs and pur-
poses.

The above-noted features and aspects of the present inven-
tion may be implemented in various environments. Such
environments and related applications may be specially con-
structed for performing the various processes and operations
of the invention, or they may include a general-purpose com-
puter or computing platform selectively activated or recon-
figured by program code to provide the necessary function-
ality. The processes disclosed herein are not inherently
related to any particular computer or other apparatus, and
aspects of these processes may be implemented by any suit-
able combination of hardware, software, and/or firmware. For
example, various general-purpose machines may be used
with programs written 1n accordance with teachings of the
invention, or 1t may be more convenient to construct a spe-
cialized apparatus or system to perform the required methods
and techniques.

Embodiments of the present invention also relate to com-
pute-readable media that include program instructions or pro-
gram code for performing various computer-implemented
operations based on the methods and processes of embodi-
ments ol the mvention. The program instructions may be
those specially designed and constructed for the purposes of
the mvention, or they may be of the kind well known and
available to those having skill in the computer software arts.
Examples of program instructions include, for example,
machine code, such as produced by a compiler, and files
containing a high-level code that can be executed by the
computer using an interpreter.

Other embodiments of the invention will be apparent to
those skilled in the art from consideration of the specification
and practice of the embodiments of the invention disclosed
herein. It 1s intended that the specification and examples be
considered as exemplary only, with a true scope and spirit of
the invention being indicated by the following claims. As
such, the invention 1s limited only by the following claims.

The invention claimed 1s:

1. A computer-implemented method of remotely validating
shipment data comprising:

receving the shipment data captured by a remote valida-

tion device at an mspection point along a route, wherein
the captured shipment data is related to an 1tem being
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shipped and comprises at least one item 1dentifier of the
item 1n the shipment and at least one previous handler’s
identifier of the item;

requesting validation of the captured shipment data from
the at least one previous handler of the item utilizing a
remote validation dispatcher operatively coupled to the
remote validation device, wherein the validation request
1s originated from the remote validation device and com-
prises at least one data field corresponding to at least one
aspect of the 1tem being shipped;

obtaining a response to the validation request from the at
least one previous handler, wherein the response 1s gen-
crated by the at least one previous handler based on a
comparison between the validation request and addi-
tional shipment information retrieved from the at least
one previous handler based on the captured shipment
data; and

sending the obtained response to the remote validation
device for displaying and/or storing.

2. The computer-implemented method of claim 1, wherein
capturing shipment data 1s performed by a machine.

3. The computer-implemented method of claim 1, wherein
capturing shipment data further includes a formatting step to
format the captured shipment data into data fields.

4. The computer-implemented method of claim 1 further
comprising;

identifying validators associated with the captured ship-
ment data based on the at least one previous handler’s
identifier;

transmitting the validation request for the captured ship-
ment data to each of the identified validators via the
remote validation dispatcher;

receiving validation responses from the identified valida-
tors, wherein each of the validation responses 1s gener-
ated by each of the i1dentified validators respectively
based on a comparison between the transmitted valida-
tion request and additional shipment information
retrieved from the each of the 1dentified validators based
on the captured shipment data; and

combining the recerved validation responses to form the
obtained response.

5. The computer-implemented method of claim 4, wherein
identifying validators associated with the captured shipment
data comprises searching a database of registered validators.

6. The computer-implemented method of claim 4, wherein
transmitting the captured shipment data to the identified vali-
dators further includes an encryption step to encrypt the trans-
mitted information prior to transmission.

7. The computer-implemented method of claim 1, wherein
retrieving additional shipment information from the at least
one previous handler based on the captured shipment data
comprises searching a database containing additional ship-
ment information using the at least one 1tem 1dentifier.

8. The computer-implemented method of claim 1, wherein
comparing the retrieved additional information with the cap-
tured shipment data comprises using a rule base to determine
the outcomes of the comparison.

9. The computer-implemented method of claim 1, wherein
generating the response to the validation request based on the
comparison further includes an encryption step to encrypt the
response.

10. The computer-implemented method of claim 1,
wherein sending the obtained response to the remote valida-
tion device further includes an encryption step to encrypt the
response prior to sending.
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11. A computer-readable medium that stores instructions,
which when executed by a computer perform steps 1n a
method for remote data validation, the steps comprising:

recerving the shipment data captured by a remote valida-

tion device at an 1inspection point along a route, wherein
the captured shipment data 1s related to an item being
shipped and includes at least one item identifier of the
item 1n the shipment and at least one previous handler’s
identifier of the item;

requesting validation of the captured shipment data from

the at least one previous handler of the item utilizing a
remote validation dispatcher operatively coupled to the
remote validation device, wherein the validation request
1s originated from the remote validation device and com-
prises at least one data field corresponding to at least one
aspect of the item being shipped;

obtaining a response to the validation request from the at

least one previous handler, wherein the response 1s gen-
crated by the at least one previous handler based on a
comparison between the validation request and addi-
tional shipment information retrieved from the at least
one previous handler based on the captured shipment
data; and

sending the response to the remote validation device for

displaying and/or storing.

12. A computer readable memory containing instructions
for controlling a computer system to perform steps in a
method for remote data validation, the steps comprising:

recerving the shipment data captured by a remote valida-
tion device at an mspection point along a route, wherein
the captured shipment data is related to an 1tem being
shipped and includes at least one item i1dentifier of the
item 1n the shipment and at least previous handler’s
identifier of the item:

requesting validation of the captured shipment data from
the at least one previous handler of the item utilizing a
remote validation dispatcher operatively coupled to the
remote validation device, wherein the validation request
1s originated from the remote validation device and com-
prises at least one data field corresponding to at least one
aspect of the item being shipped;

obtaining a response to the validation request from the at
least one previous handler, wherein the response 1s gen-
erated by the at least one previous handler based on a
comparison between the validation request and addi-
tional shipment information retrieved from the at least
one previous handler based on the captured shipment
data; and

sending the response to the remote validation device for

displaying and/or storing.

13. A computer processor executing instructions that per-
form steps 1n a method for remote data validation, the steps
comprising;

receving the shipment data captured by a remote valida-

tion device at an inspection point along a route, the

captured shipment data relating to an item being shipped

and 1ncluding at least one item i1dentifier of the 1tem 1n

the shipment and at least one previous handler’s 1denti-
fier of the item;

requesting validation of the captured shipment data from
the at least one previous handler of the item utilizing a
remote validation dispatcher operatively coupled to the
remote validation device, wherein the validation request
1s originated from the remote validation device and com-
prises at least one data field corresponding to at least one
aspect of the item being shipped;
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obtaining a response to the validation request from the at
least one previous handler, wherein the response 1s gen-
crated by the at least one previous handler based on a
comparison between the validation request and addi-
tional shipment information retrieved from the at least
one previous handler based on the captured shipment
data; and

sending the response to the remote validation device for

displaying and/or storing.
14. A remote validation environment comprising:
means for receiving the shipment data captured by aremote
validation device at an inspection point along a route,
wherein the captured shipment data 1s related to an item
being shipped and includes at least one item 1dentifier of
an 1tem 1n the shipment and at least one previous han-
dler’s 1dentifier of the item;
means for requesting validation of the captured shipment
data from the at least one previous handler of the 1tem
utilizing a remote validation dispatcher operatively
coupled to the remote validation device, wherein the
validation request 1s originated from the remote valida-
tion device and comprises at least one data field corre-
sponding to at least one aspect of the item being shipped;

means for obtaining a response to the validation request
from the at least one previous handler, wherein the
response 1s generated by the at least one previous han-
dler based on a comparison between the validation
request and additional shipment information retrieved
from the at least one previous handler based on the
captured shipment data; and

means for sending the response to the remote validation

device for displaying and/or storing.

15. The computer-implemented method of claim 1,
wherein the captured shipment data 1s recerved i1n an
encrypted format.

16. The computer-implemented method of claim 1,
wherein the captured shipment data further comprises current
physical location information of the shipment.

17. The computer-implemented method of claim 1,
wherein the at least one previous handler of the item 1s a
member of a group comprising manufacturers, vendors, ship-
ping companies, transportation companies, and government
agencies, which have previously handled the item.

18. The computer-implemented method of claim 1 further
comprising retrieving additional information regarding the at
least one previous handler.

19. The computer-implemented method of claim 1 further
comprising authenticating the source of the validation request
tor the captured shipment data.

20. A computer-implemented method of remotely validat-
ing shipment data comprising:

capturing, using a remote validation device at an inspection

point along a route, the shipment data related to an 1tem
being shipped comprising at least one 1tem 1dentifier of
the item 1n the shipment and at least one previous han-
dler’s 1dentifier of the item;

requesting validation of the captured shipment data from

the at least one previous handler of the 1item via a remote
validation dispatcher operatively coupled to the remote
validation device, wherein the validation request com-
prises at least one data field corresponding to at least one
aspect of the item being shipped;

receiving a response to the validation request from the at

least one previous handler via the remote validation
dispatcher, wherein the response 1s generated by the at
least one previous handler based on a comparison
between the validation request and additional shipment
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information retrieved from the at least one previous han-
dler based on the captured shipment data; and
displaying and/or storing the response.

21. A computer-implemented method of remotely validat-
ing shipment data comprising:

recerving from a remote validation dispatcher a validation
request of the shipment data captured by a remote vali-
dation device at an inspection point along a route,
wherein the captured shipment data 1s related to an 1tem
being shipped and comprises at least one 1tem 1dentifier
of the item 1n the shipment and at least one previous
handler’s 1dentifier of the item, the remote validation
dispatcher 1s operatively coupled to the remote valida-
tion device, and the validation request 1s originated from
the remote validation device and comprises at least one
data field corresponding to at least one aspect of the item
being shipped;

retrieving additional shipment information from the at
least one previous handler based on the captured ship-
ment data;

generating a response by the at least one previous handler
based on a comparison between the retrieved additional
shipment information and the validation request; and

sending, via the remote validation dispatcher, the gener-
ated response to the remote validation device for dis-
playing and/or storing.

22. A computer system coupled to recerve shipment data

for remote validation, the computer system comprising:

a remote validation dispatcher, operatively coupled to a
remote validation device at an 1nspection point along a
route, configured to
receive the shipment data captured by the remote vali-

dation device,

wherein the captured shipment data 1s related to an 1tem
being shipped and comprises at least one 1tem 1dentifier
of the item 1n the shipment and at least one previous
handler’s 1dentifier of the item;
request validation of the captured shipment data from

the at least one previous handler of the item, wherein
the validation request 1s originated from the remote
validation device and comprises at least one data field
corresponding to at least one aspect of the 1tem being
shipped;
obtain a response to the validation request from the at
least one previous handler, wherein the response 1s
generated by the at least one previous handler based
on a comparison between the validation request and
additional shipment information retrieved from the at
least one previous handler based on the captured ship-
ment data; and
send the obtained response to the remote validation
device for displaying and/or storing.

23. The computer system of claim 22 further comprising;:

a database containing information about the at least one
previous handler of the item.

24. A computing system at an inspection point along a
route coupled to capture shipment data for remote validation,
the computing system comprising:

a remote validation device, operatively coupled to a remote

validation dispatcher, configured to

capture the shipment data related to an item being
shipped comprising at least one 1tem 1dentifier of the
item 1n the shipment and at least one previous han-
dler’s 1dentifier of the item;

request validation of the captured shipment data from
the at least one previous handler of the item via the
remote validation dispatcher, wherein the validation
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request comprises at least one data field correspond-
ing to at least one aspect of the 1tem being shipped;

receive a response to the validation request from the at
least one previous handler via the remote validation
dispatcher, wherein the response 1s generated by the at
least one previous handler based on a comparison
between the validation request and additional ship-
ment information retrieved from the at least one pre-
vious handler based on the captured shipment data;
and

display and/or store the recerved response.
25. A computer system at a previous handler of an i1tem 1n

a shipment coupled to recerve a remote validation request of
shipment data, the computer system comprising:

a remote data validator, operatively coupled to a remote
validation dispatcher, configured to

receive from the remote validation dispatcher the remote
validation request of the shipment data captured by a
remote validation device at an inspection point along
a route, wherein the captured shipment data 1s related
to an 1tem being shipped and comprises at least one
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item 1dentifier of the item in the shipment and at least
the previous handler’s identifier of the item, the
remote validation dispatcher 1s operatively coupled to
the remote wvalidation device, and the wvalidation
request 1s originated from the remote validation
device and comprises at least one data field corre-
sponding to at least one aspect of the item being
shipped;

retrieve additional shipment information of the item
based on the captured shipment data;

generate a response to the remote validation request
based on a comparison between the retrieved addi-
tional shipment information and the remote validation
request; and

send, via the remote validation dispatcher, the generated
response to the remote validation device for display-
ing and/or storing.

26. The computer system of claim 25 further comprising;:
a database containing shipment information comprising
the additional shipment information of the item.
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