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(57) ABSTRACT

A data processor that erases data stored 1n a storage device
includes an erase information storage unit that stores an erase
information indicating a description of an erasing process
having been performed, corresponding to an erase-speciiied
area, alter the erasing process for the erase-specified area,
being an area specified to be subjected to the erasing process,

1s performed.
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FIG.4
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DATA PROCESSOR, DATA PROCESSING
METHOD, AND COMPUTER READABLE
MEDIUM STORING PROGRAM THEREFOR

BACKGROUND

1. Technical Field

The present invention relates to a data processor and a data
processing method for storing data to be processed 1n a stor-
age device, and performs an erasing process to erase the
processed data stored 1n the storage device alter the data 1s
processed, as well as a computer readable medium storing a
program therefor.

2. Related Art

Inrecent years, an image processor, such as a copy machine
and a printer, employs a hard disk as a storage device to hold
image data. However, if such an image processor 1s discarded
together with the hard disk, there 1s a problem that informa-
tion held within the discarded hard disk may leak out. There-
fore, a need for erasing unnecessary information within the
hard disk 1s growing, and various ways have been proposed as
a method to erase the information in the hard disk.

As an example of such erasing method, it 1s disclosed that
dummy data 1s prepared (overwriting data) to overwrite a
memory at a preset timing such as during intervals between
print jobs, and a hard disk area to be subjected to erasing 1s
overwritten by the dummy data.

However, 1n a storage device that magnetically stores data,
such as a hard disk, there 1s a possibility that overwriting only
once does not completely erase the data beneath. It 1s because
the contents of the hard disk may be restored by dismantling
a HDD (hard disk drive) and reading residual magnetism on
the disk by a particular kind of reader.

Therefore, there 1s generally known a method to erase data
on a HDD, which 1s recommended by the US National Secu-
rity Agency (NSA). In this method, overwriting three times 1s
performed; the first and the second overwriting are performed
with a random number, and the third overwriting 1s performed
with a fixed value. There 1s also known an alternative method
in general, which further improves the erasing effect by
Increasing overwriting times.

However, depending on data amount to be erased or how 1t
1s erased, 1t may take an enormously long time for erasing, or
a long period of time may be required aiter a certain process
1s fimshed until a subsequent process i1s ready to be per-
formed. Furthermore, since this erasing process has a certain
cifect on other jobs, 1t may cause a deterioration of perfor-
mance in the entire system.

SUMMARY

The present mnvention aims to provide a data processor, a
data processing method, and a computer readable medium
storing a program, which reduce the time for erasing data,
thereby enhancing processing efliciency.

According to an aspect of the present invention, there 1s
provided a data processor that erases data stored 1n a storage
device, including an erase information storage unit that stores
an erase information indicating a description of an erasing
process having been performed, corresponding to an erase-
specified area, after the erasing process for the erase-specified
area, being an area specified to be subjected to the erasing
process, 1s performed.

BRIEF DESCRIPTION OF THE DRAWINGS

Exemplary embodiments of the present invention will be
described 1n detail based on the following figures, wherein:
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2

FIG. 1 1s a block diagram showing a hardware configura-
tion of an 1mage processor having a data processor according
to a first exemplary embodiment of the present mnvention;

FIG. 2 1s a block diagram showing an example of a func-
tional configuration of a data processor 70 as shown in FI1G. 1;

FIG. 3 illustrates details of segment partitioned by a parti-
tion unit 72; and

FIG. 4 1s a flowchart showing an operation of the data
processor according to the first exemplary embodiment of the
present invention.

DETAILED DESCRIPTION

In order to facilitate the understanding of the present inven-
tion, a background and overview thereof will be explained.

As described above, 1f data stored 1n a hard disk 1s to be
completely erased, it 1s necessary to perform overwrite eras-
ing more than once. Therefore, 1f an area to be subjected to the
erasing process 1s wide, or the number of overwriting times
being required 1s large, the time for the erasing process may
be enormously long. For example, in the case where one
wants to discard a hard disk and tries to completely erase
whole data in the hard disk, an enormously long time for
erasing process 1s necessary. Also 1n a situation other than
discarding the hard disk, such as specitying all or some of
segments 1n the hard disk to erase the data within the specified
segment, the time for erasing process may be enormously
long.

However, the hard disk may contain a segment already
subjected to the erasing process before. Therefore, 1t the
erasing process being directed 1s performed targeting the
entire area including such segment, 1t may result in a redun-
dant erasing process.

In view of the situation above, 1n the exemplary embodi-
ment of the present invention, a description of the erasing
process previously performed 1s stored as erase information,
and only a difference between a directed erasing process and
the erasing process previously performed 1s made to be sub-
jected to the erasing process being directed, thereby reducing
the time of erasing process.

Next, an aspect of the invention will be explained 1n detail,
with reference to the accompanying drawings.

First Exemplary Embodiment

FIG. 1 illustrates a hardware configuration of an 1mage
processor having the data processor 70 according to the first
exemplary embodiment of the present invention, centering on
the data processor 70.

As shown 1n FIG. 1, the image processor according to an
exemplary embodiment of the present invention incorporates
aCPU 10, aRAM 20, a ROM 30, a communication interface
section 40, a user interface section 50, a FAX interface section
60, a data processor 70, a scanner 80, a HDD (Hard Disk
Drive) 90, and a print engine 100.

The communication interface section 40 establishes com-

munication with other equipment. The user interface section
50 performs user 1nterface processing such as iputting set-
tings from a user, and display processing for the user. The
FAX mterface section 60 establishes FAX communication via
a phone line with other FAX machine.
The print engine 100 performs a process to print image data
and the like that has been processed in the data processor 70.
The CPU 10 controls operations of the RAM 20, ROM 30,
communication interface section 40, user interface section
50, FAX 1nterface section 60, data processor 70, scanner 80,
and print engine 100.
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The data processor 70 1s a general-purpose computer on
which a data processing program 1s installed, and performs
predetermined data processing on 1mage data and the like
captured via the scanner 80, according to a directive from the
CPU 10. In performing the data processing, the data proces-
sor 70 once stores the 1image data to be subjected to the
processing 1n the HDD 90 as a storage device, and then
performs the data processing being specified by the CPU 10.

The data processing program 1s read from a recording
medium such as a magnetic disk and a semiconductor
memory, not illustrated, into the data processor 70, and
installed therein, thereby controlling the operation of the data
processor 70.

Alternatively, hardware such as ASIC (Application Spe-
cific IC) may implement all or some of the functions that are
implemented by the data processing program.

FI1G. 2 1llustrates an example of a functional configuration
of the data processor 70 as shown 1n FIG. 1, which 1s imple-
mented by executing the above data processing program.

As shown 1n FIG. 2, the data processor 70 1s provided with
a data storing unit 71, a partition unmt 72, an erase information
storing unit 73, and an erase unit 74. In the data processor 70,
the data storing unit 71 stores image data and the like captured
via the scanner 80, into the HDD 90 that 1s a storage device.
After the data processing 1s performed and there 1s a directive
from the CPU 10 to erase the processed data, the partition unit
72 partitions an erase-specified area into multiple segments,
the erase-specified area being an area specified to be sub-
jected to the erasing process. After the erasing process 1s
performed for each of the segments, the erase information
storing unit 73 stores erase mmformation each indicating a
description of the erasing process having been performed, 1n
such a manner as being associated with the segments, respec-
tively. In the exemplary embodiment of the present invention,
the erase information storing umt 73 stores the erase nfor-
mation in the head of the data within each segment.

Then, when there 1s a directive to erase the memory area of
the HDD 90, the erase unit 74 reads the erase information
from each segment within the erase-specified area, and per-
forms the erasing process for a difference between the erasing
process being directed and an already-performed erasing pro-
cess 1ndicated by the erase information being read, with
respect to each segment.

FIG. 3 shows details of the segments that have been parti-
tioned by the partition unit 72.

In FI1G. 3, each segment partitioned by the partition unit 72
incorporates a part where data 1s stored and a part where the
erase information 1s stored. In the exemplary embodiment of
the present mmvention, an erase code and an erase method
constituting the erase information are stored with respect to
cach segment.

Here, there 1s stored information in the form of erase code,
indicating whether or not an erasing process has already been
performed. In addition, information as to the count of
already- perfermed overwriting, indicating how many times
the overwrite erasing has been performed before, 1s stored in
the form of erase method.

Next, with reference to the flowchart as shown 1n FIG. 4, a
data processing method 1n the data processor 70 according to
the exemplary embodiment of the present invention will be
explained. In this example, an explanation will be made
assuming that the count of overwriting 1s defined as three
times. It 1s further assumed that, as an initial value ofthe erase
information, the erase code stores information indicating no
erasing process has been performed so far, and the erase
method stores information indicating the count of overwrait-
ing 1s set to zero.
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When the data on the HDD 90 becomes unnecessary, the
CPU 10 1ssues a directive to the data processor 70 to erase
data 1n a specified area 1n the HDD 90. Upon receipt of the
directive from the CPU 10 to perform erasing, the data pro-
cessor 70 starts the erasing process.

(1) The data processor 70 partitions the erase-specified area
into multiple segments by the partition unit 72, and selects
one segment from the multiple segments (S101).

(2) Then, the erase unit 74 of the data processor 70 reads
out the erase information recorded on the head of the selected
segment (5102).

(3) Next, the erase unit 74 1dentifies the erase code of the
erase information, and determines whether or not the selected
segment 1s a segment already subjected to the erasing process
before. Then, 1f the specified segment has already been sub-
jected to the erasing process before, mnformation regarding
the count of already-perfenned overwriting, bemg stored as
the erase method, 1s 1dentified, and the erasing process 1s
performed for the number of times corresponding to a short-
tall of already-performed overwriting count, compared to the
count of overwriting being specified, 1.e., three times (5103).

For example, in the case where the count of already-per-
formed overwriting 1s twice, and the count of specified over-
writing 1s three times, the erase unit 74 performs overwrite
erasing one time, which 1s a difference 1n counts. If the
selected segment has not been subjected to the erasing so far,
the erase unit 74 performs the overwrite erasing three times
that 1s specified.

(4) When the erasing process for the selected segment 1s
completed (5105), the erase information storing unit 73
updates the erase mformation stored 1n the head of the seg-
ment that has been subjected to the erasing process (S106).

(5) Finally, when the erasing process for all the segments in
the erase-specified area 1s completed (S107) the data proces-
sor 70 notifies the CPU 10 that the erasing process has been
completed, and ends the processing (S108).

For example, when there 1s a directive to subject all the data
in a hard disk to the overwrite erasing for three times so as to
discard the hard disk, a segment having already been sub-
jected to the overwrite erasing three times before will not be
targeted for the erasing. The segment having been subjected
to the overwrite erasing twice before will be subjected to the
erasing only once. Therefore, compared to the case where
three-times overwrite erasing 1s pertormed uniformly on the
entire area, the erasing processing time can be reduced to a
large extent.

Second Exemplary Embodiment

Next, a data processor according to the second exemplary
embodiment of the present invention will be explained.

In the data processor according to the first exemplary
embodiment as described above, the erasing process 1s per-
formed for the number of times that 1s a difference between
the count of already-performed overwriting and the specified
count of overwriting. However, in the second exemplary
embodiment, the erasing process for the difference 1s per-
formed considering not only the count of overwriting but also
a description of overwriting data.

In the data processor according to the first exemplary
embodiment as described above, the erase information for
cach segment stores the count of already-performed overwrit-
ing as the erase information. As for the data processor accord-
ing to the second exemplary embodiment, the count of
already-performed overwriting and a description of dummy
data used 1n each overwriting process are stored as the erase
information.
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For example, 1t 1s assumed that the data processor stores
information as the erase information, including a description
such as “the count of already-performed overwriting 1s
twice”, and “the first overwriting 1s performed with a fixed
value and the second overwriting 1s performed with a fixed
value”. Under these conditions, i1t 1s also assumed that the data
processor receives a directive from the CPU at the time of
erasing process, indicating an erase method that “the first
overwriting 1s performed with a fixed value and the second
overwriting 1s performed with a random number”. Then, the
erase unit of the data processor performs a one-time overwrit-
ing process with a random number, which 1s a difference 1n
erasing process, compared to the previous erase information.

MODIFIED EXAMPL.

(Ll

In the above exemplary embodiments, an explanation has
been made assuming that each segment has a fixed size.
However, 1n the present invention, 1t 1s not limited as such,
and the size of each segment may be configured to be vanable.
For example, the areca may be partitioned by job, or by file
such as 1mage data, and erase information of each of the
segments may include segmental information indicating the
s1ze ol the segment. Specifically, the erase code 1s designed to
include not only the information indicating whether or not the
erasing process has been performed, but also the information
indicating a final address of the segment. As thus configured,
it 1s possible to enhance the flexibility of the method for
partitioning the area.

In the above exemplary embodiments, an explanation has
been made using an example that data stored in the HDD 1s
subjected to the erasing process. In the second exemplary
embodiment, however, it 1s not limited to the example above,
and the present invention may be applied to assure erasing of
data stored in another type of non-volatile memory such as
flash memory, or a volatile memory.

In the exemplary embodiments above, the erase informa-
tion 1s stored 1 the HDD 90 together with the data. However,
it 1s also possible to store the erase information 1n a storage
device different from the one storing the data. Furthermore, a
storing location of the erase information 1s not necessarily at
the head of each data item, and it 1s possible to integrate
multiple erase information to store them 1n a form of one data
item.

In the exemplary embodiments above, the data manage-
ment information 1s stored in the HDD 90 at the time when
data 1s written into the HDD 90. However, the data manage-
ment data may be stored in the HDD 90 at a time different
from the time when the data 1s written 1n.

In the exemplary embodiments above, an explanation 1s
made assuming that the count of overwriting to completely
erase the datato be erased 1s three times. However, the present
invention 1s not limited as such. It 1s possible to set the count
of overwriting to any number, which 1s required to erase the
processed data. In addition, it 1s not necessary to preset the
count of overwriting. It may be changed at an arbitrary point
of time.

In addition, the dummy data may be a fixed value data or a
random number data. If the overwriting process 1s performed
more than one time, any combination of those various types of
data may be available.

The foregoing description of the exemplary embodiments
ol the present invention has been provided for the purposes of
illustration and description. It 1s not intended to be exhaustive
or to limit the invention to the precise forms disclosed. Obvi-
ously, many modifications and variations will be apparent to
practitioners skilled 1n the art. The exemplary embodiments
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6

were chosen and described 1n order to best explain the prin-
ciples of the mnvention and 1ts practical applications, thereby
enabling others skilled 1n the art to understand the invention
for various embodiments and with the various modifications
as are suited to the particular use contemplated. It 1s intended
that the scope of the mvention be defined by the following
claims and their equivalents.

What 1s claimed 1s:

1. A data processor that erases data stored 1in a storage
device, comprising an erase information storage unit that
stores an erase information indicating a description of
whether an erasing process has been performed on a corre-
sponding erase-specified area, after the erasing process for
the erase-specified area 1s performed, wherein

the erase-specified area 1s an area specified to be subjected
to the erasing process,

the erase information 1s information indicating whether or
not the erasing process has been performed, and a count
of already-performed overwriting that indicates how
many times an overwrite-erasing process has been per-
formed, and

the erase information includes a description of dummy data
used 1n each line of the overwrite-erasing process.

2. The data processor according to claim 1, further com-
prising an erase unit that performs, 1n response to a directive
to erase a memory area ol the storage device, an erasing
process for the erase-specified area to erase a difference
between the directed erasing process and an already-per-
formed erasing process that 1s indicated by the erase infor-
mation.

3. A data processor that erases data stored in a storage
device, comprising:

a partition unit that partitions an erase-specified area being,
an area speciiied to be subjected to an erasing process,
into multiple segments, in response to a directive to erase
data, and

an erase information storing unit that stores erase informa-
tion each indicating a description of the performed eras-
ing process, corresponding to the segments, respec-
tively, after the erasing process for the each of the
segments 1s performed, wherein

the erase information 1s information indicating whether or
not the erasing process has been performed, and a count
of already-performed overwriting that indicates how
many times an overwrite-erasing process has been per-
formed, and

the erase information includes a description of dummy data
used 1n each line of the overwrite-erasing process.

4. The data processor according to claim 3, further com-
prising an erase unit that performs, 1n response to a directive
to erase a memory area of the storage device, an erasing
process with respect to each of the segments, to erase a dit-
terence between the directed erasing process and an already-
performed erasing process that 1s indicated by each of the
erase information.

5. The data processor according to claim 3, wherein the
erase information storing unit stores the erase imformation
respectively 1n the segments.

6. The data processor according to claim 3, wherein, in
partitioning the erase-specified area into multiple segments,
the partition unit decides a size of each of the segments
according to an amount of data to be stored, and each of the
erase mformation includes area information indicating the
s1ze of each of the segments.

7. A data processing method for erasing data stored 1n a
storage device, comprising storing an erase information ndi-
cating a description of an erasing process having been per-
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formed, corresponding to an erase-specified area, after the
erasing process for the erase-specified area, being an area
specified to be subjected to the erasing process, 1s performed,
wherein

the erase information 1s information indicating whether or
not the erasing process has been performed, and a count

of already-performed overwriting that indicates how
many times an overwrite-erasing process has been per-
formed, and

the erase information includes a description of dummy data
used 1n each line of the overwrite-erasing process.

8. The data processing method according to claim 7,
wherein, 1n response to a directive to erase a memory area of
the storage device, an erasing process 1s performed for the
crase-specified area to erase a difference between the directed
erasing process and an already-performed erasing process
that 1s indicated by the erase information.

9. A data processing method for erasing data stored 1n a
storage device, comprising:

partitioning an erase-specified area being an area specified

to be subjected to an erasing process, mto multiple seg-

ments, 1 response to a directive to erase data, and stor-

ing erase information each indicating a description of

the performed erasing process, corresponding to the seg-

ments, respectively, aiter the erasing process for the each
of the segments 1s performed, wherein

the erase information 1s information indicating whether or
not the erasing process has been performed, and a count
of already-performed overwriting that indicates how
many times an overwrite-erasing process has been per-
formed, and

the erase information includes a description of dummy data
used 1n each line of the overwrite-erasing process.

10. The data processing method according to claim 9,
wherein, 1n response to a directive to erase a memory area of
the storage device, an erasing process 1s performed with
respect to each of the segments to erase a difference between
the directed erasing process and an already-performed eras-
ing process that 1s indicated by each of the erase information.

11. The data processing method according to claim 9,
wherein the erase mformation are stored respectively 1n the
segments.

12. The data processing method according to claim 9,
wherein, 1in partitioning the erase-specified area into multiple
segments, a size of each of the segments 1s decided according
to an amount of data to be stored, and each of the erase

information includes area information indicating the size of

cach of the segments.

13. A computer readable medium storing a program caus-
ing a computer to execute a data processing method for eras-
ing data stored 1n a storage device, comprising storing an
erase information mdicating a description of an erasing pro-
cess having been performed, corresponding to an erase-speci-
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fied area, after the erasing process for the erase-specified area,
being an area specified to be subjected to the erasing process,
1s performed, wherein

the erase information 1s information indicating whether or

not the erasing process has been performed, and a count
of already-performed overwriting that indicates how
many times an overwrite-erasing process has been per-
formed, and

the erase information includes a description of dummy data

used 1n each line of the overwrite-erasing process.

14. The computer readable medium storing a program
causing a computer to execute a data processing method
according to claim 13, wherein, 1n response to a directive to
crase a memory area of the storage device, an erasing process
1s performed for the erase-specified area to erase a difference
between the directed erasing process and an already-per-
formed erasing process that 1s indicated by the erase infor-
mation.

15. A computer readable medium storing a program caus-
ing a computer to execute a data processing method for eras-
ing data stored 1n a storage device, comprising:

partitioning an erase-speciiied area being an area specified

to be subjected to an erasing process, mto multiple seg-
ments, 1 response to a directive to erase data, and stor-
ing erase information each indicating a description of
the performed erasing process, corresponding to the seg-
ments, respectively, after the erasing process for the each
of the segments 1s performed, wherein

the erase information 1s information indicating whether or

not the erasing process has been performed, and a count
of already-performed overwriting that indicates how
many times an overwrite-erasing process has been per-
formed, and

the erase information includes a description of dummy data

used 1n each line of the overwrite-erasing process.

16. The computer readable medium storing a program
causing a computer to execute a data processing method
according to claim 15, wherein, 1n response to a directive to
erase a memory area of the storage device, an erasing process
1s performed with respect to each of the segments, to erase a
difference between the directed erasing process and an
already-performed erasing process that 1s indicated by each
of the erase information.

17. The computer readable medium storing a program
causing a computer to execute a data processing method
according to claim 15, wherein, the erase information are
stored respectively in the segments.

18. The computer readable medium storing a program
causing a computer to execute a data processing method
according to claim 13, wherein, in partitioning the erase-
specified area 1into multiple segments, a size of each of the
segments 1s decided according to an amount of data to be
stored, and each of the erase information includes area infor-
mation indicating the size of each of the segments.
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