12 United States Patent
Delaney

US007885291B2

US 7,885,291 B2
“Feb. 8, 2011

(10) Patent No.:
45) Date of Patent:

(54) MOBILE TEMPORARY INCIDENT AREA
NETWORK FOR LOCAL
COMMUNICATIONS INTEROPERABILITY

(75) Inventor: William J. Delaney, Bedford, NJ (US)

(73) Assignee: BAE Systems Information and

Electronic Systems Integration Inc.,
Nashua, NH (US)

(*) Notice: Subject to any disclaimer, the term of this

patent 1s extended or adjusted under 35
U.S.C. 154(b) by 199 days.

This patent 1s subject to a terminal dis-
claimer.

(21)  Appl. No.: 12/319,276

(22) Filed: Jan. 5, 2009
(65) Prior Publication Data
US 2009/0116509 Al May 7, 2009

Related U.S. Application Data

(63) Continuation of application No. 10/943,323, filed on
Sep. 17, 2004, now Pat. No. 7,508,340.

(51) Int.Cl.

HO04J 3/22 (2006.01)

HO4L 12/28 (2006.01)
(52) US.CL ., 370/466; 370/401
(58) Field of Classification Search ......... 370/310-330,

3770/401, 466, 467
See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS
6,404,775 B1* 6/2002 Lesheetal. ................ 370/466

7,034,678 B2 4/2006 Burkley et al.

7,091,852 B2 8/2006 Mason et al.

7,245,216 B2* 7/2007 Burkleyetal. ......... 340/539.13

7,508,840 B2* 3/2009 Delaney ......c.ccoeeeenil. 370/466

7,634,231 B2* 12/2009 Hundal ...................... 455/63.1

7,792,981 B2* 9/2010 Taylor .....cccovvennnnnn.. 709/230
2001/0010689 Al* &/2001 Awateretal. ............... 370/344
2006/0092865 Al* 5/2006 Willlams .........oa....... 370/310
2008/0101252 Al1l* 52008 Bul .oovviviiiiiiiniinninnen.. 370/252

OTHER PUBLICATIONS

Scott F. Midkuft et al. “Rapidly-Deployable Broadband Wireless
Networks for Disaster and Emergency Response”. Presented at The
First IEEE Workshop on Disaster Recovery Networks (DIREN *02)
Jun. 24, 2002. New York City, NY.

Communications-Applied Technology. 2001.

ICRI—Incident Commanders Radio Interface. (Per Internet Archive:
first appeared 1n Jan. 2002).

* cited by examiner

Primary Ikxaminer—Warner Wong,
(74) Attorney, Agent, or Firm—Robert K. Tendler; Daniel J.
Long

(57) ABSTRACT

An ad hoc emergency interoperability communication net-
work 1s established by providing universal temporary inci-
dent area network modules that communicate with each other
on an open network, with the network being established when
vehicles containing the temporary incident area network
modules are within range of each other.

19 Claims, 11 Drawing Sheets

64
=Y Y 62
S S
First Responder TIAN
IAN/FPAN Module Temporary Incident
- 7 Area Network 64
(FIAN)
60— \
: o First Respund;-\)
64 60— A ANsPaN
- el s SN
(/{" {H;J_:FF‘“HRE%:'Y Y —
A7 First gesponder | AN 1 — R, )
E‘““ IAN/PAN ™ }_,_J; % %'_:;L:{: | ; T T | fx—i;"*”:”; f i n-,h}‘_,,,*--*“ 64
T e, Ao | - i ? , 5 Lo Farst Responder A
panced t\\ R FIAN %_‘ P AN { PAN "“\}Jﬁj
: ; b M o 7
", Module S

e opllplipl i nlns Sy

!
L

e 60



HIOAZIR] w m.
B3y JEeDiuy

US 7,885,291 B2

RAQSJIN
galy JUSPRUE

N |
lllllllllll
llllllllllllllllllllllllllllllllllllllllllll

llllllllllllllllllllllllllll

HEOMG2 N
B3AY JBIPLIU]

™ RaoIaN

B34V Juapiou] i

aten . — .ﬁrj e, N iy
i ; : A i
b . ' l-“”l.n.
" -- l_hl1

yoagay
U3y Juspiouy

1 .
.........
......
lllllllllll
llllllllllll
lllllllllllllll
lllllllllllll
llllll
lllll
- d H 4

(VD)
HADMFIN]
B34y UOYUSIPSMNT

.....
llllll
llllllll
llllllllllll
IIIIII
-----
lllllll
IIIIIII
lllllll
------
a am m
llllll
lllll

Sheet 1 of 11

HA0MF2N
Baly DOROIPEMLT

L]
lllll
lllllllllll
iman
lllll
lllll
lllll

llllll
lllll
lllll
lllll
llllll

2wt
.....
llllll
.......
llllll
-------
lllll
nnnnnn
||||||
llllll
-------------
lllllllllllll
llllllllllll
----------
......
nnnnn

BOIY GONMPSHING T s, e o

et

Feb. 8, 2011

------
--------
.........
..........
.........

llllllll

Can
lllllllllllll
llllllllll

..... - . RN HA0MIGN
27 834y HOodpsLng

"

9)- 21

i

U.S. Patent



US 7,885,291 B2

Sheet 2 of 11

Feb. 8, 2011

U.S. Patent

D .8 x amd ; mn [gedod

7

P Y _.._av\ / L P .v\_ ~—-28
T
pod I
..... ¢
7
F
PN T
- ¢ QO _.v CON apqopy S
ffrlé y - o J
5 V4 T _. /
,,, .t
- Sy T

NV ZHIN 03

- WAISAS JUILLL INY
yuawpandagy aaryg

\f (NVI) ZHI 081
o WISAS JUNJS [ A A
\ - IHALIS [PHDPIA
AJUISIOUNY

GO



US 7,885,291 B2

Sheet 3 0f 11

Feb. 8, 2011

U.S. Patent

Ai&é

a5 otid
., aw\{.,. ;\ﬁlx,ﬂ..d%w;\ L

~ NVIL/NVE ~<

A T LI RTI .._.._u
m,._. i ..__.._._..._m..._.r,....]._._{
T m,._..,,ii} ~—Qf

,.M.ﬁ. Agurtog Y ¢ 7

3 4
T .-_\1\_! m \
et . - !
o - .#é.f!tt}rﬁ!nr‘ii e _\\'

. h
.../7
y m
b |
+ ’ "

ANVEL/ NV
M0 o’

-

T R

L if;mu.*.\ N u\ " ,ﬁ” . m@mw FJ. Mi,...‘ _.ﬂ....w \A&i\.&l i\.@.#
> ..m..._.. .........-«/:.w a\ilit\m‘.l’)\-%, .. . ,.. tf;..:l\._.fln\{.f:l:t..w ..4-1 * h,w— { Q {} “ﬁ .“....H..HJ
(S NVIL/INVE S 4 " AU i/ |
) Sy -

NN ¢
N K i 0 A
S wWISAS HUNAY A !ﬁ __w__,-zﬁrm. o NVLZHIN 008

. TS WISAG qUNL L ST
u__awﬁﬁ judwgaeda( 941 o - wuaaa_ e

ENF\\ @ o

NGO

7 . - . .. !,r.,.l}}..l e | R
-~ SING I \(ﬂ,,/ g m

NVITZHIN 061 )
UWIISAS JunLL WA X
AL [BIPIA NVIL/NVI

Lrusdowy AduIsY

\ N,. ! N UWULIIACY : .
!l?\ﬁt’&(\ 55 . ﬂ.{\ﬂ(\( N : jﬂi@ —

op — NV ZHIA 0f TN
AYUIBY JUIWILLIIADY) r\\

-I-
..-.....1....-......._.. oy
e T i
N ._J.__.”___".__“ “h
B e L
. .-.I.“-. i-
o AR =,
L 4 a4 1 |
IR TP,
. a o
, i '
H I,
i
oY - d
v »
-
.
h

)

I

\
N sqeaog ~~ g2

O\mf MIQOA
/}\II\YIII

Aqering S

b M. MWNHN C namog 3

MU A

b r:,..f .‘c
L il P st et



US 7,885,291 B2

CHIN It

ZH N OUS /

il
“ e

TR | re g PLA
- ' i, : e
H T L ..._ﬂ..l flﬁ.-i.hn..u#.%.r..h.—..uk.ﬂu.. g T .
IO ] ...-."L r.rnl Mmooy PR ‘n.-f-.u ML

B Al N AT L e
© gt ..F. .‘r Wik o ] _.-|-._...|1n-.+n._r..|l-...u . N

bom s Ve f T

;
. . )
. LR R -
. - - L]
A Ry - B

LT ot i Fale R L KPRl L

L N Ny amga -

) -1.-..5.. .

Sheet 4 of 11

Talg  ZHI OSP
© O AHN W4

Feb. 8, 2011
»
<

.W_....,_..r.:uu_..r PR VI n

ES 48 Y I uoi3dUU0) NVIL

PR

4

\\H
/ ZHW 0€I
Ve 06 _.,.\\ 7¢ yd AHA W4

U.S. Patent



¢ 81

US 7,885,291 B2

09 —
IR 09
TN “ _., | —
i {. f@f/. M ANPOIA | /
7N NV¥d/ NV ,.rxd N V1L | e p——
— - sapusdsoy Jsarf R “ SUPOIN | L A}@JJ
S R S S oL N NVIINYE 4
& W@ s s e 4 m .[Jru ~—._ # m . .
Ve W Y Japuaodsay 1san \u...k
3 N b\\&\ﬁ}f.,ff:\k(\frlx\ -
g e TR ompons pg —
s NVdJd /NVIL _— 09
v Hpuodsay sa4 ._
- ;
o
= = | 09
& (NVLL) H
<) 0 HL0AN BALY
,m juapouf Adedodwaj, IDPON NV / NV
- NV, 1opuodsay 18114

29

¥

U.S. Patent



US 7,885,291 B2

Sheet 6 of 11

Feb. 8, 2011

U.S. Patent

q9 s

samoing “
- paseq-
ww ?f;ﬂ _._ m Gl JINPOAS “
Sy Rt JUO[EPURIY IRE
- LSO y -
ST NV NVHL 0 Y
P A Y . e g T
T . . .__ TR
; A’»J_ .—rn..w L YeN oAU gIpny P “
A | 7~ NVd/NVI .L/
H "~ 7 i rll.llllllllul-i.lll
M. - HA0AIIN | m g Fpuodsayy jsat
L 2TV JUIPIdUL K \M, - N M
f . . _. e e MR S P
iy LIvA6 ﬁ—EQ rm , ..ﬁ..!:.l:!!li.\nnzi“‘ — / fJ. wf ..ﬁ.\n\l\\«“\ .....‘.....,\v..‘.....q /fla:ianfl..\&\.ff!\
P d /N /N
29~ S A | | R
INPOIN JUoRPULIS NVIL
FQ ‘OI
. rm
S {RLEREN
Lasug-01 | *
I NPOIN AOD | 400 ¢9
LY | 1_ . .
. uo-ppy 114 | Lid O1IP¥Y QO
IS0 VIL MMYIA
NV NVIL mosu _
{181 orpny oIpny \\;}

(NVLL)
HI0AMJIN
B3LY JUapOu]
Leaodwo

Thimw

29

01pEY ALGOJA] FUNSIXD 03 PO WO-PPY NVLL

NVd/NVI —<

Y/ NV
Q/ apuodsay 180y




US 7,885,291 B2

Sheet 7o0f 11

Feb. 8, 2011

U.S. Patent

'31 &
- g ML) | e
o mm | 1WA BURA] | IVPINVY 444 —
¥ AOMPIN 3132281Q% |
MYLL .. - e BIpRy
ARANIN l0b — L i — ] .AIILM { 1% J..x,*:dw.ai
JARip-gl » ruUﬂ._..mmwm:— .W 4
e ‘ i - bt
RN NV .i..i.,..i&i.%i..,ﬂ_ | d10A " )
i IR AN 33V IR 0} SHIRIUT) .
15114 | | + . . L vwpa (4
e S BUHNOY | q- » “ .“ . | -~
NV ) . _ L mpey Apqeliog] ;
N —— . : kﬁ...;}—.. ? [ -— .
awid u\.m m..a i FA | \\\\\T\\ Y @U
?m#..__...— | SR— e .\w L e S M SR — /_... . .. )
064 ...\xh w’ SSHIAIAL 96 \,,.,,“. ¢b — 06 - m\ NV /NVI wk.,
- w i ; | \\n.../._&xa.. xmwn.!'rff-ftti«zfu...\!ltx?.ii!&x
m Mhﬁhm_mmﬁ— u—umﬁm— _ﬂmﬁwmaunﬁ& HADO A bﬂoﬁﬁﬁﬁﬁww NVIL / \
TN s A ’ ,
—— - ’ J__
~{ | AN
m NV :“(\ VLN
e \/M,I\
29—
31 B,
ﬁ\“ . >|TN o mouvl;l.l
JUIWIBCUTA 2IBLNUL |,
BL HAOMIIN 3)312S1(]
NV :
AL vV pueoipny | o
PRy _
f RELL D _ AOFLIIU]
rfydas, “ ] 4104
1SOW IugANUL | 0} SUIBO’) 7 N\\
V) Buin0d | »
JOMIIN
TSE | 1
NV
SSHHIHAN v/

UO-PPYV NV L



US 7,885,291 B2

Fi)
————— \\\\\xiit;i!ii;i:.f.ff

% N

\ IPOIN Ay
o iesdde .w...,...
- \\\L_,., . () m "~

UONBZIGETION \ NIOAAN / AN

. | I'4 “ -

Anojedo) / ™~ - .,

HpRted A [ﬂl

UOIRATILIRS(]
J[NPOIN NV L

Sheet 8 of 11

PO
UOHEUIPIOO))

HIOALION
2L — \

Feb. 8, 2011

UOHIBANDY
SINPOIN NV

0 —

U.S. Patent



US 7,885,291 B2

Sheet 9 of 11

FEL

Feb. 8, 2011

2eL ~

U.S. Patent

$2Qe [ 3unnoy aepdn

6 Bl

PG AQPULIK
O WNIY

.h._.i o brwy bl o oy feglbsfley el drd ol v e e e el ‘,H!iii wigwiwn sl - e b A .I.ul__i.:i.r.

SIINLIDUY oIpny
PUt ‘OIPRY J)QELIod |
§
Aoy uonpade ._, "d1OA Aeanoea( m
FIOMIAN O TINDY 05} B —
i SSAIPPY (] 95892y

i willruin i

2]01 peay
118N NV | d2a0pusy
‘peay Jsnid NVIL I

HONBOIIIA ASO[OdO|

UGITBZIURRIONY UOLIZATIORA(]
K8ojodo | amporrag ANNPOIN NVLL

IPOIA uonEINd()
NHOAVIAN O LIy

¢

'
i

o AT

AIBA0ISI(] NIOMIAN

|
UOTIEATIDY

SMPOIN NV LL

,_
:

M



US 7,885,291 B2

Sheet 10 of 11

Feb. 8, 2011

U.S. Patent

UDISS THISUTA)

gossIsueny
NVLL Yt sreafiaea(d
.. B9 AT \ /
R YA Mpren
PARINA0)Y \\\\ N ,h, i \
| U0 $SA00Y Y1 JO N0 <., NVINVd w/ f
/71 2 Anw NV R e pesp 99} i,,k,wff,.fmw g~ N __ m
S on e s e s . - P00 F
\\ . vavm:r}v Zaﬁ_ hrw... Pﬁhﬁw«ﬂ— .m_ Iw M \ % \
I b — i m v e i f
; m e e e ,, I O
/ / ON M., NV LL M | R m
72 e PN PeL——"1 12s0 sraxomd orpne ssug | j /_ o
/ ey VN Y T T *. , | T / _ ‘ N
_M l....ﬁ._..i {+ VA ’ — .7.... 1 ﬁ_. )._.r.s...fr-... w 5._“, ﬂw w.
.u 111.1.«1.....1 -.wm.t H.—wm.,;. .:..........f...:..,.. s s u.__. ::[M f[...wﬁu o “ ._.__.\ ] m n/
. OXTIDOSSE OT] IR} R\\q HEIARAO: ” | M
SIA e NVLL OS] . dl9A O1OIpHY WOk |
.,f_......._.r iy : : .
— 4] | 054
Ll — WSS HUSHURG w

NV Pu® NV

DUl

1)

s\

iii}

d UGN

|EEL“

NV L 24! 2JeAHDY

NVI/NVYJ 34l aeanoea(

!IIIM'L

NS

oifffcii

i} A
4

96}

e NVI1J0 ﬁ.;m.w_\\\v
///!ix& P

1

rsz.i!tz::t,i:iiiisiilﬂilll

ol B HE N ] ik 4

NVENVJ Yl 0au oiped
2[gRLI0d 01 GIPNRE $88J

F
T T R —

a4l

Jw.ﬁ.m.ﬁ% r_mru

OIPIY O JloA W

1

JOLID

Eé

n ..I..!E_IE-__ FTTE Ny

1

e yubeligyye,

7 NVINVd -
| Iy orjjes | 09} / NNV
WO dygel ]

JILEN NYUNVd

I

~

G104 $800Y
RINPOIN NV

24

SNVI/NVYd
anbiun 107 W10 S$330W NVIL

311 2Q 01 AMPOI NV LI B URISS Y

[lilii’iii M T T - w

PEaL] 11511 NVIL o1 i
oL —-/ §o119adS NV NV MEWPICO))

f

PO BOHIBUIPIOO))
NJOAAN WO VOIS |

J&\\\\. /\@:

[ B,

TOTSS TS
NVINYd 24 aeamy |

s

NYLL
Wiod) orjjed |

T

II_I.-.!_IL

v}



NVl

._.%N QL/: \JI[1)( 3:.1 ' /41@
r& “//4.. uz..—..u»— “ FEN L8 3 ~ m..—.\d AU%MJv ._, u..\sl[d.\\ .
vh‘m fnn\\y{lnkﬁ!gt ” w.—uﬁ.h'_( —..ww._ﬁn..vmh&.ﬂ_ > N& Z#ﬂh
| .,_E:.:._ 8072 — Fa ~ Z1 wwowsedag
¢ H AU APISHO0IY

US 7,885,291 B2
™

pe - 22z~ 5 s ) ,_#
- T s, = . ~Ng o

L = , g P e
\._.:..ltlt..llz!.cﬂh | ., K\l@-i _ _- f—.\'v‘!”—
N E -

O IMALRN PPl T

. - : (B
¢ DWHBIIW Y & LY
.,

ANUBINGIUY

(NV1L)
HAICAMJIN BIAY

yjuapiaug Aavsodwag
-

Sheet 11 of 11

(FELd)
1NYs1 4
?___n_

96} —~

! . i ’ . . ) ]
T
. a oA b F .._1 .rJ. HM.H - -
A e o TV .-

Feb. 8, 2011

8§81 — aay Hoyeney

—pb

- .. ——
($2id) ‘ﬂ%{m NV
13314381 e o2 ; 31K d
09ld gl L yuduagieda(q
p6L — 44 & AdL] IpISHoOIg ,
P 7 Y=,

'l' a

- o+
e ﬁ
¥ r

Y
.
'r ‘?;:1-... :I' . .-
AL

*iompy| A
.'
il [
- E L5
it
b Lt X e L
; : P";.-f' Far Yl

» = r % ':'
<o le T

VN

™
ol

o
1!
L -]

(

(

\
N
\* w ]
o

y

[ i}
A e

:;.“}

L

1

U.S. Patent
T

._U/
&
.H......\n

-
o
-, -
V\II‘\V}- F



US 7,885,291 B2

1

MOBILE TEMPORARY INCIDENT AREA
NETWORK FOR LOCAL
COMMUNICATIONS INTEROPERABILITY

RELATED APPLICATIONS

This application 1s a continuation of patent application Ser.

No. 10/943,323 filed Sep. 17, 2004 now U.S. Pat. No. 7,508,
340.

FIELD OF THE INVENTION

This invention relates to mobile communications and more
particularly to an ad hoc module for establishing a temporary
incident area network at a local scene of incident for commu-
nication interoperability through the responder’s everyday
standard 1ssued portable communication units.

BACKGROUND OF THE INVENTION

In the field of first responder’s emergency communica-
tions, especially when used by police departments, fire
departments and emergency management personnel, when an
incident occurs and the first responders converge on the scene
of an incident, as 1s oftentimes the case, communication units
carried by the first responders are so dissimilar that 1t 1s
impossible to establish communication between all of the first
responders at the scene. Moreover, in terms of homeland
security, the first responder’s commumication units are
incompatible from those used by various government depart-
ments such as the Federal Bureau of Investigation, the Central
Intelligence Agency, and the Department of Defense, as well
as any commercial off-the-shelf equipment such as cell
phones used, for mstance, 1n public communications.

When multiple agencies arrive on the scene of an incident,
there 1s virtually no ability to locally communicate between
the various agencies regardless of any homeland security
structure due to the complete lack of interoperability between
the communication units used by the various agencies. What
happens at the scene of an incident 1s the complete 1nability of
the various agencies to talk to each other or to understand
what 1s going on at the scene, much less to recetve instructions
as to what to do.

For instance, frequency channels and bands allocated for a
local police department are different from those allocated to
the fire department, or indeed to the emergency rescue teams.
Not only are different frequencies allocated for different local
modules, but also the modulation and protocols vary substan-
tially from one communication unit to the next. For instance,
much of the equipment may use analog radio channels,
whereas more sophisticated equipment uses digital air inter-
taces. Thus, the problem of having the individual communi-
cation units communicate with other communication units 1s
an almost insurmountable problem.

What most of the independent departments or agencies
have are communication units that establish a communication
link between the particular agency {first responders and the
agency’s dispatcher over a closed network having a base
station oftentimes removed from the incident location. Some-
times 1t 1s impossible for communication units on the scene to
communicate with their command structure through the base
station tower due to range or 1nterference conditions, even 1
all the personnel from the same agency can communicate
with each other over an incident area network.

The result 1s that when various agencies or communication
units arrive at the scene of an incident, the only way that
interoperable communications can be established 1s by either
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2

handing out communication units that interoperate to the
responders at the scene so that they can communicate with
cach other, or a specialized van or truck 1s wheeled up to
operate as a local switch or gateway. The logistics of this
solution greatly limits the effectiveness and ability to inter-
operate.

The problem of providing an entire new set of communi-
cation units for each incident is cost, operator familiarity with
the communication units, network capacity, and deployment
time. By all accounts the handing out of new commumnication
units at a scene 1s too costly. Also the transportation and setup
of such large amounts of equipment to one particular spot for
a given 1ncident presents other limitations and accessibility
1ssues. Moreover, the problem of having a specialized van or
truck 1s that a large geographic region may have only one or
two such vans available. It may take quite some time for the
van and equipment to get to the scene of the incident. The
equipment on the van may not be compatible with the existing
radios at the scene and it may take quite some time to be able
to establish interoperability with the available communica-
tion units at the scene.

Thus, the problem, 1n general, 1s to be able to provide
interoperability at a local scene and to make the operations
seamless to the operator so that it becomes an everyday event
for personnel involved. The system must not involve anything
of a specialized nature that requires an individual to learn how
to use the equipment. Most importantly, the interoperability
solution must be an everyday event that 1s automatically
configured and deployed and not require specialized vehicles
or equipment or specialized support personnel at the scene of
incident.

SUMMARY OF INVENTION

This mvention allows interoperability at the scene of 1nci-
dent through an autonomous temporary incident area network
(TTAN) while allowing the responding agencies to utilize
their standard 1ssued communication units. The invention
consists of a TIAN module that communicates with each
responder’s communication unit and forms an ad-hoc net-
work between TIAN modules for the routing of traffic
between responding agencies. The TTAN module can reside
within the responder’s vehicle or may be easily deployed as
the responders travel throughout the scene of incident.

Rather than handing out individual communication units at
an mncident scene and rather than trying to mterconnect the
communication units that exist at the scene with a switch that
1s hauled 1n to accommodate them, 1n the subject mvention
cach of the vehicles responding to the scene 1s configured as
standard equipment with a universal TIAN module to which
his or her communication unit wirelessly interfaces too.

In operation, the TIAN module sets up the wireless tem-
porary ad hoc network with other TIAN modules as the local
scene ol incident, allowing the dissimilar agencies’ commu-
nication units to communicate wirelessly over the TIAN. The
TIAN nodes reside at the scene of incident either in the first
responder’s vehicle or statically placed throughout the scene
of incident, for instance on a stair landing, behind a building,
or on different floors of an incident building. Thereafter,
additional first responders can interoperate through their
respective TIAN modules as they arrive on the scene. Interop-
erability occurs because all of the TIAN modules can com-
municate with one another and because of their universal
nature of interfacing with the first responder’s communica-
tion units.

Note that first responders can interoperate with each other
first because they can commumnicate with their own agency
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communication units, and secondly because their communi-
cation units can communicate with each other over the ad hoc
temporary incident area network through the TIAN modules.
Thus a common communications protocol between TIAN
modules allows disparate communication units to mtercom-
municate. Note that the TIAN does not rely on a large inira-
structure or bigger underlying network. It automatically cre-
ates an ad hoc TIAN rnight at the local scene and it allows
dissimilar communication units to pass voice, video, and
data.

Note that there 1s no change to the standard 1ssued com-
munication units that the first responders carry with them.
Basically, with a switch on his communication unit, the first
responder activates the communication unit to TIAN module
interface. This allows the first responder on the scene to
communicate with the TIAN module that resides in his
vehicle or elsewhere at the incident scene. The TIAN module
receives the signal from the communication unit that this first
responder 1s carrying, digitizes the signal, packages 1t up, and
sends 1t over the newly established TIAN to other agencies’
TIAN modules. In one embodiment, the routing of traffic over
the TIAN 1s through IP-type packets and IP addressing how-
ever the IP addressing 1s dynamic and need not be hard-coded.

As will be appreciated, the communication unit that the
first responder normally carries or uses may have certain
frequencies allocated to him, for instance, for use 1n a general
region. The communication to TIAN module wireless link
may be over the agency’s dedicated frequency channels or
one of the interoperability channels that are already assigned
for that area or region, such as for local fire or police. The
associated TIAN module 1s programmed to establish a wire-
less link with the first responder’s communication unit using
the agency’s preferred protocol or a general interoperability
protocol that 1s supported by the communication unit. The
TIAN module then performs a gateway function between the
communication unit’s protocol and the TIAN protocol. The
result 1s that one agency communication unit using one set of
frequencies and protocols can talk to another agency commu-
nication unit having a totally different set of frequencies and
protocols. This means that police from one jurisdiction can
talk to firefighters and police from another jurisdiction with-
out having to provide compatible radios.

On the TIAN module network side, the TTAN module 1s a
node 1n an ad hoc network. The TIAN wireless link may be
over an IEEE 802.11 protocol and frequency or over a dedi-
cated public safety 700 MHz wideband channel or over a
dedicated public safety 4.9 GHz broadband channel or over
any combination of channels and protocols. Moreover, 1t will
be appreciated that there are several military and government
agency Irequencies that are available on a universal basis to
provide TIAN module wireless communications.

When the first of the vehicles used to transport personnel to
the scene arrives at the scene, the vehicle resident TIAN
module creates a wireless ad hoc network at the local scene
such that when other modules arrive at the scene, they enter
the network through an ad-hoc discovery, registration,
addressing, and routing process thus it 1s not necessary to
have pre-knowledge of who will arrive at the scene of the
incident. Also, when a first responder leaves the scene, the
TIAN module Wlll logout of the TIAN and the network topol-
ogy will be automatically adjusted.

By ad hoc 1s meant that the network does not support any
centralized coordination nor any fixed infrastructure. The ad
hoc networks can be set up on the fly at any place with the
nodes being the responders’ TIAN modules. The TIAN mod-
ule addresses are automatically and dynamically assigned at
the scene. The routing table or topology 1s established auto-
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matically at the scene and 1s automatically updated as TIAN
modules enter and leave the scene. The TIAN modules route
voice, video, and data to each of the other TIAN modules to
allow agencies with dissimilar communication units on the
scene to itercommunicate.

Even without a commander immediately on scene, the
various responders and agencies have the ability to automati-
cally communicate with each other over the TIAN. As the
scene grows and the local incident commander arrives at the
scene, the incident commander can take command and con-
trol over the TIAN. The centralized commander can be made
aware ol information from all of the agencies at the scene. A
command structure can be set up locally by an incident com-
mander so that talk group routing between responders can be
established and commands/control can be routed to particular
agency by a commander.

The subject system does not require the 1ssuing of new
equipment, but lets first responders use their existing com-
munication units such as mobile radios and portable radios.
Thus, what 1s provided 1s a separate box, a TIAN module, 1n
cach vehicle to interface to the communication unit through a
wireless RF link or directly through the unit’s audio or data
ports as well as push-to-talk lines. The TIAN module pro-
vides a common air imterface to interconnect all of the TIAN
modules, using an open protocol in one embodiment.

In order to make sure that there 1s interoperability between
all of the TIAN modules arriving at a scene, each of the first
responders uses a vehicle equipped with one of these univer-
sal TIAN modules. The TIAN modules themselves are suili-
ciently imnexpensive so that they can be standard 1ssue equip-
ment that 1s distributed throughout departments and agencies.

The result 1s that personnel arriving at the scene can use the
everyday equipment that they are familiar with, as diverse as

it may be, with the expectation that with no training they can
communicate with each other at the scene.

It 1s a feature of the subject invention that since the TIAN
modules are meant to operate on the vehicle’s own battery
power, the range of the first responder’s radio can be
increased by the output power of the temporary incident area
network modules. More particularly, if, for instance, respond-
ers are required to go into high-rise office buildings, there
may be difficulty communicating between floors. In order to
address this 1ssue, portable TIAN modules having self-con-
tained batteries may be distributed to various floors so that the
handheld radios that the individuals use can have their range
extended by commumnicating from the communication units to
the TTAN module that 1s placed on the tloor and thence to
other TIAN modules.

The subject system avoids having to have a specially
equipped van pull up to the scene and to have to go and find
out about the radios being used, including type of radio and
frequency band. It also avoids having to plug 1n various com-
patible radios mto a van and manually tweak the network to
make 1t work properly.

What 1s done by the subject system 1s to automatically
create the ad hoc network when the vehicles pull up and are 1n
range ol each other. This establishes an open-air interface
type of network 1n which no tweaking or adjustment need be
made.

Thus, the first responders are able to talk to each other
regardless of the agency they belong to, and regardless of the
equipment they are mitially 1ssued. They can also communi-
cate regardless of the particular command structure imposed
by their agencies or departments. The subject system involves
an ad hoc connection and routing scheme to allow the new
temporary incident area network modules to communicate
with each other.
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In summary, an ad hoc interoperability emergency com-
munication network 1s established by providing universal
temporary incident area network modules that communicate
with each other on a common standard network, with the
network established when vehicles containing the temporary
incident area network modules are within range of each other.
The temporary incident area network modules are such as to
have an RF or other connection with handheld or in-vehicle
communications units which have standard voice, data and
push-to-talk channels. The system thus allows communica-
tions amongst the responders to an incident without having to
set up pre-arranged protocols, equipment compatibilities, or
equipment addressing. Moreover, command and control
structure can be achieved through a commander having
access through his own temporary incident area network
module to be able to route and control the flow of information
over the ad hoc net. As a result of the use of the ad hoc net,
portable temporary mcident area network modules are pro-
vided with increased range. Moreover, in one embodiment,
switches are provided on the responders’ transceivers to
enable responders to switch between the ad hoc temporary
incident area network and the closed network of the depart-
ment for whom the individual works.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features of the subject mvention will be
better understood 1n connection with a Detailed Description,
in conjunction with the Drawings, of which:

FIG. 1 1s a huerarchical network structure diagram starting,
with an extended area network, and going down through a
jurisdiction area network, to a personal area network con-
nected to the other networks through an incident area net-
work;

FIG. 2 1s a hierarchical network structure diagram for an
incident involving police and fire departments using the
topology of FIG. 1;

FIG. 3 1s a hierarchical network structure diagram in which
the incident area networks of FIGS. 1 and 2 are established by
the subject temporary incident area network modules;

FI1G. 4 1s a diagrammatic illustration of the elements of a
temporary network connections formed by first responders
comprising police, military, EMS and fire personnel as they
converge on an incident;

FIG. 5 1s a diagrammatic illustration of the use of tempo-
rary incident area network modules to interconnect personal
area network communications devices;

FIGS. 6A and 6B are diagrammatic illustrations respec-
tively of add-on modules to existing mobile radios or standa-
lone modules;

FIGS. 7A and 7B are functional block diagrams of the
subject temporary incident area network for add-on and stan-
dalone embodiments of the subject invention;

FI1G. 8 1s anetwork operational tflow diagram for the subject
temporary incident area network;

FI1G. 9 1s a flow chart 1llustrating the network coordination
function of the subject temporary incident area network;

FI1G. 10 1s a tlow chart showing the functional flow of the
subject system 1n the networking operation mode; and,

FI1G. 11 1s a diagrammatic illustration of a communications
layout at the scene of an 1ncident involving a response to a
residential fire call.

DETAILED DESCRIPTION

In order to facilitate the description of the subject mven-
tion, the following definitions are provided:
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Extended Area Network (EAN)—The city systems are 1n
turned linked with county, regional, state, and national sys-
tems or extended area networks.

Jurisdiction Area Network (JAN)—The JAN i1s the main
communications network for first responders. It provides a
communication path for all first responder’s communication
units within a specific agency. Examples of a JAN are the
communication system used by the NH State Police that 1s
different from the JAN communication system used by the
Hudson Fire Department that 1s different from the communi-
cation system used by the US Border Patrol.

Incident Area Network (IAN)—An incident area network
1s a network created for a specific incident by the responding
agency. This network 1s temporary in nature and comprises all
of the first responders from a specific agency. For example,
the Hudson Fire Department will create a IAN so that all of
their fire fighters can commumnicate at the local scene. The
Hudson Fire Department IAN will not 111ter0perate with the
Hudson Police Department’s IAN that 1s being used at the

same scene to allow the responding policemen to communi-
cate over.

Temporary Incident Area Network (TIAN)—As public
safety individuals and resources, such as ambulances and fire
engines, come 1nto an incident, the TIAN modules will auto-
matically recognize the new responder, register them into the
network, and authorize the network resource for communi-
cations and information exchange. The TIAN modules will
provide a gateway function between each of the agencies IAN
at the local scene.

Personal Area Network (PAN)—On the small scale, the
PANs consist of network devices that interact with other
devices that belong with the public safety individual. A first
responder may be equipped with devices that are used to
monitor the first responder’s physical location, pulse rate,
breathing rate, oxygen tank status, as well as devices for
hazardous gas detection and voice communications. The
devices are linked on a personal area network controlled by
the first responder’s communication unit.

Referring now to FIG. 1, communication elements and the
interconnection between elements as depicted as an hierar-
chal network structure with a PAN being the lowest level and
an EAN being the highest level.

As can be seen 1n this figure, an extended area network 10
1s coupled to jurisdictional area networks 12 that are i turn
coupled to incident area networks 14 as illustrated. PANs 16
are coupled to respective incident area networks or jurisdic-
tion area networks, with the incident area networks being
interconnected by a temporary incident area network desig-
nated by reference character 20 as will be described.

IANs are created at the scene of an imncident and each first
responder’s agencies may create their own independent
IANs. The 1solated IANSs are typically due to communication
unmt’s dissimilar operating frequencies and protocols. The
temporary incident area network connections are created by
the TIAN modules to provide interoperability between IANs
at a scene of incident.

Referring now to FI1G. 2, for an everyday scenario it can be
seen that a statewide network 10' constitutes the extended
area network for a particular scenario that can mmvolve gov-
ernmental agency 12' forming a JAN that communicates with
its PANS 22, which may be mobile units operating, for
instance, at 30 MHz. Another JAN 12" constitutes an emer-
gency medical network using an FM trunk system at 150
MHz, which has its mobile units 24 connected thereto by RF
links or otherwise. A further JAN 12" could be a police
network using a P-25 trunk system operating at 800 MHz,
with 1ts mobile units 28 connected thereto. Likewise 1n the
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incident, a still further PAN 12"" might be a fire department
using an FM trunk system operating at 450 MHz, with its
mobile units 30 also connected to the fire department trunk
system.

The police, fire department and EMS units may desire to
set up incident area networks, with the police IAN i1dentified
by reference character 14, the fire IAN by reference character
14" and the EMS IAN by reference character 14,

Each of the IANs support portable units respectively 32 for
the police, 34 for the fire, and 36 for the EMS.

In operation, if one applies the communication systems
that are available today for an everyday scenario like a resi-
dential fire call, the communication elements may be as 1llus-
trated. For the Policemen to communicate with the Firemen,

the communication path 1s from the Policemen’s communi-
cation unit (portable radio) through the Police IAN to the

Police JAN to the county’s EAN to the Fire JAN to the Fire
IAN and finally to the Firemen’s communication unit. Com-
munication routing between the Firemen and EMS personnel
1s also as complex. Most of the communication path 1s away
from the local incident with vulnerabilities such as access
point congestion and message delays. The use of the ad hoc
TIAN right at the local scene relieves the problems associated
with an extended communication path away from the local
incident.

As mentioned hereinbefore, responding to a local incident
has mvolved rolling 1n specialized communication vehicles
or distributing portable radios or PAN devices that interoper-
ate. Moreover, there are everyday operation 1ssues associated
with these approaches. Specialized vehicles are expensive,
limited, and may take time to arrive at the scene and more time
to setup the temporary network. Distributing specialized PAN
devices also has everyday operational 1ssues such as pro-
gramming and configuration as well as lack of user familiar-
ity.

As shown 1n FIG. 3, as can be seen, each of the govern-
mental agencies, police departments, fire departments or
EMS units, substitutes for their IAN a temporary incident
area network or TIAN 40. Thas 1s accomplished by the use of
universal TIAN modules that provide each of the entities with
the ability to intercommunicate. Although each TAN/TTIAN
can communicate directly over their own proprietary network
with its corresponding intergovernmental agency, such as
JAN 12', JAN 12", JAN 12" and JAN 12"", 1t 1s the links
between the universal TIAN modules that provide the ad hoc
network.

Thus, all communications between all of the agencies and
personnel are routed through the TIAN modules. As illus-
trated, the temporary incident network area or TIAN of the
subject nvention solves the temporary network issue by
building a temporary local area network to interconnect IANSs
right at the scene of the incident. This 1s accomplished by
adding TTAN modules into an incident area network or IAN.
When the first responder arrives at the scene, the TIAN mod-
ule within the first responder’s vehicle establishes a TIAN
and monitors for other first responders to arrive at the scene of
incident. As other responders arrive, theirr TTAN module con-
nects to the TIAN 1n an ad-hoc fashion. The TIAN modules
automatically share theirr JAN/PAN personalities and then
communication 1s established between IANs and PANs.
Voice, data, and video may be shared between PANs over the
TIAN.

When the Incident Commander (IC) arrives at the scene,
the IC’s temporary incident area network system will connect
over the temporary incident area network TIAN and then will
be presented with information on all of the subscribers on his
PAN device. The IC can than take command of the scene and
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communicate with all of the first responders. The IC may
create various talk groups among the responders, obtain sta-
tus of all subscribers, and take command of the incident.

Referring now to FIG. 4, what 1s shown are the connections
associated with a temporary incident area network. Here 1t
can be seen that TIAN connections 50 are established, for
instance, between an ambulance 52 operating with an FM-
VHF carrier at 150 MHz, which may wish to communicate,
for instance, with fire department personnel 1n a fire truck 54,
which 1s designed to operate over an FM-UHF 450 MHz
channel. Likewise, military personnel, for instance, 1 a
Hum-V 56 that normally communicates over an FM low band

t 50 MHz may wish to communicate with a squad car 38 that
usually communicates with its personnel on the P-25 800

MHz channel.

What can be seen 1s that each of the entities shown 1n FIG.
4 communicates with 1ts personnel over its own dedicated
proprietary network, each with a different frequency, to say
nothing of different protocols.

If one breaks down the TIAN into a lower level, what 1s

actually happening 1s that a temporary ad hoc wireless area
network 1s established between each of the responding
vehicles right at the scene of incident as shown in FIG. 4. Each
vehicle’s TIAN module 1s a node within the mesh network
and can be used for routing traific and extending the networks
range. Applying adaptive routing protocols, quality of ser-
vice, and bandwidth broker techniques optimized the TIAN
throughput and efliciency.

Temporary Incident Area Network System and
Operation

As shown in FIG. 5, a TIAN system consists of anumber of
TIAN modules 60 that form a temporary area network 62 and
provide a gateway to dissimilar IANs. The TIAN system
allows mutually exclusive first responder PANs 64, usually
comprising portable radios, to iteroperate at a local scene.
Here each of the first responders 1s provided with the subject
universal TIAN module.

Temporary Incident Area Network Module

Referring to FIGS. 6 A and 6B, in one embodiment the
TIAN module 60 will reside within the first responder’s
vehicle as an add-on to the existing vehicular mobile radio 635
or as a standalone system 68. The TIAN add-on module
interfaces to mobile radio 635 through standard Audio, P1T,
and optional Carrier Operated Relay or COR interfaces while
the TIAN standalone system 68 provides the wireless inter-
tace to the first responder’s PAN, here 1llustrated at 70.

The TIAN module will optionally provide standard wire
network 1interfaces or standard automotive network inter-
faces. The network interfaces can provide a laptop interface,
mobile radio control interface, vehicle electronics interface,
camera interface, or allow the TIAN module to act as a gate-
way between public safety electronic equipment.

Referring now to FIGS. 7A and 7B, TIAN functional block
diagrams are presented. The add-on vehicular mobile radio
interface 1s provided through the Audio and Discrete Interface
72. The Audio and Discrete Interface 72 1s coupled to a
Commes-to-voice voice-over IP interface or VoIP interface 74,
which 1s in turn interconnected to a network routing interface
76 and also to a TIAN network management 78. The network
interface 1s interconnected to a wireless LAN 80 or to a wired
LAN 82, 1n one embodiment using a USB, CAN, MOST,
RS-232, 10-based T and fire-wire protocols.
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As to the standalone version of the subject system, a por-
table radio interface 90 1s coupled to a Comms-to-VoIP 1inter-
face 92, with an Audio and Discrete Interface 94 also inter-
connected with the Comms-to-VoIP interface. VoIP interface
92 15 also coupled to a network routing interface 96 and to a
TIAN network management 98 similar to the network routing
interface 76 and TIAN network 78 for existing mobile radio
tfunctionality. Likewise, the network routing interface 1s inter-
connected with wireless LAN 100 and wired LAN 102, as
was the case with the existing mobile radio scenario.

In operation, the Audio and Discrete Interface provides
audio to digital conversion and digital and audio conversions
with associated audio processing and filtering that 1s required
in the public safety environment. Discrete signals are also
provided to activate the vehicular mobile radios put-to-talk
signal and to monitor the Carrier Operated Relay signal.

The Portable Radio Interface 90 1s part of the temporary
incident area network standalone system to support the ANSI/
TIA-603-B Land Mobile FM or PM Communication Inter-
face and the ANSI/TIA/EIA 102 APCO Project 25 Common
Air Interface 1n direct system mode.

The Comms to VoIP Interface function provides the all of
the VoIP functionality as well as voice detection processing.
The voice detection processing monitors the audio signal
input from the Audio and Discrete Interface and when audio
1s detected the Comms to VoIP Interface function processes
the voice and generates VoIP packets that are transmitted to
the Network Routing Interface. When the Comms to VoIP
Interface function receives VoIP packets from the Network
Routing Interface function, the VoIP packets are processed,
the PT'T signal 1s activated, and the audio signal 1s passed to
the Audio and Discrete Interface audio output.

The Network Routing Interface provides the network rout-
ing function and data streaming path between the TIAN mod-
ules tfunctions. The Network Routing Interface receives rout-
ing configurations from the Temporary Incident Area
Network Management function.

The Wireless LAN function provides the wireless interface
to other TIAN modules. This function conforms to standard
wireless protocols and air interfaces such as Wik1, 802.11,
Bluetooth, and/or TIA-902. The Wireless LAN function pro-
vides a level of secunity.

The Wired LAN function provides an interface to standard
network wire interfaces. The standard wire interfaces can
provide vehicle electronic equipment broader band access
over the TIAN at the scene of incident than can be achieved
through the current Public Safety wireless infrastructure.
Vehicle electronic equipment can include laptop computers,
siren control panels, vehicle accessories, vehicle sensors,
video cameras, video monitors, personal area network, local
wire-line access, and cellular radio equipment.

The Temporary Incident Area Network Management func-
tion provides the all of the operational mode processing that
will be described 1n the following section.

Temporary Incident Area Network Operational Mode
Processing,

The TIAN 1s an ad-hoc network that 1s temporally setup for
the transters of voice, data, and video between dissimilar first
responders’ IANs and PANs. The TIAN ad-hoc network 1s a
tully distributed network that automatically operates with no
centralized coordination and with minimal control overhead.
Self orgamizing, multicasting, and mobility are key features of
the network to provide transparent real time point-to-multi-
point and multipoint-to-multipoint voice and data communi-
cations.
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FIG. 8 provides the functional flow between the TIAN
module’s operational modes. In this figure, a Standby Mode
110 1s shown interconnected to a Network Coordination
Mode 112, 1n turn interconnected with a Network Operation
Mode 114, with the diagram describing TIAN mobile module
activation, TIAN module deactivation and periodic topology
reorganization. The standby mode 1s the active state with
the TIAN module asleep, with no active RF transmissions or
RF reception. The Network Coordination Mode activates
when the TIAN module 1s establishing, connecting, or updat-
ing the TIAN configuration. The Network Operation Mode 1s
the state when the TTAN module 1s providing the gateway
between the first responder’s IAN/PAN and the TTIAN.

Network Coordination Mode

After power 1s applied to the TIAN module and prior to
arriving at the scene of incident, the TIAN module 1s 1n the
standby mode. When the First Responders arrive at the scene
of incident, they activate their TIAN modules by manually
toggling a switch as they leave the vehicle or by an automatic
process such as the depressing of the emergency break, driver
seat sensor, placing the vehicle 1n park, or turning off the
vehicle.

As 1llustrated in FIG. 9, once the TIAN module 1s activated,
it will immediately enter the Network Coordination Mode
and begin the network discovery phase 120 of operation. As
shown, the discovery phase may be through a short packet
transmission or beacon; or by sniffing the RF channel for
network activity. When a network 1s discovered, the TIAN
module enters the topology organization phase 122 where 1t
collects information about their neighbors and the network.
The module passes the TIAN module’s 1dentity and associ-
ated JAN/IAN parameters that the TIAN module 1s support-
ing. The topology reorgamization phase 1s periodically per-
formed so that node status can be updated and so that major
topology changes can be detected and corrected.

Note that because each node within the TIAN must have a
umque IP address, there 1s a dynamic IP allocation step 124
which 1s accomplished, upon which the system 1s returned to
a network operation mode.

As 1llustrated at 126, for TIAN mode deactivation, 1f the
TIAN cluster head leaves the scene, then it 1s necessary to
hand over the TIAN cluster head roll, which involves releas-
ing all IP addresses as 1llustrated 128 and deactivating VoIP
portable radio and audio interfaces as illustrated at 130, at
which point the system returns to the Standby Mode.

For periodic topology reorganization, as illustrated at 132,
there 1s a topology verification mode and upon verification,
routing tables are updated as illustrated at 134. After the
periodic topology reorganization, the system 1s returned to
the Network Operation Mode.

As noted above, each node within the TIAN must have a
umque IP address to participate in the TIAN. Since the TTAN
does not support a centralized coordination, a Dynamic Host
Configuration Protocol (DHCP) cannot be supported. So a
hierarchical network approach may be employed with the
first module that arrives at the scene assuming the cluster head
node role. When new TIAN modules arrive and discover the
TIAN, they will register with the TIAN cluster head and the
TIAN cluster head will allocate a new address and coordi-
nates 1n a duplicate address (DAD) process. When the TIAN
cluster head node 1s de-energized, 1t will automatically pass
the cluster head role to a neighboring node prior to leaving the

TIAN.
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After the Network Coordination Mode has registered with
and established a connection within the TIAN, the TIAN

module will transition 1into the Network Operation Mode.

Network Operation Mode

Referring to FIG. 10, 1n terms of the network operating,
function, the transition from the Network Coordination Mode
results 1n the coordination of PAN/IAN specifics within the
TIAN cluster head, as illustrated at 140. Thereatter, the sys-
tem assigns a TIAN module to be the TIAN access point for
unique PAN/IANs as 1llustrated at 142. The system then
determines whether or not there 1s a module access point as
illustrated at 144. If there 1s, then as illustrated at 146 the
system monitors the TIAN and PAN tratfic. If there 1s traffic
from the TIAN, then as 1llustrated at 148 the system activates
the PAN/TIAN transmission, followed by performing VoIP to
audio conversion at 150, which in turn passes the audio to
portable radios over the PAN/IAN 152. A decision 1s made at
154 as to whether or not there 1s an end to TIAN traffic and 1f
not, the unit 150 performs its indicated VolP-to-audio con-
version again. If there 1s an end to the traific, then as 1llus-
trated 156, the system deactivates the PAN/IAN transmission
and provides an indication to monitor 146.

It there 1s traffic from the PAN/IAN, then as illustrated at
160, the system activates the TIAN transmission, performs
audio to VolIP conversion at 162 and passes audio packets over
the TIANSs as illustrated at 164. At the end of the PAN/IAN
traffic, as illustrated at decision block 166, the system deac-
tivates the TIAN transmission as 1llustrated at 168; whereas 11
the traffic has not ended, the audio-to-VoIP conversion con-
tinues.

I, on the other hand, there 1s no TIAN module access point,
then as illustrated at 170, the system monitors PAN and TAN
traflic. Tratiic from PAN/IAN 1s monitored and as 1llustrated
at decision block 172, if there 1s TIAN traflic associated with
the PAN/IAN, then this fact 1s passed to monitor 170. I1, on
the other hand, there 1s no TIAN traflic associated PAN/IAN,
then as illustrated at 174, the system informs the TIAN cluster
head that a PAN may be out of the access point coverage. This
1s passed to monitor 170 as well.

Note that the Network Operation Mode 1s responsible for
the transier and routing of voice, data, and video from the first
responder’s IAN/PAN to the TIAN. The Networking Opera-
tion Mode process begins by coordinating the TTAN modules
IAN parameters with the TIAN cluster head. Some of the IAN
parameters consist of the JAN that the IAN 1s supporting, the
frequency and CTCSS tone that the IAN 1s operating on, and
the air interface protocol that the IAN 1s supporting. The
cluster head will assign a TIAN module to be the TIAN access
point for each unique IAN.

The TIAN module will process IAN/PAN network traffic

differently depending on 1if 1t 1s assigned to be the TIAN
access point for the associated IAN. If 1t 1s the TIAN access
point, the TIAN module 1s responsible for providing the gate-
way function between the TIAN and the IAN/PAN. This
consists of monitoring the networks for traific, translating the
traffic to the approprlate format, and the forwarding the traific
over the opposing network.

If the TIAN module 1s not assigned to be the TIAN access
point, then 1t 1s to monitor the IAN and TIAN tratfic to detect
when an IAN subscriber PAN 1s out of range of the assigned
TIAN access poimnt. When the TIAN module detects IAN
traffic but no associated TIAN tratfic, the TIAN module is to
inform the TIAN cluster head that it has detected an 1solated
subscriber device. The TIAN cluster head may then re-assign
the TIAN access point to another TIAN module.
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Fire Response to a Residential Fire Call

Presented 1n FIG. 11 1s an example of how the subject
TIAN works when applied to the “Fire Response to a Resi-
dential Fire Call” scenario presented 1n the “PSWC&I State-
ment of Requirements” Version 1.0 11 Mar. 10, 2004, section
3.3.2,pages 10and 11 by The SAFECOM Program—Depart-
ment of Homeland Secunty.

Referring now to FIG. 11, what 1s presented 1s the fire
response to a residential call utilizing the subject temporary
incident area network. Here 1t can be seen that a Brookside
Fire Department 7 network, here illustrated at 180, commu-
nicates with fire station 182 and to, for instance, a fire engine
E7 here illustrated at 184, a battalion chief incident com-
mander vehicle 186 and, for instance, a fire ladder -7 truck
188. Note that an incident commander 190 1s 1n charge of the
scene.

It will be further noted that a fire fighter F-788, here 1llus-
trated at 192, communicates with his fire engine 184, whereas
fire fighters F-725 and F-734, here 1llustrated at 194 and 196
communicate directly with their particular fire ladder 188,
that 1n return communicates over the subject temporary inci-
dent area network, here illustrated at 200. The TIAN 200
permits intercommunication between, for instance, fire
engine 184, battalion chief 190 and fire fighters 194 and 196
through fire ladder 188.

Also responding to the scene may be an additional fire
engine 202 having an associated fire fighter 765, here 1llus-
trated at 204, which may be associated with a different Brook-
side Fire Department, Brookside Fire Department 12 JAN,
here 1llustrated at 206. JAN 206 1s 1n turn interconnected with
fire station 12, here 1llustrated at 208.

What the provision of the TIAN modules does 1s to permit
fire station 12, fire fighter 204 and fire engine 202 to inter-
communicate with all those at the scene, even though they are
from a different fire department.

Moreover, a utility truck 210 may arrive on the scene with
utility personnel 212, with utility truck 210 being connected
on a different proprietary network to local utility JAN 214.
Again, the TIAN module at utility truck 210 permits commu-
nication between utility personnel and the rest of the respond-
ers at the scene.

Likewise, an ambulance 220 may arrive at the scene. The
ambulance transports EMS paramedics 222 to the scene, with
ambulance 220 being connected over its own proprietary
network to an emergency medical service JAN 224, in turn
directly connected to a hospital 226.

The TIAN module at ambulance 220 interconnects the
paramedic with his emergency medical service department
and also the hospital, while at the same time permitting the
EMS paramedic to interface with either utility personnel 212,
fire fighter 204, incident commander 190 or other fire fighters
192, 194 and 196.

It 1s noted that in the following scenario, the “PSWC&I
Statement of Requirements™ have been annotated with tem-
porary incident area network interactions.

The first section hereinaiter presents the fire response sce-
nario and the second section provides the SAFECOMM fire
communications sumimary.

Fire Response Scenario

1. At 3:17 a.m., the Brookside public safety answering
point (PSAP) receives a 9-1-1 call from a cab driver that the
apartment building at 725 Pine 1s smoking and appears to be
on fire. From the CAD display, the dispatcher finds that the
BFD-7 station 1s available and close to the address. The
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dispatcher notifies BFD-7 to send E7 and L7, and to send
BFD-7 battalion chief as the fire’s incident commander (IC).
As E7 1s leaving the fire station, firefighter F788 jumps onto
the back of the vehicle. The vehicle registers that F788 has
become part of the E7 crew for accountability and tracking.
The dispatcher simultaneously sends a digital message pro-
viding the apartment building’s address. The dispatcher noti-
fies another Brookside Fire Department, BFD-12, to also
send an engine to the fire (E12). By 3:19a.m., E7, L7, and the
incident commander leave BFD-7 and report their status to
the dispatcher. As the incident commander’s command
vehicle leaves the station, a nearby wireless PSCD sends the
apartment’s building plans and the locations of nearby fire
hydrants, the building’s water connections, the elevator, and
the stairwells to the command vehicle’s GIS. The dispatcher
sends a reverse 9-1-1 call message to all residents of the
building, which has eight apartments on each of three tloors.
The nearest ambulance (A34) 1s alerted by the dispatcher to
proceed to the scene. The local utility 1s alerted to stand-by for
communications with the IC at 725 Pine.

2. The E7, L7, and IC drivers view the apartment’s address
on the cab monitor displays, which also maps the route for the
drivers; a computer-activated voice tells the drivers what lane
to be 1n and which turns to make. As the fire vehicles approach
traffic lights along the route, the on-board signaling system
changes the lights to the emergency vehicles’ favor and the
geo-location system provides the vehicles’ location and
progress on the dispatcher’s CAD display. The on-board sys-
tem also interrogates the county’s transportation system for
road closures, blockages, train contflicts, or slow traffic con-
ditions to route the vehicles around impediments and provide
the fastest route to the fire.

3. The IC arrives on scene at 3:22 a.m., activates his TTAN
module, assesses the situation, noting that smoke and fire are
visible, and alerts dispatch that 725 Pine 1s a working fire. The
local utility truck (T5) arrives on scene and activates his TIAN
module that automatically connects 1n an ad hoc fashion to the
IC TIAN module and establishes a temporary incident area
network (TTAN). The IC directs the local utility over the
TIAN to shut off the gas to 725 Pine. As L7 and E7 arrive and
get 1nto position, they activate their TIAN module which
automatically connects to the established TIAN and all fire
personnel and equipment are shown on the IC’s GIS display.
The TTIAN modules automatically set up the tactical commu-
nications channels for the IC and the fire crews. The fire crews
are able to talk continuously with each other, reporting con-
ditions and warning of hazards. Because the apartment build-
ing 1s not large enough to require a built-in wireless mncident
area network for emergency services, the first fire crew into
the apartment drops self-orgamizing wireless TIAN modules
on each of the floors at they progress through the building.
Soon E12 and the assigned EMS module arrive on site, acti-
vate their TIAN module that automatically connects to the
TIAN. The new personnel and equipment are automatically
registered over the TIAN with the IC commander and a com-
munication path 1s established over the TIAN. FIG. 11 shows
a communication layout at the scene of incident and how the
TIAN provides a connection between the first responders
from different responding agencies.

4. Several families have already evacuated the building. As
firefighters ask for their names and apartment numbers, they
use the voice recogmition capabilities of their PSCDs to cap-
ture the information, applying an RF ID wrist strap to each
resident to track their status and location. Other firefighters
enter the building to guide survivors out and to rescue those
who are trapped. The IR cameras on the firefighter’s helmets
pass video over the TIAN to provide the IC a view of fire
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conditions within the building and where the hot spots are
located. Additionally, the firefighters monitor the temperature
of the surrounding air 1n their location. This mnformation 1s
directly available over the TIAN to the firefighter, as well as
the IC and EMS module on-scene. Other passive sensors,
such as hazardous gas detectors, are also operating in the
firefighter’s PAN and this data 1s distributed over the TIAN.
With the IC’s guidance, the firefighters search each apartment
for survivors and the source of the fire. The IC i1s able to
monitor the location of each firefighter and 1s aware of which
apartments have been searched by the information provided
on the GIS displays.

5. The EMS module outside the apartment uses the TIAN
to monitor the vital signs of all the firefighters 1n and around
the fire scene. The module alerts the IC that firefighter F725 1s
showing signs of distress and the IC orders F725 and his
partner F734 out of the building for a check-up with the EMS
team.

6. Firefighter F765 pushes his emergency button when he
becomes disoriented 1n the smoke. The emergency call 1s sent
as a priority message over the TIAN to the IC where an alarm
1s generated and a communication path 1s established
between the IC and firefighter F765. The IC immediately
directs firefighter F788 to his aid by providing F765’s loca-
tion relative to F788.

7. While the firefighters check every apartment for victims,
the main fire 1s discovered 1n a second floor apartment kitchen
where an electric range 1s burning. Two adults and two chil-
dren are discovered 1n the apartment suffering from smoke
inhalation. RF IDs are attached to their arms and each 1s given
an oxygen tank and mask to help their breathing. They are
carried outside the building where the EMS module 1s ready
to take over medical aid.

8. While the firefighters put out the fire 1n apartment 202,
the IC checks the GIS display, which shows where the fire
personnel are and where all the survivors and rescued 1ndi-
viduals live 1n the apartment building. Two top-tloor apart-
ments have not been searched and the IC moves fire personnel
to those apartments. The apartment database indicates an
invalid may be living in apartment 321. The firefighters break
down the doors of both apartments and 1n 321 find a bedrid-
den 1individual, who 1s in good condition, and a pet dog 1n the
other apartment. Both are outfitted with RF ID devices and
taken from the building.

9. The fire 1s brought under control. The IC releases E12
and the IC disconnects E12°s TIAN modules from the IAN.
E7 and L7 wrap their fire operations and A34 has to transport
one {ire victim to the hospital. The IC releases all remaining
equipment, disconnects their TIAN modules, and gives con-
trol to dispatch.

Fire Communications Summary

Throughout the scenario, the fire personnel and equipment,
EMS support personnel, and the fire victims interoperate over
the TIAN. They are tracked by the TIAN providing geo-
location information 1 real time, providing the Incident
Commander with current accountability of public safety per-
sonnel and of the fire’s victims. All victim information and
vitals are recorded through TIAN wireless monitors and voice
recognition systems with no reliance on paper reports and
notes. All fire personnel and equipment have monitors to
measure vital conditions and status that are reported by the
wireless PAN and TIAN systems to the IC’s GIS. The GIS
also has access to city building department databases, which
are searched and queried for building information and plans,
fire hydrant locations, etc.
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While the present invention has been described 1n connec-
tion with the preferred embodiments of the various figures, it
1s to be understood that other similar embodiments may be
used or modifications or additions may be made to the

the present invention without deviating therefrom. Therefore,
the present mvention should not be limited to any single
embodiment, but rather construed i1n breadth and scope 1n
accordance with the recitation of the appended claims.

What 1s claimed 1s:
1. A method for establishing communications interoper-
ability at an incident between differing entities having dis-
similar communications devices operating on differing 1so-
lated networks, comprising the steps of:
providing each of the entities with a temporary incident
area network module having the ability to wirelessly
communicate with other modules, each module commu-
nicating with at least one communications device and
converting traific between the associated communica-
tions device and the module to a universal protocol and
a common frequency; and,

causing one of the modules arriving at the incident to set up
an ad hoc temporary incident area network, each module
having a range for establishing communication, the one
of the modules detecting the presence of other modules
arriving at the incident when they come 1nto range and
establishing communications with the newly-arriving
modules, whereby interoperability 1s established
between all of the communications devices at the 1nci-
dent regardless of communication device protocol or
frequency compatibaility.

2. The method of claim 1, wherein the one module sets up
a routing topology.

3. The method of claim 2, wherein the step of setting up a
routing topology includes the step of assigning different IP
addresses to different arriving modules, whereby each arriv-
ing module 1s individually addressable.

4. The method of claim 1, wherein the one module 1s under
control of an incident commander.

5. The method of claim 2, wherein the one module 1s under
the control of an incident commander and wherein the 1nci-
dent commander establishes the routing topology.

6. The method of claim 1, wherein each of the communi-
cations devices 1s switchable between communicating with
its associated module and 1ts 1solated network, whereby an
entity can either communicate with all entities at the incident,
or with only entities logged onto the associated 1solated net-
work.

7. The method of claim 1, wherein each module converts
any analog communications from the associated communi-
cations device to a digital format.

8. The method of claim 7, wherein any analog voice com-
munication from a communications device 1s converted using,
a voice over Internet protocol converter.
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9. The method of claim 1, wherein the module 1s an add-on
to an existing radio that communicates with an associated
communications device over an 1solated network.

10. The method of claim 1, wherein the module 1s a stan-
dalone unit having a transceiver for communicating with an
associated communications device.

11. The method of claim 10, wherein the module 1s pow-
ered by a self-contained battery and further including the step
of locating the standalone module at a convenient location at
the incident, the module having a range exceeding that of an
associated communications device, whereby the range of the
associated communications device 1s extended when the
associated communications device 1s communicating with
the standalone module.

12. A system for aiding first responders to an 1ncident to
intercommunicate regardless of the type of communications
devices used by the first responders, comprising:

communications devices:

a network module for one or more of said communications
devices, said module converting the frequencies and
protocols of the communications devices coupled
thereto to a universal frequency and protocol and estab-
lishing wireless communication between said universal
modules using said universal frequency and protocol,
said module setting up an ad hoc temporary incident area
network at said incident, such that when additional mod-
ules arrive at the incident, said ad hoc temporary incident
area network permits interoperability between commu-
nications devices used by the first responders arriving at
the incident.

13. The system of claim 12, wherein the protocol used by
said modules 1s one 1n which all analog communications are
converted to digital data.

14. The system of claim 13, wherein analog voice commu-
nications from a communications device are converted by a
VoIP converter to digital data.

15. The system of claim 12, wherein each of said modules
includes means for detecting the arrival of additional modules
in range and for assigning a digital address to a detected
module.

16. The system of claim 15, wherein said address 1s an IP
address.

17. The system of claim 12, wherein different communi-
cations devices are set to communicate over different fre-
quencies and wherein said modules communicate on one
frequency.

18. The system of claim 12, wherein different communi-
cations devices communicate using different protocols and
wherein said modules communicate using a common proto-
col.

19. The system of claim 12, wherein said communications
devices include a switch for switching from communicating
over an 1solated network to communicating with an associ-
ated module.
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