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IMAGE FORMING APPARATUS AND IMAGE
MANAGEMENT METHOD

This application 1s based on an application No. 2005-
199751 filed on Jul. 8, 2005 1n Japan, the contents of which 1s
hereby incorporated by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an image forming appara-
tus, and an 1mage management method and an 1mage man-
agement program performed 1n the image forming apparatus.
More particularly, the present invention relates to an 1image
forming apparatus connected to a network and comprising,
for example, a function to add anti-counterfeit information an
image management method and an 1image management pro-
gram performed 1n that image forming apparatus.

2. Description of the Related Art

Recently, a copying machine which uses an electrophoto-
graphic technique has been widely spread and thus, a charac-
ter or an 1image printed on paper and the like can be easily
copied using the copying machine. Especially, a repro which
1s very hard to distinguish from an original can be easily
formed using a recent color digital copying machine (MFEP,
for example). Therefore, it becomes important to take mea-
sures to prevent a printed material such as an important docu-
ment from being counterfeited, falsified and illegally copied.

As the prevention measures against the counterfeit, the
talsification, and the illegal copying, there 1s a method 1n
which a latent image which cannot be recognized with eyes
appears when some means and operation are applied to the
printed material using a pattern comprising multiple geomet-
ric patterns as a design. Its representative example 1s a pattern
such as a tint block, a guilloche pattern, a relief pattern and the
like (referred to as the “tint block™ hereinafter) widely used 1in
printed securities. For example, when the document which 1s
to be prevented from being copied such as an important docu-
ment or a secret document 1s printed, a tint block comprising
a latent 1image and a tint block pattern are combined therein.
Since the latent image and the tint block pattern are printed at
almost the same level of concentrations, the latent image
cannot be recognized with eyes 1n this printed material. How-
ever, when this printed material 1s scanned by the copying
machine, the tint pattern 1s erased by using a function of a base
removing process such as a reading resolution limit of the
scanner and as aresult, the latent image such as characters like
“copied material” appears in the outputted repro. Thus,
although the latent image such as “copied material” 1s hidden
in the original, when 1t 1s scanned, the tint block pattern 1s
crased and the latent 1mage appears, so that the original 1s
distinguished from the copied material to prevent the infor-
mation from being leaked or to track leakage of the informa-
tion. The above technique 1s used 1n general.

Thus, when the anti-counterfeit information such as the tint
block 1s combined with the image to be outputted, 1t 1s impor-
tant that the anti-counterfeit information 1s hidden in the
original and the anti-counterfeit effect appears at the time of
scanning in view of security of the image. In order to imple-
ment the above, 1t 1s necessary to perform a process corre-
sponding to the characteristics of the image forming appara-
tus which forms the original printed material. Thus, Japanese
Unexamined Patent Publication No. 2002-77571 discloses a
technique in which 1n a system comprising a first LAN having,
a server which manages data exchange with a database, and a
second LAN having a terminal and a printer, the first and
second LANs being connected through a communication line
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and the Internet, the server holds anti-counterfeit information
such as the tint block corresponding to the output character-
istics of each printer, and the anti-counterfeit information
such as the tint block corresponding to the printer 1s combined
at the time of printing by the printer and the like. In addition,
Japanese Unexamined Patent Publication No. 2004-78752
discloses a printing control method implemented 1n a system
in which a host device for an administrator and a host device
for a user are connected through a network wherein the
administrator determines whether a tint block 1s printed or
not.

However, 1n order to make the tint block appear, a process
which corresponds to the output characteristics of the copy-
ing machine 1s needed as described above. Therefore, when
image information 1s transferred from an image forming
apparatus to another image forming apparatus through the
network, there 1s a case where anti-counterfeit information

cannot be correctly formed 1n the other image forming appa-
ratus.

In addition, according to the technique disclosed 1n Japa-
nese Unexamined Patent Publication No. 2002-77571, since
it 15 necessary to previously prepare and hold the anti-coun-
terfeit information such as the tint block corresponding to the
output characteristics of each printer, there 1s a problem that
the device constitution becomes complicated. Similarly,
according to the technique disclosed 1n Japanese Unexam-
ined Patent Publication No. 2004-78752, when the printing
istruction 1s given from the host device for the user to the
printer, it 1s necessary to send 1nquiries to the host device for
the administrator about the management information such as
a host name, a user name and the like every time, so that there
1s a problem that the control becomes complicated.

SUMMARY OF THE INVENTION

The present invention was made to solve the above prob-
lems and it 1s an object of the present invention to provide an
image forming apparatus 1n which security of image data to
which 1mage attribute information such as anti-counterfeit
information 1s added 1s highly provided and an 1mage man-
agement method performed 1n the above image forming appa-
ratus.

In order to attain the above objects, the present invention 1s
constituted as follows.

That 1s, according to a first aspect of the present invention,
there 1s provided a first image forming apparatus connected to
a network, which comprises:

an 1mage data forming unit configured to form 1mage data;
and

a control unit configured to prohibit at least one of trans-
ference of attribute information added 1mage data in which
image attribute information 1s added to the image data from
the first image forming apparatus to another device connected
to the network and a browse of the attribute information added
image data from the other device.

In addition, according to a second aspect of the present
invention, there 1s provided a first image forming apparatus
connected to a network, which comprises:

an information adding unit configured to add image
attribute information to 1mage data and form attribute infor-
mation added image data when addition of the image attribute
information to the image data 1s executed; and

a treatment permission/non-permission determining unit
configured to determine whether treatment of the attribute
information added image data between the first image form-
ing apparatus and another device connected to the network 1s



US 7,884,957 B2

3

permitted or not depending on whether the image data 1s the
attribute information added image data or not.

Furthermore, according to the second aspect of the present
invention, the image forming apparatus may be designed so
that the apparatus further comprises a storing unit configured
to classity the image data into the attribute information added
image data and general image data in which the attribute
information added image data 1s not added and store the
attribute information added image data and general image
data; wherein the treatment permission/non-permission
determining unit determines whether the treatment 1s permat-
ted or not depending on the classification.

In addition, according to the second aspect of the present
invention, the image forming apparatus may be designed so
that the treatment permission/non-permission determining
unit includes a device discriminating unit configured to deter-
mine whether the other device 1s a second 1mage forming
apparatus or not and determine whether a printer which can
print the image attribute information 1s provided in the second
image forming apparatus or not when the other device 1s the
second 1mage forming apparatus, and determine whether the
treatment 1s permitted or not depending on the presence or
absence of the printer.

Still furthermore, according to the second aspect, the
image forming apparatus may be designed so that the storing
unit further includes an access right storing unit configured to
store an access right showing permission or non-permission
of access to the attribute information added image data every
user.

Still furthermore, according to the second aspect, the
image forming apparatus may be designed so that the storing
unit further includes a time limit storing umt configured to
store a non-permission time limit in which the access to the
attribute information added image data 1s not permitted every
attribute information added 1mage data.

Still furthermore, according to the second aspect, the
image forming apparatus may be designed so that the device
discriminating unit includes an ID determining unit config-
ured to determine whether a manufacturer ID and a device
type ID of the first image forming apparatus coincide with an
manufacturer ID and a device type ID of the second image
forming apparatus, respectively or not, and the treatment
permission/non-permission determining unit determines
whether the treatment 1s permitted or not depending on the
coincidence or non-coincidence of the IDs.

According to a third aspect of the present invention, there 1s
provided an 1mage management method comprising:

forming 1mage data;

forming attribute information added image data by adding,
image attribute information to the image data when addition
of the image attribute information to the image data is
executed: and

determining whether treatment of the attribute information
added 1mage data between a first image forming apparatus
and another device connected to the network 1s permitted or
not depending on whether the 1image data 1s the attribute
information added image data or not.

According to the image forming apparatus 1n the first and
second aspects and the image management method 1n the
third aspect, when the addition of the image attribute 1nfor-
mation corresponding to the anti-counterfeit information and
the like to the image data 1s executed, the attribute informa-
tion added 1mage data to which the image attribute informa-
tion 1s added 1s formed and it 1s determined whether the
treatment of the attribute information added image data 1s
permitted or not depending on whether the image data 1s the
attribute information added image data or not. Thus, the treat-
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4

ment of the attribute information added 1mage data between
the first image forming apparatus and the other device con-

nected through the network, for example, prohibition of trans-
terence of the attribute information added image data from
the first image forming apparatus to the other device or pro-
hibition of the browse of the attribute information added
image data from the other device or the like can be determined
only by depending on whether the image data 1s the attribute
information added image data or not. Therefore, operability
of the 1mage forming apparatus connected to the network 1s
not damaged. Furthermore, the attribute information added
image data 1s not transierred between the first image forming
apparatus 1n which the attribute information added image
data 1s stored and the other device in principle and only when
specific condition 1s satisiied, the transierence and the like 1s
permitted. Thus security of the attribute information added
image data stored 1n the image forming apparatus connected
to the network can be easily ensured and the security of the
attribute mnformation added 1mage data can be improved as
compared with the conventional examples.

Since the image forming apparatus comprises the storing
unit and the attribute information added 1image data and the
general image data are classified and stored to the storing unat,
the determination whether the image data i1s the attribute
information added image data or not can be easily made.

In addition, when the other device connected to the net-
work 1s the second image forming apparatus and 1t has a
printer which can print the image attribute information, 1t 1s so
constituted that the attribute information added image data
can be transferred and the like. According to this constitution
also, the security of the attribute information added image
data stored in the first image forming apparatus connected to
the network can be ensured and improved.

Furthermore, when the access to the attribute information
added 1mage data 1s permitted or the access non-permission
time limit 1s expired, 1t 1s so constituted that the attribute
information added image data can be transferred and the like.
According to this constitution also, the security of the
attribute information added image data stored in the first
image forming apparatus connected to the network can be
further surely ensured and improved.

Still furthermore, when the I1Ds of the first image forming
apparatus and the second 1mage forming apparatus connected
to the network coincide with each other, it 1s so constituted
that the transference, etc. of the attribute information added
image data 1s permitted. According to this constitution also,
the security of the attribute information added image data
stored 1n the first image forming apparatus connected to the
network can be further surely ensured and improved.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram showing a constitution of an
image forming apparatus according to an embodiment of the
present invention;

FIG. 2 1s a view showing an example of a file sharing
system comprising the 1mage forming apparatus shown in

FIG. 1;

FIG. 3 1s a perspective view showing the 1image forming
apparatus shown in FIG. 1;

FIG. 4 1s a view showing an example of a box provided 1n
a hard disk of the image forming apparatus shown 1n FIG. 1;

FIG. 5 1s a view showing a constitution example of a file
stored 1n the hard disk of the image forming apparatus shown

in FI1G. 1;
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FIG. 6 1s a view showing an example of a user information
database stored 1n the hard disk of the image forming appa-
ratus shown 1n FIG. 1;

FIG. 7 1s a flowchart to explain a flow of processes per-
formed by the image forming apparatus shown i FIG. 1;

FI1G. 8 1s a flowchart to explain an operation of #5 shown in
FIG. 7;

FI1G. 9 1s a flowchart to explain an operation of #6 shown in
FIG. 7;

FI1G. 10 15 a flowchart to explain an example of a process
operation at #22 shown 1n FIG. 9;

FIG. 11 1s a flowchart to explain another example of the
process operation at #22 shown 1n FI1G. 9; and

FIG. 12 1s a flowchart to explain a case where image data 1s
stored 1n a process at #7 shown 1n FIG. 7.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

An 1mage forming apparatus, a 1mage management
method and an 1mage management program performed in the
image forming apparatus will be described with reference to
the drawings heremafter. In addition, the same reference
numerals are allotted to the same components in the draw-
Ings.

A term “1mage” 1n this specification and claims includes
not only a picture but also a document comprising characters
because the character 1s also an 1mage formed of dots.

In addition, although a term “1mage attribute information”™
1s an example of information for preventing forgery of image
data by an embedded pattern using a latent image, a tint block
pattern and the like 1n the following embodiment, the present
invention 1s not limited to the above, and it also includes
information for preventing a browse or for copy history and
includes information like a flag which 1s not the information
for preventing forgery itself and shows that the above infor-
mation for preventing forgery 1s added to the image data. That
1s, the “image attribute information™ has a concept including
information for showing an attribute regarding the image
data. In addition, when the 1mage attribute information com-
prises the information like the flag, the anti-counterfeit infor-
mation added to the image data and the like are separately
stored.

FIG. 2 shows an example of a whole constitution of a file
sharing system (FS) 100 comprising the image forming appa-
ratus. The file sharing system 100 comprises one or more
image forming apparatuses 110, one or more personal com-
puters 131, one or more FAX terminals 132, a communication
line 140, and the like. The communication line 140 i1s also
called a network herein. When there are plural number of
image forming apparatuses 110, a first image forming appa-
ratus 110-1 which 1s a main one and forms original image data
1s discriminated from one or more other subordinate second
image forming apparatuses 110-2. The {irst image forming
apparatus 110-1 and the second image forming apparatus
110-2 are generically called the image forming apparatus
110. Device names such as “PC001”, “PC002”, . . . are allot-
ted to the image forming apparatuses 110 and the personal
computers 131 to identily them. Instead of those device
names, IP address may be used as identification information.
A telephone number of a fixed phone or an IP phone and the
like 1s allotted to the FAX terminal(s) 132.

The first image forming apparatus 110-1, the second image
forming apparatus 110-2, the personal computer 131, and the
FAX terminal 132 can be connected to each other through the
communication line 140. As the communication line 140, a
L.AN, the Internet, a private line or a public line are used. As
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a protocol or a communication standard, TCP/IP (Transmis-
sion Control Protocol/Internet Protocol), FTP (File Transfer
Protocol), POP3 (Post Oflice Protocol version 3), SMTP
(Sumple Mail Transfer Protocol), IPP (Internet Printing Pro-
tocol), IEEE802.3 which 1s a standard of a fixed-line L AN,
IEEE802.11 which 1s a standard of a wireless LAN, and G3
(Group 3) standard or G4 (Group 4) standard of a FAX can be
used.

According to the file sharing system 100, a user can share
the image data of a file stored 1n a hard disk in the first image
forming apparatus 110-1 with the second image forming
apparatus 110-2 and the personal computer 131. Instead of
the personal computer 131, a workstation, a PDA (Personal
Digital Assistant) or a mobile phone terminal may be used.

The 1mage forming apparatus 110 1s a device for forming
an 1mage on a recording sheet such as paper and, in this
embodiment, it 1s a device called as a complex device or an
MEFP (Multi1 Function Peripheral) in which functions such as
copying, network printing, scanning, faxing, document serv-
ing and the like are integrated. That 1s, the 1mage forming
apparatus 110 comprises an operation unit 111, a display 112,
a scanner 113, a printer 114, an communication interface 116,
a document feeder 117, a paper feeding unit 118, a tray 119,

aCPU 120, aRAM 121, a ROM 122, a data storing unit 123,
and the like as shown in FIGS. 1 and 3.

The operation unit 111 comprises a plurality of keys to
input a numeral, a character, a symbol, and the like, a sensor
to recognize a pressed key, and a transmission circuit to
transmit a signal showing the recognized symbol to the CPU
120.

The display 112 1s a unit on which imnformation to send a
message or an instruction to the user, information to input
setting contents and processed contents by the user, and infor-
mation showing an image formed by the 1image forming appa-
ratus 110 and a processed result are displayed so as to be
visible. According to this embodiment, a touch panel type 1s
used as the display 112. Therefore, the display 112 comprises
a function to detect a position on the touch panel touched by
a finger of the user and to transmit a signal showing the
detected result to the CPU 120.

Thus, the operation unit 111 and the display 112 serve as a
user interface through which the user directly operates the
image forming apparatus 110. In addition, an application
program and a drniver to give an istruction to the image
forming apparatus 110 are installed 1n the personal computer
131. Therefore, the user can operate the image forming appa-
ratus 110 by remote control using the personal computer 131.

The scanner 113 photoelectrically reads an 1image such as a
photograph, a character, a picture, a graph and the like drawn
in an original and generates digital image data, that 1s, con-
centration data showing a concentration of RGB or black 1n
this embodiment. Thus, the scanner 113 serves as an 1mage
reading unit 1n the complex device. Thus provided image data
1801 1s printed by the printer 114 or converted to a file with a
format such as TIFF (Tagged Image File Format) or PDF
(Portable Document Format) and stored 1n the data storing
umt 123 or transmitted to the personal computer 131, or
converted to FAX data and transmitted to the FAX terminal
132. In addition, the scanner 113 and the printer 114 serve as
an example of an 1image data forming unit.

The document feeder 117 1s provided at an upper part of a
body of the image forming apparatus 110 and used to sequen-
tially send one or more originals to the scanner 113.

The printer 114 prints an 1image of the image data 1801 read
by the scanner 113, an 1image of 1image data transmitted from
the personal computer 131, and an image of FAX data trans-
mitted from the FAX terminal 132, on a recording sheet such
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as a sheet or a film. The paper feeding unit 118 1s provided at
a lower part of the body of the image forming apparatus 110
and used to supply the recording sheet suitable for the image
to be printed to the printer 114. The recording sheet, that 1s,
the printed material on which the 1mage 1s printed by the
printer 114 1s discharged to the tray 119. In addition, the
printer 114 has an information adding function 1141 to add
anti-counterfeit data corresponding to an example of the
image attribute information to the recording sheet. On the
anti-counterfeit added document, an anti-counterfeit pattern

such as “NO COPYING” or “NO EFFECT”, etc. 1s combined
into the image data 180, and the combined data 1s printed.

The commumnication interface 116 comprises a transmitting,
unit, a recerving umt and the like, through which data 1s
exchanged with the second image forming apparatus 110-2,
the personal computer 131 and the FAX terminal 132. As the
communication-interface 116, a NIC (Network interface
Card), a modem, a TA (Terminal Adapter) or the like 1s used.

The data storing unit 123 comprises a hard disk 123H and
a card reader/writer 123R and the like. The card reader/writer
123R reads data from a memory card 191 such as a compact
tflash (registered trademark) or a smart media or write data 1n
the memory card 191. The memory card 191 is used to
exchange data with personal computer 131 without using the
communication line or to back up data mainly.

As shown 1n FIG. 4, a personal box which 1s a storage
region to store data of the user as a file 6 1s allocated to every
user 1n the hard disk 123H. In addition, the files 6 A-1, 6B-1,
6C-1,...shown in FIG. 4 are generically called the file 6. The
personal box corresponds to a “directory” or “folder” in the
personal computer or the work station. The personal box 1s
referred to as a “box 5 hereinafter. As described above, since
the box 5 1s allocated to every user, box names are given with
corresponding to the boxes 5-1, 5-2, 5-3, . . . s0 as to be
identified. In this embodiment, a name of the user who 1s the
owner of the box 1s used as the box name.

Each user can store the file 6 1n the box 5 of user’s own in
the image forming apparatus 110 by transferring the file from
the personal computer 131. Alternatively, cach user can store
the file 6 inthe box 5 of user’s own by setting the memory card
191 1n which the file 6 1s stored 1n a slot of the card reader/
writer 123 and copying the file 6. Other than the above, the file
6 can be stored in the box 5 1n the following cases.

For example, when the user instructs the first image form-
ing apparatus 110-1 to copy the original set in the document
teeder 117, the first image forming apparatus 110-1 converts
the 1mage data 1801 of the image (a document, a drawing, a
photograph and the like) read from the original to the file 6
and stores 1t 1n the box 3 of the user’s own. In addition, when
the instruction to transmit the image data 1801 of the image of
the original set 1n the document feeder 117 to the personal
computer 131 1s given, similarly, the image data 1801 of the
read 1mage 1s converted to the file 6 and 1t 1s stored 1n the box
5 of the user’s own. Alternatively, when an instruction to print
a document 1s given by the user from the personal computer
131 of the user (network printing) to the first image forming
apparatus 110-1, image data 1802 of the document transmit-
ted from the personal computer 131 is stored in the box 5 of
the user’s own as the file 6. Alternatively, when FAX data 1s
transmitted from the FAX terminal 132 to the first image

forming apparatus 110-1, the first image forming apparatus
110-1 stores the FAX data as the file 6 1n the box 5 of the user

who received the FAX data. When an instruction which rep-
resents to transmit the 1mage of the original set 1n the docu-
ment feeder 117 of the first image forming apparatus 110-1 to
the FAX terminal 132 1s given to the first image forming
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apparatus 110-1 by the user, the image data 1801 of the read
image 1s converted to the file 6 and 1t 1s stored 1n the box 5 of
the user’s own.

In addition, the image data such as the above-described
image data 1801 and 1802 1n which the image attribute infor-
mation 1s selectively added 1s generically called the image
data 180. Here, the image attribute information corresponds
to an example of a “lile attribute” as will described below,
which 1s the anti-counterfeit information of the image data in
this embodiment. The image attribute information 1s stored
in, for example the RAM 121 as the image attribute informa-
tion 181 as shown 1n FIG. 1, and the image attribute informa-
tion 1s added to the image data 180 according to the control by
the CPU 120 as will be described below. Thus, the image data
180 1s formed as attribute information added image data 182.
In addition, as described above, the image attribute informa-
tion 181 1s not limited to the anti-counterfeit information.

The file 6 to be stored 1n the box 5 has information of a
“user name” 61, a “file name” 62, a “file attribute” 63, an
“anti-counterielt expiration date” 64, and a “job kind” 65 1n
this embodiment as shown 1n FIG. 5, and pieces of informa-
tion 61 to 65 are stored in storing units corresponding to the
individual pieces of information 61 to 65 in the box 5
recorded 1n the hard disk 123H 1n the data storing unit 123 of
the first image forming apparatus 110-1. For example, the
information of the anti-counterfeit expiration date 64 1s stored
in an expiration date storing unit 1231 shown 1n FIG. 1. In
addition, the anti-counterfeit expiration date 64 i1s not an
indispensable component among the components constitut-
ing the file 6. In addition, another component may be added to
the file 6.

The file name 62 15 1dentification information to identily
the plurality of files 6 stored in the same box 3. Therelore,
although the file 6 having the same file name cannot be stored
in the same box 3, the file having the same file name can be
stored 1n another box.

The file attribute 63 1s the information to classify the con-
tents of the image data 180 such as a document, etc. which
constitutes each file 6. More specifically, the file attribute 63
1s the information classified depending on whether the image
attribute information 181 1s added to the image data 180 or
not. According to this embodiment, since the anti-counterteit
information of the image data 180 1s 1llustrated as the image
attribute information 181, as the file attribute 63, there are an
“anti-counterfeit added document” in which the anti-counter-
feit information 181 1s contained and a “general document™ to
which the anti-counterfeit information 181 1s not added.
Here, the “anti-counterteit added document™ corresponds to
an example of the attribute information added image data 182.
In addition, the “general document™ to which the anti-coun-
terfeit information 181 1s not added corresponds to general
image data 183. Thus, each file 6 1s classified also by the file
attribute 63 and stored in the box 5 recorded 1n the hard disk
123H 1in the data storing unit 123 of the first image forming,
apparatus 110-1.

The anti-counterfeit expiration date 64 1s effective only
when the file attribute 63 1s the “anti-counterfeit added docu-
ment” and the anti-counterteit expiration date 64 1s the infor-
mation of the expiration date showing until when the anti-
counterfeit information 181 1s added. More specifically, the
anti-counterfeit expiration date 64 1s information of a date. In
addition, since the anti-counterfeit information of the image
data 180 1s 1llustrated as the image attribute information 181
in this embodiment, a term “anti-counterfeit expiration date™
1s used. Thus, the anti-counterfeit expiration date 64 corre-
sponds to an example of a time limit which does not permit
access to the attribute information added image data 182 to
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which the image attribute information 181 1s added. The
“anti-counterfeit expiration date”, that 1s, the information of
the non-permission time limit 1s stored 1n an expiration date
storing unit 1231 1n the box 5 1n which each file 6 1s stored.

The job kind 65 i1s information showing a process to be
performed by the file 6. That 1s, a value of the job kind 65 1s
decided by how the 1nstruction 1s given by the user and how
the file 6 1s stored 1n the box 3.

In addition, a user information database 7 1s stored in the
hard disk 123H as shown 1n FIG. 4. As shown 1n FIG. 6,
information regarding the user who uses the first image form-
ing apparatus 110-1 1s stored in the user information database
7. A “user name” 71 1s an 1dentification information to 1den-
tify the user. The user name 71 1s used when the user logs 1n
to the first image forming apparatus 110-1, for example. A
“password” 72 1s information for authorizing the user (con-
firming the user) when the user logs 1n. An “anti-counterfeit
added data access authorization” 73 1s information corre-
sponding to access authorization showing whether the user
can access the attribute information added data 182 to which
the image attribute information 181 1s added or not. When the
anti-counterfeit added data access authorization 73 1s in “per-
mission’’, the above anti-counterfeit added document, that 1s,
the attribute information added image data 182 can be oper-
ated, on the other hand 1t 1s 1n “prohibition”, the above anti-
counterfeit added document, that 1s, the attribute information
added 1mage data 182 cannot be operated, so that only the
general document, that 1s, the general 1mage data 183 1s
operated. The access authorization 73 of the anti-counterfeit
added data 1s previously registered by an administrator of the
first 1mage forming apparatus 110-1 for every user, so that
security of the first 1mage forming apparatus 110-1 1s
improved. In addition, the access authorization 73 1s stored 1n
an access right storing unit 1232 in the box 3 storing each file
6.

The CPU functions as a control unit and executes a pro-
gram stored 1n the ROM 122 or a program which 1s loaded to
the RAM 121 to control an entire operation of the first image
forming apparatus 110-1. Here, a management program of
the image data 180 as will be described below with reference

to FIGS. 7 to 12 1s contained 1n the above program.

In addition, as will be described with reference to FIGS. 7
to 12, the CPU 120 controls the treatment of the image data
180, especially the attribute information added image data
182. The CPU 120 comprises the following components so
that the treatment control 1s performed.

That 1s, as shown 1n FIG. 1, the CPU 120 comprises an
information adding umt 1201, a treatment permission/non-
permission determining unit 1202, a device discriminating,
unit 1203, and an ID discriminating unit 1204, and performs
at least one operation of transferring the attribute information
added image data 182 from the first image forming apparatus
110-1 to another device connected to the network 140 and for
bidding a browse of the attribute information added image
data 182 from the another device.

The information adding unit 1201 1s a unit 1n which the
image attribute information 181 1s added to the image data
180 to form the attribute information added 1image data 182
when the addition of the image attribute information 181 to
the image data 180 1s selected. The user selects whether the
image attribute information 181 1s added to the image data
180 or not, for example, when a document 1s read by the
scanner 113 to form the image data 180 according to the
user’s mstructions. When the user selects the addition of the
image attribute information 181, the image attribute informa-
tion 181 1s added to the image data 180 by the information
adding unit 1201. In addition, the image attribute information
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181 corresponds to the anti-counterfeit information of the
image data using the tint block, for example as described
above.

The treatment permission/non-permission determining
umit 1202 1s a unit determining whether treatment of the
attribute information added image data 182 1s allowed or not
between the first 1image forming apparatus 110-1 and the
other devices 110-2, 131 or the like connected to the network
140 depending on whether the image data 180 1s the attribute
information added image data 182 or not. The term “treat-
ment” corresponds to a process such as transferring process
of the image data from the first image forming apparatus
110-1 to other devices connected to the network 140, or the
browsing process of the image data from other devices to the
first image forming apparatus 110-1, for example.

The device discriminating unit 1203 1s included 1n the
treatment permission/non-permission determining unit 1202
and 1s a unit determining whether the other devices 110-2, 131
and the like correspond to the second 1mage forming appara-
tus 110-2 or not. When the other devices correspond to the
second 1mage forming apparatus 110-2, the device discrimi-
nating unit 1203 determines whether a printer which can print
the 1mage attribute information 181 1s installed or not 1n the
second 1mage forming apparatus 110-2.

The ID, discriminating unit 1204 is included in the device
discriminating unit 1203 and is a unit determining whether a
manufacturer ID and a device type ID of the first image
forming apparatus 110-1 having the device discriminating
umt 1203 coincide with a manufacturer ID and a device type
ID of the second 1mage forming apparatus 110-2, respectively
or not.

Descriptions will be made of an operation of the first image
forming apparatus 110-1 having the above constitution, that
1s, the entire operation of the first image forming apparatus
110-1 controlled by the CPU 120, and especially a treatment
method of the attribute information added 1mage data 182,
that 1s, a management method of the 1mage data 180 with

reterence to FIGS. 7 to 12.

FIG. 7 1s a flowchart showing an example of a flow of
whole processes of the first image forming apparatus 110-1

performed by the CPU 120.

First, initialization 1s performed at #1. Here, initialization
of various kinds of data of the program 1s performed and an
initial screen 1s displayed on the display 112 when the system
1s started.

At #2, 1t 1s determined whether there 1s a storing or reading
request from the operation umit 111 or not. When the request
exists, the operation 1s moved to #7 to perform an image
input/output processing in the first image forming apparatus
110-1. More specifically, 1n a case of a copying request, the
image 1s inputted by the scanner 113 and the readout image 1s
outputted to the printer 114. In addition, when the printer 114
outputs the 1image, 1n the case of the above-described anti-
counterfeit added document 182, combination of the anti-
counterfeit pattern 1s instructed at the time of the output
request to the printer 114, and then the combining operation 1s
performed 1n the printer 114.

When the storing or reading request 1s not made from the
operation unit 111 at #2, the operation 1s moved to #3. At #3,
it 1s determined whether there are reading requests of the
image data 180 stored 1n the first image forming apparatus
110-1 from the other devices 110-2 and 131 connected to the
network 140 to the first image forming apparatus 110-1. The
reading request includes a reading request from the second
image forming apparatus 110-2 and a reading request from
the personal computer 131.
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When the reading requests from the other devices are rec-
ognmzed at#3, a transfer file list referring process 1s performed
at #5 and a transier file selecting process 1s performed at #6.
Subroutines of these processes will be described below.

Meanwhile, when there 1s no reading request at #3, the
operation 1s moved to #4. It 1s determined whether there are
storing requests of the image data 180 from the other devices
110-2 and 131 to the first image forming apparatus 110-1 or
not at #4. More specifically, it corresponds to a storing request
of the image data (print data) to be printed from the personal
computer 131.

When the storing requests from the other devices are rec-
ognized at #4, since 1t 1s necessary to recerve data transmitted
from the other devices and 1input 1t as the 1image, the operation
1s moved to #7. A storing operation of the data to be per-
tformed at #7 will be described below with reference to FIG.
12. Meanwhile, when there 1s no storing request at #4, since
it 1s not necessary to perform the image input/output process,
the operation 1s returned to #2 and the above processes are
repeated.

The transfer file list referring process at #5 will be
described with reference to FIG. 8.

In this subroutine, it 1s determined whether the file 6 stored
in the hard disk 123H of the first image forming apparatus
110-1 1s the anti-counterteit added document 182 or not, and
when the file 6 1s the anti-counterieit added document 182, a
process for prohibiting the browses from the second image
forming apparatus 110-2 and the personal computer 131 1s
performed.

First, regarding the file 6 which 1s requested to be read, a
searching process for a user registered in the first 1mage
forming apparatus 110-1 1s executed at #11. Then, regarding
the searched registered user, the file 6 stored in the first image

forming apparatus 110-1 1s searched at #12. Then, it 1s deter-
mined whether the searched file 6 1s the anti-counterfeit
added document 182 ornotat#13. The determination 1s made
based on the file attribute 63 shown in FIG. S in the treatment
permission/non-permission determining unit 1202 in the
CPU 120. Then, when 1t 1s determined that the searched file 6
1s not the anti-counterfeit added document 182, that 1s, the
searched file 6 1s the general document 183, or the general
image data 183, the searched file 6 1s contained in the file list
display and stored in the data storing unit 123 by the treatment
permission/non-permission determining unit 1202 (#14). On
the other hand, when 1t 1s determined that the searched file 6
1s the anti-counterfeit added document 182, that 1s, the attri-
bution information added image data 182, the searched file 6
1s not contained 1n the file list display. These processes are
performed for whole files of the registered users (#15 and
#16). Then, only the files 6 classified 1n the file list display can
be browsed from the other devices.

Thus, 1t can be determined whether the files can be browsed
from the other devices or not only by classitying the general
document 183 and the anti-counterfeit added document 182.
Therefore, security regarding the treatment of the file 6 can be
casily improved without damaging operability.

Next, the transier file selecting process at #6 will be
described with reference to FIG. 9.

In this subroutine, 1t 1s determined whether a file selected
from the file 6 stored in the hard disk 123H of the first image
forming apparatus 110-1 1s the anti-counterfeit added docu-
ment 182 or not, and when the selected file 1s the anti-coun-
terfeit added document 182, 1t 1s determined whether treat-
ment of the selected file 6 1s permitted or not, for example, the
transier process of the selected file 6 1s permitted or not by
depending on the kind and function of the device which
requests an access to the file 6, a state of the access authori-
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zation 73 to the anti-countertfeit added document 182, and the
anti-counterieit expiration date 64.

First, 1t 1s determined whether the selected file 6 1s the
anti-counterfeit added document 182 or not at #21. The deter-
mination 1s made based on the {ile attribute 63 in the treatment
permission/non-permission determining unit 1202 in the
CPU 120 as described above. When the selected file 6 1s not
the anti-counterfeit added document 182, that 1s, 1t 1s the
general document 183, the operation 1s moved to #26 uncon-
ditionally and the file 6 1s transferred from the first image
forming apparatus 110-1 to the other device. Meanwhile,
when the selected file 6 1s the anti-counterieit added docu-
ment 182, the operation 1s moved to #22 and 1t 1s determined
whether the access request to the file 6 1s from the second
image forming apparatus 110-2 or not. The determining
operation 1s performed by the treatment permission/non-per-
mission determining unit 1202, more specifically by the
device discriminating unit 1203 1n the CPU 120. A concrete
determining method will be described below.

When the request 1s not from the second image forming
apparatus 110-2, since 1t 1s determined that the request 1s from
the personal computer 131, the transfer process 1s prohibited.

Meanwhile, when 1t 1s determined that the access request 1s
from the second image forming apparatus 110-2 at #22, the
operation 1s moved to #23 and 1t 1s determined whether the
second 1mage forming apparatus 110-2 has the anti-counter-
feit information adding function 1141 or not. The information
adding function 1141 i1s a function which can display the
image attribute information 181 visibly onto the anti-coun-
terfeit added document 182 when the anti-counterfeit added
document 182 1s outputted in the printer 114 of the second
image forming apparatus 110-2. If the printer 114 of the
second 1mage forming apparatus 110-2 does not have the
information adding function 1141, since the anti-counterfeit
data, that 1s, the 1image attribute information 181 cannot be
added to the image data 180 to be displayed and printed, the
anti-counterfeit added document 182, that 1s, the attribute
information added image data 182 is prohibited from being
transierred from the first image forming apparatus 110-1 to
the second 1mage forming apparatus 110-2.

Meanwhile, when 1t 1s determined that the information
adding tunction 1141 1s provided in the printer of the second
image forming apparatus 110-2 at #23, the operation 1is
moved to #24. In #24, 1t 1s determined whether the user who
logged 1n to the second image forming apparatus 110-2 which
requests the access has the anti-counterteit added data access
authorization 73 or not. The determination 1s made by the
treatment permission/non-permission determining unit 1202
in the CPU 120 based on the permission/non-permission
information of the access authorization 73 1n the user infor-
mation database 7 shown 1n FIG. 6.

When 1t 1s determined that the access authorization 73 has
been given to the user at #24, the operation 1s moved to #25.
In #23, 1t 1s determined whether the present date 1s within the
anti-counterfeit expiration date 64 or not. The determination
1s made by the treatment permission/non-permission deter-
mining unit 1202 in the CPU 120 based on the information of
the anti-counterfeit expiration date 64 shown 1n FIG. 5.

Then, when 1t 1s determined that the present date 1s within
the anti-counterfeit expiration date 64 at #25, the treatment
permission/non-permission determining unit 1202 in the
CPU 120 determines that transfer conditions of the anti-
counterfeit added document 182 to the second 1mage forming
apparatus 110-2 are all established, and then the operation 1s
moved to #26. Then, the anti-counterteit added document 182
1s transierred from the first image forming apparatus 110-1 to
the second 1image forming apparatus 110-2. In addition, 1f any
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one of conditions in the processes at #22 to #25 1s not estab-
lished, the operation 1s moved to #27 and the above transier
process 1s prohibited.

As described above, when there 1s an access request to the
anti-counterfeit added document 182 stored 1n the first image
tforming apparatus 110-1 from the other device of the network
140, only when the plurality of permission conditions are
accomplished, the treatment of the anti-counterfeit added
document 182 between the first image forming apparatus
110-1 and the second 1image forming apparatus 110-2 1s per-
mitted. Therefore, the security of the anti-counterfeit added
document 182 can be more improved than before.

A concrete determining method whether the access request
to the file 6 1s from the second image forming apparatus 110-2
or not at #22 will be described herematfter.

FIG. 10 shows an example of the above determining
method.

At #41, the first image forming apparatus 110-1 reads a
device attribute information of the second image forming
apparatus 110-2 from the second 1image forming apparatus
110-2 which requires the access. As shown 1n FIG. 1, the
device attribute information 183 1s stored, for example, in the
ROM 122 1n each device, and can be read and transmitted by
a control unit (CPU) of each device. In addition, the device
attribute information 183 1s previously transmitted from the
second 1mage forming apparatus 110-2 to the first 1mage
forming apparatus 110-1 when there 1s an access request of
the image data 180 from the second image forming apparatus
110-2 to the first image forming apparatus 110-1. In this
embodiment, the device attribute information 185 includes
information 1851 about whether there 1s the information add-
ing function 1141, that is, a tint block combining function 1n
the printer 114 installed in the second 1mage forming appa-
ratus 110-2 or not, a manufacturer 1D 1852 of the second
image forming apparatus 110-2, and a manufacturer-specific

device type ID 1853 of the second image forming apparatus
110-2.

At #42, 1t 1s determined whether the information adding
function 1141 1s provided 1n the printer 114 1n the second
image forming apparatus 110-2 or not on the basis of the
information 18351 for the presence or absence of the informa-
tion adding function 1141 included in the device attribute
information 185 read from the second 1image forming appa-
ratus 110-2. The determination 1s made by the CPU 120,
especially the device discriminating unit 1203. In the result of
the determination, when the information adding function
1141 1s provided in the printer 114 of the second image
forming apparatus 110-2, 1t 1s determined that the printer 114
of the second 1mage forming apparatus 110-2 has the infor-
mation adding function at #43. Meanwhile, when the 1nfor-
mation adding function 1141 1s not provided, it 1s determined
that the printer 114 of the second 1image forming apparatus
110-2 does not have the information adding function at #44.

In addition, FIG. 11 shows another example of the method
determining whether the access request to the file 6 1s from the
second 1mage forming apparatus 110-2 or not at #22.

At #51, similar to the description at #41, the first 1mage
forming apparatus 110-1 reads out the device attribute infor-
mation 185 of the second image forming apparatus 110-2
from the second image forming apparatus 110-2 which
requests the access.

At #52, the first image forming apparatus 110-1 compares
the manufacturer ID 1852 of the second 1mage forming appa-
ratus 110-2, the manufacturer 1D 1852 being included 1n the
device attribute information 183 read from the second image
forming apparatus 110-2, with the manufacturer ID 18352 of
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the first image forming apparatus 110-1 1tself. Then when
both manufacturer IDs coincide with each other, the operation
1s moved to #53.

At #53, the first image forming apparatus 110-1 compares
the device type ID 1853 of the second 1image forming appa-
ratus 110-2, the device type ID 1853 being included 1n the
device attribute information 185 and being a specific number
in the manufacturer of the second 1image forming apparatus
110-2, with the device type ID 1853 of the first image forming,
apparatus 110-1 itself. Then when both device type IDs coin-
cide with each other, the operation 1s moved to #34.

At #5354, since the manufacturer ID 1852 and the device type
ID 1853 of the second 1mage forming apparatus 110-2 coin-
cide with those of the first image forming apparatus 110-1,
that 1s, since the manufacturers of the first image forming
apparatus 110-1 and the second image forming apparatus
110-2 are the same, and the apparatus 110-1 and 110-2 are the
same device, the first image forming apparatus 110-1 deter-
mines that the printer 114 of the second 1image forming appa-
ratus 110-2 has the information adding function. Thus, 1n this
case, the attribute information added image data 182 1s per-
mitted to be transferred from the first image forming appara-
tus 110-1 to the second 1mage forming apparatus 110-2.

On the other hand, when 1t 1s determined that the manufac-
turer ID 1852 of the second 1mage forming apparatus 110-2
does not coincide with that of the first image forming appa-
ratus 110-1 and further both of the device type IDs 1853 do
not coincide with each other at #52 and #53, the first image
forming apparatus 110-1 determines that there 1s no informa-
tion adding function 1141 in the printer 114 1n the second
image forming apparatus 110-2 at #55. Therefore, 1n this
case, the transference of the attribute information added
image data 182 form the first image forming apparatus 110-1
to the second 1mage forming apparatus 110-2 1s not permaitted.

As described above, according to the method shown 1n
FIG. 11, since the number of the determining conditions for
permitting the treatment of the attribute information added
image data 182 1s increased as compared with the case shown
in FIG. 10, the security of the attribute mnformation added
image data 182 can be further improved.

Next, an operation when there 1s a storing request of the
image data 180 in the 1image input/output process at #7 shown
in FI1G. 7 will be described with reference to FI1G. 12.

First, 1t 1s determined whether the storing request of the
image data 180 1s from the operation unit 111 of the first
image forming apparatus 110-1 or not at #31. When the
request 1s from the operation unit 111, the original set by the
user 1s read at #32 and the image data 180 of the original 1s
converted to the file 6 as described above. On the other hand,
when the request 1s not from the operation unit 111, since the
request 1s from the other device on the network 140, the image
data 1s inputted from the other device and 1s converted to the
file at #33.

At #34, 1t 1s determined whether the 1image data 180 con-
verted to the file 6 1s the attribute information added image
data 182 or not. When the storing request 1s from the opera-
tion unit 111, the operator previously istructs the addition of
the 1mage attribute information 181 before the original 1s
read, so that the determination 1s made. When the storing
request 1s from the other device, the information to the effect
that 1s transmitted before the transference of the image data
180 from the other device, so that the determination 1s made.

When 1t 1s determined that the image data 180 1s the
attribute information added image data 182 at #34, the opera-
tion moves to #35. Then the file 6 of the image data 180 1s
registered as the “anti-counterfeit added document™ 182 in
the file attribute 63 shown i1n FIG. 5, and at #37, the anti-
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counterfeit expiration date 64 is registered. The anti-counter-
fe1t expiration date 64 1s set before the image 1s inputted only
when the 1image data 180 1s the attribute information added
image data 182.

On the other hand, when 1t 1s determined that the 1image
data 180 1s not the attribute information added 1image data 182
at #34, the operation moves to #36. Then the file 6 of the
image data 180 1s registered as the “general document™ 183 1n
the file attribute 63 shown 1n FIG. 5.

The other mmformation regarding the file i1s registered at
#38.

In addition, according to the above embodiment, the
description has been made such that when the user selects that
the 1mage data 180 1s set as the attribute information added
image data 182, the image attribute information 181 1s added
to the image data 180 when the 1image data 180 1s formed 1n
the scanner 113. However, the present invention 1s not limited
to the above and the 1mage attribute information 181 may be
added when the image data 180 1s stored in the box 5 as thefile
6. In short, the addition only has to be completed until the
access request to the image data 180 1s made.

The present mvention 1s applied to the image forming
apparatus connected to the network and has the function to
add the anti-counterteit information, for example, and it can
be also applied to the image forming apparatus in which the
image data to which the anti-counterteit information 1s added
can be prohibited from being transferred to the other image
forming apparatus, the 1image management method and the
image management program performed by that image form-
ing apparatus.

It 1s to be noted that, by properly combining the arbitrary
embodiments of the atorementioned various embodiments,
the effects possessed by them can be produced.

Although the present invention has been fully described 1n
connection with the preferred embodiments thereof with ret-
erence to the accompanying drawings, 1t 1s to be noted that
various changes and modifications are apparent to those
skilled 1n the art. Such changes and modifications are to be
understood as included within the scope of the present inven-
tion as defined by the appended claims unless they depart
therefrom.

What 1s claimed 1s:

1. A first image forming apparatus connected to a network,
which comprises:

an 1nformation adding unit configured to add image
attribute information corresponding to a pattern image
formed on arecording sheet for anti-counterfeit to image
data and form attribute information added image data
when addition of the image attribute information to the
image data 1s selected;

a data storing umt configured to store the attribute infor-
mation added image data and image data which does not
have the image attribute information; and

a treatment permission/non-permission determining unit
configured to determine whether treatment of the 1mage
data for a second 1mage forming apparatus connected to
the first image forming apparatus through the network 1s
permitted or not based on whether the image data 1s the
attribute information added image data or not and
whether the second 1image forming apparatus has an
ability to form the pattern 1image on the recording sheet
Or not,

wherein when the second 1mage forming apparatus
requests the treatment of the attribute information added
image data, the treatment permission/non-permission
determining unit does not permit the treatment of the
attribute information added image data 1n the case that
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the second 1mage forming apparatus does not have the
ability, and permits the treatment of the attribute infor-
mation added 1mage data in the case the second 1mage
forming apparatus has the ability.

2. The image forming apparatus according to claim 1,
further comprising a storing unit configured to classity the
image data into the attribute information added 1image data
and general 1image data in which the attribute information
added image data 1s not added and store the attribute infor-
mation added image data and general image data; wherein the
treatment permission/non-permission determining unit deter-
mines whether the treatment 1s permitted or not depending on
the classification.

3. The image forming apparatus according to claim 2,
wherein the storing unit further includes an access right stor-
ing unit configured to store an access right showing permis-
s10n Or non-permission of access to the attribute information
added 1image data every user.

4. The image forming apparatus according to claim 3,
wherein the storing unit further includes a time limit storing,
unit configured to store a non-permaission time limit in which
the access to the attribute information added image data 1s not
permitted every attribute information added image data.

5. The image forming apparatus according to claim 1,
wherein the device discriminating unit includes an ID deter-
mining unit configured to determine whether a manufacturer
ID and a device type ID of the first image forming apparatus
coincide with an manufacturer ID and a device type ID of the
second 1mage forming apparatus, respectively or not, and the
treatment permission/non-permission determining unit deter-
mines whether the treatment 1s permitted or not depending on
the coincidence or non-coincidence of the IDs.

6. The image forming apparatus according to claim 1,
wherein whether the treatment of the attribute information
added 1mage data 1n the treatment permission/non-permis-
sion determining umt 1s permitted or not corresponds to
whether transference of the attribute information added
image data from the first image forming apparatus to the other
device 1s permitted or not.

7. The image forming apparatus according to claim 1,
wherein whether the treatment of the attribute information
added 1mage data 1n the treatment permission/non-permis-
sion determining unit 1s permitted or not corresponds to
whether browse of the attribute information added image data
in the first image forming apparatus from the other device 1s
permitted or not.

8. The 1image forming apparatus according to claim 1,
wherein the 1mage attribute mformation 1s anti-counterfeit
information of the image data.

9. An 1image management method of a first image forming
apparatus comprising:
forming 1mage data;

forming attribute information added image data by adding
image attribute mformation corresponding to a pattern
image formed on arecording sheet for anti-counterfeit to
the 1mage data when addition of the image attribute
information to the 1image data 1s selected;

storing the attribute mformation added image data and
image data which does not have the image attribute
information; and

determining whether treatment of the image data for a
second 1mage forming apparatus connected to the first
image forming apparatus through the network 1s permut-
ted or not based on whether the image data i1s the
attribute information added image data or not and
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whether the second 1mage forming apparatus has an
ability to form the pattern 1mage on the recording sheet
Or not,

wherein when the second 1mage forming apparatus
requests the treatment of the attribute information added
image data, the treatment of the attribute information
added 1mage data 1s not permitted 1n the case that the
second 1mage forming apparatus does not have the abil-
ity, and permits the treatment of the attribute information
added 1image data 1n the case the second 1mage forming
apparatus has the ability.

10. The image management method according to claim 9,
comprising determining whether access to the attribute infor-
mation added image data 1s permitted or not and determining,
whether a non-permission time limit 1n which the access to
the attribute information added image data 1s not permitted
expires or not when 1t 1s determined whether the treatment of
the attribute information added image data 1s permitted or not.

11. The image management method according to claim 9,
in which 1t 1s determined whether the attribute information
added image data can be formed by the second image forming
apparatus or not depending on whether a manufacturer ID and
a device type ID of the first image forming apparatus coincide
with a manufacturer 1D and a device type ID of the second
image forming apparatus, respectively or not.

12. The image management method according to claim 9,
wherein the 1mage attribute mmformation 1s anti-counterfeit
information of the image data.
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13. The image forming apparatus according to claim 1,
wherein when the second 1mage forming apparatus requests
the treatment of the image data which does not have the image
attribute information, the treatment permission/non-permis-
s10n determining unit permaits the treatment of the image data
for the second 1mage forming apparatus.

14. The image forming apparatus according to claim 1,
wherein the treatment permission/non-permission determin-
ing unit includes a detecting unit to detect whether the second
image forming apparatus has an information corresponding
to the ability.

15. The image management method according to claim 9,
wherein the determining step includes a detecting step to
detect whether the second 1mage forming apparatus has an
information corresponding to the ability.

16. The image forming apparatus according to claim 1,
wherein the pattern 1mage includes at least one of an embed-
ded pattern and a tint block pattern.

17. The image management method according to claim 9,

0 wherein the pattern 1mage includes at least one of an embed-

25

ded pattern and a tint block pattern.

18. The image forming apparatus according to claim 1,
wherein the pattern image comprises a latent image which
cannot be recognized with eyes.

19. The image forming apparatus according to claim 18,
wherein the pattern 1mage comprises the latent image and tint
block pattern having almost the same level of concentrations.
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