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SINGLE EVENT TRANSIENT MITIGATION
AND MEASUREMENT IN INTEGRATED
CIRCUITS

REFERENCE TO RELATED APPLICATTONS

This application 1s a Continuation of co-pending U.S.

patent application Ser. No. 12/352,512, filed Jan. 12, 2009,
which claims the benefit of U.S. Provisional Application Ser.

No. 61/024,146, filed Jan. 28, 2008, the entirety of both are
incorporated by reference herein.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The mvention pertains to the field of integrated circuits.
More particularly, the imnvention pertains to radiation harden-
ing of integrated circuit devices.

2. The Prior Art

CMOS mtegrated circuits are well known 1n the art and are
used 1n thousands of different applications. It 1s also well
known 1n the art that CMOS 1ntegrated circuits are vulnerable
to a variety of radiation effects that make them unsuitable or
unrcliable for a variety of uses in the aerospace, space, and
military fields without a degree of radiation hardening appro-
priate for the particular radiation environment anticipated for
the application.

Some radiation effects like, for example, total 10nizing
dose, relate to physical damage sustained by the semiconduc-
tor structures due to charged particle impacts and are beyond
the scope of this disclosure. Other classes of radiation effects
like, for example, Single Event Effects (SEE), apply to logic
errors induced during normal operation. As transistor feature
s1zes have scaled down, their critical charges for SEE have
scaled down as well. As a consequence, SEE could affect both
the sequential and combinational logic. In the case of sequen-
tial logic they are called Single Event Upsets (SEU), and in
the case ol combinational logic they are called Single Event
Transients (SET).

When a charged particle strikes the semiconductor sub-
strate 1n a CMOS 1ntegrated circuit during normal operation,
it 1onizes atoms along its trajectory, leaving a temporary
surplus of charge carriers (hole and electron pairs) 1n its wake.
I the particle passes through a first doped semiconductor
region that1s being driven to a voltage that 1s different than the
voltage of a second surrounding and oppositely doped semi-
conductor region, the surplus carriers distort the normal shape
of the depletion region separating (and usually electrically
1solating) the two oppositely doped regions and current
begins to flow 1n the direction of the electric field generated by
the voltage difference between the two doped regions. This
cifect 1s known as a “Field Funnel.” If the first doped region 1s
a node 1n a logic circuit, the practical effect of a field funnel 1s
to 1nject a substantial amount of extra charge onto the node
that drives 1t towards the opposite logical state from where it
should be. The driver driving the logic node will supply
current to counteract the field funnel current, though 1its
degree of success will depend on its ability to supply current,
the circuit topology, and the amount of charge available 1n the
tunnel. The funnel will persist until all of 1ts carriers have
drifted onto the logic node or have diffused away and recom-
bined 1n the second semiconductor region.

I the logic node 1s part of a feedback path, as in a sequential
clement such as a latch or flip/flop, then the driver driving the
logic node must succeed 1n restoring the voltage on the logic
node to the correct logic level before the radiation mduced
incorrect signal can propagate all the way around the feed-
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back path or the wrong data will remain stored 1n the sequen-
t1al element. This would be an example of an SEU. There are
a variety of methods known 1n the art to mitigate SEUs. One
way 1s to make the node drivers large enough so that the
particle strike either does not cause a significant amount of
voltage variation or the driver can source or sink enough
current to restore the struck node to 1ts original voltage value
betfore the 1mcorrect signal propagates around the feedback
loop. Unfortunately, this typically requires drivers to be far
larger than the minimum or near-minimum sized transistors
that are desirable to use 1n logic circuits.

A second SEU mitigation technique 1s the so-called dice-
cell that extends the basic latch feedback loop from two
inverters to four stages of series PMOS and NMOS transistors
while coupling the PMOS and NMOS gates to successive
outputs 1n opposite directions around the loop. This prevents
a particle strike from upsetting more than two of the four
nodes in the cell and allows the cell to return to 1ts correct
stable state once the field funnel charge has been exhausted.
An example of this approach can be found 1n FIG. 1 of U.S.
Pat. No. 6,573,773 to Maki, et al.

A third common technique 1s Triple Module Redundancy
(ITMR). This approach 1s to build the same 1dentical circuit (or
module—the technique can be applied to any level of com-
ponent 1n a system) three times and then comparing the three
outputs by means of voting logic. If this 1s done for a single bit
of sequential logic, the three outputs are connected to the
inputs of a voting gate (sometimes known as a majority-oi-
three gate or MAJ3 gate or M3 gate where MAJ3(A,B,C)=M3
(A,B,C)=AB+AC+BC 1n Boolean algebra) that produces an
output 1 agreement with any two of the three inputs 1f the
third 1nput has a different logic value and an output in agree-
ment with all three inputs if all have the same logic value.

A Tourth technique, used 1n cases where a wide data word
comprising multiple bits 1s employed, i1s to encode the data
betore storage with an error correction code (ECC) and then
decode 1t before use. This 1s a very common approach 1n
volatile memories like static random access memories
(SRAMSs) where the cost of the ECC circuits can be amortized
over many bits.

Typically when SEE mitigation 1s attempted in the prior
art, SEU mltlgatlon 1s addressed first and then sometimes
SET mitigation 1s attempted. A number of SET mitigation
techniques are known 1n the art. FIG. 1 shows an analog guard
gate 100 of the prior art. Typically guard gates are used to
filter out SET pulses occurring on one of two different, nomi-
nally equivalent versions of a logic signal. The nominally
equivalent versions of a logic signal (called “SET domains™)
are either generated by a duplication of the logic or by delay-
ing the signal 1 time by some means. In either case, the
logical value of the different versions will be 1dentical except
either immediately after a legitimate change 1n logic state or
immediately after an SET. When mputs A and B are at the
same logic state, guard gate 100 acts like a logical buifer.
When mnputs A and B are both at logic-1, the output of the first
stage node C dnives to logic-0 and the output of the second
stage the node Y drives to logic-1. When mputs A and B are
both at logic-0, node C drives to logic-1 and the output Y
drives to logic-0. When inputs A and B are at different values
(logic-0/1 or logic 1/0), one of the P-channel transistors 102
and 104 and one of the N-channel transistors 106 and 108 will
be turned of presentmg high impedance to the node C. The
latch comprising inverters 110 and 112 will hold the last value
onnodeY until the transient has passed and inputs A and B are
equal again. Thus when inputs A and B are coupled to nomi-

nally equivalent logic signals 1n two different SE'T domains
like, for example, coupling A and B to either end of a delay
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clement (not shown) or to the outputs of duplicated logic
functions (not shown), the guard gate 100 will not respond to
an SE'T induced transition on only one of the inputs A or B.

FI1G. 2 shows a prior art digital guard gate 200. The basic
operation 1s similar to the analog guard gate 100 of FIG. 1.
This 1s the equivalent to a majority-oi-3 or MAJ3 or voting
gate with the output fed back and connected to one of the three
inputs, 1 this case Y(A,B,Y =AB+AY +BY. Here, 11 A=B=1
then Y=1; 1t A=B=0 then Y=0; and 1f A=B then Y=Y. In other
words, the output node Y i1s driven to the same logic state as
inputs A and B when they are 1identical. When A and B are not
identical, Y retains 1ts previous value (by voting with the input
of the same value to retain 1ts state). Guard gate 200 could be
substituted for guard gate 100 1n many applications.

FI1G. 3 shows a guard gate 302 similar to the guard gate 100
of FI1G. 1 (transistors 102, 104, 106 and 108) with an RS-latch
(NAND-gates 308 and 310) replacing the two mverter latch
(inverters 110 and 112) 1n a configuration 300 used to mea-
sure the pulse widths of SET events. Guard gate 302 1s com-
bined with variable delay 304 to form an SET filter. The input
of the SET filter 1s coupled to a target circuit 306, in this case
a delay line 306 with its input coupled to ground (or logic-0).
The output of the guard gate 302 1s coupled to the RS-latch
formed by NAND-gates 308 and 310. Driving the RESET
signal to logic-0 forces the value logic-0 at the output node
OUT, then RESET 1s returned to its normal value of logic-1.
While the circuit waits for an SET to occur (typically 1n a
particle beam 1nside a test chamber), nodes A and B are at
logic-0, the node C 1s at logic-1, and the output node Y 1s at
logic-0.

When the target 306 1s struck by a particle of sufficient
energy, a transient logic-1 may appear on node A. If the
transient logic-1 onnode A persists for longer than 1t takes for
the variable delay 304 to propagate the logic-1 to node B, then
guard gate 302 will output a logic-0 on node Y causing the
RS-latch to transition to logic-1 where 1t will stay until a
controller (not shown) notes the presence of the logic-1, logs
it, and then resets the RS-latch to wait for another SET to
OCCUL.

Since the particle density and particle energy of the beam
are known, by tabulating the number of SE'Ts during a known
test time as well as changing the value of the variable delay
304 from test to test, a great deal can be learned about the
radiation performance of the target circuit 306. Of particular
importance 1s correlating the widths of SET pulses with the
energy ol the particles generating them by experimentally
varying the length of the variable delay 304 and the compo-
sition of the particle beam.

FI1G. 4 A shows a signal delay type SET filter of the prior art
used 1n a configuration 400 for mitigating SET 1n an applica-
tion specific mtegrated circuit (ASIC) logic design. Sequen-
t1al elements 402 and 410 are latches or tlip/tlops (FFs) form-
ing the beginning and end of a logical stage while logic circuit
404 forms the core of the logic stage. In a test design, logic
circuit 404 would typically be a delay line with a single input
and a single output (as shown), while 1n a logic design, logic
circuit 406 typically would perform a number of Boolean
functions and would have multiple inputs (not shown) and
often have multiple outputs (not shown). I1 present, the mul-
tiple inputs and outputs would need to be radiation hardened
in the same or similar manner. Delay element 406 and guard
gate 408 form an SET filter with 1ts input coupled to the logic
circuit 404 and 1ts output coupled to sequential element 410.
The circuit 400 filters out SET induced pulses created 1n the
logic circuit 404 that are narrower than the length of the delay
clement 406.
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4

It 1s assumed that the sequential element 1s mitigated 1n
some way such as triple module redundancy (TMR) or dice

cell or equivalent. Either guard gate 100 of FIG. 1 or guard
gate 200 of FIG. 2 could be used as guard gate 408.

FIG. 4B shows a logic duplication type SET filter of the
prior art used 1n a configuration 450 for mitigating SE'T 1n an
application specific integrated circuit (ASIC) logic design.
Sequential elements 452 and 458 are latches or flip/flops
forming the beginning and end of a logical stage while nomi-
nally equivalent logic circuits 454a and 45456 form the core of
the logic stage. In a test design, logic circuits 454a and 4545
would typically be delay lines with a single input and a single
output (as shown), while 1n a logic design, logic circuits 454a
and 4545 typically would perform a number of Boolean tunc-
tions and would have multiple inputs (not shown) and often
multiple outputs (not shown). If present, the multiple mputs
and outputs would need to be radiation hardened in the same
or sitmilar manner. Guard gate 456 forms an SET filter with 1ts
inputs coupled to the nominally equivalent outputs of logic
circuits 454a and 454b and its output coupled to sequential
clement 458. The circuit 450 filters out SE'T induced pulses
created in either one or the other of the logic circuits 454 and
454b. It 1s assumed that the sequential element 1s mitigated 1n
some way such as triple module redundancy (TMR) or dice

cell or equivalent. Either guard gate 100 of FIG. 1 or guard
gate 200 of FIG. 2 could be used as guard gate 456.

FIG. 5 shows an SEU mitigated sequential element 500 of
the prior art that 1s suitable for use in the circuits 400 and 4350
in F1GS. 4A and 4B respectively. This1s a TMR circuit, where
the sequential elements (either tlip/tlops or latches) 502, 504
and 506 are tripled 1n parallel and then the three outputs are
resolved by voting gate (or VG) 508. If a charged particle
upsets the contents of one of the sequential elements, the
voting gate 508 will filter out the anomalous result and
present the correct value stored 1n the other two sequentlal
clements to the circuit output 510. To be most effective,
sequential elements 502, 504 and 506 must be physically
separated by more than a distance known as the “double
strike” distance. This will prevent a charged particle impact-
ing the integrated circuit at a shallow angle relative to the
surface from upsetting more than one of the latches at any
given time. The chances of two sequential elements 1n SEU
mitigated sequential element 300 being upset by two different
charged particles 1s suiliciently small to be of no practical
51gn1ﬁcance so preventing a single particle from creating two
SEUs 1n two related sequential elements 1s sufficient for vir-
tually all purposes.

-

T'he primary weakness of the SEU mitigated element 500
of FIG. 5, and by extension the prior art SET filters 400 and
450 of FIGS. 4A and 4B respectively, 1s that the signal gen-
crated 1n the logic (404 in FIGS. 4A and 454a/454b 1n FIG.
4B) 1s reduced to a single wire between the SET filter and the
SEU mitigated sequential element. This makes the circuit

vulnerable to a partlcle strike 1n either the guard gate (408 1n
FIGS. 4A and 456 1n FIG. 4B) or in the input stage of one of

the flip/tlops (502, 504 or 506 1n FIG. §). In a custom demgn
this can be addressed by hardening the guard gate (408 in
FIGS. 4A and 456 1n FIG. 4B), although this can consume
considerable silicon area per guard gate. In an ASIC utilizing
a standard cell library or a PLD utilizing logic modules, the
logic function for the guard gate will be typically be available
(or can be built from other library elements), but 1s most likely
not available 1n a hardened version. Thus the need for an
improved solution exists, particularly in hardeming a design in
a commercial ASIC or PLD for use 1n a radiation environ-
ment.
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In general, if hardening 1s incorporated into a CMOS 1nte-
grated circuit’s sequential logic, SET can become the primary
source of observable SEE. On application specific integrated
circuits (ASICs) and non-volatile programmable logic
devices (PLDs), two commonly used types of logic integrated
circuits, SET eflects can be “transient” 11 not captured by a
memory cell. This 1s also true for volatile (SRAM based)
PLDs, but the 1ssue of hardening the memory elements con-
taining the programming data against SEUs must be sepa-
rately addressed. While the SET filtering techniques
described herein are applicable to all CMOS integrated cir-
cuits, programmable or not, they are of particular interest to
PLDs because they provide an extremely convenient mea-
surement and experimentation vehicle for the investigation of
radiation effects due to their programmable nature.

A PLD comprises a programmable logic block with any
number of mitially uncommuitted logic modules arranged in
an array along with an appropriate amount of initially uncom-
mitted routing resources. Logic modules are circuits that can
be configured to perform a variety of logic functions like, for
example, AND-gates, OR-gates, NAND-gates, NOR-gates,
XOR-gates, XNOR-gates, mverters, multiplexers, adders,
latches, and tlip/tlops. Routmg resources can imnclude a mix of
components such as wires, switches, multiplexers, and buil-
ers. Logic modules, routmg resources, and other features like,
for example, I/O bullers and memory blocks, are the pro-
grammable elements of the PLD.

The programmable elements have associated control ele-
ments (sometimes known as programming bits or configura-
tion bits) that determine their functionality. The control ele-
ments may be thought of as binary bits having values such as
on/ofl, conductive/non-conductive, true/false, or logic-1/
logic-0 depending on the context. The control elements vary
according to the technology employed and their mode of data
storage may be eirther volatile or non-volatile. Volatile control
clements, such as SRAM bits, lose their programming data
when the PLD power supply 1s disconnected, disabled or
turned off. Non-volatile control elements, such as antifuses
and floating gate transistors, do not lose their programming
data when the PLD power supply 1s removed. Some control
clements, such as antifuses, can be programmed only one
time and cannot be erased. Other control elements, such as
SRAM bits and floating gate transistors, can have their pro-
gramming data erased and may be reprogrammed many
times. The detailed circuit implementation of the logic mod-
ules and routing resources can vary greatly and 1s approprate
tor the type of control element used.

Like most itegrated circuits, PLDs typically have an
input/output (I/O) ring surrounding a central core, though
other approaches are possible. The I/O ring contains the input
and output buffers that interface to circuits external to the
PLD as well as the power supply and ground connections.
Some of the mput and output butlers are typically dedicated
to control functions. Others are programmable elements that
can be part of an end user’s complete design. It 1s common for
the programmable element inputs and outputs (also called
user inputs or user input buifers and user outputs or user
output butlers) to pair equal numbers of mput buifers and
output buifers together to form mnput/output builers (also
called I/O butters or user I/O builers or user I/Os or some-
times simply 1/0s). In some PLDs, one or more of the inputs,
outputs, or I/Os can be shared between user design functions
and control functions.

In a pure PLD, the central core contains a programmable
logic block comprising the majority of the programmable
clements and control elements. The programmable logic

block also typically contains a variety of control circuits.
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There may be other control circuits present either inside the
central core or inside the I/0 ring or divided between the
central core and the 1/O ring. This control circuitry handles
various tasks such as testing the PLLD tunctionality, program-
ming the control elements, or transitioning the PLD from one
mode of operation to another. In a hybrid PLD, there are
typically other function blocks available to the user during
normal operation such as central processing units, digital
signal processors, custom logic blocks, and large volatile or
non-volatile memory blocks. In some cases, the program-
mable logic block may be a minority of the total central core
circuitry.

An end user’s PLD design 1s typically implemented by use
ol a computer program product (also known as software or,
more specifically, design software) produced by the PLD
manufacturer and distributed by means of a computer-read-
able medium such as providing a CD-ROM to the end user or
making the design software downloadable over the internet.
Typically the manufacturer supplies a library of design ele-
ments (also known as library elements) as part of the com-
puter program product. The library design elements provide a
layer of insulation between the end user and the circuit details
of the programmable elements, control elements, and the
other PLD features available to the end user. This makes the
design software easier to use for the end user and simplifies
the manufacturer’s task of processing the end user’s complete
design by the various tools 1n the design software.

BRIEF DESCRIPTION OF THE DRAWING
FIGURES

FIG. 1 shows an analog guard gate of the prior art.

FIG. 2 shows a digital guard gate of the prior art.

FIG. 3 shows a technique used for characterizing SET
events 1n ASIC logic components 1n the prior art.

FIG. 4A shows a first SET filtering technique used 1n the
prior art.

FIG. 4B shows a second SET filtering technique used in the
prior art.

FIG. 5 shows an SEU mitigated sequential element of the
prior art.

FIG. 6 A shows a first SET filter and sequential element
according to the present invention.

FIG. 6B shows a second SET filter and sequential element
according to the present mvention.
FIG. 7TA shows an application of the SET filter of FIG. 6A.

FIG. 7B shows an application of the SET filter of FI1G. 6B.

FIG. 8A shows a third SET filter and sequential element
according to the present invention.

FIG. 8B shows a fourth SET filter and sequential element
according to the present invention.

FIG. 9 shows a fifth SET filter and sequential element
according to the present invention.

FIG. 10 shows a sixth SET filter and sequential element
according to the present mvention.

FIG. 11 shows a seventh SET filter and sequential element
according to the present invention.

FIG. 12 shows an eighth SET filter and sequential element
according to the present invention.

FIG. 13 A shows a first radiation test apparatus.

FIG. 13B shows a second radiation test apparatus.

FIG. 13C shows a third radiation test apparatus.

FIG. 14 A shows an unmitigated first portion of an end user
logic design.

FIG. 14B shows an SE'T and SEU mitigated version of the
portion of the end user logic design of FIG. 14A.
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FIG. 14C shows an unmitigated second portion of an end
user logic design.

FI1G. 14D shows an SE'T and SEU mitigated version of the
portion of the end user logic design of FIG. 14C.

FIG. 15A shows a first SET mitigated clocking scheme.

FIG. 15B shows a second SE'T mitigated clocking scheme.

FIG. 15C shows a third SET mitigated clocking scheme.

FIG. 15D shows a fourth SET mitigated clocking scheme.

DETAILED DESCRIPTION OF THE INVENTION

Persons of ordinary skill in the art will realize that the
tollowing description of the present mvention 1s 1llustrative
only and not 1n any way limiting. Other embodiments of the
invention will readily suggest themselves to such skilled per-
SOnS.

For purposes of this specification, nominally equivalent
logic signals are output signals from different circuits each
implementing the same Boolean function of the same 1nput
variables. The input variables to the different circuits need not
be the same exact set of input signals, 11 the input varables
themselves are present as sets of nominally equivalent logic
signals. Two nominally equivalent logic signals would always
have the same value 1n an ideal static situation like, for
example, 1f the input variables never change and there 1s no
radiation present. In normal operation, nominally equivalent
logic signals may have different values for short periods of
time due to logic transitions and particle strikes. Two nomi-
nally equivalent logic signals are in two different SET
domains 1f they are generated by different circuits designed so
that a particle of less than the desired energy cannot generate
a SET event simultaneously on both of the nominally equiva-
lent logic signals. The differences between two SET domains
can be spatial (generating the nominally equivalent logic
signals in different locations, for example, by duplicating a
logic function), temporal (generating the nominally equiva-
lent logic signals at different times, for example, by using a
delay line), or both.

FIG. 6 A shows, as generally indicated by reference number
600, a circuit comprising a first SET filter circuit 610 and a
first SEU mitigated sequential element circuit 630 according
to the present invention. SET filter 610 comprises an input
interconnect 612 for a first nominally equivalent logic signal,
a delay element 614, an interconnect 616 for a second nomi-
nally equivalent logic signal, guard gates 618, 620 and 622,
and three output interconnects 624, 626 and 628. Input inter-
connect 612 1s coupled to the input of delay element 614 and
a first input on each of the three guard gates 618, 620 and 622.
Interconnect 616 1s coupled to the output of delay element
614 and a second input on each of the three guard gates 618,
620 and 622. The outputs of each of the three guard gates 618,
620 and 622 are coupled to output interconnects 624, 626 and
628 respectively creating three nominally equivalent data
channels that are coupled to sequential elements 632, 634 and
636 respectively. For purposes of this specification, a data
channel couples an output of a SET filter circuit to 1ts corre-
sponding mput on an SEU mitigated sequential element cir-
cuit. Data channels are nominally equivalent logic signals
with respect to each other and may be nominally equivalent to
other logic signals present in the circuit. In this embodiment,
interconnects 612, 616, 624, 626 and 628 are all nominally
equivalent logic signals.

Delay element 614 generates the second nominally equiva-
lent logic signal on interconnect 616 1n response to the first
nominally equivalent logic signal on interconnect 612. When
interconnect 612 transitions to logic-1 from logic-0 (or from
logic-0 to logic-1), a transition from logic-1 to logic-0 (or
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from logic-0 to logic-1) will appear on interconnect 616 atter
the amount of time delay element 614 introduces. This means
that the logic signals require the extra time necessary to
propagate from the logic through delay element 614 and the
three parallel guard gates 618, 620 and 622 to the sequential
clement 630, and the additional delay degrades the timing
performance of the circuit. However, due to the action of the
guard gates, a transient signal of shorter duration than the
delay of delay element 614 generated by a particle strike 1n
the logic will not propagate to the SEU mitigated sequential
clement 630. The signals on 1nterconnects 612 and 616 are
nominally equivalent because they each correspond to the
same Boolean function. They are in different SET domains
because they are generated by different circuits at different
times and are separate entities with respect to SET events. It
1s worth noting that an SET induced pulse originating one of
the guard gates 618, 620 or 622 will only affect at most one of
the three data channels and be filtered out by SEU mitigated
sequential element 630.

In general, the higher the energy level of a charged particle

the longer an SET pulse 1t will produce 1n a given CMOS
circuit. Persons of ordinary skill in the art will appreciate that
the correct amount of delay to be provided by delay element
614 1s a matter of design choice and will be a function of a
number of factors like, for example, the semiconductor pro-
cess employed, the radiation environment (1.e., the particle
energy levels) in which an application 1s intended to be oper-
ated, and the expected duration of SET pulses generated in the
device by the particle energies 1n the surrounding environ-
ment.
SEU mitigated sequential element 630 comprises three
sequential elements 632, 634 and 636 and voting gate (VG)
638. The data outputs of sequential elements 632, 634 and
636 arc coupled to first, second and third inputs on Voting gate
638 respectively and the output of voting gate 638 1s coupled
to the sequential element output interconnect 640. Instead of
being coupled together as 1n SEU mitigated sequential ele-
ment 500, the three data inputs of sequential elements 632,
634 and 636 are separated and coupled to the three data
channels formed by interconnects 624, 626 and 628 respec-
tively.

The circuit 600 mitigates both SET and SEU events. SET
filter 610 generates three nominally equivalent data channels
that are transmitted separately to the three sequential ele-
ments in SEU mitigated sequential element 630, providing a
complete SEE hardened solution for the signal on intercon-
nect 612. By replacing every sequential element in a design
with circuit 600, the entire design 1s hardened against SEE.

FIG. 6B shows, as generally indicated by reference number
650, a circuit comprising a second SET {filter 660 and a second
sequential element 680 according to the present invention. Set
filter 660 comprises input interconnects 662 and 664 for first
and second nominally equivalent logic signals, guard gates
666, 668 and 670, and three output interconnects 672, 674 and
676. Input interconnect 662 1s coupled to a first input on each
of the three guard gates 666, 668 and 670 while interconnect
664 1s coupled to a second 1nput on each of the three guard
gates 666, 668 and 670. The outputs of each of the three guard
gates 666, 668 and 670 are coupled to output interconnects
672, 674 and 676 respectively creating three nominally
equivalent data channels. In this embodiment, interconnects
662, 664,672, 674 and 676 arec all nominally equivalent logic
signals.

The two nominally equivalent logic signals on intercon-
nects 662 and 664 are generated external to the SET filter 660
by duplicated logic circuits (not shown). Thus both intercon-
nects 662 and 664 will transition to logic-1 from logic-0 (or
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from logic-0 to logic-1) at approximately the same time. This
means that no extra time for a delay element 1s necessary as in
SET filter 610 which improves circuit performance at the cost
of duplicating the logic function. The signals on interconnects
662 and 664 are nominally equivalent because they each
correspond to the same Boolean function. They are 1n differ-
ent SET domains because they are generated by different
logic circuits 1n different locations and are separate entities
with respect to SET events.

SEU mitigated sequential element 680 1s similar to SEU
mitigated sequential element 630 of FIG. 6 A. SEU mitigated
sequential element 680 comprises three sequential elements
682, 684 and 686 and two voting gates 688 and 690. The data

outputs of sequential elements 682, 684 and 686 are coupled
to first, second and third mputs respectively on voting gates
688 and 690. The output of voting gate 688 1s coupled to the
sequential element output interconnect 692 and the output of
voting gate 690 1s coupled to the sequential element output
interconnect 694. Instead ol being coupled together as in SEU
mitigated sequential element 500, the three data inputs of
sequential eclements 682, 684 and 686 arec separated and
coupled to interconnects 672, 674 and 676 respectively.

The circuit 650 mitigates both SET and SEU events. SET
filter 660 generates three nominally equivalent data channels

that are transmitted separately to the three sequential ele-
ments in SEU mitigated sequential element 630, providing a
complete SEE hardened solution for an output to a logic
circuit. By replacing every sequential element 1n a design
with circuit 600 and duplicating the logic where necessary,
the entire design 1s hardened against SEE. Since SET filter
660 1s a logic duplication SET filter, the presence of two
voting gates 688 and 690 (for the duplicated logic in the next
logic stage) provides for more robust SET mitigation since a
particle strike must hit both voting gates to atfect both of the
duplicated logic circuits 1n the next stage. Thus best results
will be obtained 1, like the three sequential elements 682, 684
and 686, the two guard gates 688 and 690 are physically
placed more than the double strike distance apart.

It 1s worth noting that while interconnects 692 and 694 are
logically equivalent logic signals with respect to each other,
they are not logically equivalent with respect to interconnects
662, 664, 672, 674 and 676, even though the data on inter-
connects 662, 664, 672, 674 and 676 at any given time will
appear on interconnects 692 and 694 after SEU mitigated
sequential element 680 1s clocked (by a clocking circuit not
shown). This 1s because 11 the circuit were stopped after being
clocked (1.e., putting the circuit 1n static mode), the signal on
interconnects 662, 664, 672, 674 and 676 would reflect the
new output of the logic (not shown) coupled to interconnects
662 and 664 due to the new 1input values that would be present
aiter the upstream sequential elements were clocked.

FIG. 7A shows an application 700 of the SET filter 610 and
SEU mitigated sequential element 630 of FIG. 6 A. Shown are
a series arrangement of a first logic circuit 702 with its output
coupled to the mput of SET filter 704 that 1s an instance of
SET filter 610 of FIG. 6 A. The three output channels of SET
filter 704 (610) are each coupled to one of the three inputs of
SEU mitigated sequential element 706 that 1s an 1nstance of
SEU mitigated sequential element 630. The output of SEU
mitigated sequential element 706 (630) 1s coupled to the input
of a second logic circuit 708 whose output in turn 1s coupled
to the mnput of a second SET filter 710 that 1s a second instance
of SET filter 610. The three output channels of SET filter 710
(610) are each coupled to one of the three mputs of SEU
mitigated sequential element 712 that 1s a second 1nstance of
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SEU mitigated sequential element 630. The output of SEU
mitigated sequential element 712 (630) 1s coupled to the input
of a third logic circuit 714.

Each of the three logic circuits 702, 708 and 714 shown 1n

FIG. 7A may implement the same or a different Boolean
function relative to each other. In a test circuit for radiation
measurement or characterization, each of the three logic cir-
cuits 702, 708 and 714 might implement a long delay line of
either inverting or non-1nverting sub-delay elements, while 1n
an SET and SEU mitigated logic design three different Bool-
can functions would be the most common case. Persons
skilled 1n the art will realize that the three logic circuits 702,
708 and 714 are shown with a single input and a single output
for clanty of presentation and to avoid cluttering the diagram
and obscuring the mventive elements therein. In an SET and
SEU mitigated logic design, multiple inputs and outputs 1s a
common case, and such skilled persons will appreciate that a
logic circuit such as logic circuit 708 with multiple inputs and
outputs would require an SETT filter 610 and an SEU mitigated
sequential element 630 pair on each input and each output
configured as shown in FIG. 7A.

FIG. 7B shows an application 750 of the SET filter 660 and
SEU mitigated sequential element 680 of F1IG. 6B. Shown are
a series arrangement of a first pair of logic circuits 752a and

7526 with their outputs each coupled to one of the mnputs of
SET filter 754 that 1s an instance of SET filter 660 of FIG. 6B.

The three output channels of SET filter 754 (660) are each
coupled to one of the three inputs of SEU mitigated sequential
clement 756 that 1s an 1nstance of SEU mitigated sequential
clement 680. The two outputs of SEU mitigated sequential
clement 756 (680) are each coupled to a different one of the
inputs of a second pair of logic circuit 758a and 7585 whose
outputs 1n turn are each coupled to one of the mputs of a
second SET filter 760 that 1s a second instance of SET filter
660. The three output channels of SET filter 760 (660) arc
cach coupled to one of the inputs of SEU mitigated sequential
clement 762 that 1s a second instance of SEU mitigated
sequential element 680. The outputs of SEU mitigated
sequential element 762 (680) are coupled to the inputs of a
third pair of logic circuits 764a and 764b.

Logic circuits 752a and 7526 both implement the same
Boolean function. Logic circuits 758a and 7585 also both
implement the same Boolean function, but 1t may or may not
be the same Boolean function that 1s implemented by logic
circuits 752a and 752b. Similarly, logic circuits 764a and
7645 both implement the same Boolean function, but it may
or may not be the same Boolean function implemented by
logic circuits 752a and 7525 or by logic circuits 782a and
782b. The actual Boolean functions implemented will be a
function of the application. In a test circuit for radiation
measurement or characterization, each of the three logic cir-
cuits 752a, 752b, 758a, 758b, 7T6d4da and 7645 might imple-
ment a long delay line of either inverting on non-inverting
sub-delay elements, whilein an SET and SEU mitigated logic
design three different Boolean functions for each pair of logic
circuits (the pair 752a and 752b, the pair 758a and 7585, and
the pair 764a and 764bH) would be the most common case.
Persons skilled in the art will realize that the logic circuits
752a, 752b, 758a, 758b, 764a and 764H are shown with a
single input and a single output. Inan SET and SEU mitigated
logic design, multiple inputs and outputs 1s a common case,
and such skilled persons will appreciate that a logic circuit
such as logic circuit 708 with multiple mputs and outputs
would require an SET filter 610 and an SEU mitigated
sequential element 630 pair on each input and each output
configured as shown 1n FIG. 7B.
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FIG. 8 A shows, as generally indicated by reference number
800, a circuit comprising a third SET filter 810 and SEU
mitigated sequential element 830 according to the present
invention. SET filter 810 comprises an input interconnect 812
for a first nominally equivalent logic signal, a delay element
814, an 1nterconnect 816 for a second nominally equivalent
logic signal, guard gate 818, and three output interconnects
824, 826 and 828 for three nominally equivalent data chan-
nels. Input interconnect 812 1s coupled to the mput of delay
clement 814 and a first input on guard gate 818. Interconnect
816 i1s coupled to the output of delay element 614 and a
second 1nput on guard gate 818.

Delay element 814 generates the second nominally equiva-
lent logic signal on 1nterconnect 816 1n response to the first
nominally equivalent logic signal on interconnect 812. When
interconnect 812 transitions to logic-1 from logic-0 (or from
logic-0 to logic-1), a transition from logic-1 to logic-0 (or
from logic-0 to logic-1) will appear on interconnect 816 after
the amount of time delay element 814 introduces. This means
that the logic signals require the extra time necessary to
propagate ifrom the logic through delay element 814 and the
guard gate 818 to the sequential element 830, and this extra
delay degrades the timing performance of the circuit. How-
ever, due to the action of the guard gate 818, a transient signal
of shorter duration than the delay of delay element 814 gen-
erated by a particle strike 1n the logic will not propagate to the
sequential element 830. The signals on interconnects 812 and
816 are nominally equivalent because they each correspond
to the same Boolean function. They are m different SET
domains because they are generated by different circuits at
different times and are separate entities with respect to SET
events.

To create the three nominally equivalent data channels, the
output of guard gate 818 1s coupled to output 1nterconnect
824, input interconnect 812 1s coupled to output interconnect
828, and interconnect 816 1s coupled to output interconnect
826. Output interconnects 824, 826 and 828 are coupled to the
three data inputs of SEU mitigated sequential element 830.
SEU mitigated sequential element 830 1s an instance of SEU
mitigated sequential element 630 of FIG. 6 A and operates as

described 1n conjunction with that drawing figure.
SET filter 810 can dlrectly replace SET filter 610 (1n-

stances 704 and 710) 1n application 700 in FIG. 7A. This
embodiment represents an area improvement over SET filter
610 of FIG. 6 A since two of the three guard gates have been
climinated. Since SEU mitigated sequential element 830
(630) requires three nominally equivalent data channels 1n
three separate SE'T domains, the signals on imnterconnects 812
and 816 can each replace a guard gate since they are nomi-
nally equivalent to each other and to the output of guard gate
818 and all three are generated from different circuits and are
separate entities with respect to SET events.

Interconnects 812 and 816, delay element 814, and guard
gate 818 behave like their analogs interconnects 612 and 616,
delay element 614, and guard gate 618 in SET filter 610 1n
FIG. 6A. As long as an SET induced pulse generated on input
interconnect 812 1s shorter than the delay provided by delay
clement 814 the transient will not appear on the output of
guard gate 818. An SET induced pulse of that short a duration
will not change the output of delay element 814 either. Thus,
while one of the sequential elements mm SEU mitigated
sequential element 830 (630) may receive an errant signal on
interconnect 812, the TMR nature of the SEU mitigated
sequential element 830 (630) will filter this out with the
voting gate. It 1s worth noting that an SET induced pulse
originating 1n delay element 814 or guard gate 818 will only
aifect at most one of the three data channels and be filtered out
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by SEU mitigated sequential element 830 (630), so a radia-
tion strike 1n both these areas 1s accounted for.

FIG. 8B shows, as generally indicated by reference number
8350, a circuit comprising a fourth SET filter 860 and SEU
mitigated sequential element 880 according to the present
invention. SET filter 860 comprises input interconnects 862
and 864 for first and second nominally equivalent logic sig-
nals, a guard gate 866, and three output interconnects 872,
874 and 876 for three nominally equivalent data channels.
Input interconnect 862 1s coupled a first input on guard gate
866 and interconnect 864 1s coupled to a second mmput on
guard gate 866.

The two nominally equivalent logic signals on intercon-
nects 862 and 864 are generated external to the SET filter 860
by duplicated logic circuits (not shown). Thus both intercon-
nects 862 and 864 will transition to logic-1 from logic-0 (or
from logic-0 to logic-1) at approximately the same time. This
means that no extra time for a delay element 1s necessary as in
SET filter 810. The logic signals on interconnects 662 and
664 arc nominally equivalent because they each corresponds
to the same Boolean function. They in different SET domains
because they are generated by diflerent logic circuits 1n dif-
ferent locations and are separate entities with respect to SET
events.

To create the three nominally equivalent data channels, the
output of guard gate 866 1s coupled to output interconnects
872, input interconnect 862 1s coupled to output interconnect
874, and input interconnect 864 1s coupled to output intercon-
nect 876. Output interconnects 872, 874 and 876 are coupled
to the three data inputs of SEU mitigated sequential element
880. SEU mitigated sequential element 880 1s an instance of
SEU mitigated sequential element 680 of FIG. 6B and oper-
ates as described in conjunction with that drawing figure.
SET filter 860 can dlrectly replace SET filter 660 (in-
stances 754 and 760) in application 750 1n FIG. 7B. This
embodiment represents an areca improvement over SET filter
660 of FIG. 6B since two of the three guard gates have been
climinated. Since SEU mitigated sequential element 880
(680) requires three nominally equivalent data channels 1n
three separate SET domains, the signals on interconnects 862
and 864 can each replace a guard gate since they are nomi-
nally equivalent to the output of guard gate 866 and all three
are generated from different circuits and are separate entities
with respect to SET events.

Interconnects 862 and 864 and guard gate 866 behave like
their analogs interconnects 662 and 664 and guard gate 666 in
SET filter 660 1n FI1G. 6B. An SET induced pulse generated on
cither iput iterconnect 862 or mput mterconnect 864 will
not appear on the output of guard gate 866. Thus, while one of
the sequential elements 1n SEU mitigated sequential element
880 (680) may receive an errant signal on either input inter-
connect 862 or input interconnect 864, the function of guard
gate 866 and the TMR nature of the SEU mitigated sequential
clement 830 (630) will filter this out. It 1s worth noting that an
SET induced pulse originating guard gate 866 will only afiect
at most one of the three data channels and be filtered out by
SEU mitigated sequentlal clement 830 (630), so a radiation
strike 1n this area 1s accounted for.

FIG. 9 shows, as generally indicated by reference number
900, a circuit comprising a {fifth SET filter 910 and an SEU
mitigated sequential element 932 according to the present
invention. SET filter 910 comprises an input interconnect 912
for a first nominally equivalent logic signal, delay elements
914, 916 and 918, guard gates 920, 922 and 924, and three
output interconnects 926, 928 and 930. Input interconnect
912 1s coupled to the input of each of delay elements 914, 916
and 918, and a first input on each of the three guard gates 920,




US 7,884,636 B2

13

922 and 924. The outputs of delay element 914, 916 and 918
1s each coupled to a second 1nput on one of the three guard
gates 920, 922 and 924 respectively. The outputs of each of
the three guard gates 920, 922 and 924 are coupled to output
interconnects 926, 928 and 930 respectively creating three
nominally equivalent data channels.

Delay element 914 generates a second nominally equiva-
lent logic signal that 1s presented to the second mnput on guard
gate 920. Delay element 916 generates a third nominally
equivalent logic signal that 1s presented to the second input on
guard gate 922. Delay element 918 generates a fourth nomi-
nally equivalent logic signal that 1s presented to the second
input on guard gate 924. The first, second, third and fourth
nominally equivalent logic signals are nominally equivalent
because they each correspond to the same Boolean function
and they are i different SE'T domains because they are gen-
crated by different circuits at different times and 1n different
locations and are separate entities with respect to SET events.

Each guard gate 920, 922 and 924 operates like the guard
gates 618, 620 and 622 in SET filter 610 1n FIG. 6 A, only with
different timing based on the amount of delay 1n the delay
lines 914, 916 and 918 that may provide one, two or three
different amounts of delay as a matter of design choice. This
1s more robust than SET filter 610 of FIG. 6 A because an SET
induced pulse originating from a particle strike 1n one of delay
clements 914,916 or 918 (as well as 1n one of the guard gates
920, 922 or 924) will only affect at most one of the three data
channels on interconnects 926, 928 and 930 and will be
filtered out by SEU mitigated sequential element 630, so a
radiation strike 1n both the guard gates and the delay lines 1s
accounted for. SET filter 910 can directly replace SET filter
610 (instances 704 and 710) in the application 700 of FIG.
TA.

In general, the higher the energy level of a charged particle

the longer an SET pulse 1t will produce 1 a given CMOS
circuit. Persons of ordinary skill in the art will appreciate that
the correct amount of delay to be provided by delay elements
914, 916 and 918 1s a matter of design choice and will be a
function of a number of factors like, for example, the semi-
conductor process employed, the radiation environment (i.e.,
the particle energy levels) in which an application 1s intended
to be operated, and the expected duration of SET pulses
generated 1n the device by the particle energies 1n that envi-
ronment.
SEU mitigated sequential element 932 1s an instance of
SEU mitigated sequential element 630 of F1G. 6 A. The circuit
900 mitigates both SET and SEU events. SET filter 910
generates three nominally equivalent data channels that are
transmitted separately to the three sequential elements in
SEU mitigated sequential element 932 (630), providing a
complete SEE hardened solution for an output to a logic
circuit. By replacing every sequential element in a design
with circuit 900, the entire design 1s hardened against SEE.

FIG. 10 shows, as generally indicated by reference number
1000, a circuit comprising a sixth SET filter and an SEU
mitigated sequential element 1014 according to the present
invention. SEU mitigated sequential element 1014 1s an
instance of prior art SEU mitigated sequential element 500 of
FIG. 5. In the circuit 1000, nominally equivalent logic circuits
1010a and 10105 have their outputs coupled to interconnect
1012 that 1s coupled to the data mput of SEU mitigated
sequential element 1014 (500).

The SET filtering 1s accomplished by the analog summa-
tion of the outputs of the duplicated logic circuits 1010a and
10105 1n imnterconnect 1012. It one of the two user logic paths
receives a particle strike that generates an SE'T pulse, the two
output drivers attempt to drive in opposite directions for the
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duration of the pulse. Due to the output capacitances and the
balanced nature of the drivers, the output node will take some
time to transition into an indefinite logic level. Transient
pulses narrower than that time, will not be captured in SEU
mitigated sequential element 1014,

FIG. 11 shows, as generally indicated by reference number
1100, a circuit comprising a seventh SET filter and an SEU
mitigated sequential element 1114 according to the present
mvention. SEU mitigated sequential element 1114 1s an
instance of prior art SEU mitigated sequential element 500 of
FIG. 5. Inthe circuit 1100, nominally equivalent logic circuits
1110a, 11105 and 1110¢ have their outputs coupled to inter-
connect 1112 that 1s coupled to the data input of SEU muiti-
gated sequential element 1114 (500).

The SET filtering 1s accomplished by the analog summa-
tion of the outputs of the duplicated logic circuits 1110aq,
11106 and 1110¢ 1n interconnect 1112. I one of the three
duplicated logic circuits recerves a particle strike that gener-
ates an SET pulse on 1ts output, the other two outputs will
continue driving 1n the correct direction for the duration of the
pulse, preventing interconnect 1112 from getting to an indefi-
nite logic level. This 1s a more robust version of the SET filter
of FIG. 10, but with a higher cost since the user logic must be
tripled.

FIG. 12 shows, as generally indicated by reference number
1200, an eighth SET filter 1210 and SEU mitigated sequential
clement 1214 according to the present mvention. FIG. 12
shows logic circuit 1202, interconnects 1204 and 1212, resis-
tor 1206, capacitor 1208 and SEU mitigated element 1214
(that 1s an instance of prior art SEU mitigated sequential
clement 500 of FIG. 5). The output of logic circuit 1202 1s
coupled to a first terminal on resistor 1206 through intercon-
nect 1204. Resistor 1206 has a second terminal coupled to a
first terminal on capacitor 1208 and the data input of SEU
mitigated sequential element 1214 through interconnect
1212. Capacitor 1208 has a second terminal coupled to
ground.

The SET filter 1210 comprises resistor 1206 and capacitor
1208. For the most robust radiation hardening, this circuit can
be built out of SET immune components such as a polysilicon
resistor (for resistor 1206) and a MOSFET gate capacitor with
the channel side grounded (for capacitor 1208). Both those
component types do not generate carriers when irradiated the
way conventional CMOS transistors do. The series resistor
1206 forms a low-pass filter with the output capacitor 1208.
Thus wider pulses (meaning lower frequency signals—hence
the “low” 1n “low pass™ filter) like logic signals will pass
through from the mputs to the output while narrower pulses
(like some SET pulses) will not.

FIG. 13 A shows, as generally indicated by reference num-
ber 1300, a first radiation test apparatus. Circuit 1300 com-
prises two separate mtegrated circuits, master control chip
(MCC) 1310 and device under test (DUT) 1320, both 1ndi-
cated by heavy dashed lines. Integrated circuits 1310 and
1320 together comprise the two portions of test path 1322
indicated by a light dashed line. Test path 1322 spans both of
the mtegrated circuits 1310 and 1320. Two integrated circuits
are required so that one (DUT 1320) may be placed in a
source of high radiation like an 10n beam 1n a test chamber,
while the other (MCC 1310) can remain outside the test
chamber and function without being atfected by radiation.
The integrated circuits 1310 and 1320 are mounted or sock-
cted on printed circuit boards that 1n turn are connected by
cables that allow electrical signals to enter and exit the test
chamber so that MCC 1310 can control DUT 1320 during

radiation testing.
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Master control chip 1310 comprises data sampler circuit
1312 and logic source 1314. Device under test 1320 com-
prises target circuit 1324 and latches 1326, 1328 and 1330.
Target circuit 1324 1s a delay line preferably comprised of
inverting delay elements, though other circuits may be used. °

Latches 1326, 1328 and 1330 are preferably SEU mitigated
like circuit 500 1n FIG. 5 though this 1s optional.

Testpath 1322 1s a control element with no SET mitigation
circuitry for purposes of providing a reference against which
the test performance of various mitigation schemes can be
compared. The latches 1326, 1328 and 1330 have various
control signals not shown that are driven from either data
sampler circuit 1312 or some other circuit on MCC 1310 not
shown. These signals are omitted to avoid overcomplicating 15
the figure and obscuring the mventive elements therein. Per-
sons skilled 1n the art will appreciate that there are many ways
to 1implement the circuitry in test path 1322 and that the
approach taken 1n a practical implementation 1s a matter of
design choice. 20

10

FIG. 13B shows, as generally indicated by reference num-

ber 1350, a second radiation test apparatus. Circuit 1300
comprises two separate integrated circuits, master control
chip (MCC) 1310 and device under test (DUT) 1320, both
indicated by heavy dashed lines, previously discussed in con-
junction with FIG. 13A. Integrated circuits 1310 and 1320
together further comprise the two portions of test path 1372
indicated by a light dashed line. Test path 1372 spans both of
the integrated circuits 1310 and 1320. Two integrated circuits
are required so that one (DUT 1320) may be placed 1n a
source of high radiation like an 10n beam 1n a test chamber,
while the other (MCC 1310) can remain outside the test
chamber and function without being affected by radiation.
The integrated circuits 1310 and 1320 are mounted or sock-
eted on printed circuit boards that 1n turn are connected by
cables that allow electrical signals to enter and exit the test
chamber so that MCC 1310 can control DUT 1320 during

radiation testing.
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Master control chip 1310 comprises data sampler circuit
1362 and logic source 1364. Device under test 1320 com-
prises target circuit 1374, variable delay 1376, guard gates
1378, 1380 and 1382, and latches 1384, 1386 and 1388.
Target circuit 1324 1s a delay line preferably comprised of
inverting delay elements, though other circuits may be used.

Varniable delay 1376 and guard gates 1378, 1380 and 1382
comprise an SET filter. Latches 1326, 1328 and 1330 are
preferably SEU mitigated like circuit 500 1n FIG. 5 though

this 1s optional.

Test path 1372 1s a test element where an SET filter 1s 5
included to mitigate against SET effects for purposes of pro-
viding an understanding of the effectiveness of the SET {il-
tering relative to the control design. Ideally, testpath 1322 and
1372 would be placed on the same integrated circuits (IMCC
1310 and DUT 1320) and 1rradiated together. It should be 54
noted that while variable delay 1376 and guard gates 1378,
1380 and 1382 implement an instance of SET filter 610 of
FIG. 6, test path 1372 could be constructed differently to test
the effectiveness of any of the SET filters of the present
invention and that the choice of SET filter 610 1n FIG. 13B 1s ¢,

illustrative only and 1n no way limiting.

The latches 1384, 1386 and 1388 have various control
signals not shown that are driven from either data sampler
circuit 1312 or some other circuit on MCC 1310 (not shown).
These signals are omitted to avoid overcomplicating the fig- 65
ure and obscuring the mmventive elements therein. Persons
skilled 1n the art will appreciate that there are many ways to
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implement the circuitry i test path 1372 and that the
approach taken 1n a practical implementation 1s a matter of
design choice.

FIG. 13C shows, as generally indicated by reference num-
ber 1390, a third radiation test apparatus. Circuit 1390 com-
prises two separate mtegrated circuits, master control chip
(MCC) 1310 and device under test (DUT) 1320, both 1ndi-

cated by heavy dashed lines, previously discussed in conjunc-
tion with FIG. 13A. Integrated circuits 1310 and 1320

together further comprise the two portions of test paths 1322,
1372-1, 1372-2, 1372-3 and so on through 1372-n. Each of
the test paths 1322 and 1372-1 through 1372-» spans both of
the integrated circuits 1310 and 1320 as shown 1n FIG. 13A
and FIG. 13B respectively.

Two 1integrated circuits are required so that one (DUT
1320) may be placed 1n a source of high radiation like an 1on
beam 1n a test chamber, while the other (MCC 1310) can
remain outside the test chamber and function without being
alfected by radiation. The integrated circuits 1310 and 1320
are mounted on printed circuit boards that 1n turn are con-
nected by cables that allow electrical signals to enter and exat
the test chamber so that MCC 1310 can control DUT 1320
during radiation testing.

The itegrated circuits 1310 and 1320 are preferably
implemented using non-volatile programmable logic
devices. Although integrated circuits 1310 and 1320 can be
constructed using an ASIC or with a fully custom methodol-
ogy, such an approach can be very costly in terms of time
delay (it takes a long time to design and fabricate an integrated
circuit 1n a modern process) as well both design and fabrica-
tion costs. Similarly, use of a volatile (SRAM based) PLD 1s
possible, but the 1ssue of SEU strikes mnvolving the configu-
ration SRAM bits must be accounted for 1n both the experi-
ment and the interpretation of the data. Use of a non-volatile
PLD allows experimenters to use off-the-shelf products like
PLDs for the test and control designs and customize them
using oil-the-shell design tools (the design soiftware pro-
duced by PLD manufacturers). The PLD used may be a com-
mercial part and does not need to be a special radiation hard-
ened circuit. The biggest limitation to this approach 1s that the
experimenter may be restricted to the design elements avail-
able 1n the design software and 1s certainly limited by the
programmable elements and control elements physically
present 1n the PLD.

The methodology of using a PLD for integrated circuits
allows the experimenters considerable flexibility. For
example, 1 test circuit 1390 the test paths 1372-1 through
1372-r can be used to evaluate the effectiveness of a number
of different SET filters relative to the control test path 1322.
Or the test paths 1372-1 through 1372-7 can be used to evalu-
ate the elffectiveness of a number of different instances of the
same SET filter with differing values of delay element like,
for example, variable delay 1376 in FI1G. 13B, relative to the
control test path 1322. Multiple instances of the same test
design can be used to gather more data for statistical pur-
poses. Of particular value 1s the use of the PLD as a charac-
terization vehicle for itself to determine the best method for
making a commercial PLD radiation hard without the need to
completely redesign the PLD.

FIG. 14 A shows, as generally indicated by reference num-
ber 1400, an unmitigated first portion of an end user logic
design as 1t might appear in a schematic entry tool 1n the
design software of a commercial PLD. The design comprises
a first logic circuit 1402, sequential element 1404 and a sec-
ond logic circuit 1406. In the most general case, logic circuits
1402 and 1406 would implement different Boolean functions
(except by comncidence) and would typically have multiple
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inputs and frequently multiple outputs as well. As someone of
ordinary skill in the art will appreciate, in the general case of
multiple inputs and outputs each mput should be treated 1den-
tically with all the other mputs and each output should be
treated 1dentically with all the other outputs for purposes of
SEE mitigation. Such skilled persons will also realize that the

sequential element 1404 1s used to control the timing of the
circuit and 1t will have one or more control signals not shown

in FIG. 14A.

FI1G. 14B shows, as generally indicated by reference num-
ber 1410, an SET and SEU mitigated version of the portion of
the end user logic design of F1G. 14 A. Logic circuits 1402 and
1406 remain unchanged while sequential element 1404 1s

replaced by sequential element 1404qa, that includes an imple-
mentation of SET filter 610 and SEU mitigated sequential
clement 630 of FIG. 6A.

In a commercial application, sequential element 1404
would typically be implemented by a single logic module or
similar design element. In FIG. 14B, to produce a radiation
hardened design sequential element 1404a implements the
same logical functionality as sequential element 1404, but
using 13 different logic modules or similar design elements.
In the implementation of SET filter 610, delay element 614 1s
shown implemented using six logic modules 1412, 1414,
1416, 1418, 1420 and 1422 1n a series arrangement config-
ured as logical inverters (INV) and the guard gates 618, 620
and 622 are implemented using three logic modules 1424,
1426 and 1428 configured as majority-of-3 voting gates (M3)
with the output fed back to one of the inputs like in guard gate
200 of FIG. 2. In the implementation of SEU mitigated
sequential element 630, three logic modules 1430, 1432 and
1434 are configured as the same sequential element function
as sequential element 1404 of FIG. 14 A with their data inputs
coupled to the three guard gates and their outputs coupled to
a logic module 1436 configured as a voting gate (M3). This
approach 1s highly desirable because it 1s relatively easy to
implement a radiation tolerant library of design elements that
1s virtually 1dentical to the commercial library except for the
one-for-one substitution of a SEE mitigated subcircuit like
1404a for each sequential element like sequential element

1404.

FI1G. 14C shows, as generally indicated by reference num-
ber 1440, an unmitigated second portion of an end user logic
design as 1t might appear in a schematic entry tool 1n the
design software of a commercial PLD. The design comprises
a first logic circuit 1442, sequential element 1444 and a sec-
ond logic circuit 1446. In the most general case, logic circuits
1402 and 1406 would implement different Boolean functions
(except by coincidence) and would typically have multiple
inputs and frequently multiple outputs as well. As someone of
ordinary skill 1in the art will appreciate, 1n the general case of
multiple inputs and outputs each iput should be treated 1den-
tically with all the other immputs and each output should be
treated 1dentically with all the other outputs for purposes of
SEE mitigation. Such skilled persons will also realize that the
sequential element 1444 1s used to control the timing of the
circuit and i1t will have one or more control signals not shown

in FIG. 14C.

FI1G. 14D shows, as generally indicated by reference num-
ber 1450, an SE'T and SEU mitigated version of the portion of
the end user logic design of FIG. 14C. Logic circuits 1442 and
1446, though unchanged, are duplicated by the addition of
logic circuits 1442a and 14464 respectively while sequential
clement 1444 1s replaced by sequential element 1444a, that
includes an implementation of SET filter 860 of FIG. 8B and
SEU mitigated sequential element 680 of FIG. 6B.
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In a commercial application, sequential element 1444
would typically be implemented by a single logic module or
similar design element. In FIG. 14D, to produce a radiation
hardened design sequential element 1444a implements the
same logical functionality as sequential element 1444, but
using five different logic modules or similar design elements.
In the implementation of SET filter 680, guard gates 866 1s
implemented using a logic module 1452 configured as major-
ity-o1-3 voting gates (M3) with the output fed back to one of
the inputs like 1n guard gate 200 of FIG. 2. In the implemen-
tation of SEU mitigated sequential element 680, three logic
modules 1454, 1456 and 1458 are configured as the same
sequential element function as sequential element 1444 of
FIG. 14C with their data inputs coupled to guard gate 1452
and the outputs of logic circuits 1442 and 1442a, while their
outputs are coupled to two logic modules 1460 and 1462
configured as a voting gates (M3). This approach 1s harder to
implement since it involves changes to the whole design
rather than only on the library cells of a sequential element
such as a flip/tlop or latch as was the case in FIG. 14B.

So far the discussion of SET filters and SEU mitigated
sequential elements has been restricted to the data path. All
sequential elements have one or more control signals that also
need to be hardened to avoid unwanted changes 1n the con-
tents of the sequential element. Sometimes these signals can
be mitigated on a global bases, like, for example, a clock or
resent going to a large portion of an end user’s design since a
large global driver will generally be strong enough to supply
the current necessary to successiully resist the current
demands of the worst case field funnel 1n most radiation
environments. Other times the mitigation must be done
locally like, for example, 1n the case of a small local region
consisting of just a few sequential elements not using a global
resource for any of 1ts control signals.

FIG. 15A shows, as generally indicated by reference num-
ber 1500, a first SE'T mitigated clocking scheme comprising
SET filter 610 and SEU mitigated sequential element 630 of
FIG. 6 A and clock line 1502 driven by a clock source not
shown. Using a single clock from a hardened clock source
(1.e., designed to not produce clock glitches due to SET
events) 1s known 1n the art. This 1s an example of an approach
that works well on a global level where the cost of hardening
the clock source can be amortized over many sequential ele-
ments.

FIG. 15B shows, as generally indicated by reference num-
ber 1510, a second SET mitigated clocking scheme compris-
ing SET filter 610 and SEU mitigated sequential element 630
of FIG. 6A and clock lines 1512, 1514 and 1516 driven by
three different clock sources not shown, effectively taking a
TMR approach to the clock distribution. Using TMRed
clocks 1s known in the art. This 1s an example of an approach
that works well on both a global level or a local level, though
the cost of tripling the clock sources 1s typically less when
operating on a global level, again due to amortization over a
large number of elements. When TMRing the clocks, each
individual clock network does not need to be SE'T mitigated
per se, as long as the physical elements are separated 1n a
manner to avoid double strikes.

FIG. 15C shows, as generally indicated by reference num-
ber 1520, a third SE'T mitigated clocking scheme comprising
an 1mplementation of SET filter 610 on both the data and
clocking paths of SEU mitigated sequential element 630 of
FIG. 6 A. The clock mitigation SET filter comprises clock line
1522, delay element 1524, interconnect 1526 and guard gates
1528, 1530 and 1532. Clock line 1522 1s for a first nominally
equivalent clock 1n a first SET domain. Delay element 1524
creates a second nominally equivalent clock 1n a second SET
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domain on interconnect 1526. Both clock line 1522 and inter-
connect 1526 are coupled to the mputs of the guard gates
1528, 1530 and 1532, while the outputs of the guard gates
1528, 1530 and 1532 are coupled to the clock iputs of
sequential elements 632, 634 and 636 respectively. Like the
SET filters described with respect to the data paths, the SET
filter of FIG. 15C has two nominally equivalent clock signals
in two different SET domains that get converted into three
nominally equivalent clock channels.

FI1G. 15D shows, as generally indicated by reference num-
ber 1540, a fourth SET mitigated clocking scheme compris-
ing an implementation of SET filter 610 and SEU mitigated
sequential element 630 of FIG. 6 A. In circuit 1540, SET filter
660 of FIG. 6B 1s used 1n the clocking path. The clock mati-
gation SET filter comprises clock lines 1542 and 1544, and
guard gates 1546, 1548 and 1550. Clock lines 1542 and 1544
are for first and second nominally equivalent clock signals 1n
first and second SET domains. Both clock lines 1542 and
1544 are coupled to the inputs of the guard gates 1546, 1548
and 1550, while the outputs of the guard gates 1546, 1548 and
1550 are coupled to the clock mputs of sequential elements
632, 634 and 636 respectively. Like the SET filters described
with respect to the data paths, the SET filter of FIG. 15D has
two nominally equivalent clock signals 1n two different SET
domains that get converted into three nominally equivalent
clock channels.

It 1s worth noting that two different styles of SET filter are
present in F1G. 15D. A delay type SET filter 1s used 1n the data
path while a logic duplication SET filter 1s used in the clock
path. Thus it 1s possible for the design software to analyze a
circuit and determine the most economical approach for each
signal 1n a design and apply the appropriate SET filter for each
signal.

Persons skilled 1n the art will realize that SE'T mitigation 1s
required on all sequential element control signals, like for
example, gate signals, enable signals, synchronous set and
reset signals, asynchronous set and reset signals, data load
signals, etc., for a complete radiation hard solution. Such
skilled persons will also realize that any of the SET filters
described for use in the data path could also be used to
mitigate the various control signals that might be present on a
particular sequential element.

While embodiments and applications of this invention
have been shown and described, 1t would be apparent to those
skilled 1n the art that many more modifications than men-
tioned above are possible without departing from the mmven-
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tive concepts herein. The invention, therefore, 1s not to be
restricted except 1n the spirit of the appended claims.

What 1s claimed 1s:

1. A computer program product in a computer-readable
medium for use 1n a data processing system for programming
a programmable logic integrated circuit device, the device
having programmable elements, including programmable
clements corresponding to logical sequential elements, and
control elements associated with the programmable ele-
ments, the computer program product comprising:

first 1nstructions for converting the user design 1nto pro-

grammable elements, wherein at least some of the
sequential elements are converted into programmable
clements forming an SEU mitigated sequential element
with an SET filter on at least one mput; and

second 1nstructions for generating the data structure

required for programming the control elements 1n the
programmable logic device.

2. The computer program product of claim 1, further com-
prising third instructions for identifying the sequential ele-
ments in an end user design requiring SET filtering and SE
mitigation, whereby the first mstructions convert only the
identified programmable elements forming an SEU mitigated
sequential element with an SET filter on at least one input.

3. The computer program product of claim 2, wherein the
third instructions identify all the sequential elements 1n an
end user design as requiring SET filtering and SEU mitiga-
tion.

4. The computer program product of claim 1, wherein all of
the sequential elements are converted into programmable
clements forming an SEU mitigated sequential element with
an SET filter on at least one nput.

5. The computer program product of claim 4, further com-
prising third istructions for applying the data structure to the
integrated circuit device.

6. The computer program product of claim 3, further com-
prising fourth mnstructions for applying the data structure to
the integrated circuit device.

7. The computer program product of claim 2, further com-
prising fourth mstructions for applying the data structure to
the integrated circuit device.

8. The computer program product of claim 1, further com-
prising third instructions for applying the data structure to the
integrated circuit device.
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