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A third-party can subscribe to one or more electronic message
group lists without joining the group lists by creating a trust
relationship between the subscriber and a group list member.
In particular, the subscriber can send a trust indicator to the
group member, who can then determine whether to accept the
trust 1indicator for all or specific groups that are associated
with the group member, as appropriate. In at least one
embodiment, the group member can send a trust indicator
acceptance message to the subscriber that identifies the group
member, and any or all group lists associated with the group
member. The subscriber can then receive messages directed
to the trusted group member or group lists, and can send
group messages to the group lists subject to a recerve setting
associated with the group lists or group members of the group
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COMMUNITY MESSAGING LISTS FOR
AUTHORIZATION TO DELIVER
ELECTRONIC MESSAGES

CROSS-REFERENCE TO RELAT
APPLICATIONS

T
»

This mnvention claims the benefit of priority to U.S. Provi-
sional Patent Application No. 60/531,536, filed on Dec. 19,
2003, enfitled “Community Messaging Lists for Authoriza-
tion to Deliver Electronic Messages™, the entire contents of
which are imncorporated herein by reference.

BACKGROUND OF THE INVENTION

1. The Field of the Invention

The present invention relates to systems, methods, and
computer program products for implementing electronic
messaging lists. In particular, the invention relates to systems,
methods, and computer program products for implementing,
group messaging lists based on trust mechanisms.

2. Background and Relevant Art

Electronic messages such as email and instant message
systems have become a convenient method of communica-
tion for a growing number of people and businesses. One
problem with such systems, however, 1s that 1t 1s now fairly
common to receive unsolicited messages, particularly from
unknown persons or entities. Accordingly, a number of filter-
ing systems have been developed to avoid inefficiencies asso-
ciated with having to read and/or summarnly delete vast sums
of messages from unknown recipients, or from suspect con-
tent providers.

For example, content-based filtering systems may filter out
messages based on content typically found 1 advertisements,
content that 1s offensive 1 one or more ways, or the like.
Unfortunately, these types of filters may also accidentally
filter out messages from trusted friends or family based on an
errant analysis of the email content.

A “white list”-based filtering system, on the other hand,
typically filters out messages based on an advanced trust of
the sending entity’s messaging address. This advanced trust
can be created when the user of the whaite list sends a message
to trusted people or entities, or when the user manually enters
one or more trusted messaging addresses in the white list.
Those whom the user trusts can then correspond with the user
of the white list without additional challenges. Unfortunately,
white-list filters typically do not filter out messages between
the user of the white list and trusted members of the list based
on categories of information, or secondary characteristics of
the listmembers (e.g., family, friend, etc.) Furthermore, white
lists do not typically let trusted members of the list identily
cach other, and therefore send and recerve messages to each
other.

Another type of filtering system 1s group-based messaging
(also referred to as a “group list” or “message group list™),
which 1s similar 1n some respects to white lists, and filter
messages based one or more addresses, as well as an addi-
tional group or category. For example, as shown 1n FIG. 1A,
a user 105 may create a group list that includes certain mem-
bers ina “family” group list 110, and includes other members
in a “Iriends™ 120, or other organization group list, such as a
“research” group 130. As shown 1n FIG. 1B, when the user
105 sends a message 180 to a group 110 address, each group
member (e.g., 140, 150, 160, 170) of group 110 recerves the
message 180 without additional challenges. In addition, each
group member (e.g., 140, 150, 160, 170) 1n the group may
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2

also 1dentily the other group members, and so may also cor-
respond with other group members without challenge.

One advantage of group message lists 1s that send and
receive authority within the group depends primarily on
group membership, thus prohibiting non-members from hav-
ing the same interaction with the group. Thus, for example, all
members of an “accounting” group may be automatically
enabled to send and recerve accounting group messages, but
not send or receive “research” group messages. Unifortu-
nately, persons who may be approprate for viewing or send-
ing certain group messages, but are otherwise persons not
designated as group members, cannot view, send, or recerve
messages intended for the group without some difficulty.

For example, within an orgamization, a research employee
may ask the group creator to add the research employee to an
accounting membership list. The group administrator, how-
ever, may be reticent 1n adding the research employee to the
accounting message group, since it may be mappropriate to
give the research employee all the relevant send and recerve
privileges inherent to other group members of that group. As
such, a client that 1s a non-member of the group may rely on
asking a trusted member of a given group list to forward
certain group-specific messages to the client. One can appre-
ciate that 1t would be fairly netficient for the client to rely on
the group member’s time and effort to forward the requested
messages directed to one group, much less several groups.

Accordingly, an advantage 1n the art can be realized with
systems, methods, and computer program products that
implement trust-based mechanisms between groups, group
members, and group non-members. In particular, 1t would be
an advantage 1n the art to be able to combine the benefits of a
white list with the benefits of a group messaging system, and
thereby 1improve the efficiency of distributing messages in a
trusted fashion.

BRIEF SUMMARY OF THE INVENTION

The present invention solves one or more of the foregoing
problems 1n the art with systems, methods, and computer
program products for sending or receiving group messages
between group members and subscribers through trust-based
systems. In particular, a group subscriber can receive mes-
sages directed to a specific group by indicating a level of trust
with a member of the group. The subscriber can also send
messages to the corresponding group members that have indi-
cated a level of trust with that subscriber.

For example, 1n one implementation of the present inven-
tion, a group member can create, or simply belong to, one or
more group message lists that include a corresponding elec-
tronic address for each of one or more groups and/or group
members. Each of the group members of each group have a
similar level of trust within the group, such that each of the
group members can identily, send and/or or recerve messages
to or from the group, or to or from other group members
within the group without challenge.

A non-member of any given group can subscribe to one or
more of the given groups by indicating a level of trust with the
group member. 11 the trust request 1s accepted, the non-mem-
ber becomes a subscriber to the requested group. After creat-
ing a trust relationship with the group or group member, the
subscriber can then recerve messages directed to the group
generally, or from any group member sending a specific mes-
sage directly to the subscriber. By contrast, messages the
subscriber sends to the group or any group members are
subject to a trust challenge.

Additional features and advantages of the invention will be
set forth 1n the description which follows, and in part will be
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obvious from the description, or may be learned by the prac-
tice of the mmvention. The features and advantages of the
invention may be realized and obtained by means of the
instruments and combinations particularly pointed out in the
appended claims. These and other features of the present
invention will become more fully apparent from the following
description and appended claims, or may be learned by the
practice of the invention as set forth hereinaftter.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner in which the above-recited
and other advantages and features of the mvention can be
obtained, a more particular description of the invention
briefly described above will be rendered by reference to spe-
cific embodiments thereolf which are illustrated 1n the
appended drawings. Understanding that these drawings
depict only typical embodiments of the invention and are not
therefore to be considered to be limiting of its scope, the
invention will be described and explained with additional
specificity and detail through the use of the accompanying
drawings 1n which:

FIG. 1A illustrates a prior art block diagram of a group
member that 1s a member of multiple group lists;

FIG. 1B 1llustrates a prior art block diagram for sending
and recerving messages between a group member and other
group members of one of the group lists illustrated 1n FIG.
1A;

FIG. 2A illustrates a block diagram 1n accordance with an
implementation of the present invention 1n which a subscriber
and a group member generate a trust relationship between the
subscriber and all groups associated with the group member;

FIG. 2B illustrates a block diagram 1n accordance with an
implementation of the present invention 1n which a subscriber
and a group member generate a trust relationship between the
subscriber and only some groups associated with the group
member:;

FIGS. 3A and 3B illustrate a block diagrams 1n accordance
with an implementation of the present invention 1n which a
subscriber 1s able to receive different group messages from
different group members;

FI1G. 3C 1llustrates a block diagram in accordance with an
implementation of the present invention in which the sub-
scriber sends a group message to a trusted group list, subject
to one or more challenges;

FI1G. 4 1llustrates a method for performing a method of
establishing a trust relationship between a subscriber and a
group member, 1n accordance with an implementation of the
present invention; and

FI1G. 5 1llustrates a method for relaying messages between
a group member or a group list and a subscriber, 1n accor-
dance with an implementation of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The present invention extends to systems, methods, and
computer program products for sending or recerving group
messages between group members and subscribers through
trust-based systems. In particular, a group subscriber can
receive messages directed to a specific group by indicating a
level of trust with a member of the group. The subscriber can
also send messages to the corresponding group members that
have mdicated a level of trust with that subscriber. Computer
program products may include, for example, transitory com-
puter-readable media and non-transitory computer-readable
media.
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As a preliminary matter, a “subscriber” will be understood
to mean any third-party, such as a group non-member, an
clectronic alias that refers to the group non-member, an orga-
nization, or any other type of entity that i1s not initially
included 1n a group list membership, but later (or presently)
can commumnicate with the group list based on a created trust
relationship. A “group list”, “message group list”, or “group”
as already herein described, will be understood to mean an
clectronic message list that includes one or more electronic
addresses organized under a common theme. A “group mem-
ber” will be understood to mean any member of a group list,
such as a group creator, group administrator, or ordinary

group member imncluded 1n the group list.

FIGS. 2A through 2B are block diagrams that 1llustrate an
implementation in which a subscriber generates a trust rela-
tionship with one or more group lists, in order to receive one

or more group messages. For example, group member Aaron
205 (or, e.g., group members 240, 250, 260, or 270) may
forward a group list message to subscriber 200. The sub-

scriber 200 might decide that, based on the subscriber’s 200
knowledge of group member Aaron 205 (or relevant group
member), and/or based on the content of the message 180, the
subscriber 200 “trusts” messages sent by group member
Aaron 205, or would like to read messages sent to groups to
which member Aaron 205 belongs.

Accordingly, FIG. 2A shows that the subscriber 200 sends
a trust indicator 203 to group member Aaron 2035. For the
purposes of this specification and claims, a “trust indicator”
203 can be a separate electronic message sent from the sub-
scriber to a group member 205 that indicates the subscriber’s
200 1dentity, and/or a request to send and/or receive electronic
communication with the group member’s 205 associated
group lists (e.g., 210, 220, 230). The trust indicator 203 can
include a digital 1dentification certificate, such as a digital
signature, or any other type of electronic 1dentifier, such as a
security token and key system. In other implementations, the
trust indicator message 203 includes information such as the
subscriber’s physical or virtual network addresses, one or
more electronic message addresses, and so forth.

When the group member 205 receives the trust indicator
203 from the subscriber 200, the group member 205 can grant
or deny the trust indicator 203 1n a variety of different ways.
In one implementation, for example, the group member 205
responds to the subscriber 200 with a trust indicator accep-
tance message 207. A trust indicator acceptance message 207
1s an electronic message that can include various 1dentifica-
tion and/or security certificates, similar to those described
above for the trust indicator 203. The trust indicator accep-
tance message 207 can also 1nclude other types of informa-
tion, such as a group name electronic message address, net-
work routing information, level of reciprocal trust from the
group member 205 to the subscriber 200, and so forth.

In another implementation, the group member 205
responds to the subscriber 200 by automatically sending a
challenge to the subscriber 200. For example, response mes-
sage 207 can include text that requires the subscriber to read
the automatic response, type data contained within the auto-
matic response, and send a new confirmation message that
includes the typed data. If the subscriber’s response (not
shown) 1s appropriate, the group member 205 grants the sub-
scriber 200 access to the group list by creating a trust rela-
tionship. In another implementation, a challenge and
response mechanism 1s based primarily on the subscriber’s
network address. I1 the subscriber’s network address 1s valid
and trusted, a trust relationship 1s created. Accordingly, there
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are a wide variety of authentication and challenge/response
mechanisms that can be implemented 1n accordance with the
present invention.

Once the trust relationship 1s created, the subscriber 200 1s,
in effect, added to the trusted group list for outgoing messages
on an unlimited basis, and allowed to send messages to the
group on a limited basis, based on one or more group or group
member settings. For example, the trust relationship can gen-
erate a corresponding relay mechanism, such as an address
torwarding file 1n the group list that includes the subscriber’s
electronic address, or one or more electronic addresses for
other trusted subscribers. As previously indicated, however,
the relay mechanism allows the subscriber 200 to receive
messages from each group without challenge, but to primarily
send messages to each group, or to each corresponding group
member, subject to additional challenges. For example, the
subscriber 200 may send a message to group Family 210, but
if none of the group members of Family 210, except for group
member Aaron 205, have created a trust relationship with the
subscriber 200, only group member Aaron 205 would be able
to view the subscriber’s message.

As shown in FI1G. 2B, the subscriber 200 and group mem-
ber Aaron 205 can also create a more limited trust relation-
ship, such that the subscriber 200 has a trust relationship for
less than all of the group lists associated with group member
Aaron 205. This can be by choice of the subscriber 200 or the
relevant group member, or the relevant group member may
have settings configured to allow outside access only to cer-
tain groups (e.g., group 220, but not group 230). This limited
group trust can also be based on commumication made
between the subscriber 200 and relevant group member dur-
ing a challenge and response sequence as previously
described, such that a certain subscriber response merits
access to group 210, and a certain other subscriber response
merits access to group 210 and 220.

For example, as shown in FI1G. 2B, subscriber 200 sends a
limited trust request 215 to group member Aaron 205 so that
subscriber 200 can communicate only with “Family™ group
210. In turn, group member Aaron 205 can grant the trust
indicator 215, by sending a trust indicator acceptance mes-
sage 209 that 1s similar to trust indicator acceptance message
207. The trust indicator acceptance message 209 can be of the
same form as already described herein, and can include
detailed configuration data for how the subscriber 200 can
interact with the entire Family group 210, and/or various
members of the group 210 (e.g., 240, 250, 260, 270). Accord-
ingly, group member Aaron 205 creates a trust relationship
with subscriber 200, which allows subscriber 200 to commu-
nicate with family group 210 within varying limits of trust.

One will appreciate that these varying limits of trust can be
configured for a wide range of options that are appropnate for
different circumstances from group to group, or from group
member to group member. For example, 1t may be that a
potential subscriber would like to view certain messages from
a research group (e.g., group 230), but not all message
directed to the research group. In particular, the subscriber
may wish to review research group messages that pertain
particularly to scheduling i1ssues. On the other hand, the group
list members or group list administrator may desire to keep
most research group messages internal to the group members,
particularly those concerning sensitive technologies. Accord-
ingly, the group list administrator may allow group members
only to allow a trust relationship for messages that conform to
certain content regulations, such as those specifically labeled
as “scheduling”. Similarly, a group member may desire to
designate which outgoing group messages can be sent to
trusted subscribers, and which must remain internal only.
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In another example, a group member (e.g., 240) can con-
figure “receive’” permissions differently for different groups
when joining the groups, or at some later point in time as a
group member. For example, group member 240 may config-
ure receive settings for group 210 so that group member 240
accepts all group member (e.g., 205, 250, 260, 270) messages
(e.g., F1IG. 3A, message 225) as well as group subscriber 200
messages (e.g., FIG. 3C, message 245) to group 210 without
challenge. Similarly, group member 240 may configure the
receive settings of group 220 so that group member 240
accepts all group member messages without challenge, but
challenges any subscriber 200 messages (e.g., FIG. 3C, mes-
sage 245) to group 220. The group member may still trust
certain types of subscribers and not others, such that the group
member accepts messages from certain sub-classes of sub-
scribers to group 220, and challenges messages sent by other
sub-classes of subscribers.

In another example, a given group may be configured with
default subscriber recerve privileges that are inherent in group
list membership. One such default setting can provide that all
group members of the group list receive group messages from
group members to the group, and also receive any group
messages sent by any subscribers to the group without chal-
lenge. For example, a given agent may have established a trust
relationship with an employee of company C. It the group list
for company C 1s configured such that all group list C mem-
bers of company C are to receive subscriber messages, all
employees (1.e., group members) of company C will recerve
group mail sent by the agent (the subscriber) to company C
without challenge, even though the agent 1s only a subscriber
of the company C mail list.

Similarly, a given group may be configured with different
subscriber accept privileges when the subscriber subscribes
to the group list. One such default setting can provide that
group messages from one class of subscribers of the group list
(those having send and receive rights) send group messages
to, and receive group messages from, another class of sub-
scribers (having recerve rights only) to the group list, and also
receive any group messages sent by other group members to
the group without challenge. For example, a given agent may
have established a trust relationship with an employee of
company C that grants send and receive privileges to the
group without challenge. Another employee of company C
may have also granted a recerve-only trust relationship with
another third-party subscriber. Accordingly, the agent sub-
scriber can send group messages to the group list that are
received by the group members of the group without chal-
lenge, and also by the third-party subscriber without chal-
lenge. By contrast, group messages sent to the group list by
the thurd-party subscriber can be subject to challenge by each
of the non-trusted group members, and also subject to chal-
lenge by the agent subscriber.

In st1ll another example, one group list can also establish a
reciprocal trust relationship with another group list. For
example, two independent companies may be mvolved 1n a
partnership on one project, or may be involved 1n a corporate
merger of some sort. Rather than necessarily creating a new
group list for the project, or for the new company, the respec-
tive group lists may create a trust relationship with each other,
such that group list A of company A 1s now subscribed to
group list B of company B, subject to any varniable send and
receive settings.

In one possible setting of a group-to-group trust relation-
ship, all group members of group list A can send messages to,
and receive messages from, any group member of group list
B. In another possible setting, the group lists A and B have
generic, reciprocal send and recerve privileges between group
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members of lists A and B, while group members of group list
A only receive messages from subscribers (or sub-classes of
subscribers) to group list B subject to challenge, and vice
versa. As such, there are myriad ways in which a trust rela-
tionship can be implemented between a subscriber and a
group member, a subscriber and a group list, from one group
list to the members of the next group list, or from one group
list to the subscribers of the next group list, and so forth.

In any event, and notwithstanding the preceding examples,
FIGS. 3A through 3C illustrate block diagrams for the sim-
plestcase of sending and recerving messages 2235, 235, 245, in
which the subscriber 200 and only group member 205 of
group 210 have created a generic trust relationship. As shown
in FIG. 3A, for example, group member Aaron 205, who may
be the group 210 creator, sends a message 225 to the group
210 via the address “family(@domain.net”. When the mes-
sage 2235 1s sent, each of the group members such as Nathan
240, Heather 250, Katie 260, and Christina 270 can be sent a
copy of the message. In addition, because a trust relationship
exists (e.g., through trust indicator 203, or 215) between the
subscriber 200 and group member Aaron 205, subscriber 200
also can be sent a copy of the message 225.

As shown 1n FIG. 3B, group member Nathan 240, who 1s a
member of Family group 210, can send a group message 235
to group 210 via the address “family(@domain.net”, such that
cach of the recipients, including the subscriber 200 receive
the message 235. In particular, the creation of a trust relation-
ship between group member Aaron 205 and subscriber 200
elfectively adds a trust relationship to each of the correspond-
ing group members of group 210, subject to any other limaits
described herein. Thus, when group member Nathan 240
sends a group message 235 to group 210, group member
Aaron 205, group members Heather 250, Katie 260, Christina
2770, and subscriber 200 can each recerve a copy of the mes-
sage 223.

When the subscriber 200 sends a message to the group 210,
however, a slightly different mechanism can occur. In particu-
lar, since only group member Aaron 205 has implemented a
trust relationship with the subscriber 200, when the sub-
scriber 200 sends the message 243 to group 210, only group
member Aaron 205 receives the message 245 without chal-
lenge. In another implementation, the message 245 1s also
sent to each of group members Nathan 240, Heather 250,
Katie 260, and Christina 270, such that each person can
subject the message 245 to challenge. In still another imple-
mentation, a protocol at the group list domain server for
“family@domain.net” subjects the message 245 to challenge
based on known instances of created trust relationships,
betore (or 1n lieu of) sending the message 245 to each group
member.

The present mvention may also be described in terms of
methods comprising functional steps and/or non-functional
acts. FIGS. 4 and 5 illustrate an exemplary flow chart for
creating and/or relaying group messages using trust mecha-
nisms. The methods of FIGS. 4 and 5 will be discussed with
respect to the diagrams 1llustrated in the preceding Figures.

For example, FIG. 4 1illustrates an implementation of the
present 1nvention for communicating a group message
between a subscriber and one or more group members 1n the
one or more group lists without the subscriber having to
separately jo1n the one or more group lists. In particular, FIG.
4 shows that the method comprises an act 300 of identifying
a group member and a group list. Act 300 includes 1dentitying
a group member and one or more group lists associated with
the group member. For example, subscriber 200 can receive a
message that has been forwarded to the subscriber 200 by a
group member (e.g., group member 2035). Alternatively, the
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subscriber 200 can have prior knowledge of the relevant
group member, and desire to communicate with the group
member through an associated, 1dentifiable group, such as
group 210, 220, 230.

FI1G. 4 1llustrates that the method further comprises a func-
tional, result-oriented step 340 for creating an electronic mes-
sage trust relationship using a trust mechanism. Step 340
comprises any corresponding acts for creating an electronic
message trust relationship between a subscriber and the 1den-
tified group member using a trust mechanism, whereby the
trust relationship allows the subscriber to communicate with
the 1identified group member and one or more other group
members 1n the 1dentified one or more group lists without
requiring the subscriber to join the identified one or more
group lists. As illustrated, however, step 340 comprises act
310 of sending a trust indicator. Act 310 includes sending a
trust indicator by a subscriber to the identified group member.
For example, subscriber 200 can send an electronic trust
indicator message 203, 215 that includes 1dentification, rout-
ing information, security information, and any necessary
challenge/response imnformation to a group creator, such as
group member 205.

FI1G. 4 also 1llustrates that step 340 comprises an act 320 of
receiving a trust acceptance indicator. Act 320 includes
receiving a trust acceptance indicator that indicates that the
group member has accepted the trust indicator, wherein the
subscriber can receive messages directed to at least one of the
identified one or more group lists. For example, 11 the group
member (e.g., group member 205) agrees to the requested
trust relationship, the relevant granting entity can send an
clectronic response message 207, 209 to the subscriber 200
that acknowledges the trust indicator request 203, 215, and
provides the relevant imnstructions for communicating through
the trustrelationship. These instructions can include any elec-
tronic message addresses, any routing information, any group
membership mformation, and any other trust acceptance
information as appropriate.

FIG. 4 also 1llustrates that step 340 comprises an act 330 of
relaying a group message. Act 330 includes relaying a group
message between one or more group members 1n the at least
one of the identified one or more group lists and the sub-
scriber. For example, the trusted group member 203 can send
a message 225 to the group 210, such that the message 225 1s
sent to each original group member of a group 210, and also
to subscriber 200 based on the trusted relationship. Similarly,
a non-trusted group member 240 can send group message (or
personal message) to group member 205, which 1s also copied
to subscriber 200 based on the trusted relationship. By con-
trast, the subscriber 200 can also send a group message 245 to
the group list 210, subjectto arecerve setting by the group 210
or group members (e.g., 203, 240, 250, etc.) For example, if a
non-trusted group member has a receive setting that chal-
lenges any messages by a subscriber, the group message sent
by the subscriber 200 can be accepted by the trusted group
member 205, but subject to challenge by other non-trusted
group members (e.g., group member 240).

FIG. § illustrates another method 1n accordance with the
present invention, albeit primarily from the group list or
group member perspective. In particular, FIG. 5 illustrates a
method for relaying messages between group members and a
subscriber based on one or more trust relationships. For
example, the method shown 1n FIG. 5 comprises an act 400 of
accepting a trust relationship. Act 400 includes an act of a
group member 2035 accepting a trust relationship with a sub-
scriber 205, such that the subscriber 203 1s capable of recerv-
Ing group messages sent to a group (e.g., group 210, 220, 230,
etc.) to which the group member belongs. For example, 1n
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response to a trust relationship request (e.g., 203, 215) sent
from a group non-member, the group member, or group list
administrator, accepts the request for the trusted relationship
by sending a corresponding trust acceptance (e.g., 2235, 235).

The method shown 1n FIG. 5 also comprises a step 440 for
relaying messages to and from the subscriber with different
levels of challenge and response. In particular, step 440
includes relaying messages to and from the subscriber with
different levels of challenge and response, such that the sub-
scriber can receive messages without challenge that are
directed to the group list, and such that group members that
have not trusted the subscriber subject messages to the group
sent by the subscriber to a recerve setting. For example, a trust
mechanism set up with the group list (e.g., 210, 220, 230)
enables the subscriber 200 to receive all group messages (e.g.,
225, 235) sent from any group members to the group list.
Furthermore, a receive setting that mmvolves a challenge
mechanism at the group list domain server, or at the computer
systems for each group member, subjects the subscriber’s
group message to challenge where no trust relationship exists
for a given group member.

Although step 440 can comprise any number or order of
corresponding acts, FI1G. 5§ shows that the step 440 comprises
an act 410 of sending a group message to a group list to a
subscriber. Act 410 includes sending a group message by a
group member to a group list to a subscriber, such that a
trusted subscriber receives any messages sent to the group
list, or sent directly to the subscriber by an individual group
member. For example, if a group member 240 sends a mes-
sage 235 to the group list 210, the group domain server sends
a duplicate of the message 235 to each group member (e.g.,
205, 250, 260, 270), and also sends a duplicate ol the message
235 to the subscriber 200.

Step 440 also comprises an act 420 of recerving a group
message from the subscriber. Act 420 includes recerving a
group message from the subscriber that 1s directed to the
group list. For example, based on the trust relationship, the
subscriber 200 can send a message 245 that 1s directed to a
group list 210. In one implementation, the message 245 1s
received at a group list server; while 1n another implementa-
tion, the message 245 1s not subject to challenge until it
reaches, for example, a message interface at the individual
group member’s computer system.

FIG. 5 further shows that step 440 comprises an act 430 of
challenging the group message from the subscriber for all
non-trusted group members. Act 430 includes challenging the
group message from the subscriber for all non-trusted group
members, such that non-trusted group members only receive
the group message from the subscriber with group member
intervention, and such that trusted group members receive the
group message from the subscriber without intervention. For
example, as shown 1n FIG. 3C, since group member Aaron
205 1s the only group member of group 210 to have generated
a trust relationship with the subscriber 200, only group mem-
ber Aaron 2035 will receive the message 245 without chal-
lenge, while group members 240, 250, 260, and 270 will each
refuse the message 245 unless the subscriber 200 also passes
an additional challenge and response with those correspond-
Ing group members.

Accordingly, implementations of the present mmvention
provide a wide range of flexibility for distributing group
messages inside and outside of group lists. Furthermore,
implementations of the present mvention provide increased
elficiency for distributing group messages that are also appro-
priate to be viewed by group non-members. In addition,
implementations of the present ivention allow group mes-
sages to be distributed to group non-members only on a
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trusted basis, thereby improving distribution techniques with-
out significantly limiting 1ssues associated with recerving and
delivering unsolicited messages.

The present invention may be embodied 1n other specific
forms without departing from 1ts spirit or essential character-
istics. The described embodiments are to be considered 1n all
respects only as illustrative and not restrictive. The scope of
the ivention 1s, therefore, indicated by the appended claims
rather than by the foregoing description. All changes that
come within the meaning and range of equivalency of the
claims are to be embraced within their scope.

I claim:

1. In a computerized environment that includes an elec-
tronic messaging service, a group member, and one or more
group lists associated with the group member, a method of
relaying a group message between a subscriber and one or
more group members 1n the one or more group lists without
the subscriber having to separately join the one or more group
lists, the method comprising the acts of:

identifying a group list and one or more group members of

the group list;
sending a trust indicator by a subscriber who 1s not a
member of the group list to one of the one or more group
members, the trust indicator comprising an electronic
message sent to the one group member, the trust indica-
tor indicating a request to send or receive electronic
communication with a group list associated with the one
or more group members without the subscriber becom-
ing a member of the group list;
sending a trust acceptance indicator by the one group mem-
ber to the subscriber who 1s not a member of the group
l1st, the trust acceptance indicator indicating that the one
group member has accepted the trust indicator;

generating a relay mechanism based on a trust relationship
created between the subscriber and the one group mem-
ber by acceptance of the trust indicator even though the
subscriber 1s not a member of the group list such that the
subscriber can receive group messages sent to the 1den-
tified group list, the relay mechanism comprising an
address forwarding file 1n the group list that includes an
electronic address associated with the subscriber;

relaying to the subscriber a group message sent by any of
the one or more group members to the group list without
the subscriber being a member of the group list; and

relaying to the group list a group message sent by the
subscriber without the subscriber being a member of the
group list, such that the one group member that sent the
trust acceptance indicator recerves the group message
from the subscriber without requiring a response to a
challenge from the subscriber, but one or more other
group members recerve the group message from the
subscriber subject to a receive setting that requires a
response to a challenge from the subscriber.

2. The method as recited 1in claim 1, wherein 1dentifying a
group list and one or more group members of the group list
includes one or more of the subscriber receiving an electronic
message from the one group member, and the subscriber
receiving a digital signature associated with the one group
member.

3. The method as recited 1n claim 1, wherein the trust
indicator includes an identifier for at least one of a specific
group list associated with the one group member, an elec-
tronic message address for the subscriber, a username and
password associated with the subscriber, and a digital signa-
ture associated with the subscriber.

4. The method as recited 1n claim 1, wherein the one group
member 1s the creator of the group list.
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5. The method as recited in claim 1, wherein the trust
indicator includes a request to receive group list messages
from additional group lists associated with the one group
member.

6. The method as recited in claim 1, further comprising the
one group member sending a challenge message to the sub-
scriber that requests a specified response from the subscriber
prior to accepting the trust indicator.

7. The method as recited 1n claim 1, further comprising
generating an approval list, the approval list including one or
more trusted subscribers, one or more corresponding routing,
instructions, and a set of 1nstructions for allowing the one or
more trusted subscribers to receive messages from the group
list.

8. The method as recited in claim 1, wherein at least first
and second group lists are associated with the one group
member, and wherein each of the first and second group lists
have a different trust configuration that differentiates sending,
or recerving of a group message based on content of the group
message.

9. The method as recited in claim 8, wherein the method
turther comprises an act of:

sending a first group message by the one group member to
other of the one or more group members 1n the first group
list based on content 1dentified 1n the first group mes-
sage, wherein the subscriber does not recerve the first
group message; and

sending a second group message by the one group member
to the other of the one or more group members and to the
subscriber of the first group list based on the content of
the second group message.

10. The method as recited in claim 1, wherein the 1dentified
group list comprises a non-trusted second group member, and
wherein a receive setting 1s associated with one or more of the
identified group list and the non-trusted second group mem-
ber.

11. The method as recited 1in claim 10, wherein the receive
setting 1ndicates that the non-trusted second group member
can recerve a group message sent by the subscriber to the
identified group list.

12. The method as recited 1n claim 10, wherein the sub-
scriber 1s 1dentified as part of a sub-class, and wherein the
receive setting indicates that the non-trusted second group
member can receive a group message sent by any subscriber
that 1s part of the sub-class.

13. The method as recited 1n claim 10, wherein a second
group list 1s subscribed to the identified group list, and
wherein a group message sent by the subscriber to the group
list 1s also sent to the second group list.

14. In a computerized environment that includes an elec-
tronic messaging service, a group member, and one or more
group lists associated with the group member, a method of
communicating a group message between a subscriber and
one or more group members in the one or more group lists
without the subscriber having to separately join the one or
more group lists, the method comprising:

an act of 1dentitying a group member;

a step for creating an electronic message trust relationship
between a subscriber and the 1dentified group member
using a trust indicator, the step for creating an electronic
message trust relationship comprising an act of sending
the trust indicator by the subscriber who 1s not a member
of one or more group lists associated with the identified
group member to the identified group member, the trust
indicator comprising an electronic message sent to the
identified group member, the trust indicator indicating a
request to send or receive electronic communication
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with the one or more group lists without the subscriber
becoming a member of the one or more group lists;

a step for generating a relay mechanism based on the trust
relationship created between the subscriber and the
identified group member such that the subscriber can
communicate with the one or more group lists without
requiring the subscriber to join the one or more group

lists, the one or more group lists including a first group

list and the relay mechanism comprising an address
forwarding file in the first group list including an elec-
tronic address associated with the subscriber;

a step for relaying a group message to the first group list
from the subscriber without the subscriber being a mem-
ber of the first group list, such that the 1dentified group
member receives the group message from the subscriber
without requiring a response to a challenge from the
subscriber, but at least one additional group member
belonging to the first group list recerves the group mes-
sage from the subscriber subject to a receive setting that
requires a response to a challenge from the subscriber;
and

a step for relaying a group message from the at least one
additional group member to the subscriber without the
subscriber being a member of the first group list, such
that the subscriber receives the group message from the
at least one additional group member without challenge.

15. The method as recited 1n claim 14, wherein the step for
creating an electronic message trust relationship further com-
Prises:

an act of recerving a trust acceptance indicator that indi-

cates that the group member has accepted the trust 1ndi-
cator, wherein the subscriber gains communicative

access to a group list associated with the group member;
and

an act of sending a group message from the group member
or any other group members of the associated group list
to the group list, such that the subscriber recerves the
group message.

16. In a computerized system, including a group member,
and one or more group lists associated with the group mem-
ber, a method for relaying messages between group members
of a group list and a subscriber based on one or more trust
relationships, the method comprising:

an act of a group member of a group list accepting a trust
indicator from a subscriber who 1s not a member of the
group list such that the group member 1s a trusted group
member and without the subscriber becoming a member
of the group list, the trust indicator comprising an elec-
tronic message sent to the trusted group member, the
trust indicator indicating a request to send or receive
clectronic communication with the group list without
the subscriber becoming a member of the group list;

a step for, based on the accepted trust indicator and without
the subscriber being a member of the group list, relaying
a group message to the group list from the subscriber,
such that the group member that sent accepted the trust
indicator receives the group message from the sub-
scriber without requiring a response to a challenge from
the subscriber, but a non-trusted group member receives
the group message from the subscriber subject to a
receive setting that requires a response to a challenge
from the subscriber; and

a step for, based on the accepted trust indicator and without
the subscriber being a member of the group list, relaying
a group message from any group member of the group
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l1st to the subscriber, such that the subscriber receives
the group message from any group member without
challenge.

17. The method as recited 1n claim 16, wherein the step for
relaying a group message to the group list from the subscriber
COmMprises:

an act of the subscriber sending a group message to the
group list;

an act of the trusted group member receiving the group
message from the subscriber; and

an act of the non-trusted group member challenging the
group message from the subscriber based on the receive
setting.

18. The method as recited in claim 16, wherein first and
second group messages are created by any of the trusted or
non-trusted group members and sent to the group list, and
wherein the subscriber recerves the first group message based
on content identified in the first group message, and wherein
the subscriber does not receive the second group message due
to content 1dentified in the second group message.

19. In a computerized environment that includes an elec-
tronic messaging service, a group member, and one or more
group lists associated with the group member, a computer
program product comprising non-transitory computer read-
able storage media having stored thereon computer-readable
instructions that, when executed by a processor, mstruct a
computerized system to perform:

an act of 1dentifying a group member; a step for creating an
clectronic message trust relationship between a sub-
scriber and the i1dentified group member using a trust
indicator, the step for creating an electronic message
trust relationship icluding an act of sending the trust
indicator by the subscriber who 1s not a member of one
or more group lists associated with the 1dentified group
member to the 1dentified group member, the trust indi-
cator comprising an electronic message, the trust indi-
cator indicating a request to send or receive electronic
communication with the one or more group lists without
the subscriber becoming a member of the one or more
group lists;

a step for generating a relay mechanism based on the trust
relationship created between the subscriber and the
identified group member such that the subscriber can
communicate with the one or more group lists without
requiring the subscriber to join the one or more group

lists, the one or more group lists including a first group

list and the relay mechanism comprising an address

forwarding file in the first group list that includes an
electronic address associated with the subscriber;

a step for relaying a group message to the first group list
from the subscriber without the subscriber being a mem-
ber of the first group list, such that the identified group
member recerves the group message from the subscriber
without requiring a response to a challenge from the
subscriber, but at least one additional group member
belonging to the first group list recerves the group mes-
sage from the subscriber subject to a recerve setting that
requires a response to a challenge from the subscriber;
and

a step for relaying a group message from the at least one
additional group member to the subscriber without the
subscriber being a member of the first group list, such
that the subscriber receives the group message from the
at least one additional group member without challenge.

20. The computer program product as recited 1n claim 19,
wherein the step for creating an electronic message trust
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relationship further includes an act of recetving a trust accep-
tance indicator that indicates that the group member has
accepted the trust indicator, wherein the subscriber gains
communicative access to a group list associated with the
group member; and

an act of sending a group message from the group member

or any other group members of the associated group list
to the group list, such that the subscriber recerves the
group message.

21. The computer program product as recited in claim 19,
wherein the step for relaying a group message to the first
group list from the subscriber comprises:

an act of the subscriber sending a group message to the first

group list;

an act of the 1dentified group member receiving the group

message from the subscriber; and

an act of the at least one additional group member chal-

lenging the group message from the subscriber based on
the recerve setting.

22. In a computerized environment that includes an elec-
tronic messaging service, a group member, and one or more
group lists associated with the group member, a method of
relaying a group message between a subscriber and one or
more group members 1n the one or more group lists without
the subscriber having to separately join the one or more group
lists, the method comprising the acts of:

1dentifying a group list and one or more group members of

the group list;

sending a trust indicator by a subscriber who 1s not a

member of the group list to one of the one or more group
members, the trust indicator comprising an electronic
message sent to the one group member, the trust indica-
tor mdicating a request to send or recerve electronic
communication with a group list associated with the one
or more group members without the subscriber becom-
ing a member of the group list, wherein the trust indica-
tor 1includes an 1dentifier for at least one of a specific
group list associated with the one group member, an
clectronic message address for the subscriber, a user-
name and password associated with the subscriber, or a
digital signature associated with the subscriber;
sending a trust acceptance indicator by the one group mem-
ber to the subscriber who 1s not a member of the group
l1st, the trust acceptance indicator indicating that the one
group member has accepted the trust indicator;
generating a relay mechanism based on a trust relationship
created between the subscriber and the one group mem-
ber by acceptance of the trust indicator even though the
subscriber 1s not a member of the group list such that the
subscriber can receive group messages sent to the 1den-
tified group list, the relay mechanism comprising an
address forwarding file 1n the group list that includes an
electronic address associated with the subscriber:
relaying to the subscriber a group message sent by any of
the one or more group members to the group list without
the subscriber being a member of the group list; and
relaying to the group list a group message sent by the
subscriber without the subscriber being a member of the
group list, such that the one group member that sent the
trust acceptance indicator recetves the group message
from the subscriber without requiring a response to a
challenge from the subscriber, but one or more other
group members recerve the group message from the
subscriber subject to a receive setting that requires a
response to a challenge from the subscriber.
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