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METHODS AND APPARATUS FOR USING
INTERFEROMETRY TO PREVENT
SPOOFKING OF ADS-B TARGETS

CROSS REFERENCE TO RELATED
APPLICATIONS

The present application claims the benefit of U.S. Provi-
sional Patent Application No. 60/941,370, filed on Jun. 1,

2007, which 1s mcorporated herein by reference.

BACKGROUND

As described by the FAA (Federal Aeronautics Adminis-
tration), ADS-B 1s an air traffic control system that uses
signals from Global Positioning Satellites (GPS), instead of
radar data, to keep aircrait at safe distances from one another.
The ADS-B system provides air traific controllers and pilots
with accurate information that will help keep aircrait safely
separated in the sky and on runways. With ADS-B some of the
responsibility for keeping safe distances between aircraft 1s
shifted from air tratfic controllers on the ground to pilots who
will have displays in the cockpits showing air traific around
them.

SUMMARY

The present invention provides methods and apparatus for
preventing spoofing by a target for an air tratfic control sys-
tem. A signal transmitted by the target 1s collected at two or
more different locations to determine the angle to the target.
As the target moves through space, 1t traverses through peaks
and troughs 1n the generated antenna pattern that can be
compared to the reported positions to identily spoofing of the
target.

In one aspect of the imvention, an exemplary method com-
prises recewving a signal from a target at first and second
ground stations forming part of an air traific control system,
determining a phase difference signal between the signal
received at the first ground station and the signal recerved at
the second ground station, determining peaks and troughs in
the phase difference signal due to movement of the target,
comparing the determined peaks and troughs 1n the phase
difference signal with a phase difference derived from a posi-
tion of the target reported by the target, and 1dentitying spooi-
ing of the target from the comparison of the determined phase
different signal and the signal dertved from the position of the
target reported by the target.

The method can further include one or more of the follow-
ing features: comparing at selected times the determined
peaks and troughs 1n the phase difference signal with a phase
difference derived from a position of the target reported by the
target to check for consistency between target reported loca-
tion and possible target locations, the air traffic control system
1s an ADS-B system, the target 1s an aircrait, the position of
the target reported by the target was reported over a 1090ES
link, determining possible target locations from the signal
received at the first ground station and the signal recerved at
the second ground station, and determining spoofing of the
target 11 the position of the target reported by the target 1s not
of the possible target locations determined from the signal
received at the first ground station and the signal recerved at
the second ground station.

In another aspect of the imnvention, an exemplary air traific
control system comprises a ground station to communicate
with aircraft, the ground station including first and second
antennas, a target spoofing detection module to detect spoot-
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2

ing by an aircrait if a position of the aircraft reported by the
aircrait 1s not one of possible target locations determined
from a signal from the aircraft received at the first ground
station and recerved at the second ground station.

The system can further include one or more of: the target
spoofing detection module 1s configured to determine a phase
difference signal between the signal received at the first
antenna and the signal recerved at the second antenna, com-
pare the determined phase difference signal with a phase
difference signal derived from a position of the aircrait
reported by the aircrait, and to identily spoofing of the aircraft
from the comparison of the determined phase different signal
and the signal derived from the position of the aircraft
reported by the aircrait, the target spoofing detection module
1s configured to compare at selected times the determined
peaks and troughs 1n the phase difference signal with a phase
difference derived from a position of the aircraft reported by
the aircraft to check for consistency between aircraft reported
location and possible aircraft locations, the air traffic control
system 1s an ADS-B system, and the position of the aircraift
reported by the aircraft was reported over a 1090ES link.

In a further aspect of the invention, an exemplary article
comprises a computer readable medium containing stored
instructions that enable a machine to perform the steps of:
receiving target phase information from a target at first and
second ground stations forming part of an air traific control
system each of which has a phase determining module, com-
paring the phases determined at each of these ground stations
to determine a very small number of locations 1n space where
the target could be located, and monitoring these locations
over time to determine the unique location of the target.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing features of this invention, as well as the
invention 1tself, may be more fully understood from the fol-
lowing description of the drawings 1n which:

FIG. 1 1s a schematic diagram of an air traflic control
system having target spoofing detection;

FIG. 1A 1s a schematic diagram of a multi-link air traffic
control system having target spoofing detection;

FIG. 2 1s a block diagram showing further detail for the air
traffic control system of FIG. 1;

FIG. 3 1s a schematic diagram showing target spoofing
detection 1n accordance with exemplary embodiments of the
imnvention;

FIG. 3A 15 a schematic diagram showing further details for
target spoofing detection;

FIG. 3B 1s a pictonal representation of signal strength for
target location; FI1G. 3C 1s pictorial representation of signal
strength for target location overlaid with possible target loca-
tions; and FIG. 3D 1s a pictorial representation of signal
strength for target location and signal variation;

FIG. 3E 1s a pictorial representation of target location; and

FIG. 41s atlow diagram showing an exemplary sequence of
steps for providing target spoofing detection 1n accordance
with exemplary embodiments of the invention.

DETAILED DESCRIPTION

Betfore describing exemplary embodiments of the inven-
tion, some introductory imnformation 1s provided. In general,
ADS-B systems work by having aircrait receive GPS signals
and use them to determine the aircrait’s precise location in the
sky. The aircraft’s avionics system uses this position for pre-
cise navigation, and also broadcasts 1t along with other data
from the aircrait’s tlight monitoring system, such as the type
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of aircrait, 1ts speed, i1ts flight number, and whether 1t 1s
turning, climbing, or descending. The data 1s automatically
broadcast by the aircraft transponder periodically (typically
once or twice a second) using either the 1090 MHz Mode S
Extended Squitter (1090ES) or the 978 MHz Universal
Access Transceiver (UAT). Both technologies are approved
for use 1 the National Airspace System (NAS), with 1090ES
being predominantly used by the commercial airlines and
UAT being used by the General Aviation community.

Aircraft equipped to receive the data, and ADS-B ground
stations up to 200 miles away, receive these broadcasts.
ADS-B ground stations add radar-based targets for non-ADS-
B-equipped aircraft to the mix and send the information back
up to all equipped aircrait on both frequencies—this function
1s called Traffic Information Service-Broadcast (TIS-B).
ADS-B ground stations also send aircraft information from
the national weather service and tlight information, such as
temporary flight restrictions—this 1s called Flight Informa-
tion Service-Broadcast (FIS-B).

Pilots see this information on their cockpit traific display
screens. Air tratfic controllers will see the information on
displays they are already using, when adapted to process this
new data source.

When properly equipped with ADS-B, both pilots and
controllers see the same real-time displays of air traific. Pilots
will have much better situational awareness than in conven-
tional systems because they will know where their own air-
cralt are with greater accuracy, and their displays will show
them the aircraft in the air around them. Pilots will be able to
maintain sale separation from other aircraft with fewer
instructions from ground-based controllers. At night and 1n
poor visual conditions, pilots will also be able to see where
they are 1n relation to the ground using on-board avionics and
terrain maps.

ADS-B also increases airport and air corridor capacity,
because the more accurate tracking means aircrait will be able
to fly safely and more predictably with less distance between
them. And, because ADS-B accuracy also means better pre-
dictability, air traffic controllers will be better able to manage
the air traffic arriving and departing from congested airports,
resulting in even more gains 1n capacity.

While radar technology has advanced, radar systems occa-
sionally have problems discriminating airplanes from migra-
tory birds and rain “clutter.”” Secondary surveillance radar
(SSR) systems can determine what objects are because they
interrogate transponders; however, both primary and second-
ary radars are very large structures that are expensive to
deploy, need lots of maintenance, and require the agency to
lease real estate to situate them.

The automatic function of ADS-B eliminates the need for
action by a pilot and/or air traific controller for the informa-
tion to be 1ssued. The system has dependent surveillance
aspect 1n that the acquired surveillance-type information
depends on the navigation and broadcast capability of the
source.

An ADS-B system includes a transmitter that includes
message generation and transmission functions at the source
and a recerver that includes message reception and report
assembly functions at the recerving vehicle or ground system.

An Air Trailic Control Radar Beacon System (ATCRBS)
system 1s used 1n air traific control (ATC) to enhance radar
monitoring of aircrait and aircrait separation. The system
acquires mnformation for monitored aircraft and provides this
information to the air traffic controllers. This information can
be used to i1dentily returns from aircrait and to distinguish
those returns from ground clutter.
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The system includes aircrait transponders and secondary
survelllance radars (SSRs), installed at ATC locations. The
SSR transmits interrogations and listens for replies. The air-
craft transponders receive interrogations and determine
whether to reply.

An ATC ground station typically includes a primary sur-
veillance radar that transmits pulses and receives signal
returns from aircraft and a secondary surveillance radar
(SSR) having a main antenna and/or an omnidirectional
antenna. A primary receives signal return from a target while
the SSR receives responses actively transmitted by an aircraft
or other object. The relatively high frequency pulses are
known as interrogation.

The SSR system scans the area and transmits interroga-
tions over the scan area. The interrogations specily what type
of information a replying transponder should send by using a
system of modes, e.g., mode 1, mode 2, mode 3/A, mode 4

(IFF), Mode 5, and mode C. Mode S 1s a discrete selective
interrogation that facilitates TCAS for civil aircratt.

A TIS-B system enhances ADS-B systems by providing
known aircraft information to pilots. TIS-B 1s useful for an
ADS-B link 1n airspace where not all aircrait are transmitting,
ADS-B mformation. The ground ADS-B station transmits
survelllance target information on the ADS-B data link for
unequipped aircrait or aircrait transmitting only on another

ADS-B link.

The multilink gateway service 1s a companion to TIS-B for
achieving interoperability 1n low altitude terminal airspace.
Aircraft that fly at high altitudes are equipped with 1090ES
capability. Aircraft flying at lower altitudes typically have
UAT (Universal Access Transceiver), which does not provide
air-to-air ADS-B capability. When both types of ADS-B link
are 1n use, ADS-B ground stations use ground-to-air broad-
casts to relay ADS-B reports received on one link to aircraft
using the other link.

One 1ssue for ADS-B 1s the capacity for carrying message
traffic from aircraft, as well as allowing a link, such as a radio
channel, to support legacy systems. The more message traffic
there 1s, the less aircrait can be supported due to bandwidth
limitations.

Another 1ssue 1n ADS-B system 1s that the increasing vol-
ume of air traific and the emerging use of Automatic Depen-
dent Surveillance creates frequency congestion in the 1090
MHz spectrum which reduces the etficacy of airborne and
ground-based surveillance. Reduction in frequency conges-
tion has been a motivation for development of Mode S radar,
as well as the development of monopulse SSR radar.

FIG. 1 shows an exemplary ADS-B system 10 including an
ADS-B ground station 12 and a secondary surveillance radar
(SSR) 14 coupled via ADS-B ground infrastructure 16. The
ADS-B system 10 includes a target spoofing detection mod-
ule 17 to detect spoofing of targets in accordance with exem-
plary embodiments of the invention described in further detail
below.

A weather service installation 18 communicates with an

XM satellite 20 via an antenna 22. The weather service instal-
lation 18 and the antenna uplink 22 are coupled to the ADS-B
ground infrastructure 16.

The SSR 14 communicates via Mode C for some aircrait 24
and via 1090ES {for other aircraft 26. The ADS-B 12 commu-
nicates with aircraft 26 while various aircraft 26, 28 can
communicate directly with each other. Some of the aircrait
also receive messages from the XM satellite 20.

In an exemplary embodiment, 1090ES 1s used for ADS-B
and TIS-B communication and XM satellite radio for FIS-B

communication with a distributed equipment network on the
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ground. This provides increased capacity, accelerated equi-
page, and reduced deployment cost compared with known
systems.

A single link on 1090ES provides a number of advantages.
Antennas and transceivers for UAT link processing and
redundant 1090ES transmitters for ADS-R availability 1s not
required at the ground station. In addition, ADS-R of UAT on
1090ES results 1n equivalent congestion to all aircrait on
1090ES. Further, 1090ES equipage based on Mode S tran-
sponders reduces ATCRBS 1nterference. By using a single
link, there 1s no possibility of amplification and rebroadcast of
invalid signals, 1.¢., no spoofing. Also, aircrait receive reports
from other aircrait regardless of ground system coverage or
failure. UAT aircrait retain Mode C transponders for opera-

tion with SSR and TCAS.

FIG. 1A shows a multi-link ADS-B air traffic control sys-
tem 10' having target spoofing detection 17 1n accordance
with exemplary embodiments of the mvention. The system
10" supports aircrait with universal access transceivers (UAT)
11 for communicating with a ground station. Air traffic infor-
mation 1s rebroadcast using an ADS-R function via 1090 link.
ADS-R 1interconnects the 1090ES link 13 and the UAT link
15. The FIS-B 19 weather information 1s also prowded via
UAT communication. TIS-B 21 provides aircratt trafiic infor-
mation to aircrait. The operation and configuration of dual-
link ADS-B systems 1s well known to one of ordinary skill 1in
the art.

While inventive embodiments of target spoofing detection
1s shown and described in conjunction with single and multi-
link ADS-B type air traific control systems, it 1s understood
that exemplary embodiments of inventive spoofing detection
are applicable to air traflic control systems in general in which
it 1s desirable to determine a deviation from a target location
reported by the target and actual target location.

FI1G. 2 shows further details of the system of FIG. 1, which
includes a target spoofing detection module 41 1n accordance
with exemplary embodiments of the invention. The system 1s
partitioned by capability with mimimal dependencies allow-
ing independent integration, test, and deployment of ADS-B
survelllance, TIS-B and FIS-B services. Link specific pro-
cessing 1s separate to minimize the impact of link enhance-
ments.

An aircraft 40 receives XM weather information from an
FISB service 42 and communicates via a 1090 MHz link
processor 44 with an ADS-B report and status (ADSS) ser-
vice 46 and a TISB service 48. The ADSS service 46, the
TISB service 48, and the FISB service 42 are coupled to the
SDP 50. The TISB service 48 recerves weather radar infor-
mation and/or MLS from a service 52. The weather service 54
provides mformation to the FISB service 42.

A AWOS (automated weather observation service) user 56
receives observation and status mnformation from an AWOS
service 58. A surveillance network 60 exchanges packet data
with an ALL service 62, which exchanges command,
response, alert, and status information with a SMAC (system
monitor and control) service 64.

As described above, the ADS-B system depends on aircrait
GPS data being transmitted to ground stations via a 1090
MHz broadcast. The system should have the ability to detect
spoofing targets. As used herein, a target spoofs when it
transmits an incorrect GPS location for itself. The transmis-
s1on of incorrect data can be due to a malfunctioning GPS of
the target, or the system may be under attack by an actor
intentionally transmitting false messages. The system should
be able to detect that the target 1s not where the target says it
1S.
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In one aspect of the 1nvention, the system includes the use
ol interterometry by using the same signal collected at two or
more different locations to determine the angle to the target.
If the antennas are relatively close together a single direction
1s reported, but over a relatively large angle. If the antennas
are far apart then the angles are relatively far apart. This
allows a number of possible directions. As the target moves
through space, it traverses through peaks and troughs 1n the
generated antenna pattern 1in predictable ways. By comparing
the peaks and troughs of the signals received from the target
to reported positions for the target, a spoofing target can be
determined.

FIG. 3 shows an exemplary system 100 having first and
second ground locations 102, 104 having respective antenna
clements Al, A2 to detect spoofing of a target 106 1n accor-
dance with exemplary embodiments of the mvention. The
1llustrated embodiment shows a one-dimensional interferom-
cter provided by first and second antennas Al, A2 at the
respective ground stations to recerve a signal from the target
106 and perform phase comparison. It 1s understood that any
practical number of antenna elements can be used to enhance
spoofing detection.

The signal wave transmitted by the target impinges on the
interferometer at an angle not necessarily normal to the
antenna elements Al, A2, and 1s detected by the antenna
clements at different times. The signals detected by the
antenna elements Al, A2 are compared by a phase measuring
mechanism 108 to detect the phase difference ¢ between the
two signals arriving at the antenna elements. When the phase
difference 1s small, the signals add, when the phase difference
1s near  the signals cancel each other. By comparing the
signal strength detected at the interferometer to the signal
strength of the antennas separately the target can be placed
(independently) at one of a number of positions 1n space, as
shown 1n FIG. 3B discussed below.

The phase relationship can be described by the speed of

light ¢, the frequency of the signal wave 1, and the wavelength
A

C=fA

The signal wave travels a distance L 1n a given time T,
where:

1=L/c

The phase of the signal wave advances through an angle of
2nt’T with respect to time zero. The difference between the
arrival of the signal at antenna Al and antenna A2 can be
represented by a distance m shown in FIG. 3A. The phase
difference 1s

where the notation | | means floor (that is, the largest integer
less than the operand).

FIG. 3B shows a simplified picture of the signal level out of
the interferometer with respect to target location relative to
the interferometer. The cyclical nature of phase cause mul-
tiple or ambiguous solutions for target locations, as shown in
FIG. 3C. FIG. 3D shows how the signal level varies over a
cycle (0,2m). Since a signal wave propagates through a dis-
tance of 2 radians 1n each cycle, the direction of arrival 0
may be a multiplicity of possible directions of arrival, each of
which have identical phase ¢. The number of such ambigu-
ities 1s related to the distance between antennas by
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where D 1s the distance between the antennas, and 1s assumed
to be at least

b =

and A 1s the transmitted wavelength of the signal.

As can be seen, peaks and troughs are generated in the
phase difference signal ¢ as the target 106 moves with respect
to the first and second antennas Al, A2 to generate position
information for the target. The detected peaks and troughs can
be compared to a signal derived from the reported position
information for the target to determine spoofing of the target.
That 1s, 1f the peaks and troughs do not match the peaks and
troughs expected based upon the reported position of the
target, the target may be spoofing. The peaks correspond to
constructive 1nterference of the recerved signals and the
troughs correspond to destructive mterference as determined
by the wavelength of the signal transmitted by the target.

It 1s understood that it may not be possible to determine the
exact position of the target 106 from the received signal
information. However, comparing the computed phase signal
with an expected phase signal can determine whether the
position of the target reported by the target 1s plausible. More
particularly, the aircraft transmits 1ts GPS location to the
ground station, which includes first and second antenna ele-
ments. The ground station can use the first and second antenna
clements to generate a phase signal for the transmission that
can be compared to a phase signal that 1s computed as 11 the
aircrait really were transmitting from the reported GPS loca-
tion.

In one embodiment, detection processing computes the
actual magnitude of the signal recetved and compares 1t with
the interferometery signal to determine where 1n the ambigu-
ity pattern, the target lies. It should be noted that the target
cannot spool the interferometer with respect to angle, since
the determination 1s made only with data that the target cannot
control.

The target could try to spoof inrange and/or speed, but even
these would be very difficult to do when comparing the signal
change over time, using the mterferometric reports, with the
actual reported position. That 1s, on any given return the target
could try to spoof range and/or speed, but looking at these
spoofed results over time would make 1t obvious that the
range and/or speed are inconsistent.

It should be noted that it generally takes three ground
stations to determine the position of a target that 1s spoofing
its position. Using exemplary embodiments of the invention,
two ground stations can quickly determine position because
the ambiguity pattern of the two stations cross each other in
ways that assure that the target cannot cross space without
hitting a series of combined ambiguities that 1s distinct

[

enough to place the target, as shown 1n FIG. 3E.

FI1G. 4 shows an exemplary sequence of steps for providing
spoofing detection 1n an air traffic control system. In one
embodiment, processing steps can be provided as computer-
readable instructions stored on a disk 415. The instructions
enable a machine to perform processing to implement exem-
plary embodiments of the invention.
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In step 400, a signal from a target, such as an aircratit, 1s
received by a first antenna element. In step 402, the signal
from the target 1s recerved by a second antenna element. A
phase difference between the signals received by the first and
second antenna elements 1s computed 1n step 404. In step 406,
an angle of incidence for the signal, which can correspond to
multiple target locations, 1s derived from the phase informa-
tion. In step 408, peaks and troughs in the phase difference
signal are generated due to movement of the target with
respect to the antenna elements from which target position
information can be derived.

In step 410, the phase difference signal 1s compared with a
signal based upon the position of the target reported by the
target. That 1s, a target that 1s at the location reported by the
target will generate a certain signal, which can be compared
against the signals actually received by the antennas A1, A2.
In step 412, spoofing 1s detected when the determined and
reported signal information does not match. It 1s understood
that the phase difference signal, or other signal derived from
the phase difference signal, can be used for comparison
against the received signals.

It 1s understood that a wide variety of techniques for deter-
mining whether positions/signals match can be used. As used
herein, the term match refers to a threshold amount(s) and/or
parameter(s) that determine a degree of similarity between
the positions and/or the peaks and troughs in the computed
and reported signals. It 1s further understood that the phase
information can be used to generate a variety of signals to
facilitate comparison with a signal(s) generated from the
target-transmitted GPS location. In addition, 1t includes tech-
niques where two ground stations exchange phase informa-
tion to determine exact location of the target.

Exemplary embodiments of the invention can have various
partitions ol hardware and software. Alternative embodi-
ments having different apportionment between hardware and
soltware to meet the needs of a particular application will be
readily apparent to one of ordinary skill in the art. In addition,
the 1nventive processing can be implemented in computer
programs executed on programmable computers/machines
that each includes a processor, a storage medium or other
article of manufacture that i1s readable by the processor (1n-
cluding volatile and non-volatile memory and/or storage ele-
ments), at least one mput device, and one or more output
devices.

The system may be implemented, at least in part, via a
computer program product, (e.g., 1n a machine-readable stor-
age device), for execution by, or to control the operation of,
data processing apparatus (e.g., a programmable processor, a
computer, or multiple computers)). Each such program may
be implemented 1n a high level procedural or object-oriented
programming language to communicate with a computer sys-
tem. However, the programs may be implemented 1n assem-
bly or machine language. The language may be a compiled or
an 1mterpreted language and 1t may be deployed 1n any form,
including as a stand-alone program or as a module, compo-

nent, subroutine, or other unit suitable for use in a computing
environment.

A computer program may be deployed to be executed on
one computer or on multiple computers at one site or distrib-
uted across multiple sites and interconnected by a communi-
cation network. A computer program may be stored on a
storage medium or device (e.g., CD-ROM, hard disk, or mag-
netic diskette) that 1s readable by a general or special purpose
programmable computer for configuring and operating the
computer when the storage medium or device is read by the
computer.
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In addition, 1t 1s understood that exemplary embodiments
of the invention include determination of peak and trough,
1.€., constructive and destructive interference from the target,
as wells as techniques that determine the phase of the target in
analog and/or digital implementations.

Having described exemplary embodiments of the mven-
tion, 1t will now become apparent to one of ordinary skill in
the art that other embodiments incorporating their concepts
may also be used. The embodiments contained herein should
not be limited to disclosed embodiments but rather should be
limited only by the spirit and scope of the appended claims.
All publications and references cited herein are expressly
incorporated herein by reference 1n their entirety.

What 1s claimed 1s:

1. A method, comprising;:

receiving a signal from a target at first and second ground
stations forming part ol an ADS-B air traific control
system;

determining a phase diflerence signal between the signal
received at the first ground station and the signal
received at the second ground station;

determining peaks and troughs in the phase difference
signal due to movement of the target;

comparing the determined peaks and troughs in the phase
difference signal with a phase difference derived from a
position of the target reported by the target; and

identifying spoofing of the target from the comparison of
the determined phase different signal and the signal
derived from the position of the target reported by the
target.

2. The method according to claim 1, further including
comparing at selected times the determined peaks and
troughs 1n the phase difference signal with a phase difference
derived from a position of the target reported by the target to
check for consistency between target reported location and
possible target locations.

3. The method according to claim 1, wherein the target1s an
aircraft.

4. The method according to claim 1, wherein the position of
the target reported by the target was reported over a 1090ES
link.

5. The method according to claim 1, further including
determining possible target locations from the signal recerved
at the first ground station and the signal received at the second
ground station.

6. The method according to claim 5, further including
determining spoofing of the target 1f the position of the target
reported by the target 1s not of the possible target locations
determined from the signal received at the first ground station
and the signal received at the second ground station.

7. An ADS-B air traflic control system, comprising

an ground station to communicate with aircraft, the ground
station including first and second antennas;

a target spoofing detection module to detect spoofing by an
aircrait if a position of the aircrait reported by the air-
crait 1s not one of possible target locations determined
from a signal from the aircraft received at the first

ground station and received at the second ground station
of the ADS-B air traffic control system.
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8. The system according to claim 7, wherein the target
spoofing detection module 1s configured to determine a phase
difference signal between the signal received at the first
antenna and the signal recerved at the second antenna, com-
pare the determined phase difference signal with a phase
difference signal derived from a position of the aircrait
reported by the aircrait, and to identily spoofing of the aircraft
from the comparison of the determined phase different signal
and the signal dertived from the position of the aircraft
reported by the aircratt.

9. The system according to claim 7, wherein the target
spoofing detection module 1s configured to compare at
selected times the determined peaks and troughs in the phase
difference signal with a phase difference derived from a posi-
tion of the aircrait reported by the aircraft to check for con-
sistency between aircraft reported location and possible air-
crait locations.

10. The system according to claim 7, wherein the position
of the aircraft reported by the aircraft was reported over a
1090ES link.

11. An article, comprising:

a computer readable medium containing stored instruc-
tions that enable a computer to control a machine to
perform the steps of:

receving a signal from a target at first and second ground
stations forming part of an ADS-B air traific control
system:

determining a phase difference signal between the signal
received at the first ground station and the signal
received at the second ground station;

determining peaks and troughs in the phase difference
signal due to movement of the target;

comparing the determined peaks and troughs 1n the phase
difference signal with a phase difference derived from a
position of the target reported by the target; and

identitying spoolfing of the target from the comparison of
the determined phase different signal and the signal
derived from the position of the target reported by the
target.

12. The article according to claam 11, further including
instructions for comparing at selected times the determined
peaks and troughs 1n the phase difference signal with a phase
difference dertved from a position of the target reported by the
target to check for consistency between target reported loca-
tion and possible target locations.

13. The article according to claim 11, wherein the target 1s
an aircrafit.

14. The article according to claim 11, further including
instructions for determining possible target locations from
the signal recerved at the first ground station and the signal
received at the second ground station.

15. The article according to claim 14, further including
instructions for determining spoofing of the target 11 the posi-
tion of the target reported by the target 1s not of the possible
target locations determined from the signal recerved at the
first ground station and the signal received at the second
ground station.
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