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(57) ABSTRACT

Disclosed 1s a method and apparatus to provide an IP connec-
tion between a mobile station (MS 10) and a computing
device (CD 12). The method includes imitiating the set up of
the IP connection with a command sent from the CD to the
MS over a local interface (13) and, 1n response to receiving
over the local interface an IP message at the MS from the CD,
routing the recerved IP message to an application that 1s
resident 1n the MS. 2. In a presently preferred first embodi-
ment the command 1s an AT command, more specifically an
AT+CRM command having a value of five. In a presently
preferred second embodiment the command places the MS
into an auto-answer mode, and 1s an ATSO=1 command.

33 Claims, 3 Drawing Sheets
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METHOD AND APPARATUS TO TERMINATE
DIAL-UP CONNECTIONS ON MOBILE
DEVICES

TECHNICAL FIELD

This mvention relates generally to wireless connectivity
between a mobile device or mobile station and a network
using Internet Protocol (IP) messaging and, more specifically,
relates to establishing an IP connection between a mobile
station and a computing device.

BACKGROUND

In wireless networks, IP connectivity 1s provided to a
mobile station (MS) by the use of at least two modes of
operation. The first mode of operation can be referred to as a
Browser or Internal Mode, where a connection 1s 1nitiated
from the MS. In this mode, and by example, a browser or
mini-browser that runs in the MS can 1nitiate a TCP/IP con-
nection to access the Internet. In a second mode of operation,
also referred to as a Relay Mode, the MS 1s used as a dial-up
wireless modem to provide IP connectivity to a computing,
device, such as a desktop or laptop computer.

In the Internal Mode those applications resident on the MS,
such as the mini-browser, communicate with the Internet
over-the-air, while in the Relay Mode the IP trailic from the
computing device 1s transparently relayed by the MS to a
bearer (e.g., a code division, multiple access (CDMA) or a
global system for mobile communication (GSM)/general
packet radio system (GPRS) radio bearer).

However, no standard technique 1s known to currently exist
by which the computing device can establish an IP connection
with applications residing on the MS, for example with a PIM
(Personal Information Management) application, without
using a cellular network. As can be appreciated, 1n some
applications 1t may be less than desirable to use the cellular
network for making an IP connection between a MS and a
local computing device, such as a laptop computer in one’s
home or office.

Thus, while standards, procedures and protocols are cur-
rently 1n place for enabling an application that resides on the
MS to connect to an application that resides on a computing
device over the cellular network, such as a CDMA or GPRS
network 1n the Internal Mode of operation, no standard tech-
nique of communication over a short-haul interface, such as a
USB, or a Senal IR (short range infrared) or a Bluetooth™
(low power, short range RF) interface, 1s currently available.

While one might attempt to circumvent this problem by
writing special device drivers that would plug-in as, for
example, USB, Senial IR, or Bluetooth™ IP interfaces into
the computing device’s Operating System (0OS), this
approach would require developing, supporting, installing
and possibly uninstalling device drivers for several different
computing device architectures.

Prior to this invention, there was no satistactory solution to
the problem that arises when a computing device desires to
communicate with an application resident on a MS using
IP-based protocols over a medium other than the cellular
network.

SUMMARY OF THE PREFERRED
EMBODIMENTS

The foregoing and other problems are overcome, and other
advantages are realized, in accordance with the presently
preferred embodiments of these teachings.

An aspect of this ivention concerns making a direct IP
connection between a computing device and a MS using
IP-based protocols, without involving a cellular network.
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Another aspect of this invention concerns terminating an IP
connection on the MS, rather than using the MS simply as a
connection medium, such as a wireless modem. A further
aspect of this invention involves making communication pos-
sible between peer-to-peer (P2P) applications on the MS and
a computing device, without requiring installation of new
device drivers or software on the computing device.

In one aspect this invention provides a method to provide
an [P connection between a MS and a CD, and includes
initiating the set up of the IP connection with a command sent
from the CD to the MS over a local interface and, 1n response
to recerving over the local interface an IP message at the MS
from the CD, routing the received IP message to an applica-
tion that 1s resident 1n the MS.

In another aspect this invention provides a computer pro-
gram stored 1n a computer readable medium within a MS to
provide an IP connection between the MS and a CD. The
computer program includes first computer program code that
1s responsive to a receipt of a command from the CD over a
local interface to mmitiate the set up of the IP connection; and
further includes second computer program code that is
responsive to recerving over the local interface an IP message
from the CD, to route the recerved IP message to an applica-
tion that 1s resident 1n the MS.

A MS that includes means for implementing the method
and the computer program 1s also disclosed.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other aspects of these teachings are
made more evident 1n the following Detailed Description of
the Preferred Embodiments, when read 1n conjunction with
the attached Drawing Figures, wherein:

FIG. 1 illustrates a protocol stack and applications ona MS
and a Computing Device (CD);

FIG. 2 illustrates message tlow during a CD-1nitiated con-
nection; and

FIG. 3 illustrates message flow during a MS-1nitiated con-
nection.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

PR.

(L]
=]

ERRED

FIG. 1 shows a Protocol Stack and Applications ona MS 10
and a CD 12. The MS 10 may be, as examples, a cellular
telephone, or a personal data assistant (PDA), or a personal
organizer, or a handheld computing device, or it may contain
a combination of two or more of these functions. The CD 12
could be a laptop or a desktop computer, a handheld com-
puter, or any device having computing capabilities. The MS
10 and CD 12 are assumed to each include a local data
processor coupled to a memory that stores at least one peer
application 10A, 12A; a protocol stack 10B, 12B containing
TCP, UDP IP and Point-to-Point Protocol (PPP) protocols; at
least one of an IR/USB and/or Bluetooth™ interface and
drivers 10C, 12C connected through a wired or a wireless
local interface 13; and in the MS 10 a modem software mod-
ule 10D, while 1n the CD 12 a modem and dialer software
module 12D. The connections between the protocol stacks
10B, 12B are assumed to be logical connections that are
actually made via, in accordance with this invention, the local
interface 13. Also shown for completeness 1 FIG. 1 15 a
wireless connection between the MS 10 and a base station
(BS) 14A of a wireless (cellular) network 14, such as a
CDMA network Note that the MS 10 may include a camera
16 that 1s suitable for generating 1mage data, such as photo-
graphs and/or video clips.

The memory of the MS 10 also stores a computer program
for implementing this invention, as will be described below 1n

relation to FIGS. 2 and 3. It 1s a feature of this invention that
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the software of the CD 12 need not be modified to work with
the MS 10 that operates 1n accordance with this invention.

This invention 1s disclosed below 1n the context of a dial-up
mode for the MS 10 that can be referred to as a “Terminating,
Dial-up Mode”. As the name indicates, this mode provides a
capability to the MS 10 to locally terminate (form one end of)
a dial-up connection from the CD 12, rather than to bypass or
merely relay such a connection to a wireless bearer, such as
the cellular network 14 shown in FIG. 1. An extension to the
AT command set 1s presently preferred for this purpose,
although the imvention is not limited to only the use of the AT
command set.

In a CDMA wireless network 14 the extension can be
provided in an AT command “+CRM?” (set R 1nterface pro-

tocol). The +CRM command 1s specified in TIA/EIA-
IS707.3, and the command syntax 1s: AT+CRM=<Val>. As
currently specified <Val> can have a value 1n the range of O to
4 for configuring the MS 10 into one of the following modes

using the +CRM command.
<Val> Mode

0 Asynchronous Data or Fax

1 Packet data service, Relay Layer R interface

2 Packet data service, Network Layer R interface, PPP
3 Packet data service, Network Layer R interface, SLIP
4 STU-III Service

In the presently preferred embodiment of this invention the
new, extended command AT+CRM=5 1s interpreted by the
MS 10 as a command to place the MS 10 1nto the ““Terminat-
ing Dial-up Mode” of operation. The invention enables an end
user to configure the MS 10 for terminating connections, and
to subsequently connect to the MS 10 from the CD 12 by
dialing the AT+CRM=5 command from conventional dialer
software 12D. During this process the CD 12 functions 1n a
conventional manner as though 1t were connected to a
modem, while the MS 10 eflectively functions as a combina-
tion of both a modem and an end device. No new drivers or
other software are required by the CD 12 to operate with a MS
10 1n the “Terminating Dial-up Mode” of operation, and all
components of the CD 12 may remain unchanged from those
found 1 a conventional CD 12.

The modem software 10D of the MS 10 1s preferably
modified to correctly interpret the extended AT+CRM=5
command, 1.e., the ““Terminating Dial-up Mode” command,
so as to configure the resident IP protocol stack 10B to route
received packets to local applications, such as to the peer
application 10A.

The operation of terminating the connection at the MS 10
can be performed in one of at least two modes. A first
approach 1s via a CD 12 mitiated connection, as depicted 1n
FIG. 2, while a second approach 1s via a MS 10 mitiated
connection, as depicted in FIG. 3. It 1s assumed that the

commands and messages depicted in FIGS. 2 and 3 flow over

the local interface 13 between the IR/USB/Bluetooth™ inter-
faces 10C, 12C of FIG. 1.

In FIG. 2 the CD 12 at Step A sends the new, extended AT
command AT+CRM=5 to the MS 10 through the dialer soft-
ware 12D and via the local interface 13. This 1s an indication
to the MS 10 that the CD 12 desires to establish a terminating,
connection. At Step B it 1s assumed that the MS 10 responds
back to the CD 12 with an OK. At Step C the CD 12 sends a
conventional ATD #7777 sequence to establish a call, and a
Step D the MS 10 responds back with a CONNECT 1ndica-
tion. At Step E any necessary PPP negotiations occur between
the MS 10 and the CD 12, and at Step F the IP connection 1s
established. During the Step E and F processes the MS 10
assigns some arbitrary IP address, for example 10.0.0.1, to the
CD 12 and some other arbitrary IP address, for example
10.0.0.2, to 1tself. The MS 10 also configures its resident IP
protocol stack to route incoming IP packets to the local appli-

cation(s), such as the peer application 10A. Also, the dialer
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software 12D of the CD 12 adds an IP interface to the OS of
the CD 12. This 1s similar to normal dial-up connections
where dialer software adds a PPP interface to the operating
system of the CD after a successiul authentication from an
ISP (Internet Service provider). Communication subse-
quently occurs between the peer applications 10A, 12A using
the local, short range IR/USB/Bluetooth™ interface 10C,
12C.

In the second mode reterred to above the MS 10 1s enabled
to mnitiate the dial-up connection, for example to synchronize
data with the CD 12 based on user preferences, such as every
morning, or whenever the MS 10 connects the CD 12. Refer-
ring to FIG. 3, at Step A the CD 12 sets the MS 10 into an
auto-answer mode by sending an ATS0=1 command
sequence to the MS 10, to which the MS 10 responds with an
OK (Step B). At some point the MS 10 receives a trigger
signal, such as one from the peer application 10A resident on
the MS 10, to establish an IP connection with the CD 12. In

response 1o recerving the trigger signal, at Step C the MS 10
sends a RING to the CD 12. The CD 12 sets up the physical
layer connection and at Step D a CONNECT string 1s sent
alter the physical layer 1s set up. At Step E the PPP negotia-
tions occur, as was described 1n regard to Step E of FIG. 2,
with arbitrary IP addresses being assigned. The dialer soft-
ware 12D adds the PPP as an IP interface to the OS of the CD
12, as was discussed above with regard to FIG. 2, and at Step
F the peer applications 10A, 12A communicate via the estab-
lished IP connection.

The operation performed by the CD 12 at Step A of FIG. 3
may be considered to essentially emulate a conventional
operation where the CD 12 sets the MS 10 to the auto-answer
mode when a call from an application 1s expected. When the
call from the cellular network 14 arrives the MS 10 1s then
enabled to automatically answer the call, and send the RING
to the CD 12. In this case the CD 12 1s using the MS 10 as a

modem for communicating with some remote application via
the cellular network 12.

In accordance with this invention, however, the CD 12
actually initiates the connection, which 1 a conventional
setup would be mitiated by the cellular network 14. The peer
application 12A communicates directly with the local peer

application 10A of the MS 10 using the IP protocol 12B, 10B,
and the cellular network 14 need not be involved at all.

Note that this invention 1s preferably software based, and

no hardware changes need be made to either the MS 10 or the
CD 12.

Because the cellular network 14 1s not required for com-
munications between the peer applications 10A, 12A, a sav-
ings 1n cellular air time usage 1s achieved, as 1s an increase 1n
speed as the IP connectivity 1s available over a short-haul,
lower latency interface, such as the IR/USB/Bluetooth™
interface 12C. Furthermore, standard IP-based connectivity
between the CD 12 and the MS 10 can be achieved, which
implies that an application written for a first MS 10 can be
readily ported to a second MS 10, so long as the second MS 10
provides IP connectivity.

As can be appreciated, the use of this invention aids 1n
migrating peer-to-peer applications to IP-based protocols.
Exemplary and non-limiting applications include PIM and
Synchronization. Prior to this invention, these applications
were based on proprietary message exchange between the

MS 10 and a vendor-specific application installed on the CD
12.

The foregoing description has provided by way of exem-
plary and non-limiting examples a full and informative
description of the best method and apparatus presently con-
templated by the mventors for carrying out the invention.
However, various modifications and adaptations may become
apparent to those skilled 1n the relevant arts 1n view of the
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foregoing description, when read in conjunction with the
accompanying drawings and the appended claims.

As one example, similar extension can be defined for
GSM/GPRS devices. Also, this invention 1s not limited to the
use of only the value of 5 for the AT+CRM command, or to
only the use of the AT+CRM command, as other values and/or
types of commands might be defined to be used to place the
MS 10 1nto the “Terminating Dial-up Mode” of operation.

Also, 1t should be noted that the peer-to-peer applications
that can be accommodated by the use of this invention are not
limited to only the above-mentioned PIM (Personal Informa-
tion Management) and Synchronization applications. As non-
limiting examples, other peer-to-peer applications can
include, but are not limited to: File Synchronization and
Backup applications, such as those that can be used for photos
and video clips made by the camera 16 of the MS 10; appli-
cations that would download to the MS 10 one or more music
clips that the user wishes to listen to when mobile; Parameter
Provisioning applications such as those for provisioning user
preferences, such as a Date/Time/Calendar format through a
P2P application residing on the MS 10 and CD 12 (currently
this 1s accomplished by using the Ul (User Interface) of the
MS 10); and debugging applications for debugging the MS 10
over the terminating connection. In this latter example, since
IP connectivity 1s available between the MS 10 and the CD 12,
debugger software can be run on the CD 12 which connects to
a debugging agent running on the MS 10, and that can control
execution of instructions on the MS 10. The debugger soft-
ware can also show desired information related to the MS 10,
such as the value of vanables currently residing in the
memory and execution stack of the MS 10.

However, all such and similar modifications of the teach-
ings of this mvention will still fall within the scope of this
invention.

Furthermore, some of the features of the present invention
could be used to advantage without the corresponding use of
other features. For example, only the process of FIG. 2 might
be implemented 1n a given application setting, and not the
process of FIG. 3, and vice versa. As such, the foregoing
description should be considered as merely illustrative of the
principles of the present invention, and not in limitation
thereof.

What 1s claimed 1s:

1. A method, comprising;:

receiving a command at a mobile station from a computing

device over a local interface between the mobile station
and the computing device, where the command places
the mobile station into a mode 1n which a dial-up con-
nection between the mobile station and the computing
device 1s locally terminated at the mobile device without
involving any cellular network;

establishing an internet protocol connection between the

mobile station and the computing device comprising the
mobile station assigning an internet protocol address to
the computing device and an internet protocol address to
the mobile station, and configuring an internet protocol
stack at the mobile station, where the internet protocol
stack 1s configured to route packets recerved via the
dial-up connection that 1s locally terminated at the
mobile station to a peer application that 1s resident 1n the
mobile station; and

in response to recerving at the mobile station via the dial-up

connection that 1s locally terminated at the mobile sta-
tion an internet protocol message from the computing
device, routing the internet protocol message recerved
from the computing device to the peer application that 1s
resident in the mobile station, where communications
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between the mobile station and the computing device
occur over the internet protocol connection using the
local interface and where the local 1nterface 1s at least
one ol a short range infrared, umiversal serial bus, and
Bluetooth interface, where the internet protocol mes-
sage recerved from the computing device comprises a
communication from a peer application resident 1n the
computing device and where the peer application resi-
dent 1n the computing device and the peer application
resident in the mobile station communicate directly with
cach other via the dial-up connection locally terminated
at the mobile station using logical connections between
an 1nternet protocol stack at the computing device and
the internet protocol stack at the mobile station.

2. A method as 1n claim 1, where the command 1s an AT
command.

3. A method as 1n claim 1, where the command 1s an
AT+CRM command.

4. A method as in claim 3, further comprising;:

sending an ATD #777 command to the mobile station from

the computing device over the local interface to establish
a call;

performing peer-to-peer protocol negotiations over the

local interface; and

establishing the internet protocol connection over the local

interface.
5. A method as 1in claim 1, where the command 1s an
AT+CRM command having a value of five.
6. A method as 1in claim 1, where the command places the
mobile station 1nto an auto-answer mode.
7. A method as in claim 6, further comprising;:
in response to an occurrence of a trigger signal at the
mobile station, sending a Ring signal to the computing
device over the local interface to establish a call;

performing peer-to-peer protocol negotiations over the
local interface; and

establishing the internet protocol connection over the local

interface using arbitrary internet protocol addresses for
the mobile station and the computing device.

8. A method as in claim 1, where the command 1s an
ATSO=1 command.

9. A method as 1n claim 1, where the local interface com-
prises one of a wired interface and a wireless interface.

10. A computer readable memory within a mobile station
embodying a computer program executable by a processor to
perform actions comprising;:

recerving a command at a mobile station from a computing

device over a local interface between the mobile station
and the computing device, where the command places
the mobile station into a mode 1 which a dial-up con-
nection between the mobile station and the computing
device 1s locally terminated at the mobile device without
involving any cellular network;

establishing an internet protocol connection between the

mobile station and the computing device comprising the
mobile station assigning an internet protocol address to
the computing device and an internet protocol address to
the mobile station, and configuring an internet protocol
stack at the mobile station, where the internet protocol
stack 1s configured to route packets received via the
dial-up connection that 1s locally terminated at the
mobile station to a peer application that 1s resident 1n the
mobile station; and

responsive to recerving at the mobile station via the dial-up

connection that 1s locally terminated at the mobile sta-
tion an internet protocol message from the computing
device, routing the internet protocol message recerved
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from the computing device to the peer application that 1s
resident 1n the mobile station, where communications
between the mobile station and the computing device
occur over the internet protocol connection using the
local 1nterface and where the local interface 1s at least
one of a short range inirared, universal serial bus, and
Bluetooth interface, where the internet protocol mes-
sage recerved from the computing device comprises a
communication from a peer application resident 1n the
computing device and where the peer application resi-
dent 1n the computing device and the peer application
resident in the mobile station commumnicate directly with
cach other via the dial-up connection that i1s locally
terminated at the mobile station using logical connec-
tions between an internet protocol stack at the comput-
ing device and the internet protocol stack at the mobile
station.

11. The computer readable memory embodying a com-
puter program as in claim 10, where the command 1s an AT
command.

12. The computer readable memory embodying a com-
puter program as in claim 10, where the command 1s an
AT+CRM command.

13. The computer readable memory embodying a com-
puter program as in claim 10, where the command 1s an
AT+CRM command having a value of five.

14. The computer readable memory embodying a com-
puter program as in claim 10, further comprising computer
program code to send an ATD #777 command to the mobile
station from the computing device over the local interface to
establish a call, to perform peer-to-peer protocol negotiations
over the local interface and to establish the internet protocol
connection over the local interface.

15. The computer readable memory embodying a com-
puter program as 1n claim 10, where the command places the
mobile station 1nto an auto-answer mode.

16. The computer readable memory embodying a com-
puter program as in claim 15, further comprising computer
program code, responsive to an occurrence of a trigger signal
at the mobile station, to send a Ring signal to the computing
device over the local interface to establish a call, to perform
peer-to-peer protocol negotiations over the local interface and
to establish the internet protocol connection over the local
interface using arbitrary internet protocol addresses for the
mobile station and the computing device.

17. The computer readable memory embodying a com-
puter program as in claim 10, where the command 1s an
ATSO=1 command.

18. The computer readable memory embodying a com-
puter program as in claim 10, where the local interface com-
prises one of a wired interface and a wireless 1nterface.

19. An apparatus comprising:

at least one data processor; and

at least one memory including computer program code,

where the at least one memory and the computer pro-
gram code are configured, with the at least one data
processor, to cause the apparatus to at least:

receive a command from a computing device over a local

interface between the apparatus and the computing
device, where the command places the apparatus 1nto a
mode 1 which a dial-up connection between the appa-
ratus and the computing device 1s locally terminated at
the apparatus without involving any cellular network;
establish an 1internet protocol connection between the
apparatus and the computing device comprising assign-
ing an internet protocol address to the computing device
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and an internet protocol address to the apparatus, and
configuring an internet protocol stack at the apparatus,
where the internet protocol stack 1s configured to route
packets recetved via the dial-up connection that is
locally terminated at the apparatus to a peer application
that 1s resident in a memory of the apparatus; and

responsive to receiving at the apparatus via the dial-up
connection locally terminated at the apparatus an inter-
net protocol message from the computing device, route
the internet protocol message recerved from the comput-
ing device to the peer application that 1s resident in the
memory ol said apparatus, where communications
between the apparatus and the computing device occur
over the internet protocol connection using the local
interface and where the local interface 1s at least one of
a short range infrared, universal senal bus, and Blue-
tooth interface, where the internet protocol message
received from the computing device comprises a com-
munication from a peer application resident 1n the com-
puting device and where the peer application resident in
the computing device and the peer application resident
in the apparatus communicate directly with each other
via the dial-up connection that 1s locally terminated at
the mobile station using logical connections between an
internet protocol stack at the computing device and the
internet protocol stack at the apparatus.

20. An apparatus as 1n claim 19, where the command 1s an
AT command.

21. An apparatus as 1n claim 19, where the command 1s an
AT+CRM command.

22. An apparatus as 1n claim 19, where the command 1s an
AT+CRM command having a value of five.

23. An apparatus as in claim 19, embodied in a mobile
station and where the command places said mobile station
into an auto-answer mode.

24. An apparatus as 1n claim 19, where the command 1s an
ATSO=1 command.

25. An apparatus as 1 claim 19, where said local interface
comprises at least one of a wired interface and a wireless
interface, and where the assigned internet protocol addresses
are assigned arbitrarily to the apparatus and to the computing
device.

26. An apparatus as 1n claim 19, where the peer application
resident 1n the mobile station comprises a personal informa-
tion management-application.

277. An apparatus as 1n claim 19, where the peer application
resident 1n the mobile station enables data to be transierred
from the apparatus to the computing device for storage.

28. An apparatus as 1n claim 27, where the data comprises
data generated by a camera of the apparatus.

29. An apparatus as 1n claim 19, where the peer application
resident 1n the mobile station enables data to be transierred
from the computing device to the apparatus for storage.

30. An apparatus as 1n claim 29, where the data comprises
music data.

31. An apparatus as 1n claim 19, where the peer application
resident 1n the mobile station comprises a synchronization
application.

32. An apparatus as 1n claim 19, where the peer application
resident 1n the mobile station comprises a parameter provi-
sioning application.

33. An apparatus as 1n claim 19, where the peer application
resident 1n the mobile station comprises a debugging appli-
cation.
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