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(57) ABSTRACT

In a load distribution system, a plurality of processing servers
are 1nstalled and a context-dependent distributor 1s arranged
in a stage before the processing servers such that a distribu-
tion rule 1s set to the distributor to appropriately distribute an
event to an associated processing server, the event being
necessary for the server to execute a processing rule set
thereto. To achieve the processing distribution in a system of

this type, a plurality of processing servers are disposed and an
event processing distribution control unit sets event process-
ing rules to the respective processing servers for idividual
applications. The distribution controller sets a distribution
rule associated with context of an event to a distributor so that
the event 1s distributed to an associated server beforehand
designated to process the event. This makes 1t possible to
accomplish load distribution for the processing servers.

25 Claims, 13 Drawing Sheets

_106a 106b ,10B¢
APPLICATION APPLICATION APPLICATION ‘APPLICAHUN' APPLICATION |APPLICA11{]N| APPLICATION
| msa 108b 10&: We \ 110y

1112
111b” M1¢

111¢

- \‘ H‘ —~— 1 \ l 104e
%'\ Y 1 /“-*ﬂmb H110\ i /11d\ LE’ o
FSSING PROCESSING PROCESSING PROCESSING
|| P e re
& || O SRR [PROESSH SRR [PROCESING SRR Y - [PRCESSING SRV PH[!CESSING TR |PROCESSING SRV
0 CONTEXT-DEPENDENT 1 1044
x \r C 1040 *HSRBUTON o
§ 1102 59 113a 113f
37— [ISTRIBUTION

g | RULE

CONTEXT-DEPENDENT

| B o "DSTRIEUTOR

111f
M1e

DEVICE DEVICE DEMCE l DEVICE l DEVICE DEVICE

105a 105b 105¢ 105d

105 105f



US 7,856,634 B2

Page 2
U.S. PATENT DOCUMENTS JP 2001-117897 A 4/2001
6,886,035 B2* 4/2005 Wollt ......coeevviiiiiniinl. 700/219 f_P 2002-335208 A 1172002
6.922.832 B2*  7/2005 Barnettetal. ....oooovvvvnn.... 7181 P 2004-5249 A 172004
6,938,256 B2* 8/2005 Dengetal. ................. 718/104
2004/0162807 Al* 8/2004 Montagne ...................... 707/1
2005/0108718 Al1* 5/2005 Kumaretal. ....o.o....... 718/102 OTHER PURIICATIONS
2005/0111367 Al1* 5/2005 Chaoetal. cocvvenn........ 370/235
2005/0185646 Al1* &/2005 Karinoetal. ............... 370/389

FOREIGN PATENT DOCUMENTS
JP 2000-222374 A

8/2000

Nikker Open Systems, Nikkei1 Business Publications Inc., Dec. 15,
1999, pp. 128-131.

* cited by examiner



US 7,856,634 B2

Sheet 1 of 13

Dec. 21, 2010

U.S. Patent

150G 9G0G PGOS 960G 4505 ©G0G
I I 1 19 130 130
°LLG oJNKe 211G qL1G
1L ells
~TINTS INKS 00841
140)® 1Ny e
INESID0U 805
L5 ay 1S
DY 1G -
1S 1S ,
NOLLYOTIddV NOLLYOTTddV NOLLYOTVddY NOLLYOTddY NOLLYOTiddV NOLLYOTIddV
190G 990G P0G 990G 4905 290G

1dV d0ldd | O [ 1



US 7,856,634 B2

Sheet 2 of 13

Dec. 21, 2010

U.S. Patent

JG09 9G09 PGO9 0G09
IN3M) INIM) INIMD INIMD
9119 \~PLL9 °119

J119

TOLARISTa
TIavL 104INOD

609 NOILIVSNYYL ¥1d
JNIL Nd) NVIN

JOLNGRLSI

L0O9 NOILIVSNYL

4019 LINQ INIYNSYIN NdD

480¢€ AYYI0dd NOLLYOIldaV

4909 2909

43T104LNOD
NOILNOIXJ NOLLIYSNVL

JIAYIS

STARS

14V d0ldd ¢ O | A

¢

4509 €609
ILEIY ILEIN

ell9
4119

09

LINN ONRINSY 3N Nd)

Avd208d NOLLYITldaV

JITI04LNOD
NOLLND3X3 NOLLJVSNVAL

JAYIS

019

€809

eCLlY



US 7,856,634 B2

Sheet 3 0f 13

2010

b/

Dec. 21

U.S. Patent

1601 °G0| PSO!L 9G01 9601 GOl

JINAA EN] K J01d FIN( JII40 JIN30

oL I>~PLLL oLl AL
JLLL el|l
ONEESR
oL INJON3G30-1X3LNOD 10)
S

ICLL R Nmn, Ll 601
.. - _ BOLL
 Nownamsia | o~

PYO L~ PVOLN INIONIGI0-1EINOD qv0l

oS ONSSI04C

Iy
INISS3J0dq

NS INISS )0

11Ny
INISS1004d

AL INISS IO
3Ny

gL INDSII0Yd
3Ny

gL NS0

3Ny
INISS1J0dd

g3 INISSAI0YG

3Ny
INISSI)0¥d

3400
1801

JINISS100dd

5501 - padi/ |\ P h— - \20bn /)T 190k [

INISS3J0Yd

.\ f N\ 4 N o\ 4N A

_ o [ 8oLl . ogol | /asor |\ [ esol
NOLLVOTTddV NOLLYTddV NOLLYddY NOLLYOTTddY zo=§&< NOLLYOTddV NOLLYTddY

Y901 4901 2901 PO0L Y901 4901 €901

¢ O I3

L
-
=
<
-
o
-—
-
g
O
L
o3
]
O
-
7.
e,
&
-
|
Q.
—
-
—
Ll




}GOC °G0¢ PGOC 0G0l 4S0¢ eG0¢

PTTZ—011
T T i s Mg i AP

US 7,856,634 B2

~Cle YIRS 202 el
NOLLNGIMLSI WOONVY L
3517, XS INJONIJIONI-1X3LNOO vz

OISO 0LNamISIa RIS €L 0¢
e wwww INJONT430-1X3INO) INAONTG30-LYAIN0D INIONIGI0-LXIND| ~BL0T 102
= Y TINY TN NOLLNERILSIA
< NOLLNAMLSIC NOILNARILSIA NOLLNERLSIA[ | INIONIdIT-LXALNOD
- NOTLNGLSIA 607
2 INJONId30-LX3LNOD = — BEC|Z e0LZ

Pele 4027 9702 $B51Z

TS INSSTO0Ne IS INISSI0de 45 INISS3)0tia IS INISSI0He gD INISS1J0dd

NS ONISSIO0KS

= oz[ I T T T
= oo lovcsoond | |[owsswond] | |lowsSiooud | [lowssToud| | lonScaooud| | lowsSadou
~ _ POLC o 1\4d0LZ LA
: 2707 N3 E - .-.._ll.nlll“ I-I..llllu

_ \ /e ) \eoiz! owmmw /1802 e80z
Ay 02
NOLLYOTddY NOLLYOT1ddY NOLLYOTIddY| PYOC INOTLYITddY NOLLYOT1ddV NOLLYOIddV

Y90! 1901 °901 PA0 L 2901 4901

v O I

U.S. Patent

EVENT PROCESSING DISPERSION CONTROL

NOLLYONddV

€901l



US 7,856,634 B2

10}%

N NOLNGMLSIC
INIONIQIA-LXAINOD

NOLLNGRILSIA
INJAN3d30-1X1LNOD

.m HeLE jec|¢ ByC |0
= - PY0¢ I7019 qy0¢
IS INISSIO0Ya
1374019 J1NY 31Ny J1NY 31Ny Ny 31Ny
INISSI00Yd INISS300dd INISS3004d INISSI00¥d

1a0c~HONSSI004d) | | [9NISSI00Md

9 0¢

EVENT PROCESSING DISPERSION CONTROL

Dec. 21, 2010

_ [“oie \ [ eoig\ [/ %8OS\ eg0s
oivoral  Mouvoridal  [NOLvOTddy|  [Nonvomddv]  [NOLYOMddY  [NOLYOMddv|  NOLVOMdd

490¢% 190¢ 200¢ PO0¢L 290¢% 990% eg0¢

G 014

U.S. Patent



160V 0G0V PSO¥ 0G0V qG0¥ eG0v

.:?E AI\ eliy

US 7,856,634 B2

T goInansa 20b Cllv
=GN0 | LN3ANIJIONT=LXILNOD
v ___ | NOLLNEMLSIO WOONYY
ot T,

" Qv o g :\/\f ~_\ — B9l ec0h
- 0LNARLSIC _ IOLNANISIC —
S 220V |\ J0NadI0- LN 1|49 L vdaiadio-1a| ~BLOY 0r~ &
g o ZS%W__% hzu%uf@mﬁmﬁzs S
= NOLLNATYLSIA ) =
” IN3ON3d30-1X3INOY eeg|y 007 eoLy| L
J9C 1Y =
— Fa
= 2
. 70 EL1): %
ﬂ. hwo._w oz_mmm_ooxn_ wz—mmm_oow_n_ M
S _ T =
2 )P0k [ {0 )P &
———— — 1 —] 3
l RN M

_ ._ /mo B 280+ \ \agoy\
o0V Ay 0t
NOLLYOTIddV NOLLYOTddY NOILYOMddV| POV [NOTLYONddY NOLLYOTddV NOLLYOTddY NOLLYOTddV
Uaov }90V 290% P90 290+ Q90+t =Telo}

9 O 1 3

U.S. Patent



U.S. Patent Dec. 21, 2010 Sheet 7 of 13 US 7,856,634 B2
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205 201 200
PROCESSING RULE |
PROCESSING PROCESSING RECEIVER

RULE RULE

DISTRIBUTION DISTRIBUTION
RECORDER UNIT

202
PROCESSING RULE
TRANSMITTER
DISTRIBUTION RULE DISTRIBUTION RULE
DETERMINING UNIT TRANSMITTER
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0001 Rule_A_name= Rule_A-n"

0002 Event_condition=(taq_kind=4)
0003 Action={

0004
0005
0006

0007
0008

0003

0010
0011

0012

0013
0014
0015

0016
001/

0018
0019

0020

0021
0022
0023

0024 }

initial

dim eventlog[ 10] ,event_count
event_count=0
i
receive(event )}
eventlogf event_count J=event

event _count=event _count+1
[f event_count>=10(

send_eventlog(eventlog,10)

event_count=(
clear_timer()

else}
set _timer(10,timeout) /'sec /

!
l

timeout}

send_eventlog{eventlog,eventcount)
event_count=(0

clear_timer{)

US 7,856,634 B2
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F 1 G. 10

START OF SELECTION

OBTAIN MINIMUM VALUE OF NUMBER OF
PROCESSING RULES SET TO PROCESSING

SERVER

SELECT PROCESSING SERVER FOR WHICH
DIFFERENCE BETWEEN NUMBER OF
PROCESSING RULES AND MINIMUM VALUE

[S EQUAL TO OR LESS THAN PREDETERMINED
VALUE

= NUMBER OF
SELECTED SERVERS
D1

COMPARE EVENT CONDITION OF PROCESSING
RULE WITH EVENT CONDITION OF SELECTED
PROCESSING SERVER TO SELECT PROCESSING

SERVER FOR WHICH COMPARISON RESULTS
IN MATCHING

| =1 NUMBER OF =0
- SELECTED SERVERS - T
)]

SELECT PROCESSING SERVER
BEFOREHAND SELECTED AND

HAVING MINIMUM NUMBER OF
PROCESSING RULES SET THERETQ

' NUMBER OF SERVERS —""
-

SELECT PROCESSING SERVER
HAVING MINIMUM NUMBER OF

PROCESSING RULES SET THERETO

| D1

SELECT SERVER CONFORMING
T0 PREDETERMINED RULE

P —

END OF SELECTION
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-1 G117

SIEP 1 SELECT EP FOR WHICH DIFFERENCE
BETWEEN NUMBER OF RULES OF EP AND MINIMUM

VALUE OF RULES IS EQUAL T0 OR LESS THAN
PREDETERMINED VALUE (ALLOWABLE DIFFERENCE

BETWEEN NUMBERS OF RULES)

STEP 2 - FROM EPS OBTAINED IN STEP 1. SELECT
FP FOR WHICH LARGEST NUMBER OF EVENTS ARE

COMMONLY REQUIRED FOR RULE CHECK AND FOR EP

OIEP J : FROM EPS ATTAINED IN STEP 2,
SLLECT EP REQUIRING SMALLEST NUMBER OF EVENTS

[F TWO OR MORE EPS REMAIN AFTER STEP J,
SELECT EP AT RANDOM

St] RULE TO EP FINALLY REMAINING

END
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F 1 G 12

Event(TaqlD=10, ReaderiD=20)

F L GoT13

PROCESSING  [PROCESSING  {PROCESSING
| [RNG [PROENG [RR0E
RULES TO BE |Rule_A3 Rufe_A Rule_AS
ASSIGNED Rule_A2  |Rule_A6

Rule A4

F1 G 14

Rule_A1(Event(TaqlD=10, ReaderlD=20) & Event(TaqlD= 11 ReaderlD=20), notify TO Application-A)
Rule_A2(Event(TaglD=10, ReaderlD=20) & Event(TaglD=11, ReaderlD=20), notify T0 Application-B)
Rule_A3(Event(TaglD=11, ReaderlD=21) & Event(Tang 12 ReaderlD=22), notify TO Application-C)
Rule_A4(Event(TagiD=11, ReaderlD=20) & Event(TaglD=13, ReaderlD=25), notify T0 Application-C)
Rule_A5(Event(TagiD=14, ReaderlD=20} & Event(TaqlD=15, ReaderlD=21), notify TO Application-A)
Rule_A6(Event(TaglD=13, ReaderlD=25) & Event(TaglD=14, ReaderlD=20), notify T0 Application-B)
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FI1G 15

EVENT T0 BE TRANSFERRED
Event (TaglD=10, ReaderlD=20) (P2
Event (TagiD=11, ReadedD=20) (P2
Fvent (TagD=11, Readedd=2) (@
Fvent (TaglD=12, Readed0=22 [P
Event (TaqlD=13, ReaderiD=25)

Event (TaqlD=14, ReaderiD=20)
Event (TaglD=15 ReaderlD=21)

EP2
EP1
EP2, EPS

PROCESSING  [PROCESSING  |PROCESSING
SERVER 1 SERVER 2 SERVER 3
RULES TO BE |Rule_A4 Rufe_At Rule_AS
ASSIGNED Rule_A2 Rule_A6

Rule_AJ3

F 1 G 1/

ROCESSING SERVER AS TRANSFER DESTINATION

2
|, EP2

EVENT TO BE TRANSFERRED

Event (TagID=10, ReaderiD=")
Fvent (TaglD=11, ReaderlD=")
Fvent (TaglD=12, ReaderlD=")
Fvent (TagID=13, ReaderlD=")
Event (TagiD=14, ReaderiD=")
Event (TagID=15, ReaderiD=")
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LOAD DISTRIBUTION SYSTEM, AND EVENT
PROCESSING DISTRIBUTION CONTROL

APPARATUS, AND AN EVENT PROCESSING
DISTRIBUTION CONTROL PROGRAM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present mnvention relates to a load distribution system
to implement load distribution for a plurality of processing,
SErvers.

2. Description of the Related Art

In a conventional system to process events occurring from
devices, one processing server 504 executes the event pro-
cessing as shown in FIG. 1. In the system, as the number of
events S11a to 511 f increases, the server 504 becomes a
bottleneck of the processing. This leads to a problem of lim-
iting system processing performance.

In a load distribution method shown in FIG. 2 based on a
server and client method such as a method used 1n a Web
service, servers 606a and 6065 respectively include applica-
tion programs 608a and 6085 which are substantially equal to
cach other. In this system, referring to a Transmission Control
Protocol (TCP) connection or cookie, a session from the same
client (6054 to 605f) 1s transferred to the same sever (606a,
6065b).

Japanese Patent Application Laid-Open No. 2000-2223774
describes a technique to determine, 1n response to a response
from a packet processor, one of the packet processors to
which a packet dispersion controller issues a processing
request.

According to Japanese Patent Application Laid-Open No.
2004-005249, a distribution program 1s installed in proces-

sors such that processing 1s transierred between processors on
the basis of a control channel number or a terminal number.

SUMMARY OF THE INVENTION

It 1s therefore an object of the present invention, which has
been devised to solve the problem, to provide a load distribu-
tion system in which a plurality of processing servers are
installed and a context-dependent distributor 103 1s arranged
in a stage preceding the processing servers. A distributionrule
1s set to the distributor 103 to appropriately distribute an event
to an associated processing server, the event being necessary
tor the server to execute a processing rule set thereto.

To achieve the object in accordance with a first aspect of the
present invention, there 1s provided a load distribution system
including a plurality of processing servers for notifying a
result of processing of an event to a plurality of applications,
a context-dependent distributing unit for distributing events
occurring 1n terminals to the plural processing servers, and an
event processing distribution control unit for individually
setting processing rules to the plural processing servers and
setting a distribution rule to the context-dependent distribut-
ing unit, the distributing unit thereby approprately distribut-
ing events required to execute the processing rules. The event
processing distribution control unit sets the processing rule of
the event processing required by an application to the asso-
ciated processing server. The event processing distribution
control unit sets a distribution rule to context-dependent dis-
tributing unit. The event 1s appropriately distributed to the
associated processing server according to the processing rule.

According to a second aspect of the present invention, the
load distribution system further includes a context-indepen-
dent distributing unit for randomly distributing events occur-
ring in the terminals to the context-dependent distributing,
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2

unit. The context-independent distributing unit distributes the
events to the context-dependent distributing unit without
referring to context of the events.

In the load distribution system according to a third aspect
of the present invention, each of the terminals includes a
distribution rule set by the event processing distribution con-
trol unit. The terminal distributes events occurring therein to
the processing servers according to the distribution rule.

According to a fourth aspect of the present invention, the
load distribution system includes a plurality sets of the con-
text-independent distributing units of which at least one con-
text-independent distributing unmit conducting event distribu-
tion to distribute events. The context-independent
distributing units mutually confirm failure of each other. The
context-independent distributing unit conducting the event
distribution 1s replaced, if failure 1s detected therein, by
another context-independent distributing unit.

According to a fifth aspect of the present invention, the load
distribution system includes a plurality of sets of the context-
dependent distributing units. The context-dependent distrib-
uting units mutually confirm failure of each other.

In the load distribution system according to a sixth aspect
of the present invention, by notifying confirmation of failure
to context-independent distributing units, the context-inde-
pendent distributing units do not distribute an event to the
context-independent distributing unit 1n which failure has
occurred.

In the load distribution system according to a seventh
aspect of the present invention, the event processing distribu-
tion control unit includes a processing rule distribution
recording unit for recording, for each of the processing serv-
ers, an event condition contained at least 1n the processing
rule among those distributed as above. The event processing
distribution control unit refers to the processing rule distribu-
tion recording unit at reception of a new processing rule, and
assigns the new processing rule to one of the processing
servers which 1s assigned with processing rules and of which
the number of processing rules 1s within a predetermined
range relative to a minimum value of the numbers of the
processing rules respectively assigned to the processing serv-
ers, the processing server having an event condition substan-
tially equal to an event condition of the new processing rule.

In the load distribution system according to an eighth
aspect of the present invention, in the absence of the process-
ing server having an event condition substantially equal to an
event condition of the new processing rule, 1f part of an event
condition beforehand assigned to a particular one of the pro-
cessing servers matches the event condition of the new pro-
cessing rule, the new processing rule 1s assigned to the par-
ticular processing server.

In the load distribution system according to a ninth aspect
of the present mvention, in the absence of the processing
server having an event condition substantially equal to an
event condition of the new processing rule, i1f part of the event
condition of the new processing rule matches an event con-
dition beforehand assigned to a particular one of the process-
ing servers, the new processing rule 1s assigned to the par-
ticular processing server.

The load distribution system according to a tenth aspect of
the present invention further includes weight coefficients for
cach of the processing rules. The event processing distribu-
tion control unit includes a processing rule distribution
recording unit for recording, for each of the processing serv-
ers, an event condition contained at least 1n the processing
rule among those distributed above. The event processing
distribution control unit refers to the processing rule distribu-
tion recording unit at reception of a new processing rule, and
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assigns the new processing rule to one of the processing
servers which 1s assigned with processing rules and of which

a sum of the weight coefficient 1s within a predetermined
range relative to a mimmimum value of the sums of the weight
coellicients of the numbers of the processing rules respec- 5
tively assigned to the processing servers, the processing
server having an event condition substantially equal to an
event condition of the new processing rule.

In the load distribution system according to an 11th aspect
of the present mvention, in the absence of the processing 10
server having an event condition substantially equal to an
event condition of the new processing rule, i1f part of an event
condition beforehand assigned to a particular one of the pro-
cessing servers matches the event condition of the new pro-
cessing rule, the new processing rule 1s assigned to the par- 15
ticular processing server.

According to the load distribution system of a 12th aspect
of the present mvention, in the absence of the processing
server having an event condition substantially equal to an
event condition of the new processing rule, 1f part of the event 20
condition of the new processing rule matches an event con-
dition beforehand assigned to a particular one of the process-
ing servers, the new processing rule 1s assigned to the par-
ticular processing server.

In accordance with a 13th aspect of the present invention, 25
there 1s provided an event processing distribution control
apparatus for use 1n a load distribution system including a
plurality of processing servers for notifying a result of pro-
cessing of an event to a plurality of applications and a context-
dependent distributing unit for distributing events occurring 30
in terminals to the plural processing servers. The control
apparatus distributes a processing rule received from an
application to a processing server. The distribution system
includes a processing rule distribution recording unit for
recording, for each of the processing servers, an event condi- 35
tion contained at least 1n the processing rule among those
distributed as above. The event processing distribution con-
trol unit refers to the processing rule distribution recording,
unit at reception of a new processing rule, and assigns the new
processing rule to one of the processing servers which 1s 40
assigned with processing rules and of which the number of
processing rules 1s within a predetermined range relative to a
mimmum value of the numbers of the processing rules
respectively assigned to the processing servers, the process-
ing server having an event condition substantially equal to an 45
event condition of the new processing rule.

According to the event processing distribution control
apparatus ol a 14th aspect of the present invention, in the
absence of the processing server having an event condition
substantially equal to an event condition of the new process- 50
ing rule, 1f part of an event condition beforehand assigned to
a particular one of the processing servers matches the event
condition of the new processing rule, the new processing rule
1s assigned to the particular processing server.

In the event processing distribution control apparatus of a 55
15th aspect of the present invention, 1n the absence of the
processing server having an event condition substantially
equal to an event condition of the new processing rule, 11 part
of the event condition of the new processing rule matches an
event condition beforehand assigned to a particular one of the 60
processing servers, the new processing rule 1s assigned to the
particular processing server.

According to a 16th aspect of the present, there 1s provided
an event processing distribution control apparatus for use in a
load distribution system including a plurality of processing 65
servers for notifying a result of processing of an event to a
plurality of applications and a context-dependent distributing,

4

unit for distributing events occurring in terminals to the plural
processing servers. The control apparatus distributes a pro-
cessing rule recewved from an application to a processing
server. The load distribution system includes weight coelli-
cients for each of the processing rules and a processing rule
distribution recording unit for recording, for each of the pro-
cessing servers, an event condition contained at least 1n the
processing rule among those distributed above. The control
apparatus refers to the processing rule distribution recording
unit atreception ol a new processing rule, and assigns the new
processing rule to one of the processing servers which 1s
assigned with processing rules and of which a sum of the
weight coelficient 1s within a predetermined range relative to
a minimum value of the sums of the weight coetlicients of the
numbers of the processing rules respectively assigned to the
processing servers, the processing server having an event
condition substantially equal to an event condition of the new
processing rule.

In the event processing distribution control apparatus
according to a 17th aspect of the present invention, in the
absence of the processing server having an event condition
substantially equal to an event condition of the new process-
ing rule, 1f part of an event condition beforehand assigned to
a particular one of the processing servers matches the event
condition of the new processing rule, the new processing rule
1s assigned to the particular processing server.

In the event processing distribution control apparatus
according to a 18th aspect of the present invention, 1n the
absence of the processing server having an event condition
substantially equal to an event condition of the new process-
ing rule, if part of the event condition of the new processing
rule matches an event condition beforechand assigned to a
particular one of the processing servers, the new processing
rule 1s assigned to the particular processing server.

In accordance with to a 19th aspect of the present, there 1s
provided an event processing distribution control program for
use 1n a load distribution system comprising a plurality of
processing servers for notifying a result of processing of an
event to a plurality of applications and a context-dependent
distributing unit for distributing events occurring 1in terminals
to the plural processing servers. The control program distrib-
utes a processing rule received from an application to a pro-
cessing server. The program includes the steps of recording
by a processing rule distribution recording unit, for each of
the processing servers, an event condition contained at least in
the processing rule among those distributed as above, and
referring by the event processing distribution control umit to
the processing rule distribution recording unit at reception of
a new processing rule, and assigns the new processing rule to
one of the processing servers which 1s assigned with process-
ing rules and of which the number of processing rules is
within a predetermined range relative to a minimum value of
the numbers of the processing rules respectively assigned to
the processing servers, the processing server having an event
condition substantially equal to an event condition of the new
processing rule.

According to a 20th aspect of the present invention, the
event processing distribution control program further
includes the step of, 1n the absence of the processing server
having an event condition substantially equal to an event
condition of the new processing rule, 1if part of an event
condition beforehand assigned to a particular one of the pro-
cessing servers matches the event condition of the new pro-
cessing rule, assigning the new processing rule to the particu-
lar processing server.

According to a 21st aspect of the present invention, the
event processing distribution control program further
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includes the step of, 1n the absence of the processing server
having an event condition substantially equal to an event
condition of the new processing rule, 1f part of the event
condition of the new processing rule matches an event con-
dition beforehand assigned to a particular one of the process-
Ing servers, assigning the new processing rule to the particular
processing server.

In accordance with a 22nd aspect of the present invention,
there 1s provided an event processing distribution control
program for use 1n a load distribution system comprising a
plurality of processing servers for notifying a result of pro-
cessing of an event to a plurality of applications and a context-
dependent distributing unit for distributing events occurring
in terminals to the plural processing servers. The control
program distributes a processing rule recerved from an appli-
cation to a processing server. The control program includes
the steps of disposing weight coelflicients for each of the
processing rules, recording by a processing rule distribution
recording unit, for each of the processing servers, an event
condition contained at least 1n the processing rule among
those distributed above, referring by the control apparatus to
the processing rule distribution recording unit at reception of
a new processing rule, and assigning the new processing rule
to one of the processing servers which 1s assigned with pro-
cessing rules and of which a sum of the weight coetlicient 1s
within a predetermined range relative to a minimum value of
the sums of the weight coellicients of the numbers of the
processing rules respectively assigned to the processing serv-
ers, the processing server having an event condition substan-
tially equal to an event condition of the new processing rule.

The event processing distribution control program in
accordance with a 23rd aspect of the present invention further
includes the step of, 1in the absence of the processing server
having an event condition substantially equal to an event
condition of the new processing rule, if part of an event
condition beforehand assigned to a particular one of the pro-
cessing servers matches the event condition of the new pro-
cessing rule, assigning the new processing rule to the particu-
lar processing server.

The event processing distribution control program in
accordance with a 24th aspect of the present invention further
includes the step of, 1n the absence of the processing server
having an event condition substantially equal to an event
condition of the new processing rule, if part of the event
condition of the new processing rule matches an event con-
dition beforehand assigned to a particular one of the process-
Ing servers, assigning the new processing rule to the particular
processing server.

In accordance with the present imnvention, a plurality of
processing servers 1s mstalled and a context-dependent dis-
tributor 1s arranged 1n a stage before the processing servers.
To the respective processing servers, an event processing
distribution controller sets individual processing rules. A dis-
tribution rule 1s set to the context-dependent distributor to
approprately distribute events required for each processing
server to execute the processing rule set thereto. It 1s therefore
possible to implement the load distribution for processing
servers even 1n an environment in which the processing serv-
ers execute mutually different event processing and require
mutually different events.

BRIEF DESCRIPTION OF THE DRAWINGS

The objects and features of the present invention will
become more apparent from the consideration of the follow-
ing detailed description taken 1n conjunction with the accom-
panying drawings in which:
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FIG. 1 1s a block diagram showing a configuration of a
conventional load distribution system:;

FIG. 2 1s a block diagram schematically showing a con-
figuration of a conventional load distribution system:;

FIG. 3 1s a schematic block diagram showing a configura-
tion of a first embodiment of a load distribution system:;

FIG. 4 1s a block diagram showing a configuration of a
second embodiment of a load distribution system:;

FIG. 5 1s a block diagram schematically showing a con-
figuration of a third embodiment of a load distribution sys-
tem;

FIG. 6 1s a schematic block diagram showing a configura-
tion of a fourth embodiment of a load distribution system;

FIG. 7 1s a block diagram showing structure of an event
processing distribution controller.

FIG. 8 1s a program listing showing an example of process-
ing rules;

FIG. 9 1s part of a program showing an example of pro-
cessing rule distribution records;

FIG. 10 15 a flowchart showing a procedure of processing,
rule distribution;

FIG. 11 1s a flowchart showing a procedure of rule distri-
bution;

FIG. 12 1s part of a program showing an example of an
cvent;

FIG. 13 1s a diagram showing an example of a processing,
rule set by a client;

FIG. 14 1s part of a program showing rule distribution
example 1 of a rule distribution control server;

FIG. 15 1s part of a table showing event distribution rule
example 1;

FIG. 16 1s part of a program showing rule distribution
example 2 of a rule distribution control server; and

FIG. 17 1s part of a table showing event distribution rule
example 2.

DESCRIPTION OF THE EMBODIMENTS

Description will now be given of an outline of the present
invention. The load distribution system of the present inven-
tion 1s configured on the basis of a system 1n which an appli-
cation 1ssues to the system a request as a processing rule, that
1s, processing of information of an occurrence or an event
from a device such as an Radio Frequency IDentifier (RFID)
or a sensor. According to the rule, the system executes pro-
cessing using context of the event and sends a result of the
processing to the application. The processing rule includes
constituent 1items for the system to execute processing on the
basis of content of an event.

To disperse processing in a system of this type, a plurality
of processing servers are disposed, and an event processing
distribution control unit sets event processing rules to the
respective processing servers for individual applications,
respectively. The distribution controller sets a distribution
rule associated with context of an event to a distributor so that
the event 1s distributed to an associated server that 1s before-
hand specified to process the event. As a result, the load
distribution can be accomplished for the processing servers.

In a stage preceding a context-dependent distributor 103 to
distribute an event to an appropriate processing server accord-
ing to context of the event, there 1s arranged a context-inde-
pendent distributor distributing at random an event to a pro-
cessing server irrespectively of context thereof. Specifically,
in a stage succeeding the context-independent distributor, a
plurality of context-dependent distributors 103 including the
mutually same distribution rules are disposed.
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The context-independent distributor distributes each of
events from devices at random to the context-dependent dis-
tributors 103. The event 1s delivered thereirom to an appro-
priate processing server according to context thereof. Like in
the system including one context-dependent distributor 103,
the events can be distributed to achieve the load distribution in
this system. The load imposed on the context-dependent dis-
tributors 103 can also be dispersed.

Referring now to the drawings, description will be given of
an embodiment of the present invention.

The load distribution system includes an event processing,
distribution controller 101, a context-dependent distributor
103, and a plurality of processing servers 104a to 104f. The
distributor 103 1s connected to a plurality of devices 1054 to
105/ such as RFID readers and sensors. The servers 104a to

104/ are connected to a plurality of applications 1064 to 106/.

It1s notnecessarily required that the processing servers, the
devices, and the applications are equal in the number to each
other. For example, one processing server, €.g., the processing
server 104a may correspond to a plurality of applications
106a and 1065. When a plurality of event processing requests
are 1ssued to the system, one application such as the applica-
tion 1065 may correspond to a plurality of processing servers

104a and 1045.

The context-dependent distributor 103 includes a distribu-
tion rule 107 indicating event distribution. The processing
servers 104a to 104f respectively include processing rules
108a to 108/ 1ndicating event processing methods. The event
processing distribution controller 101 supplies the informa-
tion items as designated by arrows 109 and 110q to 110/

First Embodiment

Referring next to FIG. 3, description will be given of pro-
cessing 1n the first embodiment of a load distribution system.

The event processing distribution controller 101 sets the
processing rules 108a to 108/ of event processing requested

by the applications 106a to 106/ to the processing servers
104a to 104/ as indicated by arrows 110a to 110/,

The processing rules 108a to 108/ of event processing are
set 1n, for example, an RFID system as below. If the applica-
tion 106a desires notification at detection of an event that all
RFIDs of all members required to produce an item are
detected, the application 106a sets a rule “if all RFIDs of all
members have been detected, notily the condition to the
application” to the processing rule 108a of the processing
server 104a as denoted by an arrow 110a.

The event processing distribution control module 101 then
sets a distribution rule 107 to the context-dependent distribu-
tor 103 (arrow 109) so that events are distributed to the pro-
cessing servers 104q to 104f which are designated to process
the respective events according to the processing rules 1084
to 108/, respectively. In the above example, the rule 1s, for
example, “an event of detection of an RFID of a member for
the product 1s transferred to the processing server 104a ™.

The context-dependent distributor 103 recerves the events
111a to 111/ taking place respectively in the devices 105a to
105/. The distributor 103 refers to context of each of the
received events to feed the event to an appropriate one of the
servers 104a to 104/ according to the distribution rule 107
(arrows 113a to 113f).

Having received the event (1134 to 113/) from the distribu-
tor 103, the associated processing server delivers the event to
associated applications (106a to 106/) according to the dis-
tribution rule 107.
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Embodiment

Second

Next, the second embodiment will be described by refer-
ring to FIG. 4.

In the second embodiment, a plurality of context-depen-
dent distributor 103 (203) are arranged. In a stage preceding
the distributors 203, there are disposed a context-independent
distributors 202 which randomly distribute events to the con-
text-dependent distributors 203 without referring to context
of the events (arrows 212a to 212¢). Distribution rules 207a to
207 ¢ set by the event processing distribution controller 201 to
the distributors 203a to 203c¢ are substantially equal to each
other. The contents and procedures of the rules are substan-
tially the same as those of the first embodiment.

In the system including a plurality of processing servers
and a context-dependent distributor 103 to distribute the load
ol the servers, there exists a problem that since the distributor
103 refers to context of each event for the distribution thereof,
load of processing of the distributor 103 increases. However,
as can be seen from FIG. 4, when a context-independent
distributor which randomly distributes events without refer-
ring to context thereof through a smaller amount of process-
ing steps 1s arranged 1n the stage before a plurality of context-
dependent distributors 103, 1t 1s possible to achueve the load
distribution among the context-dependent distributors 103.

Third F

Embodiment

In the third embodiment, the distribution rule 107 of the
context-dependent distributor 103 employed in the first
embodiment 1s installed 1 each of the devices 3054 to 305f.
When one of the devices 305a to 305/ detects an event, 1t 1s
possible to autonomously carry out context-dependent event
distribution 313aa to 313af. Resultantly, the load of context-
dependent distribution of events can be dispersed to the
devices without using the context-dependent distributor 103.

Fourth Embodiment

The fourth embodiment 1s an example 1 which a failure
avoiding function 1s 1stalled in the context-independent dis-
tributors and the context-dependent distributors 103 of the
second embodiment.

Two context-independent distributors 402 and 402' are
implemented 1n a duplicated system. Devices 405a to 405/
notity respective events 411a and 411q' (4115 and 4115',
411c and 411¢', 4114 and 4114", and 4111 and 411f") to con-
text-independent distributors 402 and 402', respectively. Or,
cach of the devices 4035a to 405/ may transfer only one event
packet so that the context-independent distributors 402 and
402' recerve the packets.

The distributors 402 and 402' mutually conduct failure
confirmation 415. Ordinarily, only the distributor 402 accom-
plishes the event distribution 412a to 412¢. The distributor
402' does not carry out the distribution. However, when the
distributor 402' detects through the failure confirmation 415
occurrence of failure in the distributor 402, the distributor
402' starts the event distribution 412a' to 412¢'. This makes 1t
possible to avoid failure 1n the context-independent distribu-
tor system (402 and 402").

The context-dependent distributors 403a to 403¢ send liv-
ing state notification 416a and 4164' (4165 and 4165' and
416¢ and 416¢') thereot to the context-independent distribu-
tors 402 and 402, respectively. The distributors 402 and 402
respectively conduct the event distribution 412a to 412¢ and
412a'to 412¢ only for the living one of the context-dependent
distributors 403a to 403c¢. For the non-living context-depen-
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dent distributor, the event distribution 1s not conducted to
thereby avoid failure of the context-dependent distributor

module (403a to 403¢).

Fitth Embodiment

In the first embodiment, one processing server executes
one associated processing rule. That 1s, when the number of
applications increases, the number of processing rules to be
processed by one processing server becomes larger. In this
configuration, if processing rules are assigned to be concen-
trated onto a particular processing server, there arises a prob-
lem of increase in the processing load of the processing
Server.

One of the methods to solve this problem 1s assigning one
processing rule to a plurality of processing servers. The
method 1s effective 1n “‘state-less” processing of which the
processing rule 1s independent of a history of processing.
However, if the processing rule 1s “stateful” processing which
1s dependent on the processing history, there possibly occurs
necessity to dispose a common memory accessible from a
plurality of processing servers such that the processing serv-
ers processing the same processing rule refer to and update
the common memory to thereby apply the processing rule. In
this method, exclusive control 1s required for the communi-
cation with the common memory and between the processing
servers. This becomes a bottleneck of processing and leads to
a fear of deterioration in the overall processing performance.
As aresult, particularly, 1n a large-sized system, it 1s effective
to adopt a rule that one processing server processes one asso-
ciated processing rule.

FIG. 7 shows a configuration of the event processing dis-
tribution controller 101.

The control unit 101 1ncludes a processing rule receiving,
module 200 to recerve processing rules from the applications
106a to 106/, a processing rule distribution unit 201 to deter-
mine assignment ol each processing rule to a processing
server, a processing rule transmitter unit 202 to transmait a
processing rule to a processing server, a distribution rule
generator unit 203 to create a distribution rule for distribution
of a processing rule to a processing server, a distribution rule
transmission module 204 to send a distribution rule to a
context-dependent distributor 103, and a processing rule dis-
tribution recorder unit 205 to record, for each processing
server, distribution of an associated processing rule.

FIG. 8 shows an example of a processing rule. The example
includes a name of a processing rule, a condition of an event
to be processed (event condition), and description of process-
ing for the event. Line 0001 indicates a name of the process-
ing rule. Line 0002 i1s a condition of an event to which the
processing rule 1s applied. That 1s, an event includes a field
“tag_kind” indicating a kind of an RFID, and if the field
contains a value of four, the processing rule 1s applied. For
cxample, 11 the event 1s represented by “event(tag_kind,
TaglD)”, the processing 1s executed for each event associated
with “TaglD” of “tag_kind=4". Line 3 and subsequent lines
are the contents of the processing. Line 0004 1s processing at
initialization to start the processing rule. In the description,
line 0005 reserves an array storage area to save an event of
“eventlog”. Line 0006 indicates that an integer variable
“event_count”, 1.e., the number of stored events 1s cleared to
Zero.

Lines 0008 to 0018 indicate processing at reception of an
event. In line 0009, an event thus received 1s stored 1in “event-
log”. Inline 0010, “event_count” 1s incremented by one. Also
in line 0011, if “event_count” 1s zero, ten events recorded in
“eventlog™ 1s sent 1n line 0012 to an application having set the
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processing rule. In line 0013, “event_count” 1s cleared to
zero. In line 0014, an associated timer 1s reset or cleared.

If “event_count” 1s less than ten 1n line 0011, a value of ten
seconds 1s set to the timer 1n line 0016. If an indication of
time-out 1s received from the timer, processing of “timeout™ 1s
executed 1n line 0019. The resetting of the timer 1n line 0014
cancels this processing.

The “timeout” processing in line 0019 1s processing acti-
vated, 1n a situation in which at least one event remains in
“eventlog” for transmission thereof, when ten seconds pass
after the reception of the last event. In line 0020, each event
recorded 1n “eventlog” 1s delivered to an application having
set the processing rule. In line 0021, “event_count™ 1s cleared
to zero. In line 0021, the timer 1s reset.

In short, the processing rule indicates that when ten events
for which “tag_kind” 1s set to 4 are received or when ten
seconds pass aiter the reception of the last event, each event
stored 1n “eventlog” 1s transmitted to the application associ-
ated with the processing rule. The processing rule mitigates
load of processing required to transmit an event from the
processing server to the application.

The processing rule requires a recording section for
“event_count” and “eventlog”. According to the state thereof,
the processing contents concerning an event change. That 1s,
the processing 1s “stateful” processing.

FIG. 9 shows an example of information recorded 1n the
processing rule distribution recording section 2035. In the
recording section 205, 1t 1s required to store at least the num-
ber of processing rules set for each processing server and an
event condition of each processing rule. It 1s assumed 1n this
example to record for each processing server the number of
processing rules set for the server, a processing rule name, and
an event condition. Identifiers EP1 to EP6 correspond to the
processing servers 108a to 1087, It 1s assumed that 18 rules
have already been registered and the event condition can be
determined only by tag_kind.

The event processing distribution controller 101 recetves
by the processing rule receiver 200 a processing rule from an
application. The recerver 200 passes the processing rule to the
processing rule distribution module 201.

FIG. 10 1s a flowchart showing a procedure for the distri-
bution module 201 to distribute a processing rule to a pro-
cessing server.

The distributing unit 201 first obtains a mimimum value of
the number of rules assigned to the respective processing

servers. The minimum value 1s “2” of EP1 and EP2 in the
example of FIG. 9.

The distributor 201 selects candidates of processing serv-
ers for which the difference between the number of process-
ing rules and the minimum value 1s equal to or less than a
predetermined value.

If the predetermined value 1s “0”, EP1 and EP2 are
selected. I the predetermined value 1s 17, EP1, EP2, EP3,
and EP3 are selected. It 1s assumed in the example that the
predetermined value 1s “1”, and hence EP1, EP2, EP3, and
EPS are selected. If there exists only one processing server as
a candidate, the processing server 1s selected.

Subsequently, the distributor 201 compares an event con-

dition of the processing rule with an event condition of each
of EP1, EP2, EP3, and EPS.

If only one processing server has a matching event condi-
tion, the server 1s finally determined as a destination of dis-
tribution. Assume that, for example, the event condition 1s
tag kind=4. Among EP1, EP2, EP3, and EP5, only EP2 has
an event condition satistying tag_kind=4. Theretore, EP2 1s
determined as the distribution destination.
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IT a plurality of processing servers satisiy the event condi-
tion, one of the processing servers which has the smallest
number of events 1s selected to be designated as the distribu-
tion destination. For example, 1f the event condition 1s
tag kind=4, EP2 and EP5 satisty the condition. EP2 1s less in

the number of events than EPS, and hence 1s assumed as the
distribution destination.

If none of the processing servers satisfies the event condi-
tion, one of the processing servers having the smallest number
of events 1s specified as the distribution destination.

In some cases, a plurality of processing servers remains as
candidates at the comparison with the event conditions. In this
situation, one of the processing servers 1s determined as the
destination of distribution, for example, according to serial
numbers, 1n a random fashion, or in accordance with another
approprate rule.

At the selection of candidate servers, the processing serv-
ers are selected as candidates 1f the difference between the
number of processing rules of each of the servers and the
mimmum value 1s equal to or less than a predetermined value.
However, this does not restrict the present invention. For
example, there may be employed a ratio such as “a processing
server 15 selected as a candidate 11 the difference 1s equal to or
less than 1.5 times the minimum value™.

Assume that an event condition of a new processing rule 1s
tag kind=7. Although there do not exist the completely same
event conditions, since a condition of “tag_kind=5 or
tag kind=7” includes tag kind=7, it 1s also possible to
assume that EPS satisfies the condition.

Onthe other hand, assume that the event condition of a new
processing rule 1s a combination of a plurality of conditions
coupled with each other using “or”, for example, tag_kind=3
or tag_kind=8. If there exists a processing server satisiying
the event conditions, the server 1s selected. Otherwise, a pro-
cessing server partially satistying the event conditions 1is
selected. For example, since tag_kind=3 of EP3 partly satis-
fies the conditions, EP3 1s selected.

In the description, the event condition 1s associated with “a
predetermined value of tag_kind indicating a kind of a tag
(RFID)”. However, the present invention 1s not restricted by
this example. There may be adopted any condition which
makes 1t possible for an event to be discriminated by 1tself.
The number of processing rules assigned to each processing
server 1s used to distribute a processing rule. However, this
does not restrict the present invention. For example, it 1s
possible to obtain a load degree by weighting the number of
events matching an event condition or by weighting a degree
of load of processing such that the sum of the load degrees 1s
employed 1n place of the number of processing rules.

After determining the processing server to process the
processing rule, the processing rule distribution module 201
registers the distribution result of the processing rule to the
recording section 203 to thereby update the contents thereof.
When a new processing rule appears, the distribution module
201 distributes the rule to a processing server according to the
contents of the recording section 203 updated as above.

The distributor 201 then transmits by the transmission
module 202 the processing rule to the processing server thus
determined.

Also, the distribution unit 201 notifies the distribution
result to the rule generator 203. The generator 203 creates a
distribution rule including a pair of an event condition of the
processing rule and the processing server and then feeds via
the transmission module 204 the distribution rule to the con-
text-dependent distributor 103.

For an event, the distributor 103 determines a processing,
server as a destination of the event on the basis of a plurality
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of distribution rules. However, 1n a case 1n which the plural
distribution rules for an event are transmitted to one process-
Ing server, 1t 1s desirable that the event 1s not transmitted for
each distribution rule, but 1s once transmitted such that the
plural processing rules are applied on the processing server
side.

I1 the same event condition and the same processing server
are designated for a plurality of processing rules, 1t 1s also
possible to configure the system such that the distribution rule
1s not sent to the context-dependent distributor 103.

As above, by distributing the processing rules as shown 1n
the embodiment, 1t 1s possible to prevent an event 1n which the
load 1s concentrated onto some particular processing servers.
At the same time, the processing rules having the same or
partially the same event conditions can be concentrated onto
particular servers. Therefore, for a particular event, it 1s pos-
sible to reduce the number of processing servers to which the
context-dependent distributor 103 delivers events. Since the
number of events received by the processing servers can be
reduced, the number of events recerved by each processing
server also decreases. This advantageously increases the
overall processing performance.

Sixth Embodiment

Description will now be given of a sixth embodiment to
implement processing rule distribution in accordance with
the present invention.

FIG. 11 shows a flow of the processing rule distribution.
Each time a processing rule 1s set by an application (106a to
106/2), the processing of FI1G. 11 1s executed. In the flowchart
shown 1n FIG. 11, an allowable difference between the num-
bers of processing rules 1n step 1 1s a predetermined value. In
cither one of the steps, 11 the number of processing servers 1s
one, the processing rule 1s set to the processing server. As a
method of discriminating an event kind, there may be
employed, for example, a method 1n which an attribute 1s
assigned to each event to classily the events on the basis of the
attribute.

The execution sequence of the steps are not necessarily
fixed, but may also be changed.

Definitions of Events and Processing Rules

According to an example of events and processing rules,
the processing rule distribution method will be described. In
the example, the device 1s an RFID reader and the application
1s an application program handling information of an RFID
notified from the RFID reader. The event includes an RFID
(TagID) and an ID of a reader having acquired the RFID. FIG.

12 shows an example of the event in which TaglD 1s “10”” and
ReaderID 1s “20”.

FIG. 13 shows an example of processing rules designated
by the application.

Assume that the rules ranging from Rule_A1 to Rule_A®6
have been sequentially specified. In each processing rule
description, the left-hand side indicates conditions, and the
right-hand side, or the last item designates operations. The
condition field includes two events indicating that if occur-
rence ol two events described in the field 1s recerved from

devices, the condition 1s satisfied. For example, the condition
of Rule_Al, 1.e., Event(TaglD=10,ReaderID=20)& Event

(TaglD=11,ReaderID=20) designates that 11 both an event of
TaglD=10,ReaderID=20 and an event of TaglD=11,Reade-
rID=20 occur, the operation of the processing rule 1s acti-
vated. In this situation, both of the events are required to be
processed. That1s, these events are distributed to a processing
server assigned with the processing rule.
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The operation field “notify to Application_A” indicates
that the event of the matching condition 1s to be notified to
Application_A. In this connection, Application_A corre-
sponds to the application 106a and Application_B corre-
sponds to application 1065. This also applies to the other
applications.

Processing Distribution Rule Example 1

Assume that there exist three processing servers and the
allowable difference between processing rules 1s two. The
event processing distribution controller distributes the pro-
cessing rules of FIG. 14 as shown 1n FIG. 13.

The processing tlow will now be described. Assume that
three processing servers are EP1, EP2, and EP3; an event
required to check a condition of a processing rule is referred
to as a processing rule check event, and a set of events which
are designated for a processing server and which are required
to check processing rules are collectively called a processing,
server essential event.

When the application 1064 sets Rule_A1, since no rule has
been specified for any processing server in the nitial state, all
processing servers are selected 1n step 1.

Control goes to step 2. Events required to check a process-
ing rule are Event(TaglD=10,ReaderlD=20) and Event
(TaglD=11,ReaderID=20). Since no processing rule has been
set to any processing server, there does not exists an event
required for the processing rule check. Therefore, the number
of events commonly required, namely, the numbers of events
required by the respective processing servers are substantially
equal to each other and hence all processing servers are
selected. Control goes to step 3.

In step 3, since no processing rule has been specified for
any processing server, the number of events required as above
1s zero for each processing server. Therefore, all processing
servers are selected. Finally, a processing server to which the
processing 1s distributed 1s randomly selected. Assume that
EP2 1s selected.

When the application 10656 sets Rule_A2, all processing
servers are selected 1n step 1 since difference between the
number of processing rules designated for each processing
server 1s equal to or less than the allowable difference “two™.
The process goes to step 2. Events required to check a pro-
cessing rule are Event(TaglD=10,ReaderID=20) and Event
(TaglD=11,ReaderID=20). Events necessary for EP2 are
Event(TaglD=10,ReaderID=20) and Event(TaglD=11,Rea-
derID=20). None of the events required for the other process-
ing servers 1s required for EP2. Since the two events are
commonly necessary for the processing rule check and EP2,
Rule A2 is set to EP2.

When the application 106¢ designates Rule A3, all pro-
cessing servers are selected 1n step 1 since difference between
the number of processing rules designated for each process-
ing server 1s equal to or less than the allowable difference
“two” Then the process goes to step 2. Since there exists no
event commonly required for the processing rule check and
the respective servers, all processing servers are selected in
step 2 and the process advances to step 3. Since EP2 requires
two events and the other processing servers do not require any
event, EP1 and EP3 are selected. Finally, either one of EP1
and EP3 1s selected at random. Rule A3 i1s set to the selected
processing server. Assume that EP1 1s selected.

When the application 106¢ sets Rule_Ad4, since the number
ol processing rules designated for each processing server 1s
equal to or less than the allowable difference “two™, all pro-
cessing servers are selected in step 1 and then the process goes
to step 2. Since Event(TaglD=11,ReaderID=20) 1s commonly
required for the processing rule check and the respective
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servers and no event 1s commonly required for the processing,
check and the other processing servers, Rule A4 issetto EP2.

When the application 106a designates Rule_AS, since the
number of processing rules specified for EP2 1s greater than
that of EP3 by the allowable difference of processing rules
“27”, EP2 15 excluded and EP1 and EP3 are selected 1n step 1
and then the process goes to step 2. Since no event 1s com-
monly required for the processing check and the respective
processing servers, all processing servers are selected and
control proceeds to step 3. EP1 requires two processing rules

and EP3 requires no processing rule. Therefore, Rule_AS 1s
set to EP3.

When the application 1065 specifies Rule A6, since dei-
tference between the number of processing rules set to each
processing server 1s equal to or less than the allowable differ-
ence “2”, all processing servers are selected in step 1 and then
control goes to step 2. No event 1s commonly required for the
processing rule check and EP1 and one event 1s required for
the processing rule check and the other processing servers.
Therefore, EP2 and EP3 are selected and the process goes to
step 3. Since EP2 requires three events and EP3 requires two
events, and hence Rule A6 1s set to EP3.

When the processing rule 1s distributed as shown 1n FIG.
13, the event distribution processing rule of FIG. 15 1s set to
the context-dependent distributor 103. Each entry of the table
shown 1n FIG. 15 indicates a relationship between a condition
of an event and a transier destination processing server of the

event satistying the condition. For example, Event
(TaglD=10,ReaderID=20) 1s delivered to EP2 and Event
(TaglD=13,ReaderID=23) 1s transierred to EP2 and EP3.

Processing Rule Distribution Example 2

In the example described above, the processing rule 1s
distributed according to all attributes of events specified in the
condition of the processing rule. However, the distribution
may also be carried out on the basis of part of the attributes of
the events designated in the processing rule condition.
Description will now be given of a flow of processing rule
distribution using TaglD as an attribute for the distribution.
FIG. 16 shows distribution of the processing rules shown 1n
FIG. 14 on the basis of TaglD. In the following description, 1f
an asterisk 1s designated as a value of the attribute, 1t 1s
assumed that the attribute takes an arbitrary value.

When the application 1064 sets Rule_A1, since no process-
ing rule 1s set to any processing server in the initial state, all
processing servers are selected in step 1. The process goes to
step 2. The event necessary for the processing check 1s Event
(TagID=11,ReaderID=*). Since no processing rule 1s set to
any processing server, no event 1s required. Therefore, the
numbers of events commonly required for the processing
servers are equal to each other and hence all processing serv-
ers are selected. The process transfers to step 3. Since no
processing rule 1s set to any processing server, the number of
events commonly required for the processing servers 1s zero,
and hence all processing servers are selected. Finally, the
processing server to which the processing rule 1s distributed 1s
randomly selected. Assume that EP2 1s selected.

When the application 1065 sets Rule_A2, since difference
between the number of processing rules designated for each
processing server 1s equal to or less than the allowable difier-
ence “two”, all processing servers are selected 1n step 1.
Control goes to step 2. The processing rule check requires
Event(TaglD=10,ReaderID=") and Event(TaglD=11,Reade-
rID=*). EP2 requires Event(TaglD=10,ReaderID=*) and
Event(TaglD=11,ReaderID="). No event is required for the




US 7,856,634 B2

15

other processing servers. The processing rule check and EP2
commonly require the two events. Therefore, Rule A2 1s set
to EP2.

When the application 106c¢ sets Rule A3, since the number
of processing rules designated for each processing server 1s
equal to or less than the allowable difference “two™, all pro-
cessing servers are selected in step 1. The process goes to step
2. The processing rule check requires Event(TaglD=11,Rea-
derID=*) and Event(TaglD=12,ReaderID="*). The process-
ing rule check and EP2 commonly require one event. There-
fore, Rule A3 1s set to EP2.

When the application 106¢ sets Rule_Ad4, since the difier-
ence between the number of processing rules set to EP2 and
that set for each of the other processing servers 1s more than
the allowable difference between processing rules “27, El
and E3 are selected 1n step 1. Control goes to step 2. Since no
event 1s commonly required by the processing rule check and
the processing servers, all processing servers are selected.
The process goes to step 3. Since there exists no event
required by the processing servers, all processing servers are
selected. Finally, EP1 or EP3 is randomly selected. Assume
that EP1 1s selected.

When the application 106a sets Rule_AS, since the differ-
ence between the number of processing rules set to EP2 and
that set to EP3 1s more than the allowable difference between
processing rules “two”, EP1 and EP3 are selected. The pro-
cess goes to step 2. Since there exists no event commonly
required by the processing rule check and the processing
servers, all processing servers are selected. Control goes to
step 3. EP1 requires two events and EP3 requires no event.
Theretore, Rule AS 1s set to EP3.

When the application 1065 sets Rule__A6, since the number
of processing rules designated for each processing server 1s
equal to or less than the allowable difference “two™, all pro-
cessing servers are selected 1n step 1 and then control goes to
step 2. No event 1s commonly required for the processing rule
check and EP2 and one event is required for the processing
rule check and the other processing servers. Therefore, EP1
and EP3 are selected and the process goes to step 3. Since EP1
and EP3 commonly require two events, the target server 1s
randomly selected. Rule_A6 1s set to the selected server.
Assume that EP3 1s selected. FIG. 16 shows the processing
rule distribution result in this situation.

For the processing rule distribution of FIG. 16, the event
distribution processing rules are set to the context-dependent
distribution module 103 as shown in FIG. 17. The contents of
FIG. 17 are similar to those of FIG. 15.

Due to the above configuration, even 1f the events occur
more often from the devices and event data 1s more frequently
accessed to be updated, the conventional bottleneck problem
taking place in association with shared event data can be
avoided.

By use of the rule distribution method, the event copy
operations can be reduced to the maximum extent in the
context-dependent distribution module 103 to thereby effi-
ciently use the system resources.

Description has been given of rule distribution examples 1
and 2. In example 1, the context-dependent distributor 103
more strictly narrows the range of events to be selected.
Consequently, each processing server needs to process only
the minimum amount of events. According to example 2, 1t 1s
necessary for the controller 103 to access or to refer to only
one attribute 1n the rule distribution. This makes it possible to
increase the processing speed when compared with the case
in which all attributes are accessed for the distribution.

While the present invention has been described with refer-
ence to the particular 1llustrative embodiments, 1t 1s not to be

5

10

15

20

25

30

35

40

45

50

55

60

65

16

restricted by those embodiments but only by the appended
claims. It 1s to be appreciated that those skilled 1n the art can
change or modily the embodiments without departing from
the scope and spirit of the present invention.

What 1s claimed 1s:

1. A load distribution system, comprising:

a plurality of processing servers for notitying a result of

processing of an event to a plurality of applications;
context-dependent distributing section for distributing
events occurring in terminals to the plural processing
Servers,
wherein the context-dependent distributing section distrib-
utes an event based on content of the event as a context
of the event; and

event processing distribution control section for individu-

ally setting processing rules to the plural processing
servers and setting a distribution rule to the context-
dependent distributing section, the distributing section
thereby appropriately distributing events required to
execute the processing rules,

the event processing distribution control section setting the

processing rule of the event processing required by an
application to the associated processing server, the pro-
cessing rule including an event condition specitying
content of an event associated with an operation for the
event, each of the processing rules set in the associated
processing servers being different respectively,

the event processing distribution control section setting a

distribution rule to the context-dependent distributing
section, the distribution rule including content of an
event associated with information showing the process-
ing server which has the processing rule including an
event condition specilying the content of the event, the
event including the content being distributed to the asso-
ciated processing server according to the distribution
rule,

wherein the plurality of processing servers, context-depen-

dent distributing section, and event processing distribu-
tion control section are implemented by a processor.

2. The load distribution system in accordance with claim 1,
further comprising context-independent distributing section
for randomly distributing events occurring in the terminals to
the context-dependent distributing section,

the context-independent distributing section distributing

the events to the context-dependent distributing section
without referring to context of the events.

3. The load distribution system in accordance with claim 1,
wherein each of the terminals includes a distribution rule set
by the event processing distribution control section, the ter-
minal distributing events occurring therein to the processing
servers according to the distribution rule.

4. The load distribution system in accordance with claim 1,
comprising a plurality of units of the context-independent
distributing section of which at least one context-independent
distributing section conducting event distribution to distrib-
ute events,

the context-independent distributing section mutually con-

firming failure of each other,

the context-independent distributing section conducting

the event distribution being replaced, if failure 1s
detected therein, by another context-independent dis-
tributing section.

5. The load distribution system in accordance with claim 1,
comprising a plurality of units of the context-dependent dis-
tributing section,

the context-dependent distributing section mutually con-

firming failure of each other.
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6. The load distribution system 1n accordance with claim 5,
wherein by notifying confirmation of failure to context-inde-
pendent distributing section, the context-independent distrib-
uting section do not distribute an event to the context-depen-
dent distributing section 1n which failure has occurred.

7. The load distribution system 1n accordance with claim 1,
wherein the event processing distribution control section
includes processing rule distribution recording section for
recording, for each of the processing servers, an event condi-
tion contained at least 1n the processing rule among those
distributed as above,

the event processing distribution control section referring

to the processing rule distribution recording section at
reception ol a new processing rule, and assigning the
new processing rule to one of the processing servers
which 1s assigned with processing rules and of which the
number of processing rules 1s within a predetermined
range relative to a minimum value of the numbers of the
processing rules respectively assigned to the processing
servers, the processing server having an event condition
substantially equal to an event condition of the new
processing rule.

8. The load distribution system 1n accordance with claim 7,
wherein 1n the absence of the processing server having an
event condition substantially equal to an event condition of
the new processing rule, 1f part of an event condition before-
hand assigned to a particular one of the processing servers
matches the event condition of the new processing rule, the
new processing rule 1s assigned to the particular processing
SErver.

9. The load distribution system 1n accordance with claim 7,
wherein 1n the absence of the processing server having an
event condition substantially equal to an event condition of
the new processing rule, if part of the event condition of the
new processing rule matches an event condition beforehand
assigned to a particular one of the processing servers, the new
processing rule 1s assigned to the particular processing server.

10. The load distribution system in accordance with claim
1, tfurther comprising weight coellficients for each of the pro-
cessing rules, wherein the event processing distribution con-
trol section includes processing rule distribution recording,
section for recording, for each of the processing servers, an
event condition contained at least in the processing rule
among those distributed above,

the event processing distribution control section referring

to the processing rule distribution recording section at
reception of a new processing rule, and assigning the
new processing rule to one of the processing servers
which 1s assigned with processing rules and of which a
sum of the weight coellicient 1s within a predetermined
range relative to a minimum value of the sums of the
weight coelficients of the numbers of the processing
rules respectively assigned to the processing servers, the
processing server having an event condition substan-
tially equal to an event condition of the new processing
rule.

11. The load distribution system in accordance with claim
10, wherein 1n the absence of the processing server having an
event condition substantially equal to an event condition of
the new processing rule, 1f part of an event condition before-
hand assigned to a particular one of the processing servers
matches the event condition of the new processing rule, the
new processing rule 1s assigned to the particular processing,
Server.

12. The load distribution system in accordance with claim
11, wherein 1n the absence of the processing server having an
event condition substantially equal to an event condition of
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the new processing rule, if part of the event condition of the
new processing rule matches an event condition beforehand
assigned to a particular one of the processing servers, the new
processing rule 1s assigned to the particular processing server.
13. An event processing distribution control apparatus for
use 1n a load distribution system comprising a plurality of
processing servers for notifying a result of processing of an
event to a plurality of applications and context-dependent
distributing section for distributing events occurring in termi-
nals to the plural processing servers, the control apparatus
distributing a processing rule received from an application to
a processing server, comprising
processing rule distribution recording section for record-
ing, for each of the processing servers, an event condi-
tion contained at least in the processing rule among
those distributed as above, the processing rule including
the event condition speciiying content of an event asso-
ciated with an operation for the event, each of the pro-
cessing rules set 1 the associated processing servers
being different respectively,
wherein the control apparatus sets a distribution rule to the
context-dependent distributing section, the distribution
rule including content of an event associated with infor-
mation showing the processing server which has the
processing rule including an event condition specifying
the content of the event, the event including the content
being distributed to the associated processing server
according to the distribution rule,
wherein the control apparatus referring to the processing
rule distribution recording section at reception of a new
processing rule, and assigning the new processing rule to
one of the processing servers which 1s assigned with
processing rules and of which the number of processing
rules 1s within a predetermined range relative to a mini-
mum value of the numbers of the processing rules
respectively assigned to the processing servers, the pro-
cessing server having an event condition substantially
equal to an event condition of the new processing rule,

wherein the context-dependent distributing section distrib-
utes an event based on content of the event as a context
of the event, and

wherein the processing distribution recording section 1s

implemented by a processor.

14. The event processing distribution control apparatus in
accordance with claim 13, wherein in the absence of the
processing server having an event condition substantially
equal to an event condition of the new processing rule, 1f part
of an event condition beforehand assigned to a particular one
of the processing servers matches the event condition of the
new processing rule, the new processing rule 1s assigned to
the particular processing server.

15. The event processing distribution control apparatus in
accordance with claim 13, wherein 1n the absence of the
processing server having an event condition substantially
equal to an event condition of the new processing rule, 1f part
ol the event condition of the new processing rule matches an
event condition beforehand assigned to a particular one of the
processing servers, the new processing rule 1s assigned to the
particular processing server.

16. An event processing distribution control apparatus for
use 1n a load distribution system comprising a plurality of
processing servers for notifying a result of processing of an
event to a plurality of applications and context-dependent
distributing section for distributing events occurring in termi-
nals to the plural processing servers, the control apparatus
distributing a processing rule received from an application to
a processing server, comprising:
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weilght coellicients for each of the processing rules; and

processing rule distribution recording section for record-
ing, for each of the processing servers, an event condi-
tion contained at least 1n the processing rule among
those distributed above, the processing rule including
the event condition speciiying content of an event asso-
ciated with an operation for the event, each of the pro-
cessing rules set in the associated processing servers
being different respectively,

wherein the control apparatus sets a distribution rule to the
context-dependent distributing section, the distribution
rule including content of an event associated with nfor-
mation showing the processing server servers which has
the processing rule including an event condition speci-
tying the content of the event, the event including the
content being distributed to the associated processing
server according to the distribution rule,

wherein the control apparatus referring to the processing
rule distribution recording section at reception of a new
processing rule, and assigning the new processing rule to
one of the processing servers which 1s assigned with
processing rules and of which a sum of the weight coet-
ficient 1s within a predetermined range relative to a mini-
mum value of the sums of the weight coellicients of the
numbers of the processing rules respectively assigned to
the processing servers, the processing server having an
event condition substantially equal to an event condition
of the new processing rule,

wherein the context-dependent distributing section distrib-
utes an event based on content of the event as a context
of the event and

wherein the processing rule distribution recording section
1s implemented by a processor.

17. The event processing distribution control apparatus 1n
accordance with claim 16, wherein in the absence of the
processing server having an event condition substantially
equal to an event condition of the new processing rule, 1f part
of an event condition beforehand assigned to a particular one
of the processing servers matches the event condition of the
new processing rule, the new processing rule 1s assigned to
the particular processing server.

18. The event processing distribution control apparatus 1n
accordance with claim 16, wherein in the absence of the
processing server having an event condition substantially
equal to an event condition of the new processing rule, 1f part
of the event condition of the new processing rule matches an
event condition beforehand assigned to a particular one of the
processing servers, the new processing rule 1s assigned to the
particular processing server.

19. An event processing distribution control program,
implemented on a computer readable medium, for use in a
load distribution system comprising a plurality of processing
servers for notifying a result of processing of an event to a
plurality of applications and context-dependent distributing,
section for distributing events occurring 1n terminals to the
plural processing servers, the control program distributing a
processing rule received from an application to a processing,
server, comprising the steps of:

[,

recording by processing rule distribution recording sec-
tion, for each of the processing servers, an event condi-
tion contained at least 1n the processing rule among
those distributed as above, the processing rule including
the event condition speciiying content of an event asso-
ciated with an operation for the event, each of the pro-
cessing rules set 1n the associated processing servers
being different respectively;
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setting, by event processing distribution control section, a
distribution rule to the context-dependent distributing
section, the distribution rule including content of an
event associated with information showing the process-
ing server which has the processing rule including an
event condition speciiying the content of the event, the
event including the content being distributed to the asso-
ciated processing server according to the distribution
rule; and

referring by the event processing distribution control sec-
tion to the processing rule distribution recording section
at reception of a new processing rule, and assigning the
new processing rule to one of the processing servers
which 1s assigned with processing rules and of which the
number of processing rules 1s within a predetermined
range relative to a minimum value of the numbers of the
processing rules respectively assigned to the processing
servers, the processing server having an event condition
substantially equal to an event condition of the new
processing rule,

wherein the context-dependent distributing section distrib-
utes an event based on content of the event as a context
of the event.

20. The event processing distribution control program in
accordance with claim 19, further comprising the step of, 1n
the absence of the processing server having an event condi-
tion substantially equal to an event condition of the new
processing rule, if part of an event condition beforehand
assigned to a particular one of the processing servers matches
the event condition of the new processing rule, assigning the
new processing rule to the particular processing server.

21. The event processing distribution control program in
accordance with claim 19, further comprising the step of, 1n
the absence of the processing server having an event condi-
tion substantially equal to an event condition of the new
processing rule, 1f part of the event condition of the new
processing rule matches an event condition beforehand
assigned to a particular one of the processing servers, assign-

ing the new processing rule to the particular processing
Server.

22. An event processing distribution control program,
implemented on a computer readable medium, for use in a
load distribution system comprising a plurality of processing
servers for notifying a result of processing of an event to a
plurality of applications and context-dependent distributing,
section for distributing events occurring in terminals to the
plural processing servers, the control program distributing a
processing rule received from an application to a processing
server, comprising the steps of:

disposing weight coellicients for each of the processing
rules;

recording by processing rule distribution recording sec-
tion, for each of the processing servers, an event condi-
tion contained at least 1n the processing rule among
those distributed above, the processing rule including
the event condition speciiying content of an event asso-
ciated with an operation for the event, each of the pro-
cessing rules set 1in the associated processing servers
being different respectively;

setting, by event processing distribution control section, a
distribution rule to the context-dependent distributing
section, the distribution rule including content of an
event associated with information showing the process-
ing server which has the processing rule including an
event condition speciiying the content of the event, the
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event including the content being distributed to the asso-
ciated processing server according to the distribution
rule; and

referring by the event processing distribution control sec-
tion to the processing rule distribution recording section
at reception of a new processing rule, and assigning the
new processing rule to one of the processing servers
which 1s assigned with processing rules and of which a
sum o1 the weight coellicient 1s within a predetermined
range relative to a minimum value of the sums of the
weight coellicients of the numbers of the processing
rules respectively assigned to the processing servers, the
processing server having an event condition substan-
tially equal to an event condition of the new processing
rule,

wherein the context-dependent distributing section distrib-
utes an event based on content of the event as a context
of the event.

23. The event processing distribution control program in

accordance with claim 22, further comprising the step of, 1n
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the absence of the processing server having an event condi-
tion substantially equal to an event condition of the new
processing rule, i1f part of an event condition beforechand
assigned to a particular one of the processing servers matches
the event condition of the new processing rule, assigning the
new processing rule to the particular processing server.

24. The event processing distribution control program in
accordance with claim 22, further comprising the step of, 1n
the absence of the processing server having an event condi-
tion substantially equal to an event condition of the new
processing rule, 1f part of the event condition of the new
processing rule matches an event condition beforehand
assigned to a particular one of the processing servers, assign-
ing the new processing rule to the particular processing
SErver.

235. The load distribution system 1n accordance with claim
1, further comprising a plurality of terminals which generate
events.
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