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SYSTEM AND METHOD FOR IN-BAND
CONTROL SIGNALING USING BANDWIDTH
DISTRIBUTED ENCODING

TECHNICAL FIELD OF THE INVENTION

This invention relates to voice communications and, more

particularly, to control signal associated with voice commu-
nications.

BACKGROUND

Certain voice communication systems currently exist,
including push-to-talk (P1T) voice communication systems.
With respect to PTT devices, current communication devices
use out-of-band or voice sensing mechanisms to communi-
cate control functions. Out-of-band approaches are used to
prevent control signals from interfering with voice commu-
nication signals. The voice sensing approach senses the pres-
ence of a voice signal to generate the push-to-talk control
signals. This voice sensing technique, however, often fails
due to control signal timing issues, particularly when encryp-
tion units are included 1n the communication signal path.

Spread spectrum techniques have been used 1n communi-
cation systems. In spread spectrum systems, signal energy 1s
first generated at a discrete frequency and then spread in time
or frequency domains to establish secure communications,
increase resistance to natural interference, and/or to prevent
detection. With spread spectrum, a telecommunication signal
1s transmitted on a bandwidth considerably larger than the
frequency content of the original information. Spread spec-
trum uses direct sequence, frequency hoping, or a combina-
tion of both techniques for multiple access and/or multiple
functions to decrease potential interference to other recervers
while maintaining privacy. These techniques can use pseudo-
random number sequences as spreading codes. The pseudo-
random sequences are sequences of numbers computed by a
defined arithmetic process but are effectively random number
sequences. Spread spectrum makes use of a sequential noise-
like signal structure created by the use of spreading codes to
spread the normally narrowband information signal over a
relatively wideband band of frequencies. A receiver corre-
lates the received signals to retrieve the original information
signal.

SUMMARY OF THE INVENTION

Systems and methods are disclosed that use spread spec-
trum techniques to provide in-band control signaling for
voice communication signals. This in-band bandwidth dis-
tributed encoding helps to provide the positive control of an
out-of-band approach while using in-band signaling.

In one embodiment, voice communication systems are dis-
closed including transmitting devices and recerving devices.
The transmitting device combines analog voice signals with
modulated control carnier signals and then sends this com-
bined voice and control signal through a communication
channel. The receiving device receives the combined signal
and processes 1t 1n two paths. A first voice processing path 1s
used for recovering voice mformation from the combined
signal, and a second control processing path 1s used to decode
the combined signal to obtain the control signal information
within the combined signal. The encoding can be 1mple-
mented with spread spectrum techniques utilizing pseudo-
random codes to spread control carrier signals over the voice
communication frequency band, and the decoding can be
implemented by de-spreading these modulated control carrier
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signals at the recerver. The communication channel can use
analog and/or digital communication techniques, as desired.
As described below, other features and variations can be
implemented, 1f desired, and related methods can be utilized,
as well.

In another embodiment, methods are disclosed for voice
communications using 1in-band control signaling. The
method can include receiving a control signal, generating a
control carrier signal 1n a voice communication frequency
band, modulating the control carrier signal using pseudo-
random codes, combining the modulated control carrier sig-
nal with an analog voice signal, and transmitting the com-
bined signal across a communication channel. The method
can further include recerving the combined signal from the
communication channel and processing the combined signal
in a voice path and a control path. In the control processing
path, the method can further include demodulating the com-
bined carrier signal using a corresponding carrier signal,
determining code match using a corresponding pseudo-ran-
dom code, and outputting a control signal if a code match
occurs. In the voice processing path, the method can further
include recovering voice information from the combined sig-
nals and outputting the analog voice signals. As described
below, other features and variations can be implemented, 1
desired, and related systems can be utilized, as well.

DESCRIPTION OF THE DRAWINGS

It 1s noted that the appended drawings illustrate only exem-
plary embodiments of the invention and are, therefore, not to
be considered limiting of its scope, for the invention may
admit to other equally effective embodiments.

FIG. 1 1s a block diagram of a system for in-band signaling
using bandwidth distributed encoding.

FIG. 2 1s a block diagram of a control signal encoder within
a transmitting device.

FIG. 3 1s a block diagram of a control signal decoder within
a recerving device.

FIG. 4A 1s a tlowchart of the steps for transmitting control
signals over a voice communication channel.

FIG. 4B 1s a flowchart of the steps for receiving voice and
control signals transmitted over a voice communication chan-
nel.

FIG. 5 1s a block diagram for a system having devices
communication through two-way communications.

DETAILED DESCRIPTION OF THE INVENTION

Systems and methods are disclosed that use spread spec-
trum techmiques to provide in-band control signaling for
voice communication systems. This in-band bandwidth dis-
tributed encoding helps to provide the positive control of
out-of-band approaches while using in-band control signal-
ing. The techniques described herein include transmitting
devices capable of combining analog voice signals within a
voice frequency band with modulated control carrier signals
also located within this voice frequency band. The transmit-
ting devices are further capable of transmitting the combined
signals over a voice communication system. The techniques
described herein also 1nclude receiving devices capable of
receiving the combined signals from the communication sys-
tem, demodulating and decoding the modulated control car-
rier signals within the combined signal to determine 1T a
control signal has been sent, and recovering voice informa-
tion from the voice signals within the combined signal. In this
way, 1n-band control signaling 1s provided between the trans-
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mitting device and the receiving device without significantly
degrading the voice information being transmitted and
received.

FIG. 1 shows a system 100 for in-band control signaling,
using bandwidth distributed encoding. A transmitting device
116 A communicates with a receiving device 116B through a
voice communication channel 107 for voice communica-
tions. In the embodiment depicted, the transmitting device
116 A 1ncludes a voice processor 102 having a microphone
mput (MIC) 103 for receiving analog voice input signals
101A from a user. The voice processor 102 can process this
voice information, as desired, and then output analog voice
signals within a voice frequency band. These analog voice
signals represent the voice information within input signals
101A. As described in more detail below, a control signal
encoder 105 receives control input 104 and outputs an 1n-
band modulated signal 115A representing the state of the
control imnput 104. The analog voice signals output from the
voice processor 102 and the m-band modulated control car-
rier signal 115A from the control signal encoder 105 are
provided to combiner 106, where the analog voice signals and
the modulated control carrier signals are combined to form a
combined signal within the voice frequency band used by the
communication system. The combined signals are then sent
from the combiner 106 to channel communication circuitry
114A. The channel communication circuitry 114 A transmits
the combined signals through the voice communication chan-
nel 107. It 1s noted that the control mnput signal 104, as shown,
1s provided from a source external to the transmitting device
116A; however, it could also be generated 1nternally within
the transmitting device 116 A, as well.

A recerving device 116B receives the combined signal
through the voice communication channel. This combine sig-
nal includes information representing the mn-band modulated
control carrier signal and the voice signals. The receiving
device 116B includes channel communication circuitry 1148
that communicates with the voice communication channel
107 to recerve the combined signals and then sends the com-
bined signals to splitter 108. The splitter 108 splits the com-
bined signals 1nto a voice processing path and a control pro-
cessing path. The voice processing path travels from the
splitter 108 to voice processor 109. The voice processor 109
processes the combined signals to extract voice information,
and then sends output signals to speaker (SPKR) 110 where
analog voice output signals 101B are produced. The control
processing path travels from splitter 108 to the control signal
decoder 111. The input signal 115B received by the control
signal decoder 111 includes the in-band modulated control
carrier signal. The control signal decoder 111 extracts the
modulated signal {from the combined signals even though the
voice signals are also present. As described in more detail
below, the control signal decoder 111 demodulates the con-
trol path signal, determines code match using pseudo-random
codes, and outputs a control output signal 112 when a control
code match 1s present to indicate the state of the control
signal. It 1s noted that the control output signal 112, as shown,
1s provided as an external output from the recerving device
116B; however, the control output signal 112 could also be
used mternally within the recerving device 116B, as well. In
addition, control output signal 112 could also be used solely
within the receiving device 116B, if desired, without provid-
ing any external output signal.

The control input 104 and the control output 112 can cor-
respond to any desired control signal. Typically, the control
signal will be a control signal associated with the voice com-
munications being transmitted by the transmitting device
116 A and/or being recerved by the recerving device 116B. For
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example, the control input 104 can be a push-to-talk (PTT)
control input related to two-way voice communications, and
the control output 112 can be an indication that P1T has been
selected by the other device. In addition, other control signals
could be similarly converted to in-band modulated signals
and combined with the analog voice signals for communica-
tion over the voice communication channel.

In one implementation, the in-band modulated signal and
the voice signals can be configured to fall within a voice
frequency band from about 300 Hz to about 3000 Hz. This
frequency band 1s one common voice frequency pass band
used as a voice channel for voice communications. It 1s noted
that other frequency bands could be utilized, 1 desired,
depending upon communication channels and frequency pass
bands used for any particular voice communication system. It
1s also noted that the energy for intelligible speech 1s typically
contained within a band of frequencies between about 200 Hz
and about 4000 Hz. However, many telephone systems or
other voice communication systems limit the upper and lower
pass band frequencies for voice signals to the 300 Hz to 3000
Hz range indicated above.

Advantageously, the embodiments described herein utilize
a voice frequency pass band both for analog voice signals and
for 1in-band control signaling by spreading a control carrier
signal across the voice frequency pass band using pseudo-
random codes and spread spectrum techniques. As such, ana-
log voice signals can be directly combined with 1n-band con-
trol signaling without significantly degrading the analog
voice communications. And the same voice channel used for
voice signals can be used to carry the in-band modulated
control carrier signals, thereby providing an efficient mecha-
nism for communicating control signals between transmit-
ting and receiving devices.

The voice communication channel 107 can be any desired
communication medium. In one embodiment, the voice com-
munication channel could be implemented as one of a plural-
ity of communication channels within a frequency band,
where each channel has a different center frequency and a
given channel width. Within these channels, multiple access
techniques could also be utilized such as TDMA (time divi-
sion multiple access) techniques. Alternatively, the commu-
nication channel could use spread spectrum techniques, such
as frequency hopping or code modulation techniques, such as
CDMA (code division multiple access) techniques. The voice
communication channel could also include communications
implemented as voice over IP (internet protocol) (VOIP)
communications. In short, the voice communication channel
107 can be implemented as desired and can use multiple
different systems and/or networked communication systems
to provide for voice communications. The channel commu-
nication circuitry 114 A and 114B are implemented to provide
the appropriate interface with the voice communication chan-
nel 107, depending upon what communication techniques
were used. Thus, the voice signals combined with in-band
modulated control carrier signals, as described herein, can be
processed and sent over any desired communication system.

Advantageously, the control carrier signal does not need to
be removed from the voice signals belore the voice signals are
used, as 1n other approaches. Other approaches depend on
subtracting the control signal from the voice signal before1tis
passed to the listener to avoid interfering with the voice sig-
nal. The lack of a need to remove the control signal, as
described herein, 1s particularly advantageous. It 1s noted,
however, that information from control signal decoder 111
could be provided to voice processor 109, if desired, to help
reduce the amplitude of the control carrier signal before the
combined signal 1s used to generate voice mformation. In
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short, a wide variety of techniques could be implemented
while still taking advantage of control carrier signals that are
spread across the voice frequency pass band and that are then
combined with the voice signals 1n order to provide in-band
control signaling as described herein.

FIG. 2 shows example components of the control signal
encoder 105 associated with the transmitting device 116 A. A
carrier tone generator 201 receives the control input 104 that
represents the state of a control signal. The carrier tone gen-
erator outputs a signal at a selected carrier frequency to digital
clock circuitry 202 and to modulator 204. The digital clock
circuitry 202 outputs to pseudo-random bit generator 203 a
digital clock signal that 1s dependent upon the frequency of
the carrier signal from the carrier tone generator 201. The
pseudo-random bit generator 203 generates a pseudo-random
bit sequence, and this bit sequence 1s output to modulator 204
using the digital clock signal. The pseudo-random bit
sequence 1s used to modulate the carrier signal from the
carrier tone generator 201. The modulated control carrier
signal 115A 1s then output and combined with the analog
voice signal. The combined signals are transmitted over a
voice communication channel 107 to the recerving device. It
1s noted that the frequency of the tone created by the trans-
mitting carrier tone generator 201 1s selected so that a major-
ity of energy of the modulated signal will be contained 1n the
voice frequency pass band, such as, for example, from about
300 Hz to about 3000 Hz. The random nature of the bit
sequence spreads the carrier signal over the bandwidth of the
voice communication band.

In operation, therefore, the transmitting device 116 A com-
bines analog voice signals within a frequency band with in-
band modulated control carrier signals to send voice-plus-
control signals over the voice communication channel 107. In
this way, control signals are combined with analog voice
signals and then sent over a single voice communication
channel. This technique can use orthogonal, pseudo-random
codes to modulate one or more tones or carriers. The code
represents the control signal and causes the energy of the
control carrier signal to be spread across the frequency pass
band utilized for the voice communication channel. Spread-
ing the control signal across the voice frequency pass band
reduces the signal 1n amplitude to a level significantly lower
than the voice signal, thereby allowing normal voice commu-
nications over the communication system.

FIG. 3 shows example components of the control signal
decoder 111 associated with the recerving device 116B. The
combined signal 115B includes the modulated control carrier
signal 115 A associated with the control signal 104, when the
control signal has been sent. The demodulator 301 extracts
pseudo-random control signals from the combined voice and
control carrier signals to identify the state of the control signal
104. A carrier tone generator 302 creates a carrier signal
having a frequency that matches the carrier frequency gener-
ated by carrier tone generator 201 1n the transmitting device
116A. This matched carrier signal 1s output to the demodu-
lator 301 and to the digital clock circuitry 303. The digital
clock circuitry 303 outputs a digital clock signal based upon
the carrier signal, and this digital clock signal 1s used to shift
a bit sequence 1n the pseudo-random bit generator 304. The
pseudo-random bit generator 304 recreates the pseudo-ran-
dom sequence of binary bits used by the pseudo-random bit
generator 203 1n the transmitting device 116A. This pseudo-
random code 1s sent to bit pattern match circuit 305. The bit
pattern match circuit 305 identifies the code removed from
the carrier using correlation techmques, allowing the control
signal to be extracted from the combined signal 115B when
other signals, such as voice signals, are present. A code match
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6

for the control signal 1s determined, and a match indicator
signal 1s used as the control output signal 112 to indicate
whether a code match has occurred.

In operation, the presence of a control carrier signal modu-
lated with a particular code indicates that a match has
occurred. This match 1s then used to control particular modes
of operation of the recerving device. For example, PTT con-
trol signals can be commumnicated as in-band communication
signals using this technique. Other control signals may be
communicated as well, with each control signal being asso-
ciated with a different code.

As described herein, therefore, pseudo-random codes can
be used to modulate the control carrier signal. As such, con-
trol information intended for controlling communication
devices can be included as part of communications that meet
requirements for communicating information over an occu-
pied voice-grade channel. These requirements can include
requirements relating to secure communications. In tradi-
tional systems, security measures within the voice communi-
cation system often cause disruptions to control signals, such
as out-of-band control signaling. The techniques described
herein, therefore, provide significant advantages were secu-
rity measures are utilized within the communication system.
By spreading the control carrier signal within the voice fre-
quency band for the voice signals being communicated, secu-
rity measures can be used to protect the voice signal commu-
nications while not disrupting the in-band control signaling.

It1s noted that FIG. 2 and FIG. 3 show example implemen-
tations for the techniques described herein. These examples
utilize a single carrier and control code, which provides for
controlling a single mode or function at the recerving end.
However, 1t 1s understood that the technology could be used to
allow multiple carriers and multiple control codes. The use of
multiple carriers using orthogonal frequencies provides for
turther reduction of the amplitude of the carriers and further
extension of the number of control functions that can be
supported within the communication system. The use of mul-
tiple orthogonal control codes, therefore, would allow for
multiple control functions.

It 1s further noted that the techniques described herein
could be implemented using multiple-carriers for a given
control signal. The purpose of this approach 1s to help assure
the control energy 1s distributed over the voice frequency
band. When a single control carrier signal 1s phase modulated
with the spreading code, the resulting control signal spectrum
often has a peak centered at the frequency of the control
carrier signal. This peak can be avoided with the use of
multiple orthogonal control carrier signals having reduced
amplitudes. All of the multiple control carrier signals are then
modulated with part of the code. This multiple-carrier-signals
approach helps to assure the control energy 1s more evenly
distributed over the full voice frequency band while main-
taining the total energy necessary for extracting the coded
information from the combined signal.

FIG. 4A 1s a flowchart showing the method 400 for trans-
mitting in-band control signals using bandwidth distributed
encoding. As described above, encoded control information
1s sent over the voice communication channel along with the
voice signals. The control information 1s spread across the
entire voice band so that 1t does not interfere with normal
voice commumncations. Referring to FIG. 4A, the process
begins 1n step 401. A control path next tlows to step 402 where
a control signal 1s recerved. In step 403, a control carrier
signal 1s generated 1n the voice band. In step 404, the control
carrier signal 1s modulated using pseudo-random codes to
spread the control carrier signal across the voice band. This
control path then tlows 1nto step 407. A voice path tlows from
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start step 401 to step 405 where voice signals are received. In
step 407, the analog voice signals are combined with the
modulated control carrier signal to form a combined signal. In
step 408, the combined signal 1s transmitted across the voice
communication channel. The method 400 ends 1n step 408.
However, it 1s noted that the method 400 can be repeated over
time. It 1s further noted that the control path can be 1mple-
mented such that a modulated control carnier signal 1s only
generated and combined with the voice signal when a control
signal 1s needed to be communicated.

FI1G. 4B 1s a flowchart showing the method 450 of a recerv-
ing portion of m-band control signaling using bandwidth
distributed encoding. As described above, the presence of the
correct code in the combined signal 1s used to control equip-
ment at arecerve end ol the communication system. However,
it 1s understood that the application does not limit the use of
the techniques described herein to the control of equipment.
The techniques described herein may be used for other sig-
naling applications, as well, such as signaling operators at a
receiver end that certain events are occurring.

Referring back to FIG. 4B, the process begins 1n step 410.
In step 411, the combined signal 1s recerved from the voice
communication channel 107. In step 412, the combined sig-
nal 1s split into a voice path and a control path. The voice path
proceeds to step 417 where the combined signal 1s processed
to recover voice signals. Analog voice signals are then output
in step 418. The voice path then ends at step 419. The control
path proceeds to step 413 where the combined signal 1s
demodulated using a carrier signal that matches the carrier
signal used 1n step 403. In step 414, pseudo-random codes are
used to determine 11 there 1s a code match with respect to the
demodulated signals. The pseudo-random codes used in step
414 match the pseudo-random codes used to modulate the
control carrier signal in step 404. A determination is then
made 1n decision block 415 whether a code match has
occurred. If “no,” then the control path ends at step 419. If
“ves,” then step 416 1s reached where the matched control
signal 1s output. The control path then ends at step 419.

It 1s noted that multiple codes could be sent using the
techniques described above. If so, then process 450 could
include multiple control paths where the different control
signal codes are checked for a match, or multiple different
codes could be checked 1n step 414. The codes that match
indicate that the control signal has been sent, and appropriate
actions can be taken 1n the recerve device according to these
received control signals.

It 1s further noted that a communication system would
likely include two-way communications. At one location,
there would be a device including transmitting circuitry and
receiving circuitry as described above. At another location,
there would also be a device including transmitting circuitry
and receiving circuitry. The two-way communications could
be implemented such that only one device 1s transmitting
while the other device 1s receiving. Alternatively, the devices
could be communicating in duplex mode such that they are
transmitting and recerving at the same time.

FIG. 5 1s a block diagram for an example embodiment 500
for two devices communicating with two-way voice commu-
nications. A first device (DEVICE A) 502 includes a transmit
module 116 A and a recerve module 116B that communicate
through the voice commumnication channel 107 with a second
device (DEVICE B) 504. The second device (DEVICE B)
504 also includes a transmit module 116 A and a recerve
module 1168 that communicate through the voice commu-
nication channel 107. The transmit modules 116A can be
implemented, for example, as described with respect to FIG.
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2 above. And the recerve modules 116B can be implemented,
for example, as described with respect to FIG. 3 above.

In addition, the first device (DEVICE A) 502 includes a
control signal processor 506 that communicates with the
transmit module 116 A and the recetve module 116B. Simi-
larly, the second device (DEVICE B) 504 includes a control
signal processor 508 that commumnicates with the transmit
module 116 A and receive module 116B. It 1s noted that the
control signals sent and recerved by the devices are not
required to be the same. These control signals may be con-
figured and implemented, as desired, depending upon the
operational features desired. The push-to-talk (P1T) control
signal discussed above 1s simply an example of one control
signal that can be sent as a modulated 1n-band carrier signal
spread across the entire voice frequency band for the com-
munication system.

Further modifications and alternative embodiments of the
techniques described herein will be apparent to those skilled
in the art in view of this description. It will be recognized,
therefore, that the techniques described herein are not limited
by these example arrangements. Accordingly, this description
1s to be construed as illustrative only and 1s for the purpose of
teaching those skilled 1n the art the manner of carrying out the
techniques described. It 1s to be understood that the forms of
the techniques described herein shown and described are to be
taken as the presently preferred embodiments. Various
changes may be made 1n the implementations and architec-
tures. For example, equivalent elements may be substituted
for those 1llustrated and described herein, and certain features
of the techniques described may be utilized independently of
the use of other features, all as would be apparent to one
skilled 1n the art after having the benefit of this description of
the techniques described herein.

What 1s claimed 1s:

1. A voice communication system using in-band control

signaling, comprising:

a transmitting device;

a voice input processor associated with the transmitted
device and configured to output at least one analog voice
signal based upon voice mput, the analog voice signal
being within a voice frequency band;

a control signal encoder associated with the transmitting
device and configured to generate at least one control
carrier signal associated with at least one control signal,
the control signal encoder further configured to utilize a
pseudo-random code to modulate the control carrier sig-
nal to spread the control carrier signal over the voice
frequency band;

a combiner associated with the transmitting device and the
control signal encoder, the combiner being configured to
receive and combine the analog voice signal and the
modulated control carrier signal to form a combined
signal;

first channel communication circuitry associated with the
transmitting device and configured to transmit the com-
bined signal through a communication channel;

a recerving device configured to receive signals from the
communication channel;

second channel communication circuitry associated with
the recerving device and configured to recerve the com-
bined signal from the communication channel;

a splitter associated with the recerving device, the splitter
being configured to recerve the combined signal from
the second channel communication circuitry and config-
ured to split the combined signal into a voice path and a
control path;
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a voice output processor for the voice path associated with
the receiving device and configured to generate voice
output signals from the combined signal, the voice out-
put signals correlating to the voice input signals; and

a control signal decoder for the control path associated
with the receiving device and configured to demodulate
the combined signal, the control signal decoder being
further configured to use a pseudo-random code to deter-
mine 11 the modulated control carrier signal exists within
the combined signal, the pseudo-random code correlat-
ing to the pseudo-random code used by the control sig-
nal decoder.

2. The voice communication system of claim 1, wherein

the control signal comprises a push-to-talk control signal.

3. The voice communication system of claim 1, further
comprising a match output indicator associated with the
receiving device and configured to provide an indication that
a control signal match has occurred.

4. The voice communication system of claim 3, wherein
the recerving device 1s further configured to respond to the
control signal 11 a control signal match occurs.

5. The voice communication system of claim 1, wherein
the voice input processor comprises a transmitting voice pro-
cessor with a microphone configured to recerve the voice
input signals.

6. The voice communication system of claim 1, wherein
the voice output processor comprises a receiving voice pro-
cessor and a speaker for outputting voice signals.

7. The voice communication system of claim 1, wherein
the voice communication channel comprises one of a plural-
ity of channels within a frequency band for a communication
system.

8. The voice communication system of claim 1, wherein
one or more security measures are utilized to protect voice
communications.

9. The voice communication system of claim 1, wherein
the transmitting device 1s also configured to be a recerving,
device, and wherein the recerving device 1s also configured to
be a transmitting device to provide two-way communications
through the voice communication channel.

10. A transmitting device for voice communications using
in-band control signaling, comprising:;

a voice mput processor configured to generate at least one
analog voice signal based upon voice input signals, the
analog voice signal being within a voice frequency band,;

a control signal encoder associated with the transmitting
device and configured to generate at least one control
carrier signal associated with at least one control signal,
the control signal encoder further configured to modu-
late the control carrier signal with a pseudo-random
code to spread the control carrier signal over the voice
frequency band; and

a combiner associated with the transmitting device and the
control signal encoder, the combiner being configured to
receive and combine the analog voice signal and the
modulated control carrier signal to form a combined
signal.

11. The transmitting device of claim 10, further comprising
channel communication circuitry configured to transmit the
combined signal through a voice communication channel.

12. The transmitting device of claim 10, wherein the con-
trol signal encoder comprises a carrier tone generator, a
pseudo-random bit generator configured to create a pseudo-
random bit sequence of binary bits, a digital clock configured
to shift the bit sequence, and a modulator configured to
receive mput from the carrier tone generator and the bit gen-
erator and to output the modulated control carrier signal.

5

10

15

20

25

30

35

40

45

50

55

60

65

10

13. A recetving device for voice communications using
in-band control signaling, comprising

input circuitry configured to receive a combined signal
within a voice frequency band, the combined signal
including an analog voice signal within the voice fre-
quency band and a modulated control carrier signal
within the voice frequency band, 1f a control signal 1s
being commumicated to the recerving device;

a voice output processor configured to generate voice out-
put signals from the analog voice signal within the com-
bined signal; and

a control signal decoder configured to process the com-
bined signal using a pseudo-random code to determine 1
the modulated control carrier signal exists within the
combined carrier signal, the pseudo-random code being,
associated with the control signal.

14. The receiving device of claim 13, further comprising
channel communication circuitry configured to receive the
combined signal through a voice communication channel.

15. The receiving device of claim 13, wherein the control
signal encoder comprises carrier tone generator, a demodu-
lator coupled to the carrier tone generator, a pseudo-random
bit generator configured to generate a pseudo-random bit
sequence of binary bits, a digital clock configured to shiit the
bit sequence 1n the pseudo-random bit generator, and a bit
pattern match circuit coupled to the demodulator and the
pseudo-random bit generator.

16. A method for transmitting voice communications using
in-band control signaling, comprising;

receving voice information;

outputting an analog voice signal within a voice frequency
band, the analog voice signal containing the voice infor-
mation;

receving a control signal;

generating a control carrier signal within the voice fre-
quency band;

spreading the control carrier signal over the frequency
band to generate a modulated control carrier signal;

combining the analog voice signal and the modulated con-
trol carrier signal to form a combined carrier signal; and

transmitting the combined signal across a communication
channel.

17. The method of claim 16, wherein the recerving step

comprises recerving a push-to-talk control signal.

18. The method of claim 16, wherein the spreading step
comprises using a pseudo-random code to spread the control
carrier signal over the voice frequency band, and wherein the
pseudo-random code 1s associated with the control signal.

19. The method of claim 18, wherein the receiving, gener-
ating, spreading and combining steps are performed for a
plurality of different control signals, each control signal being,
associated with a different pseudo-random code.

20. The method of claim 18, wherein the generating step
comprises generating a plurality of control carrier signals
associated with a single control signal and wherein the
spreading step comprises using the pseudo-random code to
spread each of the plurality of control carrier signals over the
voice frequency band.

21. The method of claim 16, further comprising applying
one or more security measures to the combined carrier signal
prior to the transmitting step.

22. The method of claim 16, wherein the voice frequency
band 1s from about 300 Hz to about 3000 Hz.

23. A method for receiving voice communications using,
in-band control signal, comprising:

receving a combined signal from a communication chan-
nel, the combined signal including an analog voice sig-
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nal within a voice frequency band and a control carrier
signal spread over the voice frequency band, 11 a control
signal 1s being communicated to the recerving device;

generating voice output signals from the analog voice sig-
nal within the combined signal;

despreading the combined signal to determine 11 the con-

trol carrier signal exists within the combined signal; and
outputting a control signal when a the modulated control
carrier signal 1s determined to exist.

24. The method of claim 23, wherein the outputting step
comprises outputting a push-to-talk control signal.

25. The method of claim 23, wherein the despreading step
comprises using a pseudo-random code to despread the com-
bined signal, the pseudo-random code being associated with
the control signal and a code match being deemed to have
occurred 1 the control carrier signal 1s determined to exist
within the combined signal.

26. The method of claim 25, wherein the despreading and
outputting steps are performed for a plurality of different
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control signals, each control signal being associated with a
different pseudo-random code.

27. The method of claim 25, wherein the receving step
comprises recerving a combined signal including a plurality
of control carrier signals for a single control signal spread
over the voice frequency band and wherein the despreading
step comprises using the pseudo-random code to despread the
combined signal, the pseudo-random code being associated
with the control signal and a code match being deemed to
have occurred 1f the plurality of control carrier signals are
determined to exist within the combined signal.

28. The method of claim 23, wherein the combined signal
received tfrom the communication channel includes one or
more security measures.

29. The method of claim 23, wherein the voice frequency
band 1s from about 300 Hz to about 3000 Hz.
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