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SYSTEMS AND METHODS OF
HIERARCHICAL STORAGE MANAGEMEN'T,
SUCH AS GLOBAL MANAGEMENT OF
STORAGE OPERATIONS

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application claims the benefit of U.S. Provisional
Patent Application No. 60/871,734, filed on Dec. 22, 2006,
entitled SYSTEMS AND METHODS OF HIERARCHICAL
STORAGE MANAGEMENT, SUCH AS GLOBAL MAN-
AGEMENT OF STORAGE OPERATIONS, which 1s incor-
porated by reference in 1ts entirety.

This application 1s related to the following patents and
pending U.S. applications, each of which 1s incorporated by
reference 1n 1ts entirety: U.S. patent application Ser. No.

11/120,619, filed May 2, 2005, entitled “HIERARCHICAL
SYSTEMS AND METHODS FOR PROVIDING A UNI-
FIED VIEW OF STORAGE INFORMATION™.

BACKGROUND

Systems used to perform data storage operations of elec-
tronic data are growing 1n complexity. Often, these systems
are required to transfer and/or store large amounts of data
during specific and rigid “backup windows” that typically run
on a daily or weekly basis. Because these data storage win-
dows are limited in length (e.g., a time period of 6 PM to 6 AM
so as not to mterfere with work hours), data storage systems
must accommodate storing larger and larger amounts of data
without increasing the duration of their operations.

Data storage operations commonly rely on networked and
other complex systems, where transiers and other operations
occur at different places, at different times, and for different
needs. Hierarchical systems may be used, where various stor-
age components are linked to one another and to the system
via a storage management component. Some of the compo-
nents may provide filtering capabilities for lower components
in the hierarchy. Systems may then use these storage man-
agement components to operate or “oversee’” the system and
its various components. However, many of the management
components are used simply to manage and collect data from
the various components.

The foregoing examples of some existing limitations are
intended to be illustrative and not exclusive. Other limitations
will become apparent to those of skill 1n the art upon a reading
of the Detailed Description below. These and other problems
may exist with respect to data storage systems.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram illustrating a global system
Server.

FIG. 2 1s a block diagram 1llustrating a hierarchical data
storage system.

FIG. 3 1s a block diagram illustrating components of a
storage operations cell.

FI1G. 4 1s a block diagram 1llustrating interaction between a
global cell and data storage cells.

FIG. 5 1s a flow diagram 1llustrating sending an example
load report to a global manager or server.

FI1G. 6 1s a flow diagram illustrating a routine for perform-
ing an action based on a load report.

FIG. 7A 1s a flow diagram illustrating a routine for deter-
mimng an action.
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2

FIG. 7B 1s a flow diagram 1illustrating a routine for per-
forming an action.

FIG. 8 1s a flow diagram 1llustrating a routine for redistrib-
uting data transier jobs.

FIG. 9 15 a flow diagram illustrating a routine for setting
global filters.

FIGS. 10A-B are example displays illustrating user inter-
face screens retlecting global filters.

In the drawings, the same reference numbers and acronyms
identily elements or acts with the same or similar functional-
ity for ease of understanding and convenience. To easily
identify the discussion of any particular element or act, the
most significant digit or digits in a reference number refer to
the Figure number 1n which that element 1s first introduced

(c.g., element 810 1s first introduced and discussed with
respect to FIG. 8).

COPYRIGHT NOTICE

A portion of the disclosure of this patent document con-
tains material that 1s subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sures, as it appears in the Patent and Trademark Office patent
files or records, but otherwise reserves all copyright rights
whatsoever.

DETAILED DESCRIPTION

Examples of the technology are concerned with systems
and methods that monitor, control, or update data storage
systems and their operations. Although described in connec-
tion with certain examples, the system described below 1s
applicable to and may employ any wireless or hard-wired
network or data storage system that stores and conveys data
from one point to another, including communication net-
works, enterprise networks, storage networks, and so on.

Examples of the technology provide systems, such as hier-
archical data systems, that determine and perform actions 1n
response to reports and nformation obtained from and/or
during data storage operations. The systems may monitor the
storage of data for a given period and modify or redistribute
storage operations based on results obtained during the moni-
toring period. The system may modily storage operations
during the monitoring, or may use obtained information to
modily future storage operations. A hierarchical system may
be a system comprising a minimum ol two components,
where one of the components manages at least part of the
other component.

For example, the system receives a report of a data transfer
load, the report indicating, for a given sample time, the num-
ber of individual storage operations (e.g., number of “jobs™)
running with respect to the number of jobs waiting to be
performed. The system may use this information and redis-
tribute the jobs to more data pipelines (e.g., pathways to
storage devices for the jobs), reducing the number of stagnant
or waiting jobs. In some cases, the system may redistribute
the storage operations during a running data storage opera-
tion. In some cases, the system may use the report to redis-
tribute system resources for a later data storage operation.

In some cases, data storage systems utilize tens or hundreds
of dedicated servers when performing a data transfer (such as
the daily backup operation described above). In these cases,
the system may implement global policies, rules, and/or fil-
ters that apply to the servers, enabling system operations to
set policies for a system without resetting each 1ndividual
Server.
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Various examples of the invention will now be described.
The following description provides specific details for a thor-
ough understanding and enabling description of these
examples. One skilled in the art will understand, however,
that the system may be practiced without many of these
details. Additionally, some well-known structures or func-
tions may not be shown or described 1n detail, so as to avoid
unnecessarily obscuring the relevant description of the vari-
ous examples.

The terminology used 1n the description presented below 1s
intended to be interpreted 1n i1ts broadest reasonable manner,
even though 1t 1s being used 1n conjunction with a detailed
description of certain specific examples of the system. Cer-
tain terms may even be emphasized below; however, any
terminology intended to be interpreted 1n any restricted man-
ner will be overtly and specifically defined as such 1n this
Detailed Description section.

Suitable System

Referring to FIG. 1, a block diagram illustrating a global
system server, or manager, 100 may interact with a number of
different data storage systems 140. Some examples of data
storage systems will be discussed with respect to FIGS. 3 and
4. Global manager 100 may include components such as a
global load component 110, a global filter component 120, or
other global components 130. Components 110, 120 and/or
130 actto recerve, transmit, monitor, or control data processes
and system resources within the data storage system 140.

Referring to FIG. 2, a block diagram 1llustrating a hierar-
chical data storage system comprises two levels: a storage
operations level 210 and a global level 250. The global level
250 may contain a global operations cell 260, which may
contain a global manager 100 and a database 262. The storage
operations level 210 may contain storage operations cells,
such as cells 220 and 230. Cells 220 and 230 may always
perform specified data storage operations, or may perform
varied data storage operations that depend on the needs of the
system.

Cell 220 contains components used 1n data storage opera-
tions, such as a storage manager 221, a database 222, a client
223, and a primary storage database 224. Cell 230 may con-
tain similar components, such as storage manager 231, a
database 232, a client 233, and a primary storage database
234. In this example, cell 230 also contains media agent 235
and secondary database 236. Both cells 220 and 230 commu-
nicate with global manager 100, providing information
related to the data storage operations of their respective cells.

Referring to FIG. 3, a block diagram 1llustrating compo-
nents of a storage operations cell 1s shown. Storage operations
cells (such as cells 220 or 230 of FIG. 2) may contain some or
all of the following components, depending on the use of the
cell and the needs of the system.

For example, cell 300 contains a storage manager 310,
clients 320, multiple media agents 330, and multiple storage
devices 340. Storage manager 310 controls media agents 330,
which are responsible, at least in part, for transferring data to
storage devices 340. Storage manager 310 includes a jobs
agent 311, a management agent 312, a database 313, and an
interface module 314. Storage manager 310 communicates
with client 320. Client 320 accesses data to be stored by the
system from database 322 via a data agent 321. The system
uses media agents 330, which contain databases 331, to trans-
fer and store data into storage devices 340.

Cells 300 may include software and/or hardware compo-
nents and modules used 1n data storage operations. The cells
300 may be transfer cells that function to transfer data during
data store operations. The cells 300 may perform other stor-
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4

age operations (or storage management operations) other that
operations used 1n data transfers. For example, cells 300 may
perform creating, storing, retrieving, and/or migrating pri-
mary and secondary data copies. The data copies may include
snapshot copies, backup copies, HSM copies, archive copies,
and so on. The cells 300 may also perform storage manage-
ment functions that may push information to higher level
cells, including global manager cells.

In some examples, the system performs storage operations
based on storage policies. A storage policy may be, for
example, a data structure that includes a set of preferences or
other criteria considered during storage operations. The stor-
age policy may determine or define a storage location, a
relationship between components, network pathways, acces-
sible datapipes, retention schemes, compression or encryp-
tion requirements, preferred components, preferred storage
devices or media, and so on. Storage policies may be stored 1n
storage manager 310, 221, 231, or may be stored in global
manager 261 as discussed above.

Additionally or alternatively, the system may implement or
utilize schedule policies. A schedule policy may specily when
to perform storage operations, how often to perform storage
operations, and so on. The schedule policy may also define,
the use of sub-clients, where one type of data (such as email
data) 1s stored using one sub-client, and another type of data
(such as database data) 1s stored using another sub-client. In
these cases, storage operations related to specific data types
(email, database, and so on) may be distributed between cells.

Referring to F1G. 4, ablock diagram illustrating interaction
between the global cell and data storage cells 1s shown. Glo-
bal server 100, which may contain global load components,
global filer components, and other components configured to
determine actions based on recerved data storage informa-
tion, may communicate with a database 420 and a user inter-
face 410. Database 420 may store storage policies, schedule
policies, recerved sample data, other storage operation infor-
mation, and so on. User interface 410 may display system
information to a user. Further details with respect to the user
interface display are discussed below.

Global server 100 may push data to a management server
442 . Server 442 communicates with a database 445 and cli-
ents 451, 452 and/or 453. Data storage servers 430 push data
to the global server 100, and contain data agents 432 and
databases 433. These servers may communicate with clients
454, 455, and/or 456.

Global server 100 1s able to perform actions (such as redis-
tributing storage operations), and apply these actions to the
data storage system via a management server. Global server
100 receives information used to determine the actions from
the storage servers 430. In this example, the global server acts
as a hub 1n the data storage system by sending information to
modily data storage operations and monitoring the data stor-
age operations to determine how to improve the operations.

Load Reports and Associated Actions

Reports that sample data transfers provide meaningftul
information to the global manager. Using this information,
the global manager (via component 110 or other similar com-
ponents) may determine actions to be performed. Some of
these actions may include redistributing data store operations,
transierring operations from one resource to another, defining
future storage policies, and so on.

Referring to FIG. 5, a flow diagram 1llustrating a routine
500 provides an example of a load report for a global manager
or server. In step 510, the system samples load information
from running data storage operations. For example, the sys-
tem may sample the number of transferring jobs, the number
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of waiting jobs, the number of data streams for a specific
media agent, and so on. Agents at some or all cells may be
configured to gather and log data which 1s then sent to gen-
crate the load report. In step 520, the system generates areport
containing some or all of the sampled information. The report
may contain the information as sampled, or may provide
analysis or algorithmically generated information for the
sampled information. For example, the system may obtain
certain data and perform certain statistical analysis with
respect to the data, like determining a mean and/or standard
deviation. In step 330, the system transfers the report to a
global manager 100.

A load report may be a comprehensive report that covers an
entire system. That 1s, the report may sample imnformation
from all cell and storage systems. The load report may also
cover any combination of storage cells, components, and/or
systems.

Referring to FIG. 6, a flow diagram illustrating a routine
600 for performing an action based on the load report 1s
shown. In step 610, the system receives the load report that
contains information related to data storage operations. The
system may recerve a report that provides information on
running operations, or may recerve a report that provides
information on completed operations (such as a previous
night’s operation information). For example, the report may
provide information related to the number of jobs completed,
running, and waiting, at a given cell.

Upon recerving a report or reports, the system, in step 620,
determines an action to be performed based on the report.
Referring to FIG. 7A, a flow diagram illustrating a routine
700 for determining an action i1s shown. In step 710, the
system receives a report based on data storage operations. The
system, 1n step 720, compares information from the report to
one or more known or preferred metrics for the sampled
storage operations.

For example, the system may determine a resource usage
factor as the mean or median number of jobs transferring data
during a data storage window or period. The system may then
compare a determined usage factor to a maximum usage
factor (a total number of jobs possible given the number and
type of data storage resources in the global system). The
system may use the comparison to determine how the
sampled storage operation cell 1s performing and whether the
cell 1s reaching its capacity limits as far as resource usage 1s
concerned.

Additionally or alternatively, the system may determine a
job delay factor from sampled information contained 1n a
report. The job delay factor may be a mean or median number
ol jobs waiting to transier data to storage media. The system
may determine daily job delay factors for a number of days in
arow for a given storage cell and determine statistical patterns
based on a comparison of the job delay factors.

In step 730, the system may determine an action to be
performed, and the routine 700 ends. Referring back to step
620 of FIG. 6, the system determines an action based upon the
comparisons described with respect to FIG. 7A, and proceeds
to step 630.

Referring to FIG. 7B, a flow diagram 1llustrating a routine
740 for performing an action 1s shown. In step 750, the system
determines that an action 1s to be performed. The system, 1n
step 760, reviews the needs of the storage operation. For
example, the system receives information that a data store
operation at a given cell will not complete in time. In step 770,
the system performs a determined action. In this example, the
system may transier some of the waiting jobs at the given cell
to another cell 1n order to complete the data store operation. In
other examples, the system may determine that an action may
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be performed after a data store operation completes. In these
cases, the system may perform actions that modily or redis-
tribute system resources before the next scheduled data store
operation.

Referring to FIG. 8, a flow diagram 1llustrating a routine
800 for redistributing data transier jobs 1s shown. Routine 800
illustrates an example load redistribution based on a sampling
of load statistics. In step 810, the system samples jobs 1nfor-
mation from cells used 1n storage operations. The system may
obtain this information from the load report. In step 820, the
system defines a job usage factor for each cell. In step 830, the
system compares the job usage factors for each cell and
determines a distribution pattern for the cells.

For example, two cells are 1n use for daily data stores: cell
A and cell B. The system receives reports for each cell,
showing job usage factors for a number of sampling periods.
In this example, the reports show cell A with a job usage factor
ol 40 percent (2 o1 5 jobs running) and cell B with a job usage
factor of 100 percent (5 of 5 jobs running). Based on these
statistics, the system may determine that cell B can handle 2.5
times as many jobs as cell A.

Referring back to FIG. 8, routine 800, proceeds to step 840,
and redistributes jobs of future storage operations using cells
A and B. For example, if the next daily data store 1s to transier
140 MB of data, the system sends 100 MB to cell B and 40
MB to cell A.

In some examples, administrators may set the types of
information the system samples. Administrators, or develop-
ers of the system, may define mathematical models based on
their needs. Additionally, the system may use mathematical
models to develop reports on a variety of different data trans-
fer or other storage activities.

The system may model the arrival and queuing of jobs
(chunks of data to be transferred) at data storage resources.
The system may model, for example, a mean and/or peak
waiting time for a job at a resource, comparing the mean/peak
time with an average service time. The system may follow
models of queuing theory, such as Poisson processes using
exponential distribution, or other queuing models. For
example, the system may model based on a single server
service (using Poisson arrivals and service notation) and
implement an M/M/1 model or an M/G/1 model (using Ken-
dall’s notation). In some cases, the system may model based
on an infinite server service situation, or M/M/c model.

For example, using the M/M/1 model of queuing, the sys-
tem models a rate of jobs claiming storage as an average
arrival rate (lambda), which may be approximated by a sched-
ule kick-off imterval. The system also models an average
duration time of a job (the average time it uses resources) as
an average service rate (mu). Thus, according to the model,
the mean number of customers, or jobs, 1n a system (N) may
be found using the following equation:

N=p/(1-p), where p=lambda/mu.

In other words, given an estimated arrival rate and servic-
ing time, the system may estimate the mean number of jobs
claiming for resources 1n the system at any given time.

In some cases, 1t may be beneficial for the mean number of
j0bs (N) to be slightly above (e.g., 10% or less) the maximum
number of resources available in the system (MAX). Such a
scenar1o may lead to maximized resource utilization while
minimizing the number of idle jobs waiting for resources. The
degree of resource utilization may factor into the scalability
of a system as waiting processes consume valuable CPU time
and overall time.

Thus, 1n some examples, a Load Report described herein
determines how farther away from MAX a current system
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operates. In other words, 1t provides statistical information
necessary to approximate and visualize “N” 1n a working
system, such as a data storage system. More specifically, peak
values determined by and available 1n the Load Report pro-
vide quantitative information related to an excess number of
jobs waiting for resources at any given time (EXCESS). Thus,
a difference between EXCESS and MAX may provide the
system an indication of unnecessary loads in the system at
certain times.

Therefore, in some examples, the system may adjust job
schedule kick-off intervals (e.g. by spreading them out,
delaying one or more, and so on) or transier jobs from one
resource to another to reduce the estimated mean number of
resources the system may utilize. Thus, the system may
decrease lambda 1n the above equation to decrease N, bring-
ing N closer to MAX. Such an action may reduce the peak
number of jobs waiting for resources (EXCESS) as well.
Other formulas and techniques for the system to adjust
resources and jobs are of course possible.

(slobal Filters

In some cases, the system uses the global manager or server
to set policies for the overall system. For example, referring
back to FIG. 2, there may be a many different storage and/or
schedule policies set in cells 220 and 230 of the storage
operations level 210. For policies used in both cells, the
system may set such policies (or, filters) at the global level
250, via global manager 261. In these cases, the system
pushes these filters down to the lower level storage cells. The
system may push globally set filters down to one cell, a
selection of cells, or all cells within a data storage system.

Referring to FIG. 9, a flow diagram illustrating a routine
900 for setting global filters 1s shown. In step 910, a system
administrator or information from the system defines a global
policy, such as a storage policy or schedule policy. In some
cases, the system may use information determined from the
reports described above to determine the filter. In some cases,
the system may use other information to determine the filter.

In step 920, the system selects where to implement, or
push, the filter. In some cases, the system pushes the filter to
all cells within the system. In some cases, the system selects
a proper subset of the cells and pushes the filter to the proper
subset of cells. In step 930, upon a selection of cells (or
automatic predetermination to select all cells), the system
pushes the filters to the selected cells.

Thus, the system may define policies at many servers (tens
or hundreds) without actually setting the policies at each
individual server. Example policies include storage policies,
schedule policies, sub-client policies, and so on. Filters and
policies may be modified at the cells or at the global level, and
reapplied during or after storage operations (such as
described above). For example, the system may use load
reports to set a policy that redistributes the resources of a
storage operation, and use the global filters to implement the
policy.

Referring to FIGS. 10A-B, displays 1llustrating user inter-
face screens reflecting global filters are shown. The system
may use screen 1010 to set filters for some or all components
of the system. For example, a user may select window 1010
and set Exchange mailbox filters 1011, Exchange data migra-
tor filters 1012, Windows filters 1013, Unix filters 1014,
Netware filters 1015, and so on. Interface 1010 may contain
buttons to add or exclude filters 1020, modity filters 1030, and
SO On.

Interface 1030 (FIG. 10B) 1s a global filter interface com-
ponent at a server of the system. The system may add filters
(using button 1031), modity filters (button 1032), browse
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available or already set filters (button 1033), delete filters
(button 1034) and so on. The component enables a user to
view global filters assigned to the server (via component
1040) and to selectively apply global filters at the server (via
component 1050).

Thus, the system enables users to apply, delete, modily,
and/or browse for global filters at a global level or at an
individual server level (e.g., at a storage cell).

CONCLUSION

Systems and modules described herein may comprise soft-
ware, firmware, hardware, or any combination(s) of software,
firmware, or hardware suitable for the purposes described
herein. Software and other modules may reside on servers,
workstations, personal computers, computerized tablets,
PDAs, and other devices suitable for the purposes described
herein. In other words, the software and other modules
described herein may be executed by a general-purpose com-
puter, e.g., a server computer, wireless device or personal
computer. Those skilled 1n the relevant art will appreciate that
aspects ol the mnvention can be practiced with other commu-
nications, data processing, or computer system configura-
tions, including: Internet appliances, hand-held devices (in-
cluding personal digital assistants (PDAs)), wearable
computers, all manner of cellular or mobile phones, multi-
processor systems, microprocessor-based or programmable
consumer electronics, set-top boxes, network PCs, mini-
computers, mainirame computers, and the like. Indeed, the
terms “‘computer,” “server,” “host,” “host system,” and the
like are generally used interchangeably herein, and refer to
any of the above devices and systems, as well as any data
processor. Furthermore, aspects of the invention can be
embodied 1n a special purpose computer or data processor
that 1s specifically programmed, configured, or constructed to
perform one or more of the computer-executable mnstructions
explained 1n detail herein.

Software and other modules may be accessible via local
memory, via a network, via a browser or other application in
an ASP context, or via other means suitable for the purposes
described herein. Examples of the technology can also be
practiced 1n distributed computing environments where tasks
or modules are performed by remote processing devices,
which are linked through a communications network, such as
a Local Area Network (LAN), Wide Area Network (WAN), or
the Internet. In a distributed computing environment, pro-
gram modules may be located in both local and remote
memory storage devices. Data structures described herein
may comprise computer files, varniables, programming arrays,
programming structures, or any electronic information stor-
age schemes or methods, or any combinations thereolf, suit-
able for the purposes described herein. User interface ele-
ments described herein may comprise elements from
graphical user interfaces, command line interfaces, and other
interfaces suitable for the purposes described herein. Screen-
shots presented and described herein can be displayed differ-
ently as known 1n the art to input, access, change, manipulate,
modity, alter, and work with information.

Examples of the technology may be stored or distributed on
computer-readable media, including magnetically or opti-
cally readable computer discs, hard-wired or preprogrammed
chips (e.g., EEPROM semiconductor chips), nanotechnology
memory, biological memory, or other data storage media.
Indeed, computer implemented instructions, data structures,
screen displays, and other data under aspects of the invention
may be distributed over the Internet or over other networks
(1including wireless networks), on a propagated signal on a
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propagation medium (e.g., an electromagnetic wave(s), a
sound wave, etc.) over a period of time, or they may be
provided on any analog or digital network (packet switched,
circuit switched, or other scheme).

Unless the context clearly requires otherwise, throughout
the description and the claims, the words “comprise,” “com-
prising,” and the like are to be construed in an inclusive sense,
as opposed to an exclusive or exhaustive sense; that is to say,
in the sense of “including, but not limited to.” As used herein,
the terms “connected,” “coupled,” or any variant thereof,
means any connection or coupling, either direct or indirect,
between two or more elements; the coupling of connection
between the elements can be physical, logical, or a combina-
tion thereof. Additionally, the words “herein,” “above,”
“below,” and words of similar import, when used in this
application, shall refer to this application as a whole and not
to any particular portions of this application. Where the con-
text permits, words 1n the above Detailed Description using,
the singular or plural number may also include the plural or
singular number respectively. The word “or,” in reference to a
list of two or more 1tems, covers all of the following interpre-
tations of the word: any of the items 1n the list, all of the 1tems
in the list, and any combination of the items 1n the list.

The above detailed description of examples of the technol-
ogy 1s not mtended to be exhaustive or to limit the invention
to the precise form disclosed above. While specific embodi-
ments of, and examples for, the invention are described above
tor illustrative purposes, various equivalent modifications are
possible within the scope of the invention, as those skilled in
the relevant art will recognize. For example, while processes
or blocks are presented 1n a given order, alternative embodi-
ments may perform routines having steps, or employ systems
having blocks, 1n a different order, and some processes or
blocks may be deleted, moved, added, subdivided, combined,
and/or modified to provide alternative or subcombinations.
Each of these processes or blocks may be implemented 1n a
variety of different ways. Also, while processes or blocks are
at times shown as being performed in series, these processes
or blocks may instead be performed 1n parallel, or may be
performed at different times.

The teachings of the technology provided herein can be
applied to other systems, not necessarily the system described
above. The elements and acts of the various embodiments
described above can be combined to provide further
examples. Any patents and applications and other references
noted above, including any that may be listed 1n accompany-
ing {iling papers, are incorporated herein by reference.
Aspects of the mvention can be modified, if necessary, to
employ the systems, functions, and concepts of the various
references described above to provide yet further examples of
the technology.

These and other changes can be made to the invention in
light of the above Detailed Description. While the above
description describes certain embodiments of the ivention,
and describes the best mode contemplated, no matter how
detailed the above appears 1n text, the invention can be prac-
ticed in many ways. Details of the system and method for
classitying and transierring information may vary consider-
ably 1n its implementation details, while still being encom-
passed by the imnvention disclosed herein. As noted above,
particular terminology used when describing certain features
or aspects of the imnvention should not be taken to 1imply that
the terminology 1s being redefined herein to be restricted to
any specific characteristics, features, or aspects of the mven-
tion with which that terminology 1s associated. In general, the
terms used 1n the following claims should not be construed to

limit the mvention to the specific embodiments disclosed 1n

10

15

20

25

30

35

40

45

50

55

60

65

10

the specification, unless the above Detailed Description sec-
tion explicitly defines such terms. Accordingly, the actual
scope of the invention encompasses not only the disclosed
embodiments, but also all equivalent ways of practicing or
implementing the technology under the claims. While certain
aspects of the technology are presented below in certain claim
forms, the 1inventors contemplate the various aspects of the
technology 1n any number of claim forms. For example, while
only one aspect of the technology 1s recited as embodied 1n a
computer-readable medium, other aspects may likewise be
embodied 1n a computer-readable medium. Accordingly, the
inventors reserve the right to add additional claims after filing
the application to pursue such additional claim forms for
other aspects of the technology.

From the foregoing, it will be appreciated that specific
embodiments of the invention have been described herein for
purposes of illustration, but that various modifications may be
made without deviating from the spirit and scope of the inven-
tion. Accordingly, the invention 1s not limited except as by the
appended claims.

We claim:

1. A method of adjusting future filter policies in a data
storage system managed by a global storage management
server, the method comprising:

sampling, prior to a time 10, at least some of the data

storage resources performing a certain storage opera-
tion, wherein the sampling determines data transfer
loads on the data storage resources;

determining, at time T0, a job usage factor for each of the

data storage resources using the determined data transter
loads, wherein the job usage factor relates to storage
performance of a data storage resource during the cer-
tain storage operation;

identifying, at a time T1 later than TO:

a future storage operation currently associated with a
first filter policy; and

a second, different filter policy;

wherein the future storage operation 1s to be per-
tormed under the first filter policy and at a time that
1s later than T1; and

wherein, the first filter policy and the second filter
policy each define at least two of the following:
when to perform data storage operations, how often
to perform data storage operations, a data storage
location to use during a data storage operation, a
relationship between components to use during a
data storage operation, accessible datapipes for use
during data storage operations, data storage reten-
tion schemes, data compression or encryption
requirements, and a network pathway to use for a
storage operation; and,

wherein the identifying 1s performed at least 1in part by
analyzing at least two 10b usage factors 1n order to
determine that performing the future storage opera-
tion 1 accordance with the first filter policy would
result 1n a higher mean number of jobs 1n the data
storage system than if the future storage operation
were performed 1n accordance with the second,
different filter policy;

associating the identified future storage operation with the
second, different filter policy instead of the first filter
policy; and

performing, at a time 12 that 1s subsequent to T1, the
identified storage operation in accordance with the sec-
ond filter policy.
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2. The method of claim 1, wherein determining the job
usage factor for each of the data storage resources comprises
determining a mean number of jobs transierred during the
certain storage operation.

3. The method of claim 1, wherein determining the job
usage factor for each of the data storage resources comprises
determining a median number of jobs transferred during the
certain storage operation.

4. The method of claim 1, further comprising;

determining a job delay factor for each of the data storage
resources, wherein the job delay factor relates to a num-
ber of data transfer jobs waiting at a data storage
resource during the certain storage operation; and
wherein

the 1dentifying further comprises analyzing at least two job
delay factors to determine that performing the future
storage operation 1 accordance with the first filter
policy would result 1n a higher mean number of lobs 1n
the data storage system than 1f the future storage opera-
tion were performed in accordance with the second,
different filter policy.

5. A system for adjusting the transier of data from a source

to a destination, the system comprising:
a server connected to two or more storage modules actively
transferring data from the source to the destination in
accordance with a first storage policy, wherein the
Server:
generates a report related to data transfer performance of
the two or more storage modules, wherein the report
indicates results of a quantitative comparison of data
transier performances between the two or more stor-
age modules, wherein the quantitative comparison
reflects an excess number of storage jobs waiting for
resources at a given time;

utilizes the report to identify a redistribution of the active
transier of data across resources of

the two or more storage modules aiter the given time;
and

a data transter modification component, wherein the data
transfer modification component modifies the active
transier of data from the source to the destination so that
the transfer 1s no longer pertormed 1n accordance with
the first storage policy but 1s instead performed 1n accor-
dance with the identified redistribution after the given
time,

wherein, the first storage policy defines at least two of the
following:
when to perform storage operations,
how often to perform storage operations,

a storage location to use during a storage operation,

a relationship between components to use during a stor-
age operation,

accessible datapipes usable during storage operation,

storage retention schemes,

compression or encryption requirements, and

a network pathway to use for a storage operation.

6. The system of claim 5, wherein the report comprises
results of a quantitative comparison of job usage between the
two or more storage modules.

7. The system of claim 5, wherein the report comprises
results of a quantitative comparison of job delay between the
two or more storage modules.
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8. The system of claim 5, wherein the quantitative com-
parison relates to queuing theory.

9. The system of claim 5, wherein the quantitative com-
parison relates to the M/M/1 model of queuing theory.

10. The system of claim 3, wherein the quantitative com-
parison of data transfer performances between the two or
more storage modules compares a number of jobs at each
storage module with a number of storage modules.

11. A system for defining a filter policy 1n a hierarchical
data storage system, the system comprising;

two or more data storage resources, wherein the data stor-

age resources Comprise:

a first storage cell that performs a first number of data
storage jobs during a data storage operation, wherein
a storage cell 1s configured to transfer data from a
source to a destination; and

a second storage cell, different from the first storage cell,
that performs a second number of data storage jobs
during the data storage operation;

wherein the first storage cell and the second storage cell
cach individually comprise a storage manager and
comprise:

a primary storage database,

a media agent and a secondary database, or

a primary storage database, a media agent and a sec-
ondary database; and

a server configured to assign a filter policy to the first

storage cell and the second storage cell, wherein the

Server CoOmprises:

a comparison component that compares the performed
first number of jobs to the performed second number
of jobs; and

a filter assignment component that assigns the filter
policy to the first storage cell and the second storage
cell based on the comparison;

wherein the filter policy defines at least two of the fol-
lowing;:
when to perform storage operations,
how often to perform storage operations,

a storage location to use during a storage operation,

a relationship between components to use during a
storage operation,

accessible datapipes for storage operations,
retention schemes for stored data,

data compression or encryption requirements, and
a network pathway to use for a storage operation.

12. The system of claim 11, wherein assigning the filter
policy includes assigning a global filter policy that applies to
all storage cells within the hierarchical data storage system.

13. The system of claim 11, wherein assigning the filter
policy includes assigning a first filter policy that applies to the
first storage cell and assigning a second filter policy at least
partially different than the first filter policy to the second
storage cell.

14. The system of claim 11, further comprising:

an interface component, wherein the interface component
presents the assigned filter policy to an administrator of
the hierarchical data storage system.
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