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WIRELESS MONITORING DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a divisional of and claims priority of
utility application Ser. No. 10/813,150 filed on Mar. 29, 2004,

now U.S. Pat. No. 7,135,976 and provisional application
bearing Ser. No. 60/458,260, filed Mar. 31, 2003 entitled

“Tamper detection security device that monitors the presence
of the door on a shipping container using retlective energy
proximity sensors and radio frequency identification tech-
nologies.”

FIELD OF INVENTION

The mvention relates to methods and systems to monitor
the condition or security of containers, crates or shipping
cartons and recording that information for transmission using
Radio Frequency Identification technology.

BACKGROUND OF THE INVENTION

Radio frequency identification tags (heremnaiter referred to
as “RFIDs”) are well-known electronic devices which have
uses 1n many areas including freight transportation and retail
product tracking. An RFID works by first recording or “burn-
ing in”” 1dentification or other data into memory in the RFID
device. Therealter, the RFID sends the recorded 1dentification
or other information to an RFID reading device. A particular
advantage of RFIDs over bar code, optical characters and
magnetic storage (such as the magnetic strip on many credit
cards) 1s thatthe RFID does not require physical contact, or as
1s the case with optical character and bar code readers, line of
sight, between the tag and the reading device to be read. Some
currently available active tags can be read at distances up to
300 feet through typical crates and containers used during
shipping.

RFIDs come in two varieties: active and passive. An active
RFID includes a battery or other power source, and 1s acti-
vated by a signal from a reading device. The activated RFID
then broadcasts its identification or other data, which 1s
picked up by the reading device. Some active tags have
memory chips on which data can be written and received
remotely. An advantage of active RFIDs over passive RFIDs
1s that the inclusion of a power source allows the active RFID
to transmit to a recerver without entering into an electromag-
netic field to power the tag circuit. Active RFIDs are also
generally able to transmit over a longer distance and be acti-
vated individually. The advantage of active RFIDs has led to
its use 1n automatic toll-paying systems, or the like.

Passive RFIDs have no power supply per se, but power 1s
provided to the RFID circuitry by using an electromagnetic
power receiver. The RFID reading device sends power to the
RFID’s electromagnetic power recerver, thus powering up or
turning on the RFID’s circuits. Next, the passive RFID broad-
casts a response signal contaiming identification or other
information, which 1s then read by the reading device.
Because the passive RFID has no battery, 1t 1s less expensive
and lighter. Passive RFIDs have been 1n use for some time,
notably 1 security access cards where the user holds the card
near the card reader to unlock a door, and in clothing stores as
security tags attached to clothing items.

Active tags can be contacted individually or in groups by a
computer equipped with RF transmission capability (herein-
alter referred to as a “Reader”). A reader can be a handheld,
transportable device or 1t can be mounted 1n a fixed position.
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Fixed readers work with an antenna array arranged around
a portal and read all tags that pass through that portal. Fixed
readers can be much more selective 1n that they read only the
tags that pass through the portal. Fixed readers can also tell
the direction the tag was moving as 1t passes through the
portal and can do so at speeds at 40 or 50 miles per hour.

Proximity sensors, or sensors that can sense the presence or
absence of an object without physical contact are available 1n
many forms. All of these devices have the common function-
ality 1n that they generate and transmit or direct energy and
receive back portions of that energy as 1t 1s retlected back
from the target and thereby detect the presence or absence of
the target or 1n this case the door. Some types of these sensors
are described below. Hall Effect Sensors employ a magneti-
cally biased semiconductor, Hall element to sense moving
objects. Light Feedback or fiber optic sensor: the emitter and
receiver can be 1n the same housing or side-by-side. The
emitter sends out a beam of pulsed red or infrared light which
1s reflected directly by the target (at any angle), 1t 1s diffused
in all directions and some light 1s reflected back. The recerver
sees only a small portion of the original light, switching the
sensor when a target 1s detected within the effective scan
range. Ultrasonic Proximity Sensor: This device allows for
alternate transmission and reception of sound waves. The
transducer emits a number of sonic waves which are retlected
by an object, back to the transducer. After emission of the
sound waves, the ultrasonic sensor will switch over to receive
mode. The time elapsed between the emitting and recerving 1s
proportional to the distance of the object from the sensor.
Radio Frequency Sensors use pulsed RF source for reference
RF Power value, the Diode receiver i1s polled for average
baseline value every T seconds. Changes 1n baseline value
reflect movement. All of the above items and similar devices
will hereinaiter be referred to as “Sensors”.

Shipping containers, crates, cartons, and boxes (hereinat-
ter referred to as “Containers”) have long been a target for
thelt and are a security threat because not only are i1tems
stolen out of them, but terrorist devices or contraband can be
placed aside them. In the past shipping containers have been
ordinarily protected by the use of locks or other physical
impediments to entry. Physical seals have also been used so
that a quick visual ispection can determine 1f the seal has
been broken. More recently the seals and locking devices
have become more sophisticated and some contain RF
devices that broadcast RF alerts when the seal 1s physically
broken. Some of the RFID seals contain fiber optic cables or
wires which signal a fault when cut or broken. Some contain
micro switches, magnetic latches, or contact switches. All of
these require some mechanical or electromechanical device
to determine the fault before it 1s broadcast on the RF com-
munication tag.

SUMMARY OF THE INVENTION

The system of the invention includes a method for moni-
toring changes in the status or condition of a Container using
one or more monitoring units mounted to the Container. The
monitoring units preferably include a power supply, sensors
using reflective energy with programmable parameters, glo-
bally-unique sensor identification, recording capability on a
timeline, long term memory and the ability to rebroadcast
information on RFID radio technology. Programmable moni-
toring hardware in the monitoring unit detects significant
changes 1n the sensor outputs as a triggering event. The pro-
grammable monitoring hardware includes memory for stor-
ing 1identification information for the Container. The sensors
which can include conventional devices that detect various
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forms of energy including visible light, infrared light, mag-
netic fields, radio frequency energy and sound. The event can
be logged for subsequent readout and/or an immediate RF
transmission can be generated. In one embodiment, a moni-
toring unit 1s mounted inside a shipping Container suitable for
long distance transport. The sensor 1s disposed so that open-
ing and closing the Container door creates a change 1n the
sensor output which 1s detected as a triggering event by the
monitoring hardware. The triggering event can be used for
tamper detection security. The status and logged information
contained 1n the monitoring unit can be read by RF commu-
nication with any suitably equipped device including hand-
held devices and laptop computers.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 illustrates an embodiment of a system according to
the invention using either handheld, laptop, or desktop com-
puter equipped with PCI card and antenna communicating,
with Monitoring Unaits.

FIG. 2 illustrates an embodiment of a Monitoring Unit
according to the mvention.

FIG. 3 illustrates an embodiment of a Monitoring Unit
according to the invention using an RS485 serial interface to
interface with different kinds of RF devices.

FI1G. 4 1llustrates the use of a Monitoring Unit according to
the invention with a proximity sensor to sense and track 1tems
in a supply chain as they are placed into a Container.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Various modifications to the preferred embodiments
described below will be readily apparent to those of ordinary
skill 1n the art, and the disclosure set forth herein may be
applicable to other embodiments and applications without
departing from the spirit and scope of the present invention
and the clam hereto appended. Thus, the present invention 1s
not intended to be limited to the embodiments described, but
1s to be accorded the broadest scope consistent with the dis-
closure set forth herein.

A system 20 according to the invention 1s described 1n FIG.
1. This system 20 includes one or more Monitoring Units 21
and one or more Readers 30 which are devices for reading
information from or communicating with the monitoring
units 21 such as hand-held/mobile devices 31, laptop com-
puters 32, desktop computers 33 and/or dedicated fixed posi-
tion devices 34. Each Reader 30 1s equipped with RF capa-
bility which for computers can be a commercially available
card (not shown) that plugs into a slot in the computer. This
card contains a transmitter, recerver, and an antenna. The
Readers 30 preferably send and receive radio signals to and
from the Monitoring Units 21. The Monitoring Umt 21
includes one or more sensors 22 and an RF Transmitter/
Receiver 25. The RF capability can be limited to transmission
only for some applications. The intelligence of the Monitor-
ing Unit 21 1s built into the Monitoring Electronics 24 which
includes a microcomputer, memory and interface hardware
for connecting to the sensors 22. The program or firmware to
control the Momitoring Electronics 24 1s developed using
standard programming equipment and techniques. Each
Monitoring Unit 21 includes the capability of an active RFID
tag 1n that 1t has memory for storing 1dentification informa-
tion associated with the Container to which it 1s attached. The
RF Transmitter/Receiver 25 can have an address or ID asso-
ciated with 1t which 1s used to 1dentily transmissions from 1t
and to 1t that 1s separate from the identification information
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for the Container. Any radio device capable of being con-
tacted directly and 1dentified as a unique individual unit from
its signal 1s an RFID radio and can be used within the scope of
this mvention. Some examples are GSM cell phones, Ultra-
wideband radios, Satellite radios and Spread Spectrum
radios. Any of the radios described above can be substituted
for RF Transmitter/Recerver 25. Since the Monitoring Unait
21 1s 1ntended to be moved with the Container, a self-con-
tained power supply such as a battery (not shown) 1s needed.

In a particular application, large numbers of the Monitor-
ing Units 21 can be used simultaneously in freight yard,
warechouse, etc. Various Containers can each be equipped
with a Monitoring Unit 21. The Monitoring Units 21 can be
contacted by RF transmission and respond individually or 1n
groups. The distances between the Readers 30 and the Moni-
toring Umt 21 are a function of the actual RF Transmitter/
Receiver 25 and the various environmental factors such as the
physical characteristics of the Container, but typically dis-
tances up to 300 feet are practical and the signal can pass
through a shipping Container. Active RFID technology 1s
commercially available, and the invention can be 1mple-
mented 1n part using the active RFID technology. The sensors
22 are used to monitor changes in the environment 1n the
Container. For example, the opening and closing of a door can
be detected. The sensors 22 can also be used to detect move-
ment of the cargo or intrusion 1into the Container. The sensors
22 typically use retlected energy and, for example, can sense
the presence of the door by sending and receiving back reflec-
tive energy. This method utilizes no wires or fiber optic cables
that need broken or cut to sound an alarm, nor does 1t require
switches or electromagnetic contacts to operate or sound the
alarm. The 1mvention 1s not limited to any particular type of
sensor. Sensors 22 which can be usefully included 1n a Moni-
toring Unit 21 according to the mvention include conven-
tional devices that detect various forms of energy including
visible light, inured light, magnetic fields, radio frequency
energy and sound.

FIG. 2 1llustrates an embodiment of the Monitoring Unit 21
using an RFID Tag 54. This embodiment can be used as a
tamper detection security. The sensor 22 1s connected to an
appropriate analog interface 42 which 1s 1n turn connected to
an analog-to-digital (A/D) converter 44. The analog interface
42 may also be connected directly to the digital logic bus 46,
since some microcomputer devices have A/D converters
built-in. The microprocessor 48 executes a control program
stored 1n memory 49. The microprocessor 48 and memory 49
can be part of a single integrated circuit such as a microcom-
puter. The power 1s supplied by battery 52 which 1s monitored
by power monitor 53. In this embodiment the RF communi-
cation 1s performed by self-contained RFID Tag 54 which 1s
connected to the microprocessor 48. The self-contained RFID
tag consists of a RF circuit, a battery, an antenna, logic cir-
cuitry and nonvolatile memory on which a timeline 1is
recorded as part of 1ts software program. This timeline
enables an event to be recorded and recovered along with the
time that 1t occurred. When a triggering event such as the
opening of the door 1s detected by monitoring the sensor, the
fault signal 1s stored on the volatile memory until 1t can be
transierred to the timeline 1n the selif-contamned RFID tag.
This information can then be read by a Reader.

In accordance with a preferred embodiment of the inven-
tion, the invention provides a method for using a Monitoring
Unit 21 to monitor the security of any container, crate or
shipping carton by monitoring the condition such as the posi-
tion of the door or opening device and recording that infor-
mation for immediate or subsequent transmission. More spe-
cifically, the door’s position, etc. 1s monitored by sending
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energy and receiving the energy back to a sensor as it 1s
reflected off the door. When the door 1s opened the energy
being recerved by the sensor changes, and a fault condition
occurs. The fault signal 1s then rebroadcast immediately and/
or recorded with a relative or real-time timestamp for trans-
mission by an RF communication signal.

This device depending on 1ts mounting location allows the
door, door jam, doorframe, mobile opening, or removable
side (hereinafter referred to as the “Door”) to be monitored
using a Sensor instead ol a physical seal or an electrome-
chanical switch. The device allows the fault condition which
1s detected by the sensor when the Door 1s moved to be
recorded with a timestamp accessible to a RFID tag where it
1s available for transmission to an RFID Reader.

The Sensor 22 1s preferably placed in close proximity to the
Door, cargo or other monitoring target. The maximum dis-
tance 1s limited by the capability of the Sensor. The Monitor-
ing Unit 21 can be mounted with screws, magnets, etc. pret-
erably onthe inside of the Container. The Sensor 1s preferably
mounted with the energy emitter and receiver aimed at the
target with no impediments between the Sensor and the target.
When the target moves or 1s disturbed the Sensor will detect
the difference or absence of the retlective energy off of the
target. The difference or absence of energy indicating move-
ment of the target 1s a fault or triggering event. This Sensor 22
can be similar to the commercially available SICK ELF Sen-
sor in the document labeled SIC Technical Information.

A signal indicating a fault 1s then detected by the micro-
processor 48 or other logic circuit where 1t 1s stored in the
memory which may be separate from or internal to the micro-
processor or microcomputer as shown in FIG. 2. Because 1t 1s
useiul to know when the fault occurred and necessary to
record the next fault, the microprocessor holds the informa-
tion on the fault in its volatile memory until 1t can be recorded
in 1ts non-volatile memory on a relative timeline or using a
time stamp from a real-time clock. Once 1 non-volatile
memory the information on the fault 1s accessible to be read
by the RFID tag 54. Once the fault is recorded 1n non-volatile
memory, the microprocessor clears the fault condition from
its memory and 1s once again available to receive the next
fault.

RFID tag 54 used in the embodiment of invention
described above can be a commercially available Identec
Solutions 1-QQ Series described in the document Active UHF
Tag1-Q Series. The RFID tags used in this invention are active
and must have the capacity to access the fault information
including the timestamp or as in the case of the Identec 1-Q) tag
have a time-stamping capability which 1s actually part of the
tag’s memory capability. In this embodiment the Identec tag,
takes the fault information directly from the microprocessor
via an outside lead and stores the fault on a timeline 1n the
memory of the Identec tag. The advantage of the above
method 1s that the timeline can be extended due to the mag-
nifying effect of using two devices with memory. An example
of this 1s as follows: The 1Qtag from Identec with a 5 year
battery life and a 32K memory can record 13,312 events or
readings on a timeline which means to cover a shipping time
ol 30 days i1t can read the sensor every 20 seconds. To provide
adequate protection on the door the sensor must be monitored
continuously or at least every couple of seconds. One way to
accomplish this 1s to record the event as described above and
hold it 1n the volatile memory for over 20 seconds until it can
be recorded on the non-volatile memory which 1s activated
every 20 seconds by the Identec tag. The disadvantage of this
method 1s that the time of the fault as 1t 1s recorded 1s only
accurate within 20 seconds. In this embodiment the sensor 1s
always 1n the on position as 1s the Identec tag. Because the
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sensor records a fault when no energy 1s reflected back to the
sensor a fault condition will always appear 1f the battery 1s
disconnected, removed, or goes bad. Likewise, proper func-
tion will be evident and indicate a successtul installation
when there 1s an absence of a fault. This information can be
read and tested using a reader at the time of 1nstallation.

In an alternative embodiment of the Monitoring Unit 21 of
the mvention the RFID Tag 54 need not have a timeline
storage capability. In this embodiment, when the triggering
event occurs the fault signal from the Sensor 22 1s stored on a
timeline or real-time clock 1 the memory 49 of the Monitor-
ing Unit 21 where it 1s available to the RF circuit to be read by
a Reader. In this case the microprocessor would be pro-
grammed to monitor the sensor continuously or turn on the
sensor 1n predetermined intervals to look for a fault condition.
When fault occurs 1t would be rebroadcast immediately or
recorded directly on the timeline or real-time clock in the
logic circuit of the microprocessor. The same microprocessor
would also provide memory and an interface with and logic
for the RFID circuit, in this embodiment the microprocessor
can be accessed directly via the RFID circuit to accomplish
additional functions such as turning the door sensor oif and
on. Reading the values from the sensor to determine if 1t 1s
functioning correctly, changing the gain or sensitivity on the
sensor to adjust or calibrate the sensor due to differences 1n
the sensors mounting distance from the door, or retlective
values of 1ts environment.

For the purpose of this invention 1t 1s not important whether
the logic controlling, and monitoring the sensor and the time-
line or real-time clock are actually part of the RFID circuit
and 1ts memory or held on a separate memory accessible to a
self contained RFID tag with memory so long as the fault
information 1s readily available for mediate transmission or
stored with a timestamp accessible for subsequent transmis-
S101.

After the fault 1s recorded on the long-term memory asso-
ciated with a timestamp and where it 1s accessible to the RFID
circuit, it must be transmitted to a Reader 30 to be used. RFID
tags can be read with either fixed or hand-held Readers.
Readers can also work as re-broadcasting devices reading the
information on the tag and then transmitting information via
a long-range technology.

An alternative embodiment of the Monitoring Unit 21
illustrated 1n FIG. 3 uses an RS485 serial interface 62 to
transmit the data from the microprocessor 48 to the radio
transmitter/recerver 25 which can be any of the alternatives as
described above. In this embodiment of the ivention the
Monitoring Unit 21 1s selif-contained and does not rely upon
the capabilities that are supplied by an RFID Tag. All func-
tional control, logic and memory are contained within the
Monitoring Unit 21 and its firmware and the radio 1s for
communication only.

The Momitoring Unit 21 contains memory that 1s used to
store 1mportant information relating to the container, such as
owner name, container contents or inventory, and contact
information relating to the particular shipment being moni-
tored. In addition, the Monitoring Unit 21 contains data that 1s
logged from the sensor(s), such as the state of the container
door (security alerts). Encryption of data that 1s sensitive 1n
nature 1s handled by the Readers. Thus, the application pro-
grams for the Reader must encrypt the data when 1t 1s written
to the Monitoring Unit 21 or RFID tag 54 memory. In this
way, only authorized Readers and users may see the data, and
the select few with appropriate authority may make changes
to that data. Any unauthorized attempts to alter the data
results 1n a breach of the electronic envelope, and once the
electronic seal 1s broken, then a fault condition 1s raised and
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appropriate notifications can be made. The data can be written
in a three-step encryption process: First, the data that 1s to be
written 1s encrypted using RSA-standard encryption algo-
rithms (64-bit, 128-bit or 1024-bit depending on the country
using the application). An initial checksum key 1s stored inthe 3
data stream to be used upon decryption to certify the data
structure 1s 1ntact. The resulting data 1s then preferably com-
pressed using prior art compression methods 1n order to both
optimize space 1n tag memory as well as provide additional
scrambling of data. 10

Upon reading the data from the Monitoring Unit 21, the
process 1s reversed by the Reader. At the conclusion of the
decryption process, the checksum key is tested for validity,
indicating that the data has 1n fact been returned to 1ts original
state. Depending on the authorization of the user, portions or 15
all of the data 1s made available to the user.

An embodiment of the method of the mnvention using the
Monitoring Unit 21 1s as follows. A shipper loads a container
with goods to be shipped. Container doors are closed, and
using a handheld (or stationary) Reader, the container is 2Y
recorded as “closed” by the Shipper. The Reader updates the
Monitoring Unit 21 with a data packet including (but not
limited to): the date and time the container was registered as
closed the user name logged into the reader at the time the
container was registered as closed owner information, mven- 25
tory information, and document locations for pertinent ship-
ping information. This data 1s written to the Monitoring Unit
21 using the process described above. At this time, the Moni-
toring Unit 21 mitializes, calibrates itself and begins moni-
toring the sensor target: door, cargo, etc. The device will ;5
self-calibrate 1itself creating an average baseline value and
then monitor changes 1n that value which will indicate a fault.
All values, or a fault (values that are not within set param-
eters) can optionally be recorded periodically 1n the memory
of the RFID tag along with a real time clock. Faults will sound
an alert, or the recorded record will be available for remote
access using RFID technology. The monitoring process con-
tinues until the container i1s recerved by a waypoint 1 the
shipping process. Upon the Monitoring Unit 21 coming in
contact with an authorized Reader, the data 1s then read 1nto
the application software, and the encryption process is 4Y
reversed, with the application software the testing integrity of
data at each process step. The data 1s then available for review
by a user. If the waypoint 1s the endpoint of the shipment, a
user may choose to receive the container. By doing so, the
Monitoring Unit 21 1s registered as “open”. 45

35

A Monitoring Unit 21 has a command set to which it
responds and which can vary according to the application.
Each Momitoring Unit 21 has a unique address to which 1t
responds, but preferably i1t will also respond to selected
broadcast commands which are mtended for all Monitoring 50
Units. The broadcast commands can include an otherwise
unassigned address such as “00” to indicate that all units
should receive the command. However, the units do not
respond to broadcast commands, so a typical use of a broad-
cast command 1s to wake-up all units 1n preparation for sub-
sequent individual commands. A NOP command with a
Monitoring Unit’s address included can also be used to wake-
up a unit. Another general command which should be imple-
mented 1n the Monitoring Unit 1s “sleep.” In the sleep mode,
power 1s conserved. Since various types/embodiments of
Monitoring Units are to be anticipated, an 1dentification num-
ber which corresponds to the type of Momitoring Unit should
be assigned and that identification number should be readable
by a command (e.g. “Get Unit ID”’) 1ssued by a Reader. A
command to alter the address (e.g. “Set Address™) to which
the Monitoring Unit responds 1s desirable. The “Set Address™ 65
command can be helpful 1n avoiding address conflicts. Read-
ing out the mnformation on faults, etc., stored in the Monitor-
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ing Unit 21 1s performed by a “Get Response” command. The
amount of data returned by the unit will vary with the appli-
cation.

In addition to security, this invention can also be used for
monitoring and tracking 1tems as they move through a supply
chain. Reference 1s made to FIG. 4. A Monitoring Unit 21
equipped with an appropriate sensor can sense the presence of
objects as they move through a supply chain and broadcast
that information via the various Readers described herein.
Proximity sensors have long been used in the supply chain to
monitor and trigger events. Until now these sensors have been
hard-wired 1nto fixed locations. With this invention the prox-
1mity detectors can be wireless, and therefore mobile, limited
only by radio range. The firmware programming 1n the Moni-
toring Unit 21 used for object tracking or counting 1s different
from that used for security applications. The triggering event
does not imply a fault condition and simply needs to recorded
long enough to transmitted to the Reader. As illustrated 1n
FIG. 4 one application for this mvention would be to detect
objects 71, as they move from one location to another mobile
location, or container 72. In this application 1t would be
important to record or note the event on the mobile unait,
especially where there were multiple mobile units, and there-
fore various possibilities as to which mobile unit the object
was placed 1nto. In this application each mobile unit would be
equipped with one or more sensors 22 aimed at the opening of
the mobile unit or container. Each Monitoring Unit 21 would
have a radio transmitter 25 which in this application could be
transmit only. When an object 74 1s placed into the container
the proximity sensor 22 in the Monitoring Unit 21 would see
the event via a reflected signal and broadcast that event via RF
transmitter to a Reader which would note the specific object
being placed into specific container. By doing this it would
then be possible to track individual objects as they move mto
the mndividual containers, and therefore track, and verity that
they moved into the correct container 72 being placed there by
operators, automatic sorting equipment, etc.

In a preferred embodiment the monitoring of the sensors
uses programmable parameters to determine when a trigger-
ing event has occurred. Every sensor and application environ-
ment has certain levels of noise or extraneous variations in its
output that can be considered normal. In order to avoid
recording and transmitting irrelevant information, program-
mable parameters can be used to filter the sensor output. A
default set of parameters 1s written into the Momitoring Unit’s
nonvolatile memory as a part of the manufacturing process.
The selected parameters for a particular sensor can be
changed by a command which 1s transmitted to and recerved
by the Monitoring Unit 21. Examples of parameters are sen-
sor sample rate (how often the Monitoring Unit 21 take a
reading), sensitivity or threshold parameters, output type
(sensor output goes active as an “On” condition or sensor
output goes active as an “OfI”” condition), alert signal duration
(how long the alert 1s maintained belore resetting and prepar-
ing for next notification) and boundary parameters such as
max temperature, max shock, minimum radiation level, etc
are set with default values at the factory.

Preferably the Monitoring Unit 21 includes a sleep mode 1n
which power 1s conserved. During sleep mode the micropro-
cessor 1s put into a hibernation state to conserve power. An
interrupt driven timer 1s set to periodically wake-up the wake-
up the microprocessor to take readings and perform other
tasks. Temperature, humidity, and other static sensors are
awakened at predetermined sample rates (see parameters
above) and measurements are then taken. Since temperature,
etc. can usually be recorded over time, the measurement 1tself
1s not necessarily a triggering event to record, therefore 1t
sleeps to conserve power, them wakes up to record the current
reading. The log of recorded values 1s readable upon com-
mand received from a reader.
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What 1s claimed 1s:
1. A security system for monitoring a cargo storage com-
partment, the system comprising;:
a cargo storage compartment;
a sensor positioned within the storage compartment and
capable of emitting and recerving a monitoring signal;

monitoring electronics positioned within the storage com-
partment and connected to the sensor, said monitoring
clectronics capable of comparing the emitted and
received signals of the sensor and 1dentifying a trigger-
ing event based on the comparison of the emitted and
received signals; and
an active RFID tag positioned within the storage compart-
ment and connected to the monitoring electronics and
capable of storing data about a triggering event and;

wherein said active RFID 1s further configured to receive
radio transmaissions for mitiating operation of said sen-
SOT.

2. The system of claim 1, wherein said storage compart-
ment comprises an access port.

3. The system of claim 2, wherein said access port com-
prises a door.

4. The system of claim 2, wherein said sensor 1s mounted
adjacent said access port so that signals emitted from said
sensor will impinge thereon.

5. The system of claim 1, wherein said compartment has an
interior and an exterior and said sensor 1s disposed in the
interior of said compartment.

6. The system of claim 1, wherein said sensor comprises a
reflective energy sensor.

7. A secure cargo storage system, the system comprising:

a cargo storage compartment defined by an 1nterior and an
exterior;

a sensor 1n the mterior of said cargo storage compartment,
said sensor capable of emitting energy and receiving the
emitted energy;

monitoring electronics positioned inside the storage com-
partment and coupled to the sensor, the monitoring elec-
tronics for detecting and recording changes 1n the emait-
ted and recerved energy as a triggering event;

a power supply electrically connected to the sensor; and

an active RFID positioned inside the storage compartment
and coupled to the monitoring electronics, said active

RFID configured to transmit information on the trigger-

ing event supplied by the monitoring electronics, the
information including a sensor i1dentifier for the moni-
toring unit, said active RFID further configured to
receive radio transmissions for mitiating operation of
said sensor.

8. The system of claim 7 further comprising a radio fre-
quency reader wirelessly coupled to said active RFID.

9. The system of claim 7 further comprising a micropro-
cessor, wherein the monitoring electronics are configured to
place the microprocessor in a sleep mode and further com-
prising an interrupt driven timer which periodically wakes the
monitoring electronics out of sleep mode.

10. The system of claim 8 wherein the monitoring elec-
tronics are configured to record each triggering event along
with a timestamp on a timeline and wherein the active RFID
1s configured to transmit the timeline to the reader upon
receiving a command.

11. The system of claim 8 further comprising means for
receiving data from the reader as a storage compartment
identifier, the storage compartment identifier being associ-
ated with a storage compartment 1n which the sensor 1s dis-
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posed and means for transmitting the storage compartment
identifier to the reader upon recerving a command.

12. The system of claim 8 wherein the monitoring elec-
tronics 1s configured to change a sensor 1dentifier based on a
command recetved from the reader.

13. The system of claim 7 further comprising means for
transmitting information on each triggering event 1n realtime.

14. The system of claim 7, wherein said interior 1s defined
by a first mterior surface and a second interior surface and
wherein said sensor 1s attached to the first interior surface.

15. The system of claim 14, wherein said sensor 1s posi-
tioned on said first interior surface so that the emitted energy
can be reflected off of said second interior surface.

16. The system of claim 7, wherein said interior 1s defined
by an interior surface and wherein said sensor positioned in
said 1nterior so that the emitted energy can be retlected off of
said 1nterior surface.

17. The system of claim 7, wherein said sensor signal 1s an
IR signal.

18. The system of claim 7, wherein said sensor signal 1s an
ambient light signal.

19. The system of claim 7, wherein said sensor 1s an ambi-
ent light sensor.

20. The system of claim 7, wherein said sensor comprises
a proximity sensor.

21. The system of claim 16, wherein said iterior surface 1s
an access port.

22. The system of claim 14, wherein said first interior
surface 1s an access port.

23. The system of claim 21, wherein said access port 1s a
door.

24. The system of claim 22, wherein said access port 1s a
door.

25. The system of claim 7, wherein the interior of the cargo
storage compartment further comprises an access port
defined 1n said interior;

wherein said sensor 1s disposed 1n said cargo storage com-
partment so that the emitted energy signal will reflect off
of said access port;

wherein the monitoring electronics comprise a micropro-
cessor, firmware memory for storing a program for the
microprocessor, and data memory; and

wherein the active RFID 1s disposed within said storage
compartment for transmitting information on the trig-
gering event supplied by the monitoring electronics.

26. The system of claim 25 wherein the data memory ofthe
active RFID comprises a nonvolatile memory and the data
memory of the monitoring electronics comprises a volatile
memory.

277. A security system for monitoring a cargo storage com-
partment, the system comprising:

a cargo storage compartment defined by an interior and an

exterior;

a sensor 1n the mterior of said cargo storage compartment,
said sensor capable of emitting energy and receiving
emitted energy;

an active RFID positioned in the interior of the storage
compartment and connected to the sensor;

a radio frequency reader wirelessly coupled to said active
RFID and configured to transmit and receive radio fre-
quency communications with said active RFID; and

wherein said active RFID 1s further configured to recerve
radio transmissions for mitiating operation of said sen-
SOT.




	Front Page
	Drawings
	Specification
	Claims

