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[dentify a search engine-specific communications
protocol that 15 used by the search engine

200

Software program the network processor IC fo enable
communications between the network processor IC
and the search engine according to the search 202
engine-specific communications protocol

Receive a packet at the network processor IC 204
Obtain a search key from the packet 206

Commumicate the search key from the network processor IC
to the search engine according to the search 208
engine-specific communications protocol

Communicate a search result from the search engine
to the network processor IC according to the search 210
engine-specific communications protocol
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[dentify a search engine-specitic communications

protocol that 15 used by the search engine 220

Software program the network processor IC, via a programming
interface of the network processor IC, to enable communications

between the network processor IC and the search engine 222
according to the search engine-specific communications protocol

Communicate search mstructions and search data
from the network processor IC to the search engine 14
according to the search engine-specific
communications protocol

Communicate replies from the search engine to the
network processor IC according to the search 226
engine-specific communications protocol
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NETWORK PROCESSOR INTEGRATED
CIRCUIT WITH A SOFTWARLELE
PROGRAMMABLE SEARCH ENGINE
COMMUNICATIONS MODULE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s entitled to the benefit of provisional
U.S. Patent Application Ser. No. 60/861,176, filed Nov. 27,

2006, the disclosure of which 1s incorporated by reference
herein 1n 1ts entirety.

FIELD OF THE INVENTION

The invention relates generally to chip-to-chip interfaces,
and more particularly, to interfaces between a network pro-
cessor 1ntegrated circuit (IC) and an external search engine.

BACKGROUND OF THE INVENTION

As bandwidth requirements for information networks
increase, specialized processors, referred to as network pro-
cessors, are being designed specifically to process packetized
network traffic. Network processors often utilize external
search engines to perform operations such as packet classifi-
cation. External search engines utilize specialized search
memories such as content addressable memory (CAM) or
synchronous random access memory (SRAM) to perform
high speed searches based on packet header information. The
communications between a network processor and an exter-
nal search engine typically occur over a dedicated communi-
cations bus. Different vendors of external search engines have
developed various different interfaces for communicating
with their particular search engine. The search engine-spe-
cific interfaces may differ in the number of pins and/or the
details of the communications protocol, e.g., pin usage,
istruction sets, signaling protocols, eftc.

Because there are various different search engines that can
be used with a network processor, each with 1ts own search
engine-specific interface, it can be difficult to ensure that a
network processor 1s compatible with a particular search
engine. One approach to providing compatible communica-
tions between a network processor and an external search
engine involves placing a field programmable gate array
(FPGA) integrated circuit (IC) between the network proces-
sor and the search engine. The FPGA IC 1s configured to
convert request communications from the network processor
into a format that 1s compatible with the search engine and to
convert reply communications from the search engine into a
format that 1s compatible with the network processor.
Although this “glue logic” approach works well to bridge
communications between a network processor and a search
engine, the approach requires an extra IC and the program-
mability of the FPGA IC i1s limited to the capabilities of
certain pre-established hardware-based logic blocks.

Additionally, at least one standard interface, referred to as
the Look-Aside Interface (LA-1), has been developed to pro-
vide a standard interface between network processors and
external devices such as search engines. Although the LA-1
standard provides a standard interface between network pro-
cessors and external devices such as search engines, the LA-1
standard was established to support throughput of up to 10
Gbps. Next generation networks are pushing beyond 10 Gbps
to levels that are difficult to support using LA-1 compliant
interfaces.
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2
SUMMARY OF THE INVENTION

A network processor IC for processing network traffic
includes a bus interface and a software programmable search
engine communications module. The bus interface of the
network processor IC 1s not specific to a particular search
engine, €.g., the exact number of pins of the bus interface 1s
not dictated by the number pins of a particular search engine
and the software programmable search engine communica-
tions module enables communications to be conducted
between the network processor IC and the search engine via
the bus interface according to whatever communications pro-
tocol the search engine requires. Using the software program-
mable search engine communications module, a network pro-
cessor IC 1s software programmed to communicate with a
particular search engine 1n a manner that 1s completely com-
patible with the search engine. Because the network proces-
sor IC includes an on-chip software programmable search
engine communications module, there 1s no need for an addi-
tional IC between the network processor 1C and the search
engine. Additionally, the network processor IC can be sofit-
ware programmed to adapt to different search engines that
have different communications interfaces, mncluding future
interfaces that have not yet been developed.

Other aspects and advantages of the present invention will
become apparent from the following detailed description,
taken in conjunction with the accompanying drawings, 1llus-
trating by way of example the principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts a network processor IC and a search engine
that are connected by a communications bus.

FIG. 2 1llustrates a case 1n which the number of pins of a
network processor IC’s bus interface matches the number of
pins of a search engine’s bus interface.

FIG. 3 1llustrates a case 1n which a network processor 1C
has more pins 1n 1ts bus interface than a corresponding search
engine.

FIG. 4 1s a process tlow diagram of a method for utilizing
a search engine that 1s external to a network processor IC.

FIG. 5 1s a process flow diagram of another method for
utilizing a search engine that 1s external to a network proces-
sor 1C.

FIG. 6 1s a functional block diagram of a network processor
IC.

Throughout the description, similar reference numbers
may be used to 1dentity similar elements.

DETAILED DESCRIPTION

FIG. 1 depicts a network processor 1C 100 and a search
engine 110 that are connected by a communications bus 120.
Referring first to the search engine, the search engine includes
a search memory 112, a bus interface 114, and a search
engine-specific communications module 116. The search
memory may be, for example, a CAM, a tertiary CAM
(TCAM), or a RAM such as an SRAM or a dynamic RAM
(DRAM). The search memory 1s populated via the networ
processor IC and 1s searched using search keys. In traffic
classification operations, a search key 1s typically an n-bit
vector that1s derived by the network processor IC from packet
header information. For example, the search key may be a
portion or portions of a packet header or a value derived from
a hash function of a portion or portions of a packet header.

The bus interface 114 of the search engine 110 includes a
series of pins 118, or pads, that are used to provide electrical
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connections to the network processor IC 100. The bus inter-
face of the search engine 1n FIG. 1 includes pins 1 to m, where
m 1s a value that 1s specific to the search engine. For example,
conventional search engines may have from 122-130 pins.

The search engine-specific communications module 116
of the search engine 110 enables communications between
the search engine and the network processor 1C 100 via a
communications protocol that 1s specific to the search engine.
In the embodiment of FIG. 1, the search engine-specific com-
munications protocol specifies a request protocol for commu-
nications from the network processor IC to the search engine
and a reply protocol for communications from the search
engine to the network processor IC. The request and reply
protocols define criteria such as the pin usage, the instruction
set, the data format, etc. The search engine-specific commu-
nications protocols of many search engines are proprietary
protocols that are different from vendor to vendor and even
from product to product of the same vendor.

The network processor 1C 100 and the search engine 110
are connected to each other by the communications bus 120.
The communications bus 1s a series of electrical signal paths
that connect bus pins on the network processor 1C to bus pins
on the search engine. In the embodiment of FIG. 1, the com-
munications bus includes an instruction bus 122, a data bus
124, and a reply bus 126. The istruction bus 1s used to
communicate mstructions from the network processor IC to
the search engine, the data bus 1s used to communicate data
(e.g., search keys and search entries) from the network pro-
cessor IC to the search engine, and the reply bus 1s used to
communicate reply information (e.g., indexes/handles) from
the search engine to the network processor IC. The width of
cach bus 1s implementation specific. Typically, a bus width 1s
expressed in terms of bits, where each bit represents one pin
on the network processor IC and one pin on the search engine
that are electrically connected. In an embodiment, the instruc-
tion bus 1s 22 bits wide and the reply bus 1s 28 bits wide
although different bus widths are possible. Various conven-
tional search engines have a data bus that 1s either 72-bits or
80-bits wide although different bus widths are possible. A
data bus of 72-bits 1s typically used to communicate 72, 144,
and 288-bit search keys and a data bus of 80-bits 1s typically
used to communicate 80, 160, and 320-bit search keys.

Referring now to the network processor 1C 100, the net-
work processor 1C includes among other things a traffic clas-
sifier 102, a search engine-independent bus interface 104, a
soltware programmable search engine communications mod-
ule 106, and a programming interface 108. The traific classi-
fier classifies incoming packets of traific based on informa-
tion related to the packet, including, for example, input port
and header information. In an embodiment, the traffic classi-
fier parses packet headers and generates search keys from the
parsed header information. The search keys are provided to
the search engine. Classification operations that utilize an
external search engine are known 1n the field and are not
described in more detail herein.

The search engine-independent bus interface 104 of the
network processor 1C 100 includes a series of pins 109, or
pads, that are used to provide electrical connections to the
search engine 110. The search engine-independent interface
depicted 1n FIG. 1 includes pins 1 to p, where the value of p
can be different for different network processor designs. In an
embodiment, the network processor 1C 1includes 130 pins for
interfacing with a search engine although the specific number
of pins for the search engine-independent bus interface is
implementation specific. The network processor IC also
includes other pins for other iterfaces that are not described
herein. The bus interface 1s referred to as “search engine-
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independent” because the number of pins of the bus interface
1s not necessarily dictated by the number of pins of a particu-
lar search engine. As 1s described 1n more detail below, the
network processor IC can have a bus interface with a different
number of pins than the number of pins of the search engine
bus interface.

The programming interface 108 1s a communications inter-
face that enables programming instructions to be recerved
into the network processor 1C 100 from an external source. In
an embodiment, the programming interface 1s a bidirectional

high-bandwidth, low-latency point-to-point link that 1s
packet-based such as an interface based on HYPERTR ANS-

PORT technology.

In accordance with an embodiment of the invention, the
soltware programmable search engine communications mod-
ule 106 1s a hardware-based module that enables communi-
cations between the network processor IC 100 and the search
engine 110. Commumnications from the network processor IC
to the search engine include, for example, search instructions,
search keys, search entry read/write instructions, and register
read/write instructions. Communications from the search
engine to the network processor IC include, for example,
search results (e.g., index/handle) and read data. In the
embodiment of FIG. 1, the software programmable search
engine communications module 1s embodied 1 program-
mable hardware circuits such as programmable logic that 1s
programmed via a set of registers in response to programming,
instructions recerved through the programming interface 108.
The programmable logic may include programmable logic
gates. In an embodiment, the programmable logic includes
multiple multiplexers that are controlled by registers. The
registers can be set via the programming interface. In an
alternative embodiment, the programmable logic may
include devices such as programmable array logic, generic
array logic, complex programmable logic devices, and field
programmable gate arrays. In an embodiment, the network
processor 1C 1includes some circuits that perform fixed func-
tions such as executing instructions, and other circuits whose
function can be altered by programming instructions that are
executed by the fixed function circuits.

In an embodiment, the software programming of the soft-
ware programmable search engine communications module
106 involves first identifying a communications protocol of a
search engine 110 that 1s to be used with the network proces-
sor IC 100. In particular, the number of pins, pin usage,
instruction set and signaling protocol of the search engine-
specific communications protocol are identified. Once details
of the search engine-specific communications protocol are
identified, the network processor IC receives, via the pro-
gramming interface, computer readable instructions that pro-
gram the software programmable search engine communica-
tions module to communicate with the search engine
according to the requirements of the search engine. In par-
ticular, the computer readable instructions identify, for
example, which pins of the network processor 1C’s bus inter-
face are to be used, how the 1nstruction, data, and reply buses
are to be assigned among the pins, and how to use the instruc-
tion set of the search engine. Once the network processor IC
has received and processed the computer readable nstruc-
tions, the software programmable search engine communica-
tions module 1s programmed and ready to communicate with
the search engine.

The software programmable search engine communica-
tions module 106 enables the network processor 1C 100 to be
solftware programmed to commumicate with a particular
search engine 1n a manner that 1s completely compatible with
the search engine. Because the network processor IC includes
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an on-chip software programmable search engine communi-
cations module, there 1s no need for an additional IC between
the network processor IC and the search engine. Additionally,
the network processor IC can be software programmed to
adapt to different search engines that have diflerent commu-
nications interfaces, including future interfaces that have not
yet been developed.

In an embodiment, the software programmable search
engine communications module 106 1s programmed so that
the network processor IC 100 1s able to generate instructions
and data that are compatible with the search engine-specific
communications protocol 116 and so that the network pro-
cessor IC 1s able to recerve and process replies from the search
engine 110. With regard to the instruction bus 122, the net-
work processor IC 1s software programmed so that each trans-
action between the network processor IC and the search
engine utilizes the instruction set that 1s dictated by the search
engine-speciiic communications protocol. Additionally, the
network processor IC 1s software programmed so that the
instructions are distributed on the instruction bus as dictated
by the search engine-specific communications protocol.

With regard to the reply bus 126, search engines typically
return the address or handle of a matched entry along with an
associated “HIT™ signal. The address or handle i1dentifies
which entry 1n the search memory 1s matched, or HI'T, with
the input search key. In an embodiment, the software pro-
grammable search engine communications module 1s pro-
grammed so that 1f the HIT 1s not asserted, or nothing is
matched, the returned address will be 1ignored. The HIT signal
may be 1gnored since soltware can always program the search
memory to have at least one entry hit.

Search memories within different search engines may have
different s1zes of entry addresses. Additionally, search memo-
ries can be cascaded to form a larger search table. In an
embodiment, the software programmable search engine com-
munications module 1s software programmed to adapt to the
s1ze of the search memory.

In an embodiment, search engines return a result for each
transaction request. The latency of the valid return can be
different for different search engines. Some search engines
return a result with a fixed delay, but other search engines
return a result with a “VALID” signal. In accordance with an
embodiment of the ivention, the software programmable
search engine communications module can be software pro-
grammed so that the network processor IC expects a
“VALID” signal or a programmable fixed delay for a valid
return, checks the HI'T signal or 1ignores the HIT signal, and/or
checks the VALID signal and the HIT signal as active high or
active low signals.

The reply bus 126 between the network processor 1C 100
and the search engine 110 can be entirely configured via the
soltware programmable search engine communications mod-
ule 106. In an embodiment, the network processor IC reserves
a group of pins for the reply bus and specifies the location of
the VALID and HIT signals within the replay bus.

As described above, the solftware programmable search
engine communications module 106 of the network processor
IC 100 enables the network processor to be programmed to
enable commumnications according to the communications
protocol of the search engine 110. The network processor IC
can be adapted to the search engine whether or not the bus
interface of the network processor I1C has the same number of
pins as the bus interface of the search engine. FIG. 2 illustrates
a case 1n which the number of pins, p, of the network proces-
sor IC’s bus interface 104 matches the number of pins, m, of
the search engine’s bus interface 114. In this case, the soft-
ware programmable search engine communications module
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1s programmed to utilize all of its pins as dictated by the
search engine-specific communications protocol.

Although 1n the case of FIG. 2 the network processor IC
100 and the search engine 110 have the same number of pins,
in other cases the network processor IC and the search engine
may have different numbers of pins. FIG. 3 1llustrates the case
in which the network processor IC has more pins 1n 1ts bus
interface than the search engine. In this case, the software
programmable search engine communications module 106 1s
programmed to utilize those pins of the network processor
IC’s bus interface which are connected to the search engine
according to the search engine-specific communications pro-
tocol 116.

A Double Data Rate (DDR) or a Single Data Rate (SDR)
protocol may be used to communicate between the network
processor 1C and the search engine. The software program-
mable search engine communications module 1s programmed
to use whichever protocol 1s required by the search engine.
DDR uses both the rising edge and the falling edge of a clock
signal to communicate data. SDR only uses one edge of the
clock signal to communicate data. Two software instruction
sets are needed for DDR, one for the rising edge of the clock
signal and one for the falling edge of the clock signal. To
support SDR, the software programmable search engine com-
munications module 1s programmed to set the instructions on
both edges to the same value.

FIG. 4 1s a process flow diagram of a method for utilizing
a search engine that 1s external to a network processor IC. At
block 200, a search engine-speciiic communications protocol
that 1s used by the search engine 1s 1dentified. At block 202,
the network processor IC 1s software programmed to enable
communications between the network processor IC and the
search engine according to the search engine-specific com-
munications protocol. At block 204, a packet at the network
processor IC 1s received. At block 206, a search key from the
packet 1s obtained. At block 208, the search key 1s communi-
cated from the network processor IC to the search engine
according to the search engine-specific communications pro-
tocol. At block 210, a search result 1s communicated from the
search engine to the network processor 1C according to the
search engine-specific communications protocol.

FIG. 5 1s a process flow diagram of another method for
utilizing a search engine that 1s external to a network proces-
sor IC. At block 220, a search engine-specific communica-
tions protocol that 1s used by the search engine 1s 1dentified.
At block 222, the network processor IC 1s soltware pro-
grammed, via a programming interface of the network pro-
cessor IC, to enable communications between the network
processor IC and the search engine according to the search
engine-specific communications protocol. At block 224,
search instructions and search data are communicated from
the network processor IC to the search engine according to the
search engine-specific communications protocol. At block
226, replies are communicated from the search engine to the
network processor 1C according to the search engine-specific
communications protocol.

FIG. 6 1s a functional block diagram of a network processor
IC 100. The network processor IC includes a programming
interface 108, volatile memory 140, non-volatile memory
142, fixed logic 144, and programmable logic 146. The pro-
gramming interface 1s described above with reference to FIG.
1. The volatile memory 1s memory such as RAM that 1s used
to store instructions and data within the network processor IC.
The non-volatile memory 1s memory such as read only
memory (ROM) and FLASH memory. The fixed logic
includes various function-specific logic blocks such as, for
example, a memory interface, an instruction fetcher, and an
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instruction decoder. The fixed logic 1s able to, among other
operations, execute software mstructions. The programmable
logic includes programmable hardware circuits such as pro-
grammable logic gates. Programming interfaces, volatile
memory, non-volatile memory, fixed logic, and program-
mable logic are known in the field of central processing units
and network processor ICs. In an embodiment of the mven-
tion, the software programmable search engine communica-
tions module 1s embodied 1n the programmable logic once it
has been programmed. As described above, the program-
mable logic 1s programmed in response to programming,
instructions that are received via the programming interface
and executed by the fixed logic.
In an embodiment, the programming instructions, which
are used to program the software programmable search
engine communications module, are generated by a computer
engineer with knowledge of the network processor IC and the
communications protocol of the search engine.
Although specific embodiments of the invention have been
described and 1llustrated, the invention 1s not to be limited to
the specific forms or arrangements of parts as described and
illustrated herein. The mvention 1s limited only by the claims.
What 1s claimed 1s:
1. A network processor integrated circuit (IC) for process-
ing network tratfic, the network processor 1C comprising:
a search engine-independent bus interface within the net-
work processor IC for connecting to a search engine that
1s external to the network processor IC and 1ncludes a
search memory, wherein the search engine utilizes a
search engine-specific communications protocol;
a software programmable search engine communications
module within the network processor IC configured to
enable communications between the network processor
IC and the search engine via the search engine-indepen-
dent bus interface according to the search engine-spe-
cific communications protocol;
a programming interface for recerving computer readable
istructions for programming the software program-
mable search engine communications module; and
a traffic classifier for generating search keys that are pro-
vided to the search engine via the software programs-
mable search engine communications module;
wherein the software programmable search engine com-
munications module comprises programmable hard-
ware circuits, which when programmed 1n response to
the computer readable instructions:
cause the network processor IC to communicate with the
search engine according to the search engine-specific
communications protocol, including using a search
engine-specific mstruction set; and
assign pins of the search engine-independent bus interface
to an instruction bus, a data bus, and a reply bus;
wherein;
the pins assigned to the mstruction bus are used to com-
municate search instructions from the network pro-
cessor IC to the search engine;

the pins assigned to the data bus are used to communi-
cate the search keys and search entries from the net-
work processor IC to the search engine; and

the pins assigned to the reply bus are used to communi-
cate indexes or handles from the search engine to the
network processor IC.

2. The network processor IC of claim 1 wherein the number
of pins of the search engine-independent bus interface is
different from the number of pins of the search engine.

3. The network processor 1C of claim 1 wherein the search
memory 1s content addressable memory (CAM).
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4. The network processor IC of claim 1 wherein the soft-
ware programmable search engine communications module
1s programmed to use the search engine-specific instruction
set.

5. A method for utilizing a search engine that i1s external to
a network processor integrated circuit (IC), the method com-
prising;:
identifying a search engine-specific communications pro-
tocol that 1s used by the search engine;

software programming the network processor IC to enable
communications between the network processor 1C and
the search engine according to the search engine-spe-
cific communications protocol, wherein software pro-
gramming the network processor IC comprises provid-
ing software programming instructions to the network
processor 1C through a programming interface of the
network processor IC, programming hardware program-
mable circuits of the network processor IC, and assign-
ing pins of a search engine-independent bus interface of
the network processor IC to an instruction bus, a data
bus, and a reply bus, wherein;

the pins assigned to the nstruction bus are used to com-
municate search instructions from the network pro-
cessor IC to the search engine;

the pins assigned to the data bus are used to communi-
cate the search keys and search entries from the net-
work processor IC to the search engine; and

the pins assigned to the reply bus are used to communi-
cate indexes or handles from the search engine to the
network processor 1C;

recerving a packet at the network processor I1C;
obtaining a search key from the packet;

communicating the search key from the network processor
IC to the search engine according to the search engine-
specific communications protocol; and

communicating a search result from the search engine to
the network processor IC according to the search
engine-speciiic communications protocol;

wherein the search engine-specific communications proto-
col comprises a search engine-specific instruction set
and wherein communicating the search key from the
network processor IC to the search engine comprises
communicating at least one instruction from the search
engine-speciiic mstruction set.

6. The method of claim 5 wherein the software program-
ming comprises specilying the pin locations of a VALID
signal and a HIT signal within the reply bus of the search
engine-independent bus interface.

7. The method of claim 5 wherein the software program-
ming comprises programming the software programmable
search engine communications module so that the network
processor IC expects a search result to be recerved etther with

a VALID signal or at a fixed delay.
8. A system comprising:
a network processor integrated circuit (IC) for processing
network traffic:

a search engine that 1s external to the network processor IC,
the search engine having a search memory and a search
engine-specific communications module that utilizes a
search engine-specific communications protocol; and

a communications bus that connects the network processor
IC to the search engine;

the network processor IC comprising:

a traflic classifier for generating search keys that are pro-
vided to the search engine via the communications bus;
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a search engine-independent bus interface within the net-
work processor 1C, the search engine-independent bus
interface including pins for connecting to the communi-
cations bus;

a software programmable search engine communications
module within the network processor IC configured to
enable communications between the network processor
IC and the search engine via the search engine-indepen-
dent bus interface according to the search engine-spe-
cific communications protocol, wherein the software
programmable search engine communications module
comprises programmable hardware circuits, which
when programmed 1n response to computer readable
instructions:

cause the network processor IC to communicate according,
to the search engine-specific communications protocol,

including using a search engine-specific mstruction set;
and

assign pins of the search engine-independent bus interface
to an 1struction bus, a data bus, and a reply bus;

wherein;

10
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the pins assigned to the mstruction bus are used to com-
municate search instructions from the network pro-
cessor IC to the search engine;

the pins assigned to the data bus are used to communi-
cate the search keys and search entries from the net-
work processor IC to the search engine; and

the pins assigned to the reply bus are used to communi-
cate indexes or handles from the search engine to the
network processor I1C;

a programming interface configured to receive computer
readable instructions for programming the software pro-
grammable search engine communications module.

9. The network processor IC of claim 8 wherein the search
engine includes a bus interface that includes pins and wherein
the number of pins of the search engine-independent bus
interface 1s different from the number of pins of the search
engine.

10. The network processor IC of claim 8 wherein the soft-
ware programmable search engine communications module

1s programmed to use the search engine-specific instruction
set.
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