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(57) ABSTRACT

A method to verity a product produced by a manufacturer, the
method comprising the steps of attaching a unique product
code to a product prior to delivery to a retailer, storing the
product code with product information 1 a first database
linked to a verification system associated with the manufac-
turer, distributing the product to the retailer and selling the
product from the retailer to a customer, the step of selling
including the steps of using a first computer to obtain the
umque product code from the product, providing the obtained
product code to the verification system, comparing the
obtained product code with the stored product code and when
the obtained product code and the stored product code match,
preparing a receipt including a verification code and provid-
ing the receipt to the customer.

38 Claims, 12 Drawing Sheets

A

102

y l

T

120

122
118

104

Perucilin

500 Tablets

Bottle A1237

125 mg

Expiration
FEB. 199

LTI

| LI
OC

O




U.S. Patent Oct. 12, 2010 Sheet 1 of 12 US 7,810,726 B2

[lll

102

112

120
122
118 I_l Penicillin 130a
I- 500 Tablets
Bottle A1237

125 mg
104 Expiration 130b
FEB. 1998
LY 130¢
M |

/100

Fig. 2

134



U.S. Patent Oct. 12, 2010 Sheet 2 of 12 US 7,810,726 B2

Fig. 3



U.S. Patent Oct. 12, 2010 Sheet 3 of 12 US 7.810,726 B2

200 _
Medication Information
120 | Medication Name
211 | Medication Manufacturer Information
212 | Size/Concentration
214 | Form/Shape
215 | Initial Quantity of Medication in Container
216 | Manufactunng Lot Number
218 | Expiration Date
Fig. 4
220
Container Status Information
222 | Ship Destination
224 | Receiving/Dispensing Pharmacy Idenfification
226 { Recall Status
228 | New Contraindications
Fig. 5
244
Retailer Identification Information
Identification Number
Password
Vernfication Code

Reader 260 Identification Code

Fig. 6



U.S. Patent Oct. 12, 2010 Sheet 4 of 12 US 7,810,726 B2

140
B 180 190
Manufacturer/Packager
Medication
[:]. — " Container

. . Venfication

Center
170
100 -~ 160 7150 520
240
230
300
Pharmacy

100 = [:] - E

400 260 270
250
410 SN
CheckMyMed.com
200 Patient/Consumer 106
490

320 460 450 _
Fig. 7



U.S. Patent Oct. 12, 2010 Sheet 5 of 12 US 7.810,726 B2

290 _ —

Registrabon Message

292 | Receiving/Dispnesing Pharmacy Identifier
294 Date received or verified
296 Registration Code

Fig. 8

—

304

310a
Ay
-
v 310c
306 E Tom Jones
Med: Penicillin
[ Pill 308
310b Every 4 hr 120
| 302
LU ,/
Fig. 9
340

Dispensed Medication Information

130 { Medication Container Code

200 { Medication Information

220 { Container Status Information

350 | Dispensing Pharmacy Identification
296 | Registration Code

310 | Medication Code

Fig. 10



U.S. Patent Oct. 12, 2010 Sheet 6 of 12 US 7.810,726 B2

320
384 [
— 382

386
388 Jor{es Pharmacy
Spningfield
Mar. 15, 2003
120 .
ASPITIN .o $1.57
Penicillin .........c.c.coee. $9.20

Total ..ol # 10.77
310a
Fig. 11
560 _ -
Errors Retuned to Pharmacy

Bad Container Number (not registered)

Destination Pharmacy Error

Dispensing Pharmacy Not Same as Receiving
Pharmacy

Recall for Lot Number

Expiration Date

New Contraindications

Fig. 12

Pharmacist Recetve/Dispense Error

Medication does not correspond to
provided medication information
(name, size, form, etc. errors)

600

Fig. 13



U.S. Patent Oct. 12, 2010 Sheet 7 of 12 US 7.810,726 B2

620

Ermrors Retuned to Patient

Bad Container Code, Medication Code, or
Registration Code (not registered)

Dispensing Pharmacy not Registered

Dispensing Pharmacy Not Same as Recerving
Pharmacy

Recall for Lot Number

Expiration Date

New Contraindications

Previously Sold to Different Customer

Fig. 14
650

Pattent Check Error

660 | Medication does not correspond to
provided medication information
(name, size, form, etc. errors)

662 | Dispensing Pharmacy not the same as
Pharmacy

Fig. 15



U.S. Patent Oct. 12, 2010 Sheet 8 of 12 US 7.810,726 B2

| 701
700 N
L 3 - Manufacturer Information 211 —
Container Code 130
Medication Information 200

Manufacturer Station 140
[ abels Container 100 with
Contamner Code 130

702 703
N N

Container Code 130
container status 220

Manufacturer Ships
Contamner 100

Venfication
System 190

e T S ——

Distributor Identifier
Container Code 130

Distributor
Identifies Receipt
of Container 100

Medication Information 200,
container status 220

° Fig. 16A



U.S. Patent Oct. 12, 2010 Sheet 9 of 12 US 7.810,726 B2

712
Pharmacy Identifier 224 —
i Container Code 130
716
Pharmacy 240
Vertfies Received Errors 560 )
Container 100
Using Computer
550 718
Medication Information 200
container status 220
Registration Code 296 to Verification
Label 306 or Local Database System 190
or 396
720
722 724

Pl:nannacy 240 o Pharmacy Identifier 224
Dispenses Medication and Container Code 130

Provides Medication Code 310

Medication Code 310 with
Medication Identifier 120 to T

Patient

717
\

When error(s) 560, 600 detectred
notify manufacturer, regulatory agency,
other pharmacy holding a continaer
with identical container code 130

Fig. 168



U.S. Patent Oct. 12, 2010 Sheet 10 of 12 US 7,810,726 B2

728 \

Container Code 130 or
Medication Code 310

732

Errors 620
Verification

— System 190

734 _\_ _ or 396

Medication Information 200
container status 220

Consumer

736
N

{ E_E'rors 6—50 |

733

When error(s) 620, 650 detected
notify manufacturer, regulatory agency,
other pharmacy holding a continaer

with identical container code 130

Fig. 16C



U.S. Patent Oct. 12, 2010 Sheet 11 of 12 US 7,810,726 B2

Card Issuer

304
Payment Payment
Product
Customer - Retailer
302 240
Fig. 17 800
818
310 '
212 WB Card |:| D
[ ] D 820
214 Bill Smth L1
816 I
l 5776-1322-4098-9231
l Exp. 01-01-20083

Fig. 18

830




U.S. Patent Oct. 12, 2010 Sheet 12 of 12 US 7,810,726 B2

840
s
130c¢
Fig. 21
5 320
850
259 WF Card Veri-Receipt 388
184 Jan 14, 2000 8:15 am oy
11345-98737600-37
120 — Crypto Store Chicago 258
1 - S. Feratto Bag $1000
Veri No. 124-AT47-FS99-W7
856
1 - Selex Watch $500 310a
Veri No. 124-AS83-PC81-X4
212 Total $1500
854
Bill Smth

XXXK-XXXX-XXXX-92

Fig. 22




US 7,810,726 B2

1

METHOD AND SYSTEM FOR TRACKING
AND VERIFYING MEDICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation related to the earlier filed

patent application entitled “Method and System for Tracking,
and Veritying Medication” which was filed on Sep. 7, 2005

and which has a Ser. No. 11/220,426 and 1s also related to a
provisional patent application entitled “Method and System
for Tracking and Veritying Medication™ which was filed on

Sep. 7, 2004 and which has a Ser. No. 60/607,551.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

Not applicable.

BACKGROUND OF THE INVENTION

The present invention relates to determining when a prod-
uct or medication has been distributed or dispensed properly.
This 1s done 1n part by associating a unique code with each
product or medication container, registering information
about the product or medication and the code 1n a database,
and subsequently using the code to retrieve the information
about the product or medication. The invention also relates to
enabling a healthcare worker or patient to verity that a medi-
cation has been properly distributed and dispensed.

As an 1nitial matter, in the interest of simplifying this
explanation and unless indicated otherwise, the description
which follows describes the mvention 1n the context of a
medication manufacturer, medication distributor, pharmacy
and patient home. However, it should be recognized that the
invention should not be so limited and clearly has applica-
tions which are outside medication, only some of which are
specifically discussed hereinafter.

Many industries have been plagued by fraudulent products
being introduced into the market. Examples of this include
the clothing of fashion designers, airplane maintenance parts,
and recently, prescription and non-prescription medication.
Fraudulent or mislabeled medications threaten the public’s
faith in the over $150 billion medication industry by mislead-
ing them to believe that a medication 1s what it says 1t 1s, for
example the medication they are taking may actually be a
sugar or flour pill with no ability to treat the patient’s condi-
tion. In other cases a mislabeled medication can actually
make a patient’s condition worse or cause life threatening,
reactions.

To counteract this problem, a number of solutions have
been proposed, each with a characteristic that attempts to deal
with the problem, but none have created a reliable and easy to
use system to prevent fraud, mislabeling, or redirection of
medication 1n the supply and dispensing channels. For
example, recently some pharmaceutical manufacturers have
told their distributors that they will no longer ship products to
them unless they agree only to purchase medications directly
from the manufacturers. This directive potentially prevents
fraudulent medication from entering the distribution channel
by being traded from one distributor to another, but 1t already
1s unlikely that our country’s quality medication distributors
allow any fraudulent medication to enter their channel. It 1s
also unlikely that large pharmacy chains that manage their
own distribution centers would tolerate purchases from any
source other than the original manufacturer. In fact many
pharmacy chains purchase their own private labeled generic
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medication directly from qualified manufacturers, e.g. over
the counter medications. In many cases fraudulent medica-
tion gets to a pharmacy via smaller or sub-distributors or by
trading medication from one healthcare facility or pharmacy
to another or by fraudulent substitution 1n the supply chain.

For years medication manufacturers have placed company
or product logos on their packaging. These of course are
casily copied by contemporary computer scanners and color
printers. It has even been suggested that companies place on
the Internet examples of the correct labeling and package
appearance for their products and examples of fraudulent
labels and packaging (when they have been detected). Need-
less to say busy pharmacists do not have the time to review a
“Most Wanted Criminal” type posting for each fraudulent
medication label or package on the Internet. Furthermore, this
would only work for the most obvious of medication label or
package defects. A system that 1gnores the threat posed by
arttully reproduced labels and packages will only continue to
expose the public to dangers, and potentially decrease safety
by creating a false sense of security).

Another solution that has been proposed 1s to place holo-
graphic tags on medication containers, similar to those found
on many credit cards. This creates an aura of protection it 1s
largely 1llusionary. These proposals allow every pharmaceu-
tical manufacturer to use whatever hologram design they
choose. A pharmacist who wants to dispense a medication
would have to be schooled 1n matching several hundred such
tags manufacturers might use against the tag they see on a
medication container they have selected. On top of this prob-
lem there are companies that will create imitation tags that to
the casual observer might look legitimate, but aren’t. In gen-
eral, any solution that requires the healthcare worker to visu-
ally arbitrate the authenticity of a tag or special mark 1is
unlikely to succeed. This 1s further compounded by the fact
that pharmacists are in short supply and have no time for other
activities beyond dispensing the growing number of prescrip-
tions.

Other proposed solutions 1nclude placing special chemi-
cals or markers on the labels or 1nks that are used to 1dentity
medication containers. The chemicals can be excited when
exposed to certain light sources, e.g. ultraviolet light or a laser
of a specific frequency, to reveal a hidden message or symbol.
These solutions not only require more time of the pharmacist,
but have the further problem of requiring the pharmacy to
purchase special equipment to excite the chemaicals.

Some solutions require testing the plastic or glass of a
medication container by a laboratory to determine 1f minute
amounts of chemical tags are present. Needless to say these
are not solutions that offer immediate confirmation for the
pharmacist.

All of the above solutions do not offer the distribution
channel the opportunity to verily that medication they are
handling 1s legitimate. For example a distributor of medica-
tion would have to open a box of medication to verify that
cach container within the box has been properly labeled with
a tag, reactive chemical, or other special marking. One solu-
tion to overcome this concern has been to apply passive radio
frequency 1dentification tags (RFID) to each medication con-
tainer. Such tags can be provided as read only tags (e.g.
programmed by the silicon electronics manufacturer) or a
single write tags/read many times or read/write multiple
times (e.g. programmed by the pharmaceutical manufacturer)
tags. These tags can generally be read through a box to deter-
mine what medication 1s in that box, which 1s better than the
other proposed solutions.

One example of a RFID tag standard 1s the EPCglobal
standard (see http://www.epcglobalinc.org/standards tech-
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nology/specifications.html or EPC™ Tag Data Specification
1.0 for more information). Tags using this standard can be
read by a wide variety of readers and are designed so as to
identily a specific serial number (e.g. a container number) of
a product made by a manufacturer. This 1s done by EPCglobal
providing a table that converts a Domain manager number (a
portion of the RFID tags contents) to a manufacturing com-
pany name. The company corresponding to the Domain Man-
ager can then use other information 1 the RFID tag to deter-
mine the product name/type and a product serial number.
RFID tags give the appearance of being harder to reproduce
than logos or bar codes, although simple EPCglobal tags can
be copied or emulated by adept electronic engineers. And
therefore do not offer suificient protection to prevent fraudu-
lently labeled products from entering the distribution chan-
nel.

Furthermore, none of the medication container verification
techniques allows the consumer to determine that the medi-
cation that has been dispensed to them corresponds to the
medication that was supposed to be provided them, nor to
determine the status of the medication (e.g. recall status, that
the medication was originally shipped overseas, or that the
bulk container used by the their pharmacy to dispense medi-
cation 1s registered in duplicate with one used to dispense
medication 1 another state indicating that one of the bulk
containers 1s fraudulent).

By way of comparison, another field that 1s concerned
about verification of a “product” 1s the credit card business. In
this case a credit card with an embossed number 1s prepared
by a bank and 1s given to consumers. The consumer, when
they purchase an item gives their credit card to the retailer for
verification and transaction approval. While the credit card
may have a picture of the consumer printed on 1t and/or a
holographic picture placed on it, the retailer must verity the
credit card number as well prior to proceeding with the trans-
action. The retailer does this by reading the credit card num-
ber (typically using a reader to read the magnetic strip on the
rear of the card or by visually reading the numbers and manu-
ally typing them into a keypad) and then transierring (e.g.
telephone line or dedicated network link) the credit card
number, the amount of the purchase (and sometimes the 1item
being purchased), and a retailer identification number to a
credit card verification computer system. This system may be
a single system (e.g. the one used by American Express) or a
centralized system that refers to the member banks” comput-
ers to determine the account status (e.g. VISA or Master
Card). The verification system checks the credit card number
to determine that 1t has been 1ssued to a consumer (elimina-
tion of fake numbers or numbers associated with a different
credit card company), to determine the status of the account
(has the consumer paid their bills or has the consumer
reported the card stolen or lost), and to check that the retailer
1s registered with the credit card company (invalid retailers
can be eliminated this way).

When the credit card verification computer system deter-
mines that all checks have been passed, an approval message
1s returned to the retailer and the purchase can be concluded
by the consumer signing the credit card receipt. If the com-
puter system determines that one or more of the checks fails
(the purchase amount 1s greater than a limit, the account
balance has not been recently paid, or the card reported lost)
the transaction will not be concluded. If the credit card has
been reported lost or stolen, the retailer may be requested to
retain or quarantine the credit card.

The credit card venfication process, while instructive, 1s
not capable of dealing with the dispensing and tracking of
medication. For example, the consumer 1s given a single
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4

credit card and number, which the consumer retains and
guards, for multiple transactions. In the case of medication
the consumer 1s provided with multiple medication contain-
ers over time, each of which should be separately and
unmiquely authenticated.

By way of further comparison, another field that 1s con-
cerned about verification of a “product” 1s the software indus-
try which has developed methods to verify that fraudulent
copies of soltware are not registered or verified. One scheme
has been to distribute software on CD-ROM disks with a
unique registration code that 1s included with the labeling of
the CD, e.g. printed on the CD jewel case folder or written
directly on the CD label. The user installs the software on the
CD onto their computer and 1s then requested to enter the
registration code as part of the installation process. The user
enters the code, which 1s verified by the 1nstallation software
or 1s sent to a remote verification system. If the code 1s not
verified as being a correct code the installation 1s terminated.
If the code 1s sent 1n duplicate to a verification system the
system will refuse to install the software unless 1t 1s being
“re-installed” on same computer on which 1t was originally
installed.

While instructive, this form of a product verification sys-
tem has four weaknesses; one 1t requires that the person using
the registration system perform a software installation before
the authenticity of the software has been verified; two 1t
allows anyone to attempt to enter and verify a registration
code; third 1t does not provide the consumer with information
that they can use to verily that the product is correct other than
the response of the registration system that the registration
code 1s correct or not; and lastly 1t does not provide for
dispensing a portion of the software product with a new code
that can be verified by the consumer.

None of the above solutions allow the patient or consumer
to determine that medication that has been dispensed to them
1s authentic, as none of the medication container labeling
schemes can be readily verified by the consumer. This 1s
especially the case when medication 1s dispensed by transier-
ring it from one container (e.g. a bulk bottle) to another
container (e.g. a vial, blister, or packet).

Thus, 1t would be advantageous to have a medication label-
ing and verification system that can be used at any point of the
distribution, dispensing, and consuming process. Such a sys-
tem would need to be easy to deploy using existing technolo-
gies and use container labels that are easily detected when a
fraudulent medication has attempted to be verified.

BRIEF SUMMARY OF THE INVENTION

The present invention relates to a product or container
labeling and verification system that uses unique codes
applied to the product or container and registers those codes
with additional product information 1n an accessible data-
base. The code can be used so that the product information
can be updated with additional information related to the
product being shipped, dispensed, or consumed so as to accu-
mulate a life history of a product. The code can be used to
retrieve portions of the product information and portions of
any additional information related to it that can be used to
determine 11 the product 1s legitimate, fraudulent, or possibly
fraudulent. In some cases information about a fraudulent or
possibly fraudulent product 1s sent to the product manufac-
turer, re-packager or dispenser, or a regulatory agency for
investigation.

In one embodiment, the invention i1s largely limited to
transactions between pharmacies and their customers as
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recorded 1n a database. In this case the pharmacies provide
coded (usually uniquely coded) medication to their custom-
ers.

In another embodiment, a bulk medication container 1s
labeled conventionally with text describing the medication.
The container 1s also labeled with a unique container code
number. The container code number can be 1n the form of a
text string, a bar code, or as an RFID tag. While not required
it 1s preferable that the container code number be 1ssued 1n a
unique, generally non-sequential or random-like manner, so
that valid code numbers can not be easily guessed. For
example, a code of seven alphanumeric characters allows for
nearly three trillion combinations allowing only a one 1n three
million chance of guessing a correct container code for when
a million container are manufactured over 10 years.

The manufacturer enters 1into a secured communication
with a database by providing a password, cookie, special
virtual private network, code or key that 1s unique to each
manufacturer. This prevents unauthorized groups to pose as a
manufacturer and interact with the database. Each container
code number 1s then entered into a database along with a
description of the medication (medication information)
which may include the medication name, size or concentra-
tion, form (blue pill, fluid bag, green tablet, etc), lot number,
expiration date, and other useful information. Furthermore,
additional container status information can be added to the
database, such as its shipping destination (e.g. ABC Distribu-
tors 1n Illinois or XYZ Distributor in Poland), information
about tracking 1t during distribution, which pharmacy
recerved 1t, that there 1s a concern that the medication 1n this
container may be fraudulent, and other information about the
medication.

The database can be maintained by each pharmaceutical
company for its own medications or can be linked together or
shared by several manufacturers at or through a centralized
verification system.

In some cases several medication containers are placed
inside a single shipping box. The box itself can be labeled
with 1ts own container code. This container code and infor-
mation about the box and its contents are entered into the
database. When a RFID tag 1s used to store the container code
on each container, a box level container code may not be
required as the container code(s) can be read through the box.

When a RFID tag is used, the container code can corre-
spond to the EPCglobal standard. However; to improve secu-
rity, the RFID tag can be equipped as a secure tag, one that
will not reveal information within it unless it first recerves a
properly encrypted key to access information and/or one that
only sends the container code 1n an encrypted format. This
prevents anyone from readily reading or copying 1ts contents
to another tag. In some cases the RFID tag can also have
recorded 1n 1its memory portions or all of the above described
medication information.

When a box holding one or more containers 1s recetved by
a distributor, the container code of the box 1s read and entered
into a data retrieval program. When the RFID tag 1s used to
label each container in the box, the container codes of each
container 1n the box can be read and entered as part of a data
retrieval program. When the distributor only receives a single
bulk medication container the individual container code can
be read and entered 1nto a data retrieval program.

When the container code i1s text, the code i1s read by a
worker who enters it into a keyboard. Alternately, a computer
can scan the container code and use optical character recog-
nition soitware to recognize the code and enter 1t 1nto a data
retrieval program. When the container code 1s a bar code a bar
code reader can be used to read the code and when 1it1s a RFID
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tag a tag reader can be used to read the code. The later process
may require the transmission or presentation of a special or
encrypted key to the RFID Tag in order to gain access to the
code. In etther case the code 1s presented to a computer which
uses 1t as part of a data retrieval process.

The data retrieval process includes sending a container
code to a verification system, for example by using the Inter-
net or a private network. The verification system may be
configured as a single server, multiple servers, or a server(s)
for each manufacturer. Optionally, a distributor 1dentification
code 1s also sent to the verification system. The verification
system can {irst determine that the identification code corre-
sponds to a recognized distributor, if not an appropriate error
message can be returned to the requester. Furthermore, the
container code, 11 any 1s provided at this point, can be marked
as suspicious, having originated from an unregistered source.

Provided the distributor identification code 1s recognized,
the verification system can provide to the database the con-
tainer code(s). The database then checks to see i the code has
been entered into the database. This may entail the verifica-
tion system determining which manufacturer made the medi-
cation 1n the container and then requesting the manufacturer
to verity the remaining portion of the container code. If the
container code 1s not entered 1nto an appropriate database,
then an error message 1s sent back to the requestor indicating
that the provided container code 1s not entered 1nto the data-
base and the container and 1ts contents should be quarantined
for additional inspection as a counterfeit. The verification
system can record 1n a database the date/time, distributor
identification code and container code for later checking that
the container was quarantined.

When the container code does match one that was entered
in the database, a positive match 1s indicated and some portion
of the medication information 1s retrieved and presented to a
worker or automated checker at the distributor. The retrieved
medication information may just indicate the name and si1ze/
concentration of the medication which can be verified with
the container’s label (textual, bar code, or RFID). Should the
medication information not correspond to the label an error
can be indicated by the worker or automated checking
machine to the verification system. At this point the container
should be quarantined, the verification system should provide
a warning to the manufacturer corresponding to the container
code that a container code that was entered 1n a database has
been used to label a container that does not contain the appro-
priate medication. Similarly, a portion of the container status
information can be retrieved, presented and checked. For
example if the container was marked as shipped to Poland, but
the distributor 1s located in Illinois an error in the use of the
medication can be determined by either the verification sys-
tem or the distributor. In this case the manufacturer may
notily the distributor to quarantine or remove the container
from use or to send it back to the manufacturer for inspection.

Should the medication information 1ndicate that the medi-
cation has exceeded its expiration date the worker or checking
machine can be notified to quarantine the container. Simi-
larly, the lot code of the medication information or the con-
tainer code can be used to check with the manufacturer (or
other responsible authority) to determine that the medication
has been recalled and the container should quarantined, e.g.
as part of the container status information.

When the medication information matches with the con-
tainer label and any additional status information is checked,
the distributor i1dentification number can be entered in the
database as part of the container status information for the
container code.
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When the medication container 1s moved from one distri-
bution center to another, the container code can be checked
and verified along with other information and the distribution
identification number or each distributor recerving the con-
tainer and the date of receipt can be entered in as additional
status mformation for the container code.

In another embodiment the checking of container codes by
the distributor may be performed but 1s optional. In this new
embodiment the pharmacist, when recerving a medication
container and placing 1t into inventory, can read the container
code and send a confirmation request to the verification sys-
tem along with the pharmacy’s 1dentification number, code,
or password. As before, the container code can be text in
which case 1t 1s entered into the pharmacy computer via a
keyboard or read by an optical character reader, 1t can be bar
code and read by a bar code reader, or it can be a RFID tag and
read by a matching reader (the reader can provide approprate
security keys or encrypted message to the RFID tag in order
to obtain the code). This parallels the same activity described
tor the distributor.

The verification system checks the pharmacy identifica-
tion, when 1t 1s 1nvalid, an error 1s indicated to the pharmacy
and another error message can be sent to other interested
parties. When the pharmacy i1dentification number 1s verified,
the container code 1s checked to see if i1t has been entered 1nto
a medication container database maintained either by the
verification system or the manufacturer. If the container code
1s not recognized an error message 1s sent to the pharmacy that
the container 1s to be quarantined and another message can be
sent to the manufacturer that a container code associated with
that manufacturer has been located at the pharmacy, but the
container code was not located 1n the appropriate database.

When the container code 1s located, all or a portion of the
medication information 1s sent to the pharmacy allowing a
pharmacist or other worker to verify this information with the
container’s label (this can also be done by a label optical
character recognition program). The pharmacist can also
open the container to determine that the medication that 1s
claimed to be 1n 1t actually matches the medication informa-
tion. Any discrepancy can be indicated back to the verification
system. The pharmacy then quarantines the container and the
appropriate manufacturer and regulatory agency can be noti-
fied that a counterfeit medication has been discovered at this
pharmacy.

Similarly, a portion or all of the container status informa-
tion can be presented to the pharmacy for verification. For
example the pharmacy 1s located in Illinois, but the status
information indicated that the container was sent to Poland. In
this case the verification system or the pharmacy can detect
this error and send a message to the manufacturer that a
specific container of medication was diverted from one mar-
ket to another. The pharmacist can place the container 1n a
quarantined status.

Similarly, 1f the status information indicates that the same
container code was recetved by another pharmacy a potential
error 1s indicated to the pharmacy and the manufacturer.
While this may not be an actual error as 1t 1s possible phar-
macies may at times trade medication to balance inventories
or to prevent expiration dates from being exceeded. However,
to detect counterteit medication the verification system can
contact the pharmacy originally associated with the container
to determine that they traded or exchanged the medication
container with the new pharmacy. Should the original phar-
macy be unable to determine that the medication was
exchanged; the new pharmacy will be sent a message to mark
the medication as suspect. I the original pharmacy still has
the container, a new message can be sent to both pharmacies

10

15

20

25

30

35

40

45

50

55

60

65

8

indicating that one of them has a counterfeit medication con-
tainer and that both should quarantine the containers. The
medication manufacturer can be sent a message indicating the
two pharmacies that have medication containers labeled in
duplicate. As desired a regulatory agency can be contacted to
determine the status and origins of the medication containers.
If the original pharmacy no longer has the medication con-
tainer, but did not exchange it (e.g. all the medication was
dispensed and the container was thrown away) the new phar-
macy and the manufacturer can be sent messages to quaran-
tine the medication container.

Should the medication information indicate that the medi-
cation has exceeded its expiration date the pharmacy can be
notified to quarantine the container. Similarly, the lot code of
the medication information or the container code can be used
to check with the manufacturer (or other responsible author-
1ty) to determine that the medication has been recalled and the
container should be quarantined.

If every check passes the pharmacy can dispense medica-
tion from the container and the pharmacy identification num-
ber 1s entered into the additional information section for the
container code. When a read/write RFID tag 1s used to store
the container code, the verification system or manufacturer
can generate and send a registration code that 1s written to the
RFID tag. The RFID tag can be read as well to verity the write
operation. Alternately, the registration code 1s recorded by a
pharmacy computer. The registration code 1s used to indicate
that this container has been received by the pharmacy in the
instance that the container code 1s not to be verified again. The
registration code 1s preferably unique, generally non-sequen-
tially generated so as to make 1s difficult to guess valid num-
bers. The pharmacy 1dentification number 1s typically added
to the mediation status information.

The pharmacy can check the container code with the veri-
fication system either once when the container is received,
when medication 1s first dispensed for a patient, or it can be
checked every time medication 1s dispensed. Checking the
code every time medication 1s dispensed 1s one way for the
pharmacy to determine 1f another medication container with
the same container code has been detected elsewhere. The
pharmacy may also receive error messages about the same
container code being read by another pharmacy by e-mail
whenever this situation 1s detected by another pharmacy try-
ing to verily a medication container.

When medication 1s dispensed from a medication con-
tainer by the pharmacy for a patient, several additional steps
can be mcorporated. For example, the container code can be
verified with the verification system as described previously.
Any errors can result 1n the medication being quarantined as
described above. However, there may be situations where the
pharmacy may not want to check the container code every
time medication 1s dispensed or that the medication i1s not
dispensed to the patient but selected by the patient (e.g. over
the counter medication) and the description that follows 1snot
dependent on the container code being checked every time
medication 1s dispensed.

Patients may also purchase “over the counter” medication
that 1s not subject to review by a pharmacist. In this case the
container code (i1t 1s presumed each patient purchasable medi-
cation container has a container code that 1s at least unique to
the recerving pharmacy) can be checked by the checkout
station, for example by reading the container bar code or
RFID tag. A portion of the medication information or other
information can be checked to determine that a medication 1s
not counterteit or 1 it should be quarantined. A successiul
check can be indicated to the patient as part of their receipt
since no additional pharmacy label 1s provided for medication
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of this type. An unsuccesstul check may result 1n the trans-
action or purchase being voided or an error message printed
on the customer’s receipt. However, when a RFID tag is
applied to the medication container the checkout station can
write back to the tag an indication of a successiul check ornot.

When a pharmacy dispenses medication to a patient/cus-
tomer the pharmacy labels the container holding the medica-
tion with a medication code. The medication code 1s similar in
purpose to the container code with a few exceptions. The
medication code number can be in the form of a text string, a
bar code, or as an RFID tag. While not required it is preferable
that the container code number be 1ssued 1n a unique, gener-
ally non-sequential or random-like manner, so that valid code
numbers can not be easily guessed. Considering that over 2
billion prescriptions are filled every year (and increasing)
provision should be made that over 60 billion pharmacy
labels will be provided on containers during the next 20 years
so an twelve alphanumeric character code allows only a one
in two million chance of guessing a correct medication code.
An alternate would be to use the container code (on or from
the bulk medication container used to dispense the medica-
tion) as the medication code for each prescription dispensed
from a single medication container. Note when two medica-
tion containers are used to fill a prescription both container
codes will be needed to be recorded.

The medication code (or container code as appropriate) 1s
then entered into a database along with pharmacy dispensing,
information. The dispensing information includes informa-
tion such as the date the medication was dispensed, the name
or other identifier of the pharmacy that dispensed the medi-
cation, the amount of medication dispensed, and either the
container code or a portion of the medication information
which may be obtained directly from the medication con-
tainer label or by using the container code of the dispensed
medication to download or link to the medication informa-
tion. Generally, to protect patient privacy the patient name or
other patient 1dentifier 1s not entered in the database, but if
desired 1t or a proxy for 1t can be.

When medication 1s dispensed, the container in which the
pharmacy received the medication may be given directly to
the patient, that 1s the medication 1s not individually dis-
pensed 1nto a new container. For example this 1s the case with
most ijectables (frequently individually boxed, 1n this case
the box can be the container) and prepackaged medication
(such as those 1n blister packaging). The pharmacy typically
prepares a pharmacy label for the patient/customer indicating,
the patient’s name, the physician prescribed dosing regimen,
the name of the pharmacy that dispensed the medication, and
other important information. When this 1s done the pharmacy
label may have a medication code alphanumeric text added to
it. When there 1s a container code on the container provided to
the patient the container code can be used as a medication
code. The medication code 1s entered into a database of a
verification system which may be the same one previously
described or one that i1s run specifically for the interests of
patients, e.g. operated by the pharmacy.

Besides or 1n addition to printing medication code text on
a label the medication code can be printed on the patient’s
receipt for their purchase. Preferably the receipt will include
the medication name with the medication code. If the con-
tainer information has not been verified with a verification
system, a notation of this can be included or 1t may also be
indicated by not printing a medication code on the receipt.

When the patient returns to their home or other location
where they may consume or inspect their medication the
patient can use a computer to request information about their
medication by entering the medication code into a computer,
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for example by typing 1t into a keyboard or reading 1t with a
bar code reader or RFID reader as appropriate. To facilitate
this process the patient may access a data retrieval web page
via the Internet. Entering the medication code will request a
portion or all of the stored pharmacy medication and dispens-
ing mformation to be retrieved. The patient can then verily
this information as a means to determine that the medication
was properly dispensed for them and that the medication 1s
likely genuine or possibly counterfeit. For example, if the
medication code has not been entered into the on-line acces-
sible database 1t 1s likely the medication was not properly
dispensed or the patient improperly entered the medication
code. The patient may be requested to reenter the information
to double check 1t or to identity themselves for additional
inquiry. If the medication has exceeded 1ts expiration date or
1s subject to a recall notice additional error messages can be
sent to the patient by accessing container status information
related to the container code.

The on-line database may also provide portions or all of the
medication imnformation and status information to allow the
patient to compare that the medication dispensed to them
corresponds to the medication they were to receive, for
example the medication name and a picture of the medication
can be provided. If this information does not match the medi-
cation received, the patient can indicate this error by to the
on-line database which can forward this information back to
the pharmacy for additional analysis or as appropriate to the
manufacturer or a regulatory agency. For example 1f the medi-
cation information indicates 1t was shipped to Poland, but was
received by the patient 1n Illinois, the patient or the on-line
database system can trigger an examination of how the medi-
cation was diverted to this pharmacy. Other errors can be
detected such as when the medication code was 1ndicated as
being received by one pharmacy, but has been dispensed by
another. Some of these errors can be detected 11 the pharmacy
verifies the container information for the medication when
dispensing it. However, in some cases the pharmacy may not
verily the container information every time medication 1s
dispensed.

In another embodiment that can be used 1n conjunction
with the above steps or separate from them, the pharmacist
dispenses medication for a patient into a medication container
and provides a medication code that 1s associated with at least
a medication identifier, both of which are provided to the
patient. For example the medication code can be provided to
the patient by printing it on a label (e.g. as text, a bar code, or
part of an RFID tag) attached to a medication container and
where the container or the label included the medication
identifier (e.g. preferably the medication name, but may
include the medication size, concentration, lot number, pre-
scription regimen for the patient). Alternately the medication
code and medication 1dentifier can be printed on the receipt
given to the patient.

The pharmacist also enters the medication code number
into a database along with or linked to medication 1nforma-
tion. The medication code 1s selected so as to be unique and
preferably non-sequential or random 1n order as previously
described.

The patient when at home or at a location where he can
access a computer network (e.g. Internet access) can enter the
medication code (e.g. by typing the code, reading the bar code
or RFID tag with an appropriate scanner) mto a soltware
program that accesses the database maintained by the phar-
macy (e.g. www.jonespharmacy.com) or by a centralized
verification system (e.g. www.mymedication.com). The
database retrieves the stored medication information and can
use the medication code or the medication identifier to obtain
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additional container status information (expiration informa-
tion, recall information, shipping information, receiving
information, and other information about the medication sta-
tus) from the same or other databases. If the medication code
has not been entered 1n the database an error 1s returned and
the patient may be requested to reenter the medication code
(perhaps a typing error occurred). Alternately the patient
should consider reporting this error to the pharmacy where
the medication was dispensed when the entered the medica-
tion properly or report 1t to a regulatory agency. The medica-
tion verification system can also report the error, but since the
system may not have enough information to identity the
person providing the errant medication code due to patient
privacy 1ssues (e.g. HIPAA legislation) and the verification
system may not have been provided with a valid pharmacy
identifier. If the patient 1s registered with the database their
identity or virtual 1dentity can be determined so as to create
level of trust to ensure that no one 1s probing the database to
surreptitiously locate valid medication code.

Portions or all of the retrieved information are transferred
to the patient’s computer for review. The patient can then
verily that the medication sold or provided by the pharmacy
corresponds to the medication they have. For example that the
medication name on the contaimner label matches the one
retrieved from the database, the size or concentration 1s the
same, or the shape and color of the medication matches a
picture provided by the database. If something doesn’t match
the patient can contact their pharmacy, a regulatory agency, or
the verification system administrator, or the medication
manufacturer. The patient can also use the container status to
determine that a medication should no longer be consumed
(e.g. 1t has exceeded 1ts shelf life or has been recalled). The
patient can also determine that there may be problem if the
medication information or container status indicates that the
medication was dispensed by a different pharmacy than the
one that dispensed their medication or that the medication had
been shipped to another country. Again the patient can notify
a variety of parties to determine if the medication should be
discontinued, returned, replaced and to provide notice that
similar medication dispensed by the pharmacy may need to be
quarantined by other patients.

Of course there need to be appropriate safe guards that
valid medication codes in the database cannot be determined
by sequentially providing generated medication code num-
bers to see 1f any are registered. With high speed network
connection to the Internet 1t may be easy to determine previ-
ously registered medication numbers. This can be averted by
requiring each patient to register with the verification system
with a name (or alias) and password so any mass probing,
activities might be detected and stopped. Alternately, the
computer may require a person to recognize and enter a code
that 1s merged with a picture. This has been used by others to
prevent automated computer probing of computer systems.

The verification system above can also be used to guaran-
tee the authenticity of other products purchased by consum-
ers. This can be of importance to high value products (de-
signer apparel or accessories) or products (e.g. DVD movies)
where the manufacturer is concerned about fraudulent or
counterfeit products being sold.

For example a credit card or other financial transaction
company can provide msurance that a product 1s authentic
when codes are verified with each product purchase. For this
purpose each product a manufacturer makes can have a
unique and hard to guess product code which 1s entered into a
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verification system database when manufacturer properly
identifies themselves to the verification system. Prior to sell-
ing a product to a consumer the retailer reads the product code
and presents their 1identity (e.g. password or other method to
clectronically enter into a trust relationship) and product code
to a verification system. When the product code 1s recognized
by the verification system information about the product 1s
provided to the retailer so they can determine that the product
1s the same as the provided description. If there are any errors
the retailer 1s asked to quarantine the product for further
investigation by the verification system or manufacturer.

Assuming no errors are detected information about the
customer 1s provided to database. When the verification sys-
tem 1s run by a credit card company, this can be facilitated by
reading the customers credit card. Once the transaction 1s
approved a receipt 1s prepared for the customer with a unique
and hard to guess verification number printed on it for each
product for which a product code was checked.

The customer then takes the product home and can gain
access to the verification system (e.g. via the Internet) by
providing a password, account number, cookie, or other
access key. The customer enters the verification code from the
receipt and the verification system then determines that the
verification number has been entered nto its database. If not
the customer 1s asked to return the product and receipt for a
refund as the verification system cannot determine that it 1s
genuine. The vernfication system also provides information
about the product for the consumer to review. I this informa-
tion does not match the product they purchased, the consumer
can 1ndicate this to the verification systems and return the
product to the retailer for a replacement or refund. The veri-

fication system can then investigate how this happened to
prevent this problem from being repeated.

The verification system also checks to determine 1f a prod-
uct with an 1dentical product code or verification number was
sold to a previous customer. I so the customer 1s asked to
return their product with product code and receipt to the
retailer for an mnvestigation. I the product 1s not authentic the
customer 1s given a replacement product or refund. When
either the verification code or product code 1s associated in the
verification system with another customer that customer can
also be 1nstructed to return their product, product code and/or
receipt for mnvestigation to the retailer or another agency for
investigation. If the product the other customer has 1s not
authentic 1t can be replaced or a refund provided to that
customer. In this way any customer is protected from pur-
chasing a fraudulent product and it they do they are reim-
bursed for their expense.

When a retailer 1s asked to refund the purchase price of a
product that had previously been verified the retailer 1s pro-
tected from financial loss by the verification system company
(e.g. a credit card company) or by the manufacturer. The
credit card company or other agency to provide this authen-
tication and warranty service can be paid by the manufacturer
of a product, the retailer selling product, or the customer
purchasing a product. The process of assuring and insuring
that only authentic products are sold 1s based the difficulty of
any retailer or customer has to guess a valid product code or
verification code (which can be substantially increased when
either one1srecorded in a secure RFID tag) and the number of
different checks performed (the retailer and the customer).
Even when only a few customers check the verification num-
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ber they are provided on their receipts, the interests of all
customers are served by keeping the retailers on guard for
fraudulent products.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 1 1s a perspective view of a bulk medication container
holding loose medication doses with an identification label
applied to 1t;

FI1G. 2 1s a perspective view of medication container hold-
ing prepackaged umt doses of a medication with an identifi-
cation label applied to 1t;

FIG. 3 1s a schematic view of a computer system that 1s
used to read medication label information, enter or retrieve
information from a database and print appropriate labels or
receipts;

FI1G. 4 15 a table listing information stored 1n a verification
system database for a medication container prepared by a
manufacturer or repackager;

FIG. 5 1s a table listing container status stored in a verifi-
cation system database for a medication container;

FIG. 6 1s a table listing retailer identification information
stored used to 1dentily a retailer to a vernification system;

FIG. 7 1s a schematic view of medication containers and
related information that are tracked and verified from manu-
facturer to pharmacy and from pharmacy to patient;

FI1G. 8 1s a registration message sent by verification system
to a pharmacy;

FI1G. 9 15 a perspective view of a medication container that
a pharmacy has prepared for a patient;

FI1G. 10 1s a table listing dispensed container status stored
in a verification system database for a medication container
dispensed by a pharmacy to a patient;

FIG. 11 1s a sample of a receipt prepared for a patient
including medication 1dentifiers and medication code num-
bers;

FI1G. 12 1s a list of errors that can be sent to a pharmacy by
a medication verification system;

FI1G. 13 1s a list of errors that can be sent by a pharmacy to
a medication verification system;

FIG. 14 1s a list of errors that can be sent to a patient by a
medication verification system;

FIG. 135 1s a list of errors that can be sent to by a patient to
a medication verification system:;

FI1G. 16 1s a flow chart of the steps used to track and verity
medication containers as they are distributed, receirved, and
dispensed to patient;

FIG. 17 1s schematic showing the relationships between
customers, retailers and financial card companies;

FIG. 18 1s a perspective view or a financial transaction
card;

FIG. 19 15 a perspective view of a product with a product
code linked to 1t;

FI1G. 20 1s a perspective view of a product 1n a box where
the box has a product code;

FIG. 21 15 a perspective view of a product with a product
code attached to 1t;

FI1G. 22 1s another sample of a receipt related to a financial
transaction using a verification system to verily a product 1s
genuine; and

FIG. 23 15 a perspective view of a raw material 1n a con-
tainer with a material code.

DETAILED DESCRIPTION OF THE INVENTION

The present mvention may be adapted for use 1 a wide
variety of applications and 1s suitable for any environment in
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which products are manufactured distributed, recerved, and
then subsequently dispensed for individuated use. By way of
illustration and not by way of limitation, unless indicated
otherwise, the preferred embodiment 1s 1n the context of a
medication tracking and dispensing system using medication
containers, container codes, medication information and con-
tainer status information to detect a fraudulent or possibly
fraudulent pharmaceutical product prior to use or consump-
tion by a patient. Throughout this specification, 1dentical
numbers represent similar components and symbols.

I. Hardware and Database Entries

FIGS. 1 and 2 show medication containers 100 as packaged
by a pharmaceutical manufacturer or repackager 102. Con-
tainer 100 1n FIG. 1 1s a conventional bulk container or bottle
112 holding individual pills, tablets, capsules, liquids, gases
or other forms of medication 104. Access to the medication
104 within bottle 112 1s provided by removing cap 114.
Attached or part of bottle 112 1s a medication label 118 on
which can be printed the medication name 120, quantity of
doses 122, and other readable text describing medication 104.
Label 118 can include also include a medication container
code 130, shown as a printed alphanumeric code 130a, bar
code 1305b, or recorded 1n a memory device or tag 130c¢, e.g.
a radio frequency 1dentification tag (RFID) or any other wire-
less access memory device,

FIG. 2 also shows container 100 but now in form of a
prepackaged container 134 that can be sold to a patient.
Medication 104 inside container 134 can be blister packed or
within a bottle, a single syringe, ampoule, inhaler, or other
sub container. Container 134 also has medication label 118
and medication code 130.

Referring to FIG. 3, a manufacturer or repackager 102 uses
data recording and preparation station 140 1s shown. A medi-
cation container 100 1s brought to station 140 either after
being filled or before being filled. Computer 150 controls
preparation of container code 130. Computer 150 is com-
prised ol a CPU and memory 152 linked to a display 154 and
a keyboard or mouse 156. CPU 152 1s also linked to trans-
ducer 160 used to read container code 130 via communication
channel 162. As shown transducer 160 can include a RFID tag
reader 164 (and writer when needed). CPU 1s also linked to
printer 170 via communication channel 172. Printer 170 1s
used to print text documents 174 or container label 118.

Computer 150 1s further linked via network 180 to a data
retrieval server 182 which in turn 1s linked to database(s) 184
via communication channel 186. While server 182 1s shown
as part of a remote medication verification system 190 1t can
be part of computer 150. In other instances system 190 can be
operated by an independent service that supports the needs of
several manufacturers 102. To commumnicate with verification
system 190 manufacturer 102 can be required to enter a
password, code or other method of 1dentitying themselves a
trusted partner.

In the following discussion the words “enter”, “register”,
or “record” refer to the process of inserting information nto
database 184 or other database and the past conjugates of
these words refer to information that has previously been
inserted into or known to database 184. It 1s generally
assumed that any information 1n database 184 was inserted
there as part of a communication with a computer or person
that has 1dentified themselves. The word “link” when used
regarding 1tems or logical records of database 184 means to
make a logical connection between one 1tem or logical record
in database 184 to another in database 184 or another so that
at least one 1tem has the attribute that when 1t 1s presented to
database 184 the other item or logical record, or information
about 1t can be retrieved. The word “linked” means having
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previously established a link between two 1tems. The word
“access” when used regarding items or logical records 1n
database 184 or other means to 1dentify an 1tem and have 1t
retrieved for review, presentation, analysis, or other comput-
ing activities.

In some 1nstances label 118 1s prepared by computer 150
using printer 170 prior to container 100 being filled. Label
118 1s applied to container 100 or 1n some cases printer 170
can print directly on the surface of container 100 (e.g. when
container 100 1s paper box or printer 170 1s a laser capable of
directly writing a readable 1mage on the exterior of container
100). In other cases computer prepares label 118 only after
container 100 has been filled. In either case a container code
130 1s prepared and either written as part of label 118 (text or
bar code) or written to RFID tag 130¢ using transducer 160.

Container code 130 1s a unique code for each medication
container 100, however when multiple containers 100 will be
delivered to the same pharmacy as part of a shipping package
they may all share a single container code 130. Container
codes 130 are preferably 1ssued 1n a unique and random-like
or at generally non-sequential manner so as to make 1t diffi-
cult to guess a valid code, for example a twelve character
alphanumeric code will produce over 96,000 trillion combi-
nations, so that 1t 1s very difficult (e.g. less than 1 out of a
million over the course of 10 years of medication manufac-
turing) to guess any individual valid code. Each container
code 1s entered into database 184 with medication informa-
tion 200 (see FI1G. 4) so that by providing container code 130
information 200 can be retrieved. Medication information
200 can include medication name 120, medication manufac-
turer information 211 (e.g. name, identifier, and contact infor-
mation), medication size/concentration 212, form/shape 214,
the quantity of medication 215 1nmitially 1n medication con-
tainer 100, manufacturing lot number 216, expiration date
218, and other data relevant to the medication at the time of
manufacturing.

Information 200 can also be accessed by container code
130, or 1n some cases by medication name 120, and/or lot
number 216. Similarly, code 130, name 120, or lot number
216 can be used to add information about a medication 104 to
server 182 or database 184. When or after medication con-
tainer 100 1s shipped to a distributor or pharmacy 240 (see
FIG. 7) additional information can be stored in database 184
or linked to database and 1s referred to as container status 220
information (see FIG. 5). Status can include the destination
222 to which container 100 was shipped, the pharmacy 224
that received container 100, the recall status 226 of the medi-
cation 104, new contraindications 228, container code error
flag 229 (e.g. container code 130 was reported received by
another pharmacy or other error states), and any other infor-
mation about medication 104. When a medication 104 1s
recalled, recall status 226 can be updated by providing only
medication name 120 and/or lot number 216 to server 182 or
database 184.

When container code 130 1s already printed (e.g. prepro-
grammed RFID tags) and then applied to container 100 or
pre-applied to container 100 (e.g. by the container manufac-
turer 102), computer 150 can use transducer 160 to read code
130 (text, bar code or RFID tag) and enter 1t into database 184
along with medication information 200. Alternately, when
container code 130 1s text 1t can be manually entered using
keyboard 156.

Referring to FIG. 6, when medication container 100 has
been filled and labeled, 1t enters transportation system 230
and 1s recerved by pharmacy 240. Pharmacy 240 has a com-
puter 250, which 1s for purposes of discussion similarly
equipped as computer 150. Computer 250 1s linked to trans-
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ducer 260, which can be used to read container code 130 (text,
bar code, RIFD tag) related to container 100. When container
code 130 1s text 1t may be entered manually using a keyboard
attached to computer 250. Printer 270 1s used to prepare label
306 for dispensed medication containers (e.g. container 300,
note container 300 can 1n some cases be the same as container
100 as shown 1n FI1G. 2) or for printing purchase receipt 320
(see FIG. 11). Computer 250 uses communication network
280 to 1interact with verification system 190 and database 184.

Pharmacy 240 can also use communication network 390 to
enter information about medication 104 dispensed to patients
into patient medication verification system 396, which may
beidentical to system 190 or may be a separate system with its
own database maintained by the pharmacy or an independent
verification agency.

When medication 1s dispensed and provided to the patient
or guardian (e.g. mside container 300) the patient can trans-
port 400 1t to his home 410 or to any other site where he has
access to a computer 450. Computer 450 1s configured simi-
larly to computer 150 or 250 with a processor, memory,
display, keyboard or pointing device (not all shown). Com-
puter 450 can be linked to a transducer 460 which can read
text, bar codes, RFID tags or other information sources and 1s
similar to transducers 160 and 260. Computer 450 can com-
municate via network 490 (e.g. the Internet) with verification
system 396.

Container 300 holding dispensed medication 104 can be 1n
a variety of shapes. As shown 1n FIG. 9 1s can be in the form
of vial 302 and matching cap 304, however, 1t can be a box, an
ampoule, an mhaler, a syringe, etc. Container 300 typically
includes a label 306 which identifies the dispensed medica-
tion name 120, the patient name 308 for whom it 1s was
dispensed, and other medication and dosing regimen infor-
mation. Label 306 can include a umique medication code 310
in the form of a text code 310a, a bar code 31054, or as a
memory device or tag 310c¢ (e.g. a RFID tag, but others are
contemplated).

Medication code 310 1s a unique code selected similarly to
container code 130 1n a unique and non-sequential or random-
like manner so as to make it very ditficult to guess a valid
medication code number, for example only a one 1n a million
chance 1n 10 years of medication dispensing with medication
codes 310. When medication 104 1s dispensed by pharmacy
240 medication code 310 1s selected (or provided 1if previ-
ously recorded as part of RFID tag 310¢) and entered into a
database 1n or linked to verification system 396. Additional
dispensed medication information 340 1s entered or linked to
verification system 396 and retrievable by medication code
310. Dispensed medication information 340 typically
includes all or portions of medication information 200 and
container status information 220. When medication informa-
tion 200 1s not available via container code 130 from verifi-
cation system 190 the pharmacy can enter this information
directly 1into verification system 396, for example by typing 1t
or scanning 1t from label 118. Medication imformation 340
typically will include dispensing pharmacy identification
224. Other information may be included as appropriate.

FIG. 11 shows a conventional receipt 320 for the purchase
of products at a pharmacy. It includes information 382 about
purchase such as the pharmacy name 384, address 386, and
date of purchase 388. It also indicates the name of the prod-
ucts purchased, e¢.g. medication name 120 or a medication
name proxy to protect patient privacy and may further include
printed medication code 310a. Receipt 320 may be substi-
tuted for label 306 for recording medication code 310, e.g.
where no additional space 1s available for printing medication

code 310 on label 306.
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II. Operation of the Tracking and Verification System 190
with Container 100

When medication 104 1s packaged by a manufacturer 102
or repackager container code 130 1s selected and printed on,
attached to, or recorded to container 100 (Step 700, see FIGS.
16A, 168, and 16C {for related Steps). This process can be
performed before or after container 1s filled and container
code 130 can be obtained from a prerecorded set of labels or
tags. Container code 130 and medication information 200 are
entered into database 184 of verification system 190 (Step
701) after manufacturer 102 has properly identified them-
selves via a password, code, or key. Database 184 can be a
single database or a collection of separate database that are
linked together, shared, or in communication with each other.
Portions of database 184 can be maintained by a centralized

verification agency or one or more medication manufacturers
102.

When container 100 1s shipped (Step 702) additional infor-
mation about 1ts shipping destination 222 is recorded as part
of container status information 220 in database 184 (Step
703) and linked to container code 130 so that when code 130
1s provided to verification system 190 status information 220
can be retrieved.

When container 1s received by pharmacy 240 (Step 710),
container code 130 can be provided to (e.g. by keyboard) or
scanned by (e.g. using transducer 260) computer 250 and sent
to verification system 190 (Step 712). It 1s anticipated that
pharmacy 240 will also send pharmacy 1dentification 224 or
pharmacy 1dentification information 244 (see FIG. 6) to sys-
tem 190 so that only pharmacies that are registered with
verification system 190 are allowed to interact with 1t. System
190 can interrogate database 184 to determine 1f any error
conditions exist, which 1f present will be returned to phar-

macy 240 as part of errors 560 (see FIG. 12 and Step 716).

For example pharmacy identification 224 or pharmacy
identification information 244 can be checked to determine
that 1t has been entered 1n or registered with database 184 of
verification system 190. If not verification system 190 can
refuse to interact with further communication from pharmacy
240 (e.g. by blocking communication from the Internet
address associated with the request. It 1s assumed that phar-
macy 1dentification information 244 are allocated 1n a unique,
generally non-sequentially manner so that an arbitrary guess
will only have a small chance of being correct. To further
improve security, a report can be provided to each pharmacy
of every medication code 130 verified 1n a day, week, or
month, allowing the pharmacy to detect unusual or unautho-
rized verification attempts. This will alert pharmacy 240 in
case some one else 1s using their 1dentification imnformation
244. In some cases verification system 190 can use simple
rules or computer heuristics to detect if an abnormal number
of verification requests are being presented or that the
requests differ from those commonly requested by pharmacy
240. In either case verification system 190 can notily the
pharmacy 240 stail or verification system 190 staif regarding
the number or type of verification requests made.

Another example of an error 1s when the provided con-
tainer code has not been entered into database 184, this 1s a
clear indication of an error and likely fraudulent medication
and error message 570 will be sent to pharmacy 240. In this
case contamner code 130 may have been entered incorrectly
(e.g. when code 130q 1s entered manually). Entering 1t cor-
rectly will remove the error condition. It the error condition
persists an error notification may also be sent to the manufac-
turer 102 corresponding to container code 130, a regulatory
agency, or other interested parties (Step 717).
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When the pharmacy 1dentifier 224 differs from the recerv-
ing ship destination 222 to which medication 104 was
shipped (when this information 1s known) or the country of
the pharmacy differs from the destination country error mes-
sage 572 can be created. If container code 130 has been
entered by another pharmacy 240 (e.g. the same code 1s
entered by two different pharmacies), one of them likely has
a Traudulent container 100 or one pharmacy sent container
100 to the other. In this case the message can be sent from the
verification system 190 to both pharmacies indicating that the
containers 100 with container code 130 should be quaran-
tined for further explanation or examination. Should the phar-
macies be able to document that one sent container 100 to the
other pharmacy, then the verification system 240 will update
its database to reflect this change.

When the above test pass, verification system 190 uses
code 130 to retrieve a portion or all of medication information
200 and status 220 and transfer them to computer 250 (Step
718). The pharmacist uses information 200 and status 220 to
determine 11 there 1s a possible error regarding container 100
and 1ts contents. For example 11 the medication container 100
does not actually contain the medication 104 indicated by
medication name 120 (e.g. label 118 indicated medication
104 corresponding to name 120 1s in container 100 and it
differs from medication name 120) pharmacy 240 can return
error message 610 (see FIG. 13 and Step 720). Other checks
are anticipated. When any of them fail container 100 can be
quarantined by pharmacy 240 and additional parties can be
notified of the error, e.g. regulatory agencies, the manufac-
turer 102, etc (Step 717).

When all the tests pass, verification system 240 can send a
registration message 290 (see FI1G. 8) to computer 250 which
in turn writes the message via transponder 260 to tag 130c¢
when tag 1s a read/write memory. Appropriate checks, such as
read after write can be preformed to verily that message was
written to tag 130c¢. Alternately or in duplicate, registration
message 290 can be recorded in computer 250 or verification
system 396 with container code 130 (e.g. when container
code 130 1s not written to tag 130¢). Message 290 typically
can include the recerving/dispensing pharmacy identifier 292,
the date 1t was received or verified 294, when desired a unique
registration code 296, and other usetul information. Registra-
tion message 290 1s used as described below.

I1I. Dispensing Medication 104 by Pharmacy 240

Pharmacy 240 after checking container code 130 with veri-
fication system 190 and determining there are no errors can
use container 100 to dispense medication 104 for a patient.
Pharmacy 240 can check container code 130 with verification
system 190 as described above every time medication 104 1s
dispensed. However, when financial charges apply to verity-
ing container code 130 or when it 1s more convenient, phar-
macy 240 may check container code 130 only once, e.g. when
received. After checking verification system 396 initially the
pharmacy 240 can make an entry in computer system 250 or
verification system 396 that container code 130 has been
successiully verified. Thereatter, pharmacy 240 can instead
check to determine that container code 130 1s entered into
computer 250 or verification system 396. If 1t 1s registration
message 290 can be retrieved. When registration message 290
1s recorded to RFID tag 130c¢, 1t can be read from tag 130c¢
along with container code 130.

When mediation 1s dispensed for a patient 1n container 300
or 100 a prescription label 306 1s prepared by printer 270 as
previously described a receipt 320 can be printed by printer
2770 or other (Step 722). Medication code 310 1s then written
to label 306, tag 310¢ (via transponder 260), or receipt 320 It
1s anticipated that medication code 310 1s linked to container
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code 130 (Step 724) 1n verification system 190 or 396 and also
linked to registration message 290 when 1t 1s available.

When a first container 100 1s only able to fulfill a partial
request for a quantity of medication 104 and second container
100" (a different by medication container than container 100)
1s used to obtain the remaining amount of medication 104,
medication code 310 can be linked 1n verification system 396
to the continuer codes 130 for the first and second containers
100. In some cases label 306 or receipt 320 can have the
container codes 130 from both the first and second containers
printed on them or programmed to tag 310c¢. In this manner
information about both the containers that were used to dis-
pense medication 104 to container 300 can be verified by
verification system 396.

IV. Operation of the Verification System 396 with Con-
tainer 300

The patient using computer 450 can enter medication code
310 1nto a data retrieval (Step 728) program (e.g. an Internet
browser) to contact verification system 396. Verification sys-
tem 396 can determine the presence of several errors 620 (see
FIG. 14) which can be sent to the patient. To add an additional
layer of trustworthiness to this interaction, the patient may
need to be registered with verification system 396 (e.g. via a
password, unique cookie, or computer identifier of the
patient’s computer 450 or automated dispenser). In this man-
ner verification system 396 is not provided with medication
code 310 by untrustworthy Internet verification sessions.

Some errors may be caused by the patient incorrectly enter-
ing medication code 310, e.g. by mistyping, in which case the
patient can be given the opportunity to reenter the code. The
patient may be allowed to reenter medication code 310 a
limited number of times (e.g. 3 times) aiter which verification
system 396 can terminate interaction with this patient for a
period of time (e.g. 8 hours). This 1s easiest to do when the
patient has a relationship or 1s registered with verification
system 396. However, 1 the patient continues to enter the
same medication code several times 1t can be presumed that
the patient 1s entering 1t correctly but that it 1s not in the
database of verification system 396 an error message will be
presented to the patient.

Some errors indicate the patient should not consume medi-
cation 104 for safety reasons (e.g. recall 636, expiration date
638, or new contraindications 228 errors). Other errors 630,
632, and 634 can indicate a problem with the medication
dispensing or tracking process and that medication 104 may
be fraudulent (step 732). Verification system 396 can indicate
this to the patient, to the manufacturer 102, or to a regulator
agency for additional review (Step 733). The patient may be
instructed to return medication 104 and container 300 to the
pharmacy or to contact the verification system 396 for addi-
tional precautions.

When there are no errors detected, verification system 396
will retrieve information related to or linked to medication
code 310, e.g. container code 130, medication information
200, container status 220, registration message 290, and/or
dispensed medication information 340 (Step 734). The
patient can further compare medication information 200 with
label 306 or receipt 320 and with the actual contents of con-
tainer 300 or 100. When there 1s a mismatch the patient can
send patient check error 650 (see FI1G. 15) to pharmacy 240,
verification system 396 (Step 736), to the manufacturer 102,
a regulatory agency, or other responsible party. The patient 1s
then prevented from being exposed to fraudulent medication
104. When pharmacy 240 determines a valid medication dis-
pensing error has been detected can contact other patients to
whom the same medication 104 corresponding to container
code 130 has been dispensed.
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The patient can also compare pharmacy and distribution
information related to the container status 220. It the patient
identifies that the pharmacy 240 that dispensed medication
104 to them does not correspond to recerving pharmacy iden-
tifier 292 or dispensing pharmacy 350 they can identity this
error to verification system 396 or other interested parties.
Similarly the patient can detect 1f ship destination 222 1den-
tifies a country or other location unlikely to dispense medi-
cation 104 to him.

It 1s assumed that even 1f only a few patients who receive
medication 104 from pharmacy 240 retrieve information
from verification system 396, that many other patients” will
be protected by such checking. Furthermore all pharmacies
using verification system 190 or 396 will likely be checked
often enough to prevent them form dispensing any medica-
tion 104 not properly labeled and verified.

V. Inventory

When pharmacy 240 1s going to discard container 100, a
notice can be sent to verification system 190. This can be
aided when verification system 190, pharmacy computer 250,
or tag 130¢c maintains an inventory of how much medication
104 was originally 1n container 100 and how much has been
dispensed. In this manner automatic determination can be
made that container 100 1s empty when the last portion of
medication 104 1n container 100 has been dispensed.

As described above this can be done by verification system
190 or pharmacy computer 250. In some cases tag 130c¢ 1s
used to maintain the inventory and checked by system 190 or
computer 250 every time medication 104 1s dispensed 1n other
cases 1t 1s performed by a pharmacy employee when medica-
tion 104 1s dispensed by this person and manually entered into
system 190 or computer 250. When container 100 1s deter-

mined to be empty container code 130 should be marked as no
longer 1 use. When verification system 190 or pharmacy
computer 250 1s used to track the quantity of medication 104
dispensed by pharmacy 240 any attempt to print label 306 or
receipt 320 (when printer 270 or transducer 260 is 1n part
controlled by verification system 190) can be denied by veri-
fication system 190 when the quantity of medication 104
already dispensed exceeds the amount originally in container
100. This will prevent pharmacy 240 from attempting to use
container code 130 to dispense medication 104 not related to
container 100.

V1. Related Issues

It 1s anticipated that a medication manufacturer 102 can
send container 100 first to a distributor and that the distributor
can have a computer similar to computer 150 or 250. Dis-
tributor can read container code 130 and send this code with
information 1dentitying the distributor to verification system
190, which will enter or link this information to container
code 130 for later retrieval (Step 703). In this manner every
step of the distribution to dispensing chain of ownership can
be documented and maintained and provided for review to the
pharmacist and/or patient. Medication mformation 200 and
container status 220 can be sent to the distributor for addi-
tional action, e.g. the medication 104 may be recalled n
which case the distributor will quarantine container 100 and
return 1t to the manufacturer 102.

When pharmacy 240 1s to send container 100 to another
pharmacy, a notification of this fact can be sent to verification
system 190, so that when the next pharmacy receives con-
tainer 100 and attempts to verity container code 130 no errors
will be returned indicating that 1t 1s still thought to be at the
first pharmacy.
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VII. Application to Other Markets

As a convenience and to improve clarity 1items discussed
below with a similar purpose to those described above will be
referred to using identical numbers.

It 1s anticipated that other markets can benefit from simailar
verification processes where a product 104 1s released or
shipped to a company 240 or person with a product label 118
including a product 1dentifier 120 (e.g. product name) and a
unique, difficult to guess product code 130 that 1s linked to
additional information 200 about the product and/or informa-
tion about the status 220 of the product (e.g. shipping infor-
mation, recall data, that 1t was previously purchased etc)
stored 1n a verification system 190 database 184 (Steps 700,
701,702, and 704). The company 240 or person receiving the
product may be required to 1dentify themselves using identi-
fication information 244 prior to accessing verification sys-
tem 190 or 396 or process (Step 706 or 712) so that only
parties who are members or registered with verification sys-
tem 190 or with the manufacturer 102 are provided informa-
tion.

Some errors indicating a fraudulent product can be auto-
matically detected, e.g. an unregistered product code 130 1s
presented for verification or when a product code 130 1s
presented to the verification system 190 by two different
companies 240, an error message 560 can be sent by the
verification system 190 to both companies and to the original
manufacturer 102 that the same product 104 has been
reported by two different locations. Using this system, manu-
facturer 102 can be notified when improperly coded or
fraudulent products 104 are detected and can take steps to
ensure that they are not sold, used, or further distributed (Step
717).

Next the product code 130 1s used to retrieve the product
information 200 and/or status 220 for comparison by a com-
pany 240 or person that recerves the product (Step 718) who
can detect other errors, e.g. the product 104 received does not
correspond to the retrieved product information 200 and 220.
These errors can be reported by the company 240 receiving
the product (Step 716) to the verification system 190, the
original manufacturer 102 or public safety agency.

When the product 104 has a memory read/write tag 130¢ a
registration code 296 can be prepared by the verification
system 190 and written to the tag 130c¢ for later use. Alter-
nately, the registration code 296 can be recorded 1n a data-
base, e.g. 184. In some cases product 104 can be limited so
that it can not be used or dispensed 11 the registration code 296
1s not present or 1f the product code 130 1s not verified. This
can further be extended to cover the instance where manufac-
turer 102 has not listed or does not recognized company 240
as being qualified to use product 104. This can be determined
by verification system 190 checking company 1dentifier 292
or 1dentity information 244 of company 240 with manufac-
turer 102.

The product 104 can in turn be dispensed or redistributed
and can bear the original product code 130 or can be relabeled
(Step 722). The new labeling will include a product 1dentifier
120 (e.g. name) and a different or second (pretferably unique)
verification code 310 that can be used to retrieve the original
code 130, and/or product information 200, and/or product
status 220, and/or dispending information. The company or
person that in turn recerves the dispensed container 300 can
then use the verification code 310 to obtain the information
above to determine if there 1s a problem and that the product
1s fraudulent or 1s not suitable for use or consumption.

When the verification code 310 1s presented to the verifi-
cation system 190 by two different companies or persons to
whom the container 300 was dispensed an error message 620
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can be sent to both companies or persons and to the original
manufacturer 102 that the vernification code 310 was used
twice to label two different containers 300.

VIII. Ensuring Retail Purchases Using a Financial Verifi-
cation Card 800 are for Genuine Products 104

As a convenmience and to improve clarnty 1items discussed
below with a similar purpose to those described above will be
referred to using identical numbers. However, when two simi-
lar 1tems are discussed one will have an apostrophe appended
to 1t to clanfy the distinction between the two 1tems.

Many retail and other purchases are conducted using a
credit card, debit card, prepaid cash card, or other financial
verification card 800. As shown 1n FIG. 17 these purchases
are a guarantee between card holder or customer 802, card
issuer 804 (e.g. bank), and retailer 240 that the retailer 240
will sell the product to card holder 802, card 1ssuer 804 will
pay retailer 240, and card holder 802 will retmburse the card
1ssuer 804. In many cases card 1ssuer 804 may also be insuring
the card holder 802 against damages 1n case card 800 1s stolen
and fraudulently used. Some card issuers 804 also provide
added warranty coverage or insurance for products 104 pur-
chased with their cards and the card 1ssuer 804 also protects
the card holder 802 when faulty product 104 1s to be returned
to retailer 240 for a refund.

As shown 1n FIG. 18 card 800 typically has the card 1ssu-
er’s name 810, card holders name 812, account number 814,
expiration date 816, and magnetic strip 818 (typically on the
rear), and/or electronic chip 820. Cash cards may have less
information, e€.g. they many not have card holder’s name 812
or expiration date 816. While card 1s shown as a physical
clement 1t may also be computer token or account number, a
personally memorized financial account, or it can take the
form of check. In this case card issuer 804 1s a financial
company that provides financial and other assurances
between customers 802 and retailer 240

Purchases made with verification card 800 can be verified
as described above. However, some extra steps can improve
the system and provide additional protection card holder 802
as described below.

As betfore manufacturer 102 builds product 104 that 1s sent
to retailer 240. Product 104 has product code 130, e.g. 1n the
form of a RFID tag 130c¢, attached to 1t, strapped to it, linked
to 1t, or 1s packaged 1n a container 100 that has product code
130; representative examples of this are shown 1n FIGS. 19 to
21. FIG. 19 shows product 104 as a purse 830 or bag with
strap 832 that links purse 830 to manufacturer logo tag 834
with RFID tag 130c¢ inside 1t. FIG. 20 shows watch 836 in
container or box 100 with RFID tag 130c¢ as part of box wall
838. Other examples include RFID tag 130c¢ sewn 1nto cloth-
ing, or connected by a plastic locking loop 832 as frequently
use with apparel. Finally another example as shown 1n FIG.
21 1s jet engine 840 with RFID tag 130c¢ glued or riveted to 1t.

Product code 130 as before 1s a large unique, generally
non-sequential number chosen 1n a manner to prevent easy
guessing of even a single product code 130 over the produc-
tion life of a product, e.g. a one 1n a million chance of being
guessed although other probability levels can be used that
provide a reasonable assurance a valid product code 130 will
not be guessed.

However, when product code 130 1s in the form of tag 130c¢,
the tag can be equipped with encryption capabilities so that
only a reader (or writer when it 1s read-write) presenting the
correct code numbers or key can read the content of tag 130c¢
or the product code 130 1s encrypted before being read by
compatible reader or transducer 260 that 1s capable of
decrypting 1t. In this situation the product code may be
sequential, but the encryption techniques prevent unautho-
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rized parities from reading the tag 130c¢ to discover product
code 130 or to create and write a fraudulent product code 130
to tag 130c.

Manufacturer 102 provides their identity to verification
system 190 1n the form of a password, cookie, virtual private
network exchange, identification number, or key. Verification
system 190 determines that manufacturer 102 is registered 1n
database 184; 11 they are not further communication is termi-
nated. This prevents product code 130 from being entered by
a fraudulent group posing as a manufacturer.

When manufacturer 102 1s registered product code 130 1s
sent to verification system 190 and 1s entered into database
184 with product information 200 so that by providing prod-
uct code 130 product information 200 can be retrieved. Prod-
uct information 200 can include product name 120, product
manufacturer information 211 (e.g. name, identifier, and con-
tact information), product size/concentration 212, form/
shape 214, manufacturing lot or serial number 216, expiration
date 218, and other data relevant to product 104 at the time of
manufacturing. Manufacturer 102 can be charged a fee by
verification system 190 for each product registered so that
verification system 190 will store product code 130 and
related information for future verification purposes.

Information 200 can also be accessed by product code 130,
or in some cases by product name 120, and/or lot number 216.
Similarly, code 130, name 120, or lot number 216 can be used
to add mformation about a product to server 182 or database
184. When or after product 104 with or without container 100
1s shipped to a distributor or retailer 240 additional informa-
tion can be stored 1n database 184 or linked to database and 1s
referred to as product status information 220 (see FIG. 5).
Status 220 can include the destination 222 to which product
104 was shipped, the retailer 224 that recerved product 104,
the recall status 226 of the product 104, product code error
flag 229 (e.g. product code 130 was reported received by
another retailer or other error states), and any other informa-
tion about the product, e.g. when product 104 1s sold account
number 814 or card holders name 812 of the customer 802
that purchased product. When a product is recalled, recall
status 226 can be updated by providing only product name
120 and/or lot number 216 to server 182 or database 184.

Database 184 1s either accessible, run by, and/or owned by
a 1inancial verification company or card 1ssuer 804 that pro-
vided card 800 to 1ts card holder 802.

When product code 130 1s already printed (e.g. prepro-
grammed RFID tags) and then applied to product 104 or
pre-applied to product 104 (e.g. by the product manufacturer
102), computer 150 can use transducer 160 to read code 130
(text, bar code or RFID tag) and enter 1t into database 184
along with product information 200. Alternately, when prod-
uct code 130 1s text 1t can be manually entered using keyboard
156.

Referring to FIG. 7, when product 104 has been built and
labeled with product code 130 or placed 1n container 100 with
product code 130, 1t enters transportation system 230 and 1s
received by retailer 240. Retailer 240 has a computer 250,
which 1s for purposes of discussion a similarly equipped as
computer 150. Computer 250 1s linked to transducer 260,
which can be used to read product code 130 (text, bar code,
RIFD tag) related to product 104. When product code 130 1s
text 1t may be entered manually using a keyboard attached to
computer 250. For most retail products additional labeling 1s
not prepared for product 104. Computer 250 uses communi-
cation network 280 to interact with verification system 190
and database 184.

When product 104 1s recerved by retailer 240 product code
1s read with reader 260. The computer 250 (or reader 260
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when so equipped) transmits retailer 1dentifier 244 (which
may include a password or encryption key) to verification
system 190. Verification system 190 checks that retailer 240 1s
registered. If the retailer 240 1s not registered no further
communication conducted by verification system 190. When
retailer 240 1s registered verification system 190 receives
product code 130 and checks to determine that 1t 1s 1n database
184. If not an error message 1s sent to retailer 240.

To prevent a dishonest retailer 240 from attempting to
guess a registered product code 130, verification system 190
may limit the number of times retailer 240 can enter 1n prod-
uct codes 130 that are not registered 1n verification system
190. This 1s primarily a concern when product code 130 1s
manually entered and mistakes can happen. Retailer 240 may
be asked to reenter product code 130 a few times (e.g. a limit
of 3 times) and then be blocked from further entries for a
period of time (4 hours). A retailer 240 with a pattern of
presenting product codes 130 that are not registered may be
ivestigated by verification system 190 and/or manufacturer
102. Product codes read by a bar code or RFID tag reader 260
should not have any transcription errors or only a much lower
level of errors tolerated.

If product code 130 1s in database 184 a further check 1s
performed to determine if product status 220 related to prod-
uct 240 indicates that product 104 has been previously sold to
a previous customer 802' as stored 1n product status informa-
tion 220. When 1t has been reported as previously sold the
retailer 240 1s asked to place product 104 in quarantine and to
not sell it. Verification system 190 can send an investigator to
review the authenticity of product 104 and product code 130
or ask to have product 104 sent to 1t or manufacturer 102 for
turther investigation.

When verification system 190 has knowledge of the cus-
tomer 802' who previously purchased a product 104 (e.g.
stored 1n product status 220) with the same product code 130
a message 1s sent to customer 802' (e.g. by e-mail or letter)
indicating to them that product 104" they purchased on a
previous date may be fraudulent. The verification system 190
can 1instruct customer 802' to return previously purchased
product 104' and its product code 130' to the retailer 240' from
whom they purchased product 104" or to an accepted return
agency 1n the case the original retailer 240 1s far away or no
longer 1n business so that the validity of product 104' and 1ts
product code 130' can be determined. Purchase receipt 320
for product 104 may also be request to be presented to retailer
240. It either 1s determined to be fraudulent a replacement
product 104 can be given to customer 802' or he can be given
a refund of the purchase price.

I1f product 104 has not previously been sold, product infor-
mation 200 and product status 220 can be sent to retailer 240
who 1n turns determines that product 104 corresponds to
information 200 and that status 220 1s 1n accord with the
retailer expectations (e.g. that product 104 wasn’t for foreign
shipment or that 1t 1s of recent manufacture, etc.). If not the
retailer 240 should notify verification system 190 of the dis-
crepancy and quarantine product 104 for later examination of
it and product code 130 or return 1t to manufacturer 102.

Provided there are no errors retailer 240 can place product
104 in stock or sell it. In many cases retailer 240 may only
check product code 130 with verification system 190 when
customer 802 has selected 1t for purchase.

When product 104 1s being purchased product code 130 1s
read by reader 260 and customer 802 provides their financial
verification card 800 which can also be read by reader 260 or
another reader 1 needed. Retailer 240 transmits retailer 1den-
tification 244, product code 130 and customer name 812 and
account number 814 to verification system 190. Verification
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system 190 performs the above mentioned checks to deter-
mine that product 104 can be sold and that account number
814 corresponds to a financial account that 1s approved for
this purchase. Product information 200 and product status
220 are sent to retailer 240 to verily that product 104 corre-
sponds to the one described by product information 200 and
product status 220. Any errors are treated as described above.

When no errors are present verification system 190 regis-
ters the card holder (e.g. name 812 or account number 814) in
product status 220 for product 104. Typically, retailer 240
and/or card 1ssuer 804 prepares one or more receipts or credit
card slips 320 (see FIGS. 22 and 11) printed by printer 270 for
customer 802 to take and oiften to be signed. Receipt 320
typically includes the name 850 of the verification system 190
(which may be the same as card 1ssuer 804), the date and time
of the transaction 388, the retailer name 384, the retailer
location 386, transaction number 852 that 1dentifies the pur-
chase transaction (which may also be a large number selected
in a unique generally non-sequential manner), customer
name 812 and frequently a portion of their card account
number 854. It1s anticipated that receipt 320 can also be in the
form of an electronic receipt and 1s not printed, but instead
provided to customer electronically for storage in an elec-
tronic wallet or PDA (personal digital assistant) or cell phone.

Also on receipt 320 for each product 104 purchased 1s
printed a portion of product description or information 200
(e.g. product name 120, size, or quantity per unit), number of
units purchased 856, price 858, and verification code 310 are
listed. Verification code 310 i1s a unique generally non-se-
quential code that has a low probability or being guessed, e.g.
less than on 1n a million over the life of the verification system
190. Other probabilities can be selected to make 1t difficult to
arbitrarily guess verification code 310. Verification code 310
can be the same as product code 130 when 1t 1s printed as
alphanumeric code 130a or bar code 1305, but generally 1t 1s
not the same when RFID tag 130c¢ 1s used so that product code
130 remains a secret. However, by making verification code
310 different from product code 130 1t makes 1t prevents
someone who reads product code 130 to interact with verifi-
cation system 190.

Verification code 1s linked 1n verification system 190 to
product code 130. A separate verification code 310 can be
printed when multiple units of product 104 are purchased at
one time. In some cases transaction number 852 1s recorded 1n
verification system 190 and links all the products 104 on a
single receipt 320 to the individual product codes 130. Addi-
tional partial receipts can be printed by retailer 240, e.g. a gift
receipt, where only a portion of the products 104 are listed and
typically no prices are printed. However, these additional
receipts can still have verification code 310 printed for each
product 104.

Verification system 190 can charge retailer 240 or cus-
tomer 802 a verification charge for veritying that product 104
1s not fraudulent. Verification system 190 will then guarantee
that product 104 1s genuine and 1f there 1s a concern 1n the
future as to whether 1t 1s genuine verification system can
re-verily 1t and any time a product 1s found not to be genuine
verification system 190 will retmburse customer 802 and/or
retailer 240 for the purchase price 838.

After purchase customer 802 transports 400 product 104
and receipt 320 to the customer’s home 410 or to any other
site where he has access to a computer 450. Computer 450 1s
configured similarly to computer 150 or 250 with a processor,
memory, display, keyboard or poimnting device (not all
shown). Computer 450 can be linked to a transducer 460
which can read text, bar codes, RFID tags or other informa-
tion sources and 1s similar to transducers 160 and 260. Com-
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puter 450 can communicate via network 490 (e.g. the Inter-
net) with verification system 190.

To add an additional layer of trustworthiness, customer 802
may need to be registered with verification system 190 (e.g.
via the account number 814, a password, unique cookie, or
computer 1dentifier of computer 450). In this manner verifi-
cation system 190 1s not provided with verification code 310
by untrustworthy Internet verification sessions.

Customer 802 using computer 450 enters verification code
310 1nto a data retrieval (Step 728) program (e.g. an Internet
browser) to contact verification system 190. Verification sys-
tem 190 can determine the presence of several errors 620
which can be sent to customer 802. Note that error 630 related
to a bad verification code 310 can be caused by customer 802
incorrectly entering verification code 310, e.g. by mistyping,
in which case the patient can be given the opportunity to
reenter code 310. However, customer 802 must exercise some
diligence in entering verification code 310 as verification
system 190 may attempt to limit the number of retries cus-
tomer 802 can reenter verification code 310. This 1s done to
prevent customer 802 from attempting to randomly guess a
valid verification number 310 possibly for fraudulent pur-
poses. When verification system 190 determines that cus-
tomer has exceed a limit 1n the number of retries customer 802
can be blocked from making further entries (e.g. for 8 hours).

When customer 802 has properly entered verification code
310 errors 630, 632, and 634 can be reported indicating a
problem with the selling or tracking process and that the
product may be fraudulent (step 732). Verification system 190
can 1ndicate this to the customer 802, to manufacturer 102
(Step 733). Customer 802 may be instructed to return product
104 and corresponding product code 130 to the retailer 240
for a replacement product 104 or refund when product 104 1s
determined to be fraudulent or to contact verification system
1900 for additional precautions.

Verification system 190 can determine that product code
130 associated with verification code 310 (when not the same
code) was previously used 1n a transaction with a different
customer 802', error 860. When this 1s the case verification
system 190 notifies customer 802 and instructs them to return
product 104 as discussed above. Verification system 190 can
also contact the different customer 802' to return their product
104" and product code 130" for a refund or replacement should
product 104' they purchased be fraudulent. Purchase receipt
320 may also be requested for presentation to retailer 240.
This service can be part of a guarantee verification system 190
provides to customers 802 and retailers 240 that use 1ts sys-
tem.

When there are no errors detected, verification system 190
will retrieve information related to or linked to verification
code 310, e.g. product code 130, product information 200,
product status 220, and registration message 290. Customer
802 can further compare product information 200 with prod-
uct 104 or receipt 320. When there 1s a mismatch the customer
can send customer check error 650 to retailer 240, verification
system 190 (Step 736), to manufacturer 102, or other respon-
sible party. The customer can return product 104 with product
code 130 and receipt 320 for a refund to replacement.

Customer 802 can enter verification number at a later date,
¢.g. when the product 1s being resold several years later, as a
means of proving to a purchaser that it 1s genuine. Any other
errors discussed above can be reported and product informa-
tion 200 and product status 220 can be retrieved. However,
customer 802 may be charged a fee of this verification service
alter a time period has passed (e.g. 1 month) from the original
purchase or based on the number of times customer 802 has
used verification system 190 to verily verification number
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310 (e.g. more than 2 times). Verification system 190 can also
allow customer 802 to indicate that product 104 has been sold
to anew person and therefore have product status information
220 updated. Additional charges by verification system 190
may also apply to this activity.

Customer 802 may decide after making a purchase ol prod-
uct 104 to return 1t for a refund or exchange 1t for another
product 104. When this happens customer 802 brings back
product 104, the original boxes 100 (or other packing), prod-
uct code 130, and receipt 320. Retailer 240 reads product code
130 from product 104 or container 100, notifies verification
system 190 of the retailers 1dentity 244 and provide transac-
tion number 854 and verification code 310 and specity that
product code 130 1s not longer to be associated with customer
802 but imnstead should be listed as 1n the stock of retailer 240
and that customer 802 should be credited with the amount of
purchase price 858. Should verification system 190 determine
that there 1s an error, for example verification code 310 is not
linked to product code 130 or transaction number 854 is not
related to product 104 the return of product 104 can be ter-
minated, or product information 200 or product status 220 1s
not related or doesn’t match product 104 being returned. This
prevents someone form returming a fraudulent product as
though 1t was an original product.

When a product 104 1s returned by retailer 240 to the
manufacturer 102, e.g. as part of a recall or inventory adjust-
ment, retailer 240 can read product code 130 from product
104 and indicate to verification system 190 that product 104
1s being sent back to manufacturer 102. Alternately, manu-
facturer 102 may read product code 130 when product 104 1s
received for return or restocking and send a message to veri-
fication system 190 that product 104 1s not longer 1n distribu-
tion or sale.

A similar process 1s performed when one retailer 240 has
verified a product 104 1n stock and subsequently exchanges or
sells 1t to another retailer 240, e.g. when adjusting inventory
levels. This way product 104 1s now listed as with retailer
240'. However, 1t should be noted that some products 104 can
be restricted by manufacturer 102 as to which retailers 240’
can sell it. In this case any time verification system 190 1s
presented with a product code 130, retailer identity 384' can
be sent to manufacturer 102 to check to determine 1if that
retailer 240" 1s qualified or allowed to sell 1t. If they are not the
verification system 190 will notily retailer 240" of this and
verification system will not provide a verification code 310
tor product 104. This will present notice to customer 802 that
product 104 1s either fraudulent or being purchased from
retailer 240' that 1s not cooperating with verification system
190 or not allowed by manufacturer 102 to sell product 104.
Verfication system 190 will not guarantee product 104 and
either no receipt 320 will be printed or verification code 310
will not be printed or a special message can be printed on
receipt 320 that verification of product code 130 was not
allowed or performed

While some embodiments of verification card 800 have
been described as a credit card and verification system 190 as
run by a credit card company 1t may be desirable that verifi-
cation card not be a credit card and verification system 1s run
by a company or agency that has a relationship with customer
802, retailer 240, or manufacturer 140. As before verification
system 190 provides a guarantee that product 104 purchased
by customer 802 1s authentic. For example verification sys-
tem 190 can be run by an insurance company and card 800 can
be 1ssued by them or can be a credit card 1ssued by a third
party bank that can be used for this purpose as well. Receipt
320 can be the same as the receipt retailer 240 provides for
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purchasing product 104, but 1t can also be a separate transac-
tion receipt used to authenticate product 104 as described
above.

XI. Veritying and Tracking Products

In many cases there 1s concern over the origin, status,
quantity, or quality of raw materials 870 (see FIG. 23) used to
make product 104. This 1s especially of concern where the
material 870 1s expensive or some of the manufacturers or raw
material 870 are subjectto trade restrictions. For example, the
frequently are concerns over the source of diamonds 870 used
to make jewelry. Some diamonds 870 mined in specific coun-
tries are considered “blood diamonds™ and some customers
would prefer not to purchase jewelry using such diamonds
870. Customer 802 however, has no method of telling 1f
diamonds 870 used in jewelry may be from a country of
concern. This 1s even more of a problem when a piece of
jewelry may consist of many diamonds 870 from several
sources.

Verification system 190 can be used to reduce the problems
associated with raw matenials 870. When raw material 870 or
product 104 1s produced 1t 1s labeled 872, e.g. with diamonds
a laser certification number can be etched in 1ts surface. Raw
material 870 1s also placed 1n container 100, e.g. a box, sack,
barrel, paper envelope or other packaging that 1s labeled with
material code 874, e.g. a RFID tag or bar code. Material code
874 1s similar 1n selection for product code 130, that 1s 1t 1s a
umique generally non-sequential code that 1s not easily
guessed. The producer contacts verification system and pro-
vides their 1dentity (e.g. a password, virtual private network
link, code number, etc.). Verification system 190 determines
that the producer 1s registered. Other methods 1include apply-
ing bar codes or RFID tags with certification number. When
the producer 1s registered with verification system 190 certi-
fication number 872 and material code 874 are entered mto
database 184 along with description of raw material 870 (e.g.
mining company, country or origin, weight quantity, or qual-
ity) and other information related to raw material 870.

Raw material 870 1s shipped to a material consumer, e.g.
manufacturer 102. When raw material 870 1s to be used manu-
facturer 102 provides their identity as a password, number or
other distinctive means of 1dentifying themselves 1n a trusted
manner to verification system 190. Verification system 190
determines manufacturer 102 1s registered or recognized,
when they are recognized maternial code 874 1s read by reader
or transducer 160 and sent to verification system 190 with the
amount of product 104 to be used which will be deducted
from the stored quantity of raw material 870 to maintain an
inventory level as discussed below. Label 972 can also be read
(e.g. by eye or with a microscope), its contents entered (e.g.
by typing) and sent to verification system 190. Verification
system 190 then determines 1f material code 874 has been
registered and 1f 1t matches label 872. If there 1s an error,
verification system 190 returns an error message which will
also occur 1f material code 874 1s associated with a raw
material 870 previously reported as completely consumed.

When there are no errors the amount of raw material 870
that 1s being used by manufacturer 102 1s deducted from the
amount previously entered. Manufacturer 102 can also 1den-
tify a product 104 being made with raw material 870 and
associate a product code 130 with product 104. Product code
130 1s entered 1n database 184 or a different one and material
code 874 or other related information about raw material 870
1s entered 1n product information 200. In this manner a com-
plete product may have multiple material codes 874 where
cach code 1s associated with a separate raw material 870 used
to build it. It 1s now very easy for a customer 802 or retailer
240 to use product code 130 to retrieve product information
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220 including all maternial codes 747 related to raw matenals
870 and then retrieve the description for raw material 870 to
determine the source of each raw material 870 used to build or
process product 104 and that 1t was manufactured according
to agreed upon specifications.

To apprise the public of the scope of this invention I make
the following claims:

1. A method to verily a product produced by a manufac-
turer, the method comprising the steps of:

a) attaching a unique product code to a product prior to

delivery to a retailer;

b) storing the product code with product information 1n a
first database linked to a verification system associated
with the manufacturer;

¢) distributing the product to the retailer; and

d) selling the product from the retailer to a customer, the
step of selling including the steps of:

1. using a first computer to obtain the unique product
code from the product;

11. providing the obtained product code to the verifica-
tion system;

111. comparing the obtained product code with the stored
product code; and

1v. when the obtained product code and the stored product
code match, preparing a receipt including a verification
code and providing the receipt to the customer wherein
the verification code 1s different than the obtained prod-
uct code and wherein the verification code 1s used sub-
sequently to identily at least one of the product code,
product information, product status and product dis-
pensing information.

2. The method of claim 1 further including the steps of
obtaining customer mnformation and storing at least one of
customer mformation and the verification code in a second
database linked to the verification system so that at least one
of the customer information and the verification code 1s used
to obtain the stored product code.

3. The method of claim 2 further including the steps of the
customer using a second computer to submit the product code
and at least one of customer information and the verification
code to the vernification system, determining by the verifica-
tion system that the product code 1s associated with the sub-
mitted at least one of the customer information and the veri-
fication code and providing at least a subset of the stored
product information via the second computer.

4. The method of claim 2 wherein the first and second
database are a single database.

5. The method of claim 3 further including the steps of
determining that the product code is not associated with the
submitted at least one of the customer information and the
verification code and providing an alert.

6. The method of claim 3 where the step of preparing a
receipt includes the step of providing a portion of customer
information on the receipt where the remainder of the infor-
mation 1s known by the customer and the step of using a
second computer to submit the product code and at least one
of the customer information and the verification code to the
verification system consists of providing at least the verifica-
tion code and the remainder of the information known to the
costumer and the verification system using the remainder of
the information to determine that the customer 1s registered.

7. The method of claim 1 further including the steps of
obtaining and storing customer information, determining the
obtained product code corresponds to an invalid product
where an invalid product 1s at least one of a recalled product,
a counterfeit product, a product with a possibly duplicated
product code and an expired product and, when the product 1s

10

15

20

25

30

35

40

45

50

55

60

65

30

an ivalid product, using the stored customer information to
provide an alert to the customer.

8. The method of claim 7 further including the step of using,
the obtained product code to determine that the product 1s
counterfeit and when the product 1s a counterfeit product,
repaying the customer for the paid selling price.

9. The method of claim 1 wherein the step of providing the
receipt consists of printing the receipt information on a label
and attaching the label to the product.

10. The method of claim 1 wherein the step of attaching the
product code to a product comprises attaching the product
code to a container of medication.

11. The method of claim 1 wherein the step of attaching a
unique product code to a product further includes the step of
using an electronic memory to store the product code and
attaching the electronic memory to the product.

12. The method of claim 1 wherein the step of attaching the
unmique product code to the product further includes at least
one of writing the unique product code on a label and attach-
ing the label to the product and transmitting the unique prod-
uct code to a device that 1s physically associated with the
product and storing the unique product code 1n the device.

13. The method of claim 1 further including the step of
storing a list of authorized retailers 1n the database, the step of
selling further including using the first computer to 1dentily
the retailer that 1s selling the product to the customer, 1ndi-
cating the 1dentified retailer to the verification system, com-
paring the identified retailer to the authorized retailer list and
performing a function as a result of the comparison of the
identified retailer and the retailer list.

14. The method of claim 13 further including the step of
storing a list of authorized products for at least one of the list
authorized retailers 1n the database, the step of selling further
including comparing the product code with the list of autho-
rized products, and performing a second function as a result
of the comparison of the product code and the list of autho-
rized products.

15. The method of claim 1 turther including the steps of the
customer using a second computer to submait the verification
code to the verification system, and the verification system
using the verification code to identify at least one of the
product code, product information, product status and prod-
uct dispensing information.

16. A method to veniy a product produced by a manufac-
turer, the method comprising the steps of:

a) attaching a unique product code to a product prior to

delivery to a retailer;

b) storing the unique product code with product informa-
tion in a first database linked to a verification system
associated with the manufacturer;

¢) distributing the product to a retailer; and

d) selling a portion of the product from the retailer to a
customer wherein the portion is less than the entire prod-
uct, the step of selling including the steps of:

1. using a first computer to obtain the unique product
code from the product;

11. providing the obtained product code to the verifica-
tion system;

111. comparing the obtained product code with the stored
product code; and

1v. when the obtained product code and the stored prod-
uct code match, preparing a receipt including a veri-
fication code and providing the receipt to the cus-
tomer wherein the verification code 1s different than
the obtained product code and wherein the verifica-
tion code 1s used subsequently to 1dentify at least one
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of the product code, product information, product
status and product dispensing information.

17. The method of claim 16 further including the steps of
obtaining customer mnformation and storing at least one of
customer information and the verification code 1n a second
database linked to the verification system so that at least one
ol the customer information and the verification code 1s used
to obtain the stored product code.

18. The method of claim 17 further includes the steps of the
customer using a second computer to submit the product code
and at least one of customer information and the verification
code to the verification system, determining by the verifica-
tion system that the product code 1s associated with the sub-
mitted at least one of the customer information and the veri-
fication code and providing at least a subset of the stored
product information via the second computer.

19. The method of claim 17 wherein the first and second
database are a single database.

20. The method of claim 18 further including the steps of
determining that the product code 1s not associated with the
submitted at least one of the customer information and the
verification code and providing an alert.

21. The method of claim 16 further including the steps of
obtaining and storing customer information, determining the
obtained product code corresponds to the invalid product
where an 1nvalid product 1s at least one of a recalled product,
a counterfeit product, a product with a possibly duplicated
product code and an expired product and, when the product 1s
the mvalid product, using the stored customer information to
provide an alert to the customer.

22. The method of claim 21 further including the step of
using the obtained product code to determine that the product
1s counterteit and when the product 1s a counterfeit product,
repaying the customer for the paid selling price.

23. The method of claim 16 wherein the step of providing
the receipt consists of printing the receipt information on a
label and attaching the label to the product.

24. The method of claim 16 wherein the step of attaching
the unique product code to the product comprises attaching,
the unique product code to a container of medication.

25. The method of claim 24 further including the step of
determining that the quantity of all portions of the medication
sold exceeds the total quantity of medication provided by the
manufacturer as stored in the product information and pro-
viding an alert that the total quantity has already been sold.

26. The method of claim 16 wherein the step of attaching
the unique product code to the product further includes the
step of using an electronic memory to store the product code
and attaching the electronic memory to the product.

277. The method of claim 16 wherein the step of attaching,
the unique product code to the product further includes at
least one of writing the unique product code on a label and
attaching the label to the product and transmitting the unique
product code to a device that 1s physically associated with the
product and storing the unique product code 1n the device.

28. The method of claim 16 further including the step of

storing a list of authorized retailers 1n the first database, the
step of selling turther including using the first computer to
identify the retailer that i1s selling the product to the customer,
indicating the i1dentified retailer to the verification system,
comparing the identified retailer to the authorized retailer list
and performing a function as a result of the comparison of the
identified retailer and the retailer list.
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forming steps (1) through (1v) where a different verification
code 1s assigned to each portion sold.

30. The method of claim 16 further including the steps of
the customer using a second computer to submit the verifica-
tion code to the verification system, and the verification sys-
tem using the verification code to identify at least one of the
product code, product information, product status and prod-
uct dispensing information.

31. A method to verity a product produced by a manufac-
turer, the method comprising the steps of:

a) attaching a unique product code to a product prior to

delivery to a retailer;

b) storing the product code with product information 1n a
first database linked to a verification system associated
with the manufacturer;

¢) distributing the product to the retailer; and

d) selling the product from the retailer to a customer, the
step of selling including the steps of:

1. using a first computer to obtain the unique product
code from the product;

11. providing the obtained product code to the verifica-
tion system;

111. comparing the obtained product code with the stored
product code;

v. when the obtained product code and the stored product
code match, preparing a receipt including a verifica-
tion code and providing the receipt to the customer
wherein the verification code 1s different than the
obtained product code; and

storing a list of authorized retailers 1n the database, the step
of selling further including using the first computer to
identily the retailer that 1s selling the product to the
customer, indicating the 1dentified retailer to the verifi-
cation system, comparing the identified retailer to the
authorized retailer list and performing a function as a
result of the comparison of the identified retailer and the
retailer list.

32. A method to verity a product produced by a manufac-

turer, the method comprising the steps of:

a) attaching the unique product code to a container of
medication prior to delivery to a retailer;

b) storing the unique product code with product informa-
tion 1n a first database linked to a verification system
associated with the manufacturer;

¢) distributing the product to a retailer; and

d) selling a portion of the product from the retailer to a
customer wherein the portion is less than the entire prod-
uct, the step of selling including the steps of:

1. using a first computer to obtain the unique product
code from the product;

11. providing the obtained product code to the verifica-
tion system;

111. comparing the obtained product code with the stored
product code;

1v. when the obtained product code and the stored prod-
uct code match, preparing a receipt including a veri-
fication code and providing the receipt to the cus-
tomer; and

determining that the quantity of all portions of the medi-
cation sold exceeds the total quantity of medication pro-
vided by the manufacturer as stored 1n the product infor-
mation and providing an alert that the total quantity has
already been sold.

33. A method to verity a product produced by a manufac-

29. The method of claim 16 wherein the step of selling a 65 turer, the method comprising the steps of:

portion includes selling at least two portions and wherein the
step of selling further includes, for each portion sold, per-

a) attaching a unique product code to a product prior to
delivery to a retailer;
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b) storing the unique product code with product informa-
tion 1n a first database linked to a verification system
assoclated with the manufacturer;

¢) distributing the product to a retailer; and

d) selling a portion of the product from the retailer to a
customer wherein the portion 1s less than the entire prod-
uct, the step of selling including the steps of:

1. using a first computer to obtain the unique product
code from the product;

11. providing the obtained product code to the verifica-
tion system;

111. comparing the obtained product code with the stored
product code;

1v. when the obtained product code and the stored prod-
uct code match, preparing a receipt including a veri-

fication code and providing the receipt to the cus-
tomer; and

storing a list of authorized retailers in the first database, the
step of selling further including using the first computer
to 1dentity the retailer that 1s selling the product to the
customer, indicating the identified retailer to the verifi-
cation system, comparing the identified retailer to the
authorized retailer list and performing a function as a
result of the comparison of the identified retailer and the
retailer list.

34. A method to verily a product produced by a manufac-
turer, the method comprising the steps of:

a) associating a unique product code to a first product prior
to delivery to a retailer;

b) associating a second unique product code to a second
product prior to delivery to the retailer;

¢) storing the first and second unique product codes with
first and second product information, respectively, 1 a
first database linked to a verification system:;
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¢) distributing the first and second products to the retailer;

and

d) selling portions of the first and second products from the

retailer to a customer, the step of selling including the

steps of:

1. using a first computer to obtain the first and second
unique product codes;

11. providing the obtained product codes to the verifica-
tion system;

111. comparing the obtained product codes with the stored
product codes; and

1v. when the obtained first product code and the stored
first product code match and the obtained second
product code and the stored second product code
match, preparing a receipt including a single verifica-
tion code and providing the receipt to the customer.

35. The method of claim 34 wherein the first product code
1s a first container code and the first product 1s a first medica-
tion 1n a {irst container and the second product code 1s a
second container code and the second product 1s a second
medication stored in a second container and wherein the
verification code 1s a medication code.

36. The method of claim 35 further including the step of
correlating and storing the medication code 1n a database with
the first and second container codes.

37. The method of claim 35 wherein the step of selling
turther includes the step of placing portions of the first and
second medications 1n a third container and presenting the
third container to the customer.

38. The method of claim 36 further including the steps of,
via a second computer, obtaining the medication code from
the receipt, providing the medication code to the verification
system, at the verification system and comparing the obtained
medication code to the stored medication code.
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