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(57) ABSTRACT

A hierarchical entitlement system, method, and computer
program product with integrated inheritance and limit checks
are described. In one embodiment, for example, a computer-
implemented method 1s described for specifying and enforc-
ing entitlements for performance of financial transactions, the
method comprises steps of: providing a hierarchical entitle-
ment structure with iheritance for specitying entitlements
for performing financial transactions; recerving user input for
defining a plurality of entitlement groups of the hierarchical
entitlement structure, wherein each entitlement group has
speciflied permissions to perform financial transactions, limaits
on performance of the financial transactions, and member-
ship of each user; 1n response to a particular user request to
perform a financial transaction at runtime, identifying the
particular user’s membership in a certain entitlement group;
and determining whether to allow the particular user to per-
form the financial transaction based on permissions and limits
of the hierarchical entitlement structure applicable to the
particular user’s performance of the financial transaction.
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501
Define entities of permission structure
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specifying relationships between entitlement
groups and other entities
503
Entitlements (privileges) of each entitlement
group defined by removing (or restricting)
entitiements inherited from its parent group
004
User attempts to perform an operation at
runtime (e.qg., wire transfer from a particular
account) -
505
Commence entitlement check by identifying
group member attempting to perform operation
506

Dynamically construct set of entitlements based
on entitlements recorded for group member,
entitlement group, and parent groups

To
Fig. 5B
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FIG. 5A
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perform the operation

If group member entitled to perform operation,
look up any limits applicable to group member,

entitlement group, and parent groups and
running total values associated with limits

Compare running total values to applicable
limits; proceed to step 510 or 511 based on
results

If any running total value exceeds applicable
limit(s), return list of limits exceeded

Otherwise, it none of running total values
exceed applicable limits, update running total

values and return success indicating group
member entitled to perform operation and
operation is within limits
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HIERARCHICAL ENTITLEMENT SYSTEM
WITH INTEGRATED INHERITANCE AND
LIMIT CHECKS

CROSS REFERENCE TO RELATED
APPLICATIONS

The present application 1s a continuation-in-part of com-
monly-owned, presently-pending U.S. patent application Ser.
No. 10/708,920 filed Mar. 31, 2004, which 1s incorporated
herein by reference 1n its entirety, and 1s related to and claims
the benefit of priority of commonly-owned U.S. Provisional
Application No. 60/521,221 filed Mar. 12, 2004, entitled
“Hierarchical Entitlement System with Integrated Inherit-
ance and Limit Checks,” which 1s incorporated herein by
reference 1n its entirety.

BACKGROUND OF INVENTION

1. Field of the Invention

The present invention relates generally to data processing
environments and, more particularly, to a hierarchical permais-
sion system providing methodology for cumulative limit
checks for financial services entitlements systems.

2. Description of the Background Art

In the area of financial services, there 1s a common need for
authorizing individuals having particular roles 1n an organi-
zation to perform a number of different functions or opera-
tions. The process of defining roles includes: (1) representing,
the hierarchy of an organization, and (2) associating that
hierarchy with specific employees and employee types. What
1s special about financial services 1s that these roles are not
only attached to specific functions (1.e., specific operations,
such as being able to mitiate a wire transfer or an automated
clearing house (ACH) transaction), but also with a function
on a particular object, such as being able to perform a wire
transaction on a specific account. Also important in the area of
financial services 1s the notion of controlling access to objects
regardless of function. Therefore, 1n addition to a role-based
hierarchy for business users and business employees, there 1s
a need for provisioning both functions and objects. Particu-
larly 1important 1s the notion of overlaying both of those
mechanisms with limit checks.

Limit checks may be explained as follows. Once employ-
ees are provisioned for certain functions and objects, a busi-
ness typically wants employees of a particular position to
perform certain operations on behalf of the business. Accord-
ingly, the business at that point will authorize employees of a
grven position or role to perform the operations, but will also
establish limits (1.e., limitations) on performing the opera-
tions. Typically, the business will define that an employee of
a given position or role 1s allowed to perform operations up to
a particular limait (e.g., a dollar amount). For example, a given
user may be authorized to sign checks, but only up to a certain
amount (e.g., less than or equal to $1000). The limit checks
themselves may be defined as a static per-transaction limait, a
cumulative limit over a period of time and/or a combined
cumulative per-transaction and per-object limit over a period
of time.

Given this backdrop, businesses need to be able to success-
tully represent and manage a hierarchy to perform functions
and to grant permission for functions, as well as object-based
permissions thereof, and businesses need to be able to attach
limaits to these functions and limits to these objects. Addition-
ally, businesses need to be able to specily whether a given
limit 1s a transaction-based limit or an object-related limat.
For instance, a business might need to specity: “Employee A
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1s authorized to perform wire transactions up to $1,000.”
However, the business might also need the ability to specity
that Employee A 1s authorized to perform wire transactions of
up to $1,000 on a certain account. The specification of author-
ity granted to particular employees or groups may grow more
complex 1 order to meet the needs of a business. For
example, the business might also need the ability to specity
that Employee A 1s authorized to perform wire transactions on
a certain account subject to the following limits: up to $1,000
of wires per day, up to $10,000 of wires per month, and up to
$30,000 of wires per quarter. In addition to basic limit checks
in the foregoing example, the business may also need to
establish cumulative limit tracking for groups of employees,
including tracking on a per period basis. Periods are typically
daily, weekly, monthly, quarterly, annually, or the like. For
example, all members of a given account payable group may
only be authorized for a total of up to $10,000 of wires per
week.

Today, there are a number of hierarchical role based sys-
tems that exist, in the context of database systems and 1n the
context of permission-based systems. None of those available
systems, however, have an effective, flexible, highly efficient
mechanism to maintain control of hierarchical limit checks
for both functions and objects. Therefore, although database
and permission-based systems are available to define hierar-
chical roles, none of them have the ability to tlexibly and
eificiently implement limit checks.

All told, there are a wide range of financial activities that
may be performed through the hierarchy of roles that a busi-
ness may establish. What 1s needed 1s a solution that allows
businesses to authorize activities through a hierarchy of rules
while also establishing and enforcing limits among multiple
dimensions, thereby allowing constraint processing in a form
that achieves the business goals desired. The solution should
allow multiple dimensions to be processed in different com-
binations along the lines of users and their groups, along the
lines of hierarchical groups, along the lines of time periods,
and along the lines of objects and functions (including mon-
ctary limits). The present invention provides a solution for
these and other needs.

Furthermore, no available hierarchical role based system
ex1sts with an effective, flexible, and highly efficient mecha-
nism to maintain control of hierarchical limit checks for both
functions and objects, where the limit checks may be speci-
fied 1n a variety of different units. Such a system would be
beneficial 1n a business context for performing financial trans-
actions, wherein the different units comprise umts ol cur-
rency. The solution should allow transactions and limaits to be
specified in terms of any units (including monetary units) or
across all units. Embodiments of the present invention further
provide a solution for these needs.

SUMMARY OF INVENTION

A hierarchical entitlement system, method, and computer
program product with integrated imnheritance and limit checks
are described. In one embodiment, for example, a computer-
implemented method of the present invention 1s described for
specilying and enforcing entitlements for performance of
financial transactions, the method comprises steps of: provid-
ing a hierarchical entitlement structure with inheritance for
speciiying entitlements for performing financial transactions;
receiving user input for defining a plurality of entitlement
groups of the hierarchical entitlement structure, wherein each
entitlement group has specified permaissions to perform finan-
cial transactions, limits on performance of the financial trans-
actions, and membership of each user; 1n response to a par-
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ticular user request to perform a financial transaction at
runtime, 1dentifying the particular user’s membership 1n a
certain entitlement group; and determining whether to allow
the particular user to perform the financial transaction based
on permissions and limits of the hierarchical entitlement
structure applicable to the particular user’s performance of
the financial transaction.

Furthermore, a hierarchical entitlement system, method,
and computer program product with integrated inheritance
and limit checks, wherein the limit checks are defined using
more than one unit for the limit values, are described. In
accordance with a further embodiment, for example, a com-
puter-implemented method of the present mvention 1s
described for specilying and enforcing limits for transactions.
The method 1ncludes the steps of: 1n response to a particular
user request to perform a transaction, identifying the particu-
lar user’s membership in an entitlement group; determining
units of the transaction requested by the particular user; deter-
mimng applicable limits to the transaction based on the units
of the transaction; and determining whether to allow the
particular user to perform the transaction based on the appli-
cable limits to the transaction, as defined by the entitlement
group, based on the units of the transaction.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a very general block diagram of a computer
system (e.g., and IBM-compatible system) in which soft-
ware-implemented processes of the present invention may be
embodied.

FIG. 2 1s a block diagram of a software system for control-
ling the operation of the computer system.

FIG. 3 1s a block diagram of an environment 1n which the
system ol the present invention may be preferably embodied.

FI1G. 4 1llustrates an example of an entitlements hierarchy
for one embodiment of the present invention.

FIGS. 5A-B comprise a single flowchart illustrating at a
high level the methodology of an embodiment of the present
invention for defimng a hierarchical permission structure and
applying entitlements and limits defined by the structure 1n
determining whether to authorize certain activities.

FIGS. 6 A-B comprise a single flowchart illustrating at a
high level the methodology of an embodiment of the present
invention for defining a hierarchical permission structure and
applying entitlements and limits defined by the structure,
wherein the limits may be specified in more than one unit, in
determining whether to authorize certain activities.

DETAILED DESCRIPTION

Glossary

The following definitions are ofiered for purposes of illus-
tration, not limitation, in order to assist with understanding,
the discussion that follows.

HTML: HI'ML stands for HyperText Markup Language,

the authoring language used to create documents on the
World Wide Web. HTML defines the structure and layout of a

Web document by using a variety of tags and attributes. For
turther description of HIML, see e.g., “HTML 4.01 Specifi-
cation”, a World Wide Web consortium recommendation
dated Dec. 24, 1999, the disclosure of which 1s hereby incor-
porated by reference. A copy of this specification 1s available
via the Internet (e.g., currently at www.w3.org/TR/REC-
html40).

JI2EE: “J2EE” 1s an abbreviation for Java 2 Platform Enter-
prise Edition, which is a platform-independent, Java-centric
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4

environment from Sun Microsystems for developing, build-
ing and deploying Web-based enterprlse applications. The
I2EE platform consists of a set of services, APIs, and proto-
cols that provide functionality for developing multi-tiered,
web-based applications. For further information on J2EE, see
¢.g., “Java 2 Platform, Enterprise Edition Specification, ver-
sion 1.4”, from Sun Microsystems, Inc., the disclosure of
which 1s hereby incorporated by reference. A copy of this
specification 1s available via the Internet (e.g., currently at
java.sun.com/j2ee/12ee-1__4-1r-spec.pdi).

Java: Java 1s a general purpose programming language
developed by Sun Microsystems. Java 1s an object-oriented
language similar to C++, but simplified to eliminate language
features that cause common programming errors. Java source
code files (files with a .java extension) are compiled into a
format called bytecode (files with a class extension), which
can then be executed by a Java interpreter. Compiled Java
code can run on most computers because Java interpreters and
runtime environments, known as Java virtual machines
(VMs), exist for most operating systems, including UNIX,
the Macintosh OS, and Windows. Bytecode can also be con-
verted directly into machine language instructions by a just-
in-time (JIT) compiler. Further description of the Java Lan-
guage environment can be found in the technical, trade, and
patent literature; see e.g., Gosling, I. et al., “The Java Lan-
guage Environment: A White Paper,” Sun Microsystems
Computer Company, October 1995, the disclosure of which s
hereby incorporated by reference. For additional information
on the Java programming language (e.g., version 2), see e.g.,
“Java 2 SDK, Standard Edition Documentation, version
1.4.2, from Sun Microsystems, the disclosure of which 1is
hereby incorporated by reference. A copy of this documenta-
tion 1s available via the Internet (e.g., currently at java.sun.
com/j2se/1.4.2/docs/index. html).

ISP: JavaServer Pages (JSP) 1s a web-scripting technology
similar to Netscape server-side JavaScript (SSIS) or
Microsolit Active Server Pages (ASP). ISP 1s a presentation
layer technology that sits on top of a Java servlets model and
makes working with HTML easier. It allows a developer to
mix static HIML content with server-side scripting to pro-
duce dynamic output. By default, JSP uses Java as 1ts script-
ing language; however, the specification allows other lan-
guages to be used, just as ASP can use other languages (such
as JavaScript and VBScript). For further description of Jav-
adServer Pages, see e.g., “JSR-000152 JavaServer Pages 0.0
Specification”, available from Sun Microsystems. A copy of
this specification i1s available via the Internet (e.g., currently at
1cp.org/aboutjava/communityprocess/final/jsr152/).

JDBC: IDBC 1s an application-programming interface
(API) that provides database access from the Java program-
ming language. JDBC allows Java applications to access mul-
tiple database management systems. A set of interfaces 1s
included in the standard JDBC API for opening connections
to databases, executing SQL commands, and processing
results. Each relational database management system usually
requires a driver to implement these interfaces. A JDBC
driver manager typically handles multiple drivers that con-
nect to different databases. Accordingly, JDBC calls are gen-
crally sent to the JDBC driver manager, which passes the call
to the driver for interacting with the specified database. For
turther information on JDBC, see e.g., “JDBC 3.0 API Docu-
mentation”, from Sun Microsystems, the disclosure of which
1s hereby incorporated by reference. A copy of this documen-
tation 1s available via the Internet (e.g., currently at java.sun.
com/products/jdbc/download.html#corespec30).

Network: A network 1s a group of two or more systems

linked together. There are many types of computer networks,
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including local area networks (LLANSs), virtual private net-
works (VPNSs), metropolitan area networks (MANSs), campus
area networks (CANs), and wide area networks (WANs)
including the Internet. As used herein, the term “network™
refers broadly to any group of two or more computer systems
or devices that are linked together from time to time (or
permanently).

Relational database: A relational database 1s a collection of
data 1tems organized as a set of formally-described tables
from which data can be accessed or reassembled 1n many
different ways without having to reorganize the database
tables. The relational database was invented by E. F. Codd at
IBM 1n 1970. A relational database employs a set of tables
containing data fitted 1nto predefined categories. Each table
(which 1s sometimes called a relation) contains one or more
data categories in columns. The standard user and application
program interface to a relational database 1s the structured
query language (SQL), defined below.

SQL: SQL stands for Structured Query Language. The
original version called SEQUEL (structured English query
language) was designed by IBM 1n the 1970’s. SQL-92 (or
SQL/92) 1s the formal standard for SQL as set out 1n a docu-
ment published by the American National Standards Institute
in 1992; see e.g., “Information Technology—Database lan-
guages—SQL”, published by the American National Stan-
dards Institute as American National Standard ANSI/ISO/
IEC 9075: 1992, the disclosure of which 1s hereby
incorporated by reference. SQL-92 was superseded by SQL-
99 (or SQL3) 1n 1999.

Thread: A thread refers to a single sequential flow of con-
trol within a program. Operating systems that support multi-
threading enable programmers to design programs whose
threaded parts can execute concurrently. In some systems,
there 1s a one-to-one relationship between the task and the
program, but a multi-threaded system allows a program to be
divided into multiple tasks. Multi-threaded programs may
have several threads running through different code paths
simultaneously.

XML: XML stands for Extensible Markup Language, a
specification developed by the World Wide Web Consortium
(W3C). XML 1s a pared-down version of the Standard Gen-
eralized Markup Language (SGML), a system for organizing
and tagging elements of a document. XML 1s designed espe-
cially for Web documents. It allows designers to create their
own customized tags, enabling the definition, transmaission,
validation, and interpretation of data between applications
and between organizations. For further description of XML,
see e.g., “Extensible Markup Language (XML) 1.0”, (2nd
Edition, Oct. 6, 2000) a recommended specification from the
W3C, the disclosure of which 1s hereby incorporated by ret-
erence. A copy of this specification 1s available via the Inter-
net (e.g., currently at www.w3.org/ TR/REC-xml).

Introduction

Referring to the figures, exemplary embodiments of the
invention will now be described. The following description
will focus on the presently preferred embodiment of the
present mvention, which 1s implemented in desktop and/or
server software (e.g., driver, application, or the like) operating
in an Internet-connected environment running under an oper-
ating system, such as the Microsoit Windows operating sys-
tem. The present invention, however, 1s not limited to any one
particular application or any particular environment. Instead,
those skilled in the art will find that the system and methods
of the present invention may be advantageously embodied on
a variety of different platforms, including Macintosh, Linux,
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Solaris, UNIX, FreeBSD, and the like. Therefore, the descrip-
tion of the exemplary embodiments that follows 1s for pur-
poses of 1llustration and not limitation. The exemplary
embodiments are primarily described with reference to block
diagrams or tlowcharts. As to the flowcharts, each block
within the flowcharts represents both a method step and an
apparatus element for performing the method step. Depend-
ing upon the implementation, the corresponding apparatus
clement may be configured 1n hardware, software, firmware
or combinations thereof.

Computer-Based Implementation

Basic System Hardware (e.g., for Desktop and Server
Computers)

The present invention may be implemented on a conven-
tional or general-purpose computer system, such as an IBM-
compatible personal computer (PC) or server computer. FIG.
1 1s a very general block diagram of a computer system (e.g.,
an IBM-compatible system) 1n which software-implemented
processes of the present invention may be embodied. As
shown, system 100 comprises a central processing unit(s)
(CPU) or processor(s) 101 coupled to a random-access
memory (RAM) 102, a read-only memory (ROM) 103, a
keyboard 106, a printer 107, a pointing device 108, a display
or video adapter 104 connected to a display device 105, a
removable (mass) storage device 115 (e.g., tloppy disk, CD-
ROM, CD-R, CD-RW, DVD, or the like), a fixed (mass)
storage device 116 (e.g., hard disk), a communication
(COMM) port(s) or interface(s) 110, a modem 112, and a
network interface card (NIC) or controller 111 (e.g., Ether-
net). Although not shown separately, a real time system clock
1s included with the system 100, in a conventional manner.

CPU 101 comprises a processor of the Intel Pentium family
of microprocessors. However, any other suitable processor
may be utilized for implementing the present invention. The
CPU 101 communicates with other components of the system
via a bidirectional system bus (including any necessary input/
output (I/0O) controller circuitry and other “glue” logic). The
bus, which includes address lines for addressing system
memory, provides data transfer between and among the vari-
ous components. Description of Pentium-class microproces-
sors and their instruction set, bus architecture, and control
lines 1s available from Intel Corporation of Santa Clara, Calif.
Random-access memory 102 serves as the working memory
for the CPU 101. In a typical configuration, RAM of sixty-
four megabytes or more 1s employed. More or less memory
may be used without departing from the scope of the present
invention. The read-only memory (ROM) 103 contains the
basic input/output system code (BIOS)—a set of low-level
routines 1n the ROM that application programs and the oper-
ating systems can use to interact with the hardware, including
reading characters from the keyboard, outputting characters
to printers, and so forth.

Mass storage devices 115, 116 provide persistent storage
on fixed and removable media, such as magnetic, optical or
magnetic-optical storage systems, flash memory, or any other
available mass storage technology. The mass storage may be
shared on anetwork, orit may be a dedicated mass storage. As
shown 1n FIG. 1, fixed storage 116 stores a body of program
and data for directing operation of the computer system,
including an operating system, user application programs,
driver and other support files, as well as other data files of all
sorts. Typically, the fixed storage 116 serves as the main hard
disk for the system.

In basic operation, program logic (including that which
implements methodology of the present invention described
below) 1s loaded from the removable storage 115 or fixed
storage 116 into the main (RAM) memory 102, for execution
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by the CPU 101. During operation of the program logic, the
system 100 accepts user mput from a keyboard 106 and
pointing device 108, as well as speech-based mnput from a
voice recognition system (not shown). The keyboard 106
permits selection of application programs, entry of keyboard-
based mput or data, and selection and manipulation of 1ndi-
vidual data objects displayed on the screen or display device
105. Likewise, the pointing device 108, such as a mouse, track
ball, pen device, or the like, permits selection and manipula-
tion of objects on the display device. In this manner, these
input devices support manual user input for any process run-
ning on the system.

The computer system 100 displays text and/or graphic
images and other data on the display device 105. The video
adapter 104, which 1s interposed between the display 105 and
the system’s bus, drives the display device 105. The video
adapter 104, which includes video memory accessible to the
CPU 101, provides circuitry that converts pixel data stored 1in
the video memory to a raster signal suitable for use by a
cathode ray tube (CRT) raster or liquid crystal display (LCD)
monitor. A hard copy of the displayed information, or other
information within the system 100, may be obtained from the
printer 107, or other output device. Printer 107 may include,
for instance, an HP Laserjet printer (available from Hewlett
Packard of Palo Alto, Calit.), for creating hard copy images of
output of the system.

The system 1tself communicates with other devices (e.g.,
other computers) via the network interface card (NIC) 111
connected to a network (e.g., Ethernet network, Bluetooth
wireless network, or the like), and/or modem 112 (e.g., 56K
baud, ISDN, DSL, or cable modem), examples of which are
available from 3Com of Santa Clara, Calif. The system 100
may also communicate with local occasionally-connected
devices (e.g., serial cable-linked devices) via the communi-
cation (COMM) mterface 110, which may include a RS-232
serial port, a Universal Serial Bus (USB) interface, or the like.
Devices that will be commonly connected locally to the inter-
face 110 include laptop computers, handheld orgamizers,
digital cameras, and the like.

IBM-compatible personal computers and server comput-
ers are available from a variety of vendors. Representative
vendors include Dell Computers of Round Rock, Tex.,
Hewlett-Packard of Palo Alto, Calif., and IBM of Armonk,
N.Y. Other suitable computers include Apple-compatible
computers (e.g., Macintosh), which are available from Apple
Computer of Cupertino, Calif., and Sun Solaris workstations,
which are available from Sun Microsystems of Mountain
View, Calif.

Basic System Software

FI1G. 2 15 a block diagram of a software system for control-
ling the operation of the computer system 100. As shown, a
computer software system 200 1s provided for directing the
operation of the computer system 100. Software system 200,
which 1s stored 1in system memory (RAM) 102 and on fixed
storage (e.g., hard disk) 116, includes a kernel or operating
system (OS) 210. The OS 210 manages low-level aspects of
computer operation, including managing execution of pro-
cesses, memory allocation, file mnput and output (I/O), and
device I/0O. One or more application programs, such as client
application software or “programs”201 (e.g., 201a, 2015,
201c, 201d) may be “loaded” (i.e., transierred from fixed
storage 116 into memory 102) for execution by the system
100. The applications or other software intended for use on
the computer system 100 may also be stored as a set of
downloadable computer-executable instructions, {for
example, for downloading and 1nstallation from an Internet
location (e.g., Web server).
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System 200 includes a graphical user intertace (GUI) 215,
for receiving user commands and data in a graphical (e.g.,
“point-and-click™) fashion. These inputs, 1n turn, may be
acted upon by the system 100 1n accordance with instructions
from operating system 210, and/or client application
module(s) 201. The GUI 215 also serves to display the results
of operation from the OS 210 and application(s) 201, where-
upon the user may supply additional mputs or terminate the
session. Typically, the OS 210 operates in conjunction with
device drivers 220 (e.g., “Winsock” driver—Windows’
implementation of a TCP/IP stack) and the system BIOS
microcode 230 (i.e., ROM-based microcode), particularly
when nterfacing with peripheral devices. OS 210 can be
provided by a conventional operating system, such as
Microsoft Windows 9x, Microsolt Windows NI, Microsoit
Windows 2000, or Microsoft Windows XP, all available from
Microsolit Corporation of Redmond, Wash. Alternatively, OS
210 can also be an alternative operating system, such as the
previously mentioned operating systems.

The above-described computer hardware and software are
presented for purposes of illustrating the basic underlying
desktop and server computer components that may be
employed for implementing the present invention. For pur-
poses of discussion, the following description will present
examples 1 which 1t will be assumed that there exists a
“server” (e.g., Web server) that communicates with one or
more “clients” (e.g., desktop computers). The present inven-
tion, however, 1s not limited to any particular environment or
device configuration. In particular, a client/server distinction
1s not necessary to the mvention, but 1s used to provide a
framework for discussion. Instead, the present invention may
be implemented 1n any type of system architecture or pro-
cessing environment capable of supporting the methodolo-
gies of the present mnvention presented 1n detail below.

Overview of Hierarchical Permission System with Limit
Checks for Entitlements

The present invention comprises a hierarchical permission
system with methodology for multi-period cumulative limait
checks for function-specific and object-specific entitlements.
The system of the present invention allows an organization
(such as a financial institution, corporation or business) to
define an entitlements hierarchy that applies permissions to
defined roles. In one embodiment, this entitlements hierarchy
provides for allowing or restricting access to specific func-
tions of a financial application (e.g., a corporate banking
application). Each of the roles that i1s defined 1n the hierarchy
1s defined as a set of entitlements, with inheritance.

The present mvention provides a system that allows the
restriction of transactional functionality for a business user,
typically a bank customer, a bank employee and/or other
financial services agent. The functionality 1tself may be cat-
egorized as application-specific entitlements, transaction
entitlements, and limits or limit entitlements. Application-
specific entitlements pertain to the 1ssue of whether a given
user 1s allowed to perform certain functions (e.g., create wire
transactions). Application-specific entitlements are typically
used to limit access to features of a user interface. Transaction
(or operation) entitlements pertain to the 1ssue of whether a
given user 1s allowed to perform a certain transaction or
operation on an object. Transaction entitlements are typically
used to limit access to specific functions 1n a product. Limit
entitlements pertain to whether a given user 1s allowed to
perform any of the foregoing (1.e., application-specific
entitlements or transaction entitlements ) up to a certain limat.
Limit entitlements are typically used to set a maximum
amount, such as setting a dollar limit for payment operations
and other banking functions.
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The hierarchical nature of the system 1s not unlike other
hierarchical-based role systems, where a given role may be
defined to have certain functions. A given role may, in turn,
have subroles that inherit attributes of the parent (1.¢., superior
role). This approach may be used to establish a hierarchy of
roles, where roles are inherited from above. In accordance
with the present invention, however, the mheritance i1s nega-
tive (1.e., restrictive). A root node (“root”) resides at the top of

the inheritance hierarchy and 1s predefined to be enabled for
everything (e.g., all functions). The “root” serves as an
administrator or superuser who may perform all functions 1n
the system. As the hierarchy is traversed, additional restric-
tions are applied (1.e., restrictions to functions at any given
point 1n time). Using this approach, for example, a business
owner can define what subroles exists 1n a business. For each
role, certain functions would be enabled or restricted. For
cach function that 1s enabled, the function 1s usually associ-
ated with a limit and a period, thereby providing a maximum
amount or volume per period as well as a fixed amount per
transaction type. In this manner, mndividual business users
may be easily added to the hierarchy and enabled to perform
operations up to a certain limit.

An 1important aspect of the entitlements system and meth-
odology of the present invention 1s the ability to define limaits
which can be applied to individual users (group members)
and/or groups. The entitlements system determines all limaits
and tracks running totals of activities per user and/or per
group (a group may, for example, be a business, division, or
other group). A particular user may be afiected by any limuits
that have been specifically defined as applying to him or her
as well as limits defined for the group that he or she belongs
to, one or more parents of the group that he or she belongs to,
and/or any limits set for the business. These limits can, for
example, be set for ACH (approval, activation, and mainte-
nance), bill pay, account transiers, wire transiers, and the like.
Limits may be set so that the user cannot exceed the limit (the
transaction 1s rejected and the user will recerve an error mes-
sage), or transactions can be handled using an approval work-
flow supported by an approval system (e.g., transactions 1n
excess of limit require approval from another user or admin-
istrator).

The system and methodology of the present invention
allows an organization to define limaits that are not only cumu-
lative to a specific role but that also roll up through the entire
role hierarchy. A business may, for example, specity that (1)
its accounts recervable function 1s able to perform wire trans-
actions, subject to limits of $1,000 per wire, $1,000 per day,
and $20,000 per month, (2) its accounts payable function has
the same limit, but (3) the controller function has a different
set of limits. Suppose that, for this particular business, the
accounts receirvable, accounts payable, and controller func-
tion roll up to the CFO (chief financial officer) function in the
organization’s hierarchy, and the CFO role itself has a speci-
fied limit of $50,000 per day and $100,000 per month. In this
circumstance, the present invention enables the organization
to define and enforce limitations that the combination of
tfunctions under the CFO cannot collectively spend more than

the limat specified for the CFO.

Additionally, the system supports future payments. For
example, a user may schedule a payment for Monday two
weeks hence. In addition to capturing information about the
role that the user belongs to, the system will limit check the
action with the amount on the effective date, not on the
submission date. This allows the system to control user
actions to ensure that limit checks will not be exceeded at a
tuture date.
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The present invention provides a flexible solution to define
a hierarchy of roles and to establish and enforce entitlements
of these roles to perform a wide range of activities. The
solution allows businesses to establish and enforce limits
among multiple dimensions, thereby allowing constraint pro-
cessing 1n a manner that achieves the business goals desired.
Dimensions may be processed in different combinations
along the lines of users and their groups, along the lines of
hierarchical groups, along the lines of time periods, and along
the lines of objects and functions (including monetary limaits).

The solution 1s particularly useful in conjunction with
common banking or financial services applications. The indi-
vidual banking or financial services applications may each
perform 1ts own specialized functions, but collectively they
may share the same business functions—that 1s, across dif-
terent types of applications 1n a financial service environment
(e.g., banking, brokerage, insurance, or payment environ-
ment). Consider, for example, a firm that provides both bank-
ing and msurance services. That firm may, as a business rule,
desire to share a single 1stance of a role hierarchy (and 1ts
multiple functions) across its entire organization, that is,
across 1ts business functions.

The present invention also provides a self-contained solu-
tion that 1s not inherently part of any given financial services

application. Instead, 1t 1s separately broken out, thus giving 1t
the flexibility to be deployed with different types of applica-
tions. It 1s particularly well-suited for use with any applica-
tion that needs to deal with the above-described processing
and transaction functions. The system of the present invention
1s pre-populated with a set of default rules for a common set
ol business functions, limits, and transaction types. However,
the rules are fully user extensible. Here, a user may add
arbitrary object types, transaction types, limit types, period
types, and the like. This provides an easy mechanism to
extend the infrastructure in a manner that best suits a particu-
lar organization’s own needs.

The system also facilitates customization of the solution to
suit an organization’s needs by providing certain roles that are
allowed to perform operations on other roles. Consider the
roles of a business, which includes a business owner. The
business owner may determine that particular individuals are
allowed to make certain modifications to that business in
terms of entitlements and may define administrator roles for
these imdividuals. The individuals may then administer the
permissions (entitlements) of certain target groups.

In the context of a banking application, it may be the case
that only certain bank employees (e.g., customer service rep-
resentatives or CSRs) are allowed to make certain modifica-
tions to the permissions (entitlements) provided to certain
customer groups to perform banking transactions. For
example, abank’s CSR entitlements group may be allowed to
authorize certain changes to the entitlements of a customer
business group (e.g., to increase transaction limits). A busi-
ness owner cannot give himself or herself a higher limit for
performing banking transactions on a given day, but a busi-
ness owner may essentially assign roles to a business and then
perform entitlements within the limits and ranges that the
bank has established. Theretore, 1in the context of the bank
application, the increased limits would have to be approved
by an appropriate bank employee (e.g., CSR) or officer. IT a
business requires changes in 1ts daily, weekly, or monthly
limaits, then those can only be modified by some other entitle-
ments group that has “administration” privilege over the par-
ticular business. The components of the system will next be

described.
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System Components

Components of Currently Preferred Embodiment

In one embodiment, the present invention 1s commercially
embodied as a component of a Financial Fusion (trademark)
Corporate Banking Solution application.

Although the following discussion describes utilization of
the present invention as a component of this Corporate Bank-
ing Solution product, the present invention 1s not limited to
use 1n this context and may be used 1n a wide range of other
applications. For example, the system and methodology of
the present invention may also be used 1n conjunction with
consumer banking applications, brokerage and trading appli-
cations, and a number of other financial and business appli-
cations.

The Financial Fusion Corporate Banking Solution, which
1s based on Java 2 Enterprise Edition (J2EE) components,
allows users to manage a wide variety of banking services
from a single Web portal providing connectivity to a number
of back-end systems. The solution uses JavaServer Pages
(JSPs) to provide information to customers in a Web portal
and includes back-end system connectivity tools facilitating
customization of the solution to address specific customer
requirements. The Corporate Banking Solution design 1s
modular; 1t 1s based on a series of application components that
are integrated and yet can be customized to address particular
customer requirements. It includes a framework that supports
middleware services and provides tools to enhance and sup-
port customization and back-end integration. The solution
includes three tiers: a Web tier; an application tier; and a
back-end tier. These tiers work together to create the user
interface (UI) and business logic solutions that make up the
Corporate Banking Solution. Fach of these tiers will be
briefly described.

The Web tier includes static and dynamic presentation
layers which work together to create a dynamic Web user
interface. To develop a specific user iterface (Ul), a Web
designer creates the HI'ML content and images for the JSP
pages, and a Web developer would create supporting JSP tag
libraries and beans. All of these elements reside on the Web
tier. The static presentation layer typically consists of static
HTML files and images that reside on a Web server. When a
user accesses the portal (1.e., Web server), this layer provides
any static information to the user interface. If the user requests
information from a back-olfice database or makes some other
interactive request, these actions are redirected to JSPs 1n the
dynamic presentation layer on the Corporate Banking Solu-
tion application server. The dynamic presentation layer con-
s1sts of the JSPs, tag libraries, XML files, services, tasks, and
Java Beans that provide dynamic content delivery over the
Web. JSPs are redirected and processed by the application
server. HIMUL 1s 1ssued from the JSP layer and displayed
through a Web browser.

The application tier implements the business logic to com-
plete requests made by the user using the Web tier (1.€., user
interface). The application tier includes an end user (corpo-
rate banking) module (e.g., for use by bank customers) and a
customer service representative (business central) module
(e.g., for use by bank employees) as well as a core API for
receiving requests from the user mterface (Ul), forwarding
them to the back-end systems, and returning responses from
the back-end systems to the UI. The following discussion will
focus on those modules of the Corporate Banking Solution
which implement the system and methodology of the present
invention.

FI1G. 3 1s a block diagram of an environment 300 1n which
the system of the present invention may be preferably embod-
ied. As shown, the browsers 311, 313 represent clients con-
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nected to the corporate banking module 320 and business
central module 3235, respectively. The corporate banking
module 320 provides the JSPs, tasks, and beans that make up
the core of the Corporate Banking Solution. Modules pro-
vided by the Corporate Banking Solution include administra-
tion, account management, cash management, positive pay,
controlled disbursements, lockbox, payments and transiers,
domestic and international wire transters, ACH and tax pay-
ments, reporting, alerts, messages, and check imaging. The
Corporate Banking Solution includes a CSR (Customer Ser-
vice Representative) module shown 1n FIG. 3 as the Business
Central module which allows bank employees to manage
usage and access of the Corporate Banking Solution.

Supporting applications and services are provided through
the Financial Fusion (trademark) Server (or simply “server”)
330. Of particular interest, the services provided through the
server 330 1include an entitlements service 335 which imple-
ments core methodology of the present invention. The entitle-
ments service module 335 1s an execution engine that
includes the core logic of the present invention and interacts
with other components. The entitlement services 335 and the
server 330 may support (1.e., provide services to) multiple
applications. It should be noted that although the server 330 1s
shown separately from the corporate banking module 320 and
business central module 325 at FIG. 3, these modules could,
in fact, be installed and implemented on one machine or a
plurality of machines, as desired.

In addition to the entitlements service 335, the server 330
also 1includes a cache 340, an adapter 345, and a JDBC driver
350 for connecting to a back-end entitlements database 370.
The cache 340 provides for retaining certain entitlement
information locally at the server 330 to avoid having to
repeatedly read and update entitlement information in the
database 370. This caching feature 1s described below in more
detail. The adapter 345 and JDBC driver 350 provide for
connectivity to the entitlements database 370. The entitle-
ments database 370 comprises a conventional database (e.g.,
as supplied by Sybase, Inc. of Dublin, Calif., Oracle Corpo-
ration ol Redwood Shores, Calif., or IBM Corporation of
Armonk, N.Y.) for storing entitlements information. The
entitlements database 370 includes a persistent database
schema for representation of a hierarchical permission struc-
ture.

Database Schema for Representation of Hierarchical Roles

The present invention supports a role-based authorization
model. A role specifies a group of entitlements. Entitlement
groups represent roles and may be layered hierarchically. An
entitlement entry restricts a user from performing a business
operation (e.g., wire transfer) on a specific set ol business
objects (e.g., one or more accounts). For example, an entitle-
ment defined for a particular user may restrict the user from
performing wire transfers on a set of accounts. Currently, a
customer, business, and bank employee may be part of at most
one entitlement group, to deal with 1diosyncrasies related to
managing and maintaining limits.

The following Structured Query Language (SQL) state-
ments 1llustrate an example database schema which 1s created
and used 1n the currently preferred embodiment of the present
invention:

As shown above, users are associated with entitlement
groups (“‘entitlement_group”) within the entitlements sys-
tem. An “enfitlement_group” 1s 1dentified by its primary key
“ent_group_1d”. In order to support service bureau deploy-
ment, a group may also be associated with a “svc_bureau_i1d”
(given that a group may be associated with a set of properties,
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this may also be modeled as a property), which allows the
invention to be employed i an ASP (Application Service
Provider) setting.

An “entitlement_group” table establishes the hierarchy for
all the groups. It should be noted that for any entitlement
group (“‘ent_group_id”), there 1s only one parent. The system
allows for the definition of multiple entitlement trees. Each
tree has a single root. Entitlement permissions are modeled as
operations on objects. Thus, when an entitlement 1s restricted,
both an operation name and an object are specified. The object
1s 1dentified by an “object_type” (e.g., accounts) and an
“object_1d” (e.g., account number). More importantly, an
operation name and an object may be wild-carded. This
means that permission can be removed for a certain operation
(e.g., wire transfer) across all objects. It also means permis-
s10n can be restricted to operate on an object, regardless of the
operation.

The root of each tree 1s implicitly associated with all opera-
tions (e.g., wire transier, ACH, and so forth) available to the
system. In addition, any particular node of the tree may be
associated with a set of objects that are available to the group
and its descendants (e.g., the list of accounts that 1s available
to a business). Each descendant 1n the tree inherits these
entitlements from 1ts parent. The privileges of a descendant
group are constrained by restricting entitlements from the
descendant group. There will typically be multiple entries 1n
the “enfitlement_del” table for a particular group, one for
cach enftitlement that 1s restricted for the group.

An “entitlement_admin™ attribute lists all target entitle-
ment groups on which a particular group can perform admin
operations (1.e., on which the particular group has “admin”
and/or “extend” privileges). By default, the group that creates
another group gets “admin” privilege on the newly added
group. “Admin” (administrative) privilege over a group
allows the administrator (i.e., group with admin privileges) to
modily attributes and/or delete the group over which 1t has
admin privilege. Similarly, an “extent” privilege allows
extending (1.e., adding descendants) to a group.

Importantly, the system of the present invention also pro-
vides a very flexible mechanism for defining limits. Limits
may be defined relative to entitlement functions, objects,
and/or a combination of the two. The entitlements database
may include a row for each limit, which means there will
often be multiple rows for each entitlements group. In the
currently preferred embodiment, the limit 1s associated with
the “enftitlement_group” by “ent_group_1d” (1.e., foreign
key). The limit’s primary key 1s “limat 1d”.

All entitlement entries will enumerate restricted entitle-
ments only. Having a complete list of entitlements at each
level would make the hierarchy much less efficient—chang-
ing a parent group entitlement, or choosing a different parent
group would not automatically retlect changes down the
entitlement tree. In an alternative embodiment, a user may be
associated with more than one entitlements group. The con-
cept of an entitlement user allows users to be associated with
one or more entitlements groups. “Ent_group_type” can be
used by the application to identify that a node in the Entitle-
ments tree 1s of a certain, application specific type.

Basic Structure and Administration of the Entitlements
Hierarchy

FI1G. 4 1llustrates an example of an entitlements hierarchy
400 for one embodiment of the present invention. This
example 1s a small sample of the total set of entitlements and
users that a business may define using the system and meth-
odology of the present invention. As shown, each group (rep-
resented as a box 1n the tree) 1s 1dentified by 1ts “grouped”.
Each group consists of entitlements that are restricted at that
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level, and possibly limits that will be applied. Note that the
group as 1t 1s implemented 1n the database does not actually
contain users, but the users refer to the group. All of the limaits
and restricted entitlements are inherited from groups above
(1.e., the parent of the group, its parent, and so forth). For
example, grouplD 15 (1.e., I'T for “Bob’s Bait and Tackle”),

inherits entitlements and limits from groups 14, 8, 7, and 1.
Additional restrictions may then be applied to this group (IT

for “Bob’s Bait and Tackle”) so as to restrict certain entitle-
ments inherited from the parent groups.

The sample entitlements hierarchy illustrated at FIG. 4
models a simple banking hierarchy as follows. EFS with
grouplD=1 has all permissions and 1s considered to be the
root node. There are two children of the root node: Bank
employees, with grouplD=2; and Customers with
grouplD=7. The Bank employees’ node (grouplD=2) may,
for instance, have all of the same permissions of the root node.
The Customers node (grouplD=7) also inherits from the root
node, but may have restrictions applied 1n order to reserve
certain administrative activities to Bank employees. For
example, employees of the given bank or financial 1nstitution
may be given permission to perform different operations.
They may create market segments, service packages, and
different types of business users and marketing managers, and
entitle them to perform different functions.

As shown at FIG. 4, the Bank employees are divided into
four categories or groups: personal bankers, admin, message
center, and application center, with grouplDs 3-6, respec-
tively. Each of these groups 1s represented as a child node of
the Bank employees group. At the same level Customers are
divided into one of three market segments (each of which may
have an associated banking service package): Platinum,
Gold, and Silver, with groupIDs 8, 9, and 10, respectively.
Each market segment can then be further divided. Each of
these market segments may, for example, be divided mto
consumer and business groups. As shown, the Platinum group
(grouplD=8) has as 1ts children a Platinum consumers group
(grouplD=11) and a “Bob’s Bait and Tackle” business
(grouplD=14). A business can also be divided into various
entitlement groups. As shown at FIG. 4, Bob’s Bait and
Tackle has the following four children: IT (grouplD=15),
Research (grouplD=16), Marketing (grouplD=17), and
Finance (grouplD=18). Diflerent enftitlements may be
defined for each of these enftitlement groups. Generally,
entitlements are further restricted as one goes further down
the tree structure (e.g., by taking away entitlements, reducing
limats, and so forth).

Each entitlement group will generally have associated with
it a list of groups that can admimster the entitlement group.
For instance, assume that the admin group (grouplD=4) can
administer the Platinum and Gold Customer groups
(grouplD=8 and grouplD=9). This means that any member of
the admin group can administer the entitlements hierarchy for
these target groups. In administering the entitlements hierar-
chy, by default the creator of a group may administer the
group (1.¢., has admin privilege) and may add descendants to
the group (1.e., extend privilege). Additionally, entitlement
groups (not specific users) have administrative rights over
other entitlement groups. Administrative privilege over an
entitlement group allows the administrator to modify group
attributes and grant and revoke permissions, including admin-
istrative (admin) privileges. Also, it should be noted that
administrative privilege over a parent of a given group does
not automatically imply an administrative privilege over the
given group or its descendants. The process for defining a
hierarchical permission structure and associating multi-pe-
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riod limit checks for function-specific and object-specific
entitlements will next be described in more detail.

Detailed Operation

Defining Entitlement Groups and Evaluating Entitlements
and Limits

FIGS. SA-B comprise a single flowchart 500 1llustrating at
a high level the methodology of the present mmvention for
defining a hierarchical permission structure and applying
entitlements and limits defined by the structure in determin-
ing whether to authorize certain activities. The following
discussion uses an example 1n which the system and method-
ology of the present mvention 1s used 1n conjunction with a
banking application. However, this 1s only one example of its
application and the present invention may also be used 1n a
wide range of other financial and business applications. The
following description presents method steps that may be
implemented using computer-executable instructions, for
directing operation of a device under processor control. The
computer-executable istructions may be stored on a com-
puter-readable medium, such as CD, DVD, flash memory, or
the like. The computer-executable mstructions may also be
stored as a set of downloadable computer-executable instruc-
tions, for example, for downloading and 1nstallation from an
Internet location (e.g., Web server).

The first phase of operations provides an organization (e.g.,
a bank, financial institution, or business) using the system to
specily a hierarchical permission structure that 1s to govern
various operations that are to be performed. This 1nvolves
several steps. At step 301, entities of the hierarchical permis-
s1on structure are defined. The system of the present invention
enables the hierarchical permission structure to be defined
with the following entities: entitlement groups, group mem-
bers, admin groups, entitlement functions, entitlement peri-
ods, limit values, and object types. As described above,
entitlement groups represent roles (sets of entitlements) and
are hierarchically structured. Group members are specific
users who belong to an entitlements group. Each entitlement
group also has at least one admin group. An admin group 1s an
entitlement group that has the right to modify the definitions
of a target group (or set of target groups). The admin group 1s
said to have “admin™ (i.e., administrative) privilege over the
target group(s). In addition, each group also has at least one
extend group. An extend group 1s an entitlement group that
may add child groups to the target group. The extend group 1s
said to have extend privilege over the target group. In addi-
tion, arbitrary attributes may be defined and associated with
every group. For example, an arbitrary attribute may be a
geographic location of a particular group.

Next, at step 502, the entitlement groups and other entities
are organized 1nto a tree hierarchy for specitying the relation-
ship of entities and the permissions (or entitlements) of each
entitlement group to perform various operations. Generally,
the root node (root entitlement group in the tree structure) 1s
allowed to perform all functions (or operations) that are avail-
able 1n the system. In other words, all functions or operations
that one wishes to entitle users to perform should be available
to the root node given that other groups inherit from the root.
Each group 1n the tree may be defined to have any number of
chuldren. By default, each child group inherits all the func-
tions available to 1ts parent. In other words, each child in the
tree inherits the entitlements from 1ts parent. Furthermore, all
objects (e.g., accounts) available to the parent are also acces-
sible by the child. At this step, group members (e.g., indi-
vidual users or an entity such as a check printer) are also
associated with a particular entitlements group. By default,
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this means that the group member’s entitlements are the same
as the group s entitlements. However, as described below,
turther restrictions may be applied to group members as well
as groups. Each group may also be associated with one or
more property lists. This allows the system to be extended.

At this point, the entities have been defined and the entitle-
ment groups have been organized into a tree structure. At step
503, the privileges of each descendant group and/or group
member are constrained by removing (or restricting) entitle-
ments inherited by the descendant group from its parent (or by
a member from a group). For each child group, any number of
functions owned by the parent group may be restricted (or
removed) and specific periodic (or per-transaction) limits
may be associated with each of those functions. The same 1s
true for specilying entitlements relating to objects. Various
types of limits may also be specified for groups and group
members. The limits that are defined may apply to an opera-
tion for which permissions can be granted or restricted such
as, for example, creating wire transfers. The child group may,
for example, have alower limit for wire transfers (e.g., $1,000
compared to $10,000 for its parent). The limits may also be
defined to apply with respect to objects that are acted upon by
an operation such as, for example, a bank account. The system
allows definition of both object types and entitlements. This
allows the system to support transaction-based, object-based,
and combined transaction-object-based limits. It should be
noted that steps 501-503 above are not necessarily performed
in the order described above. Those skilled 1n the art will
appreciate that entities, relationships, limits, and other
attributes and properties may be defined and specified 1n an
iterative fashion. The hierarchical permission structure will
also typically be adjusted and modified from time to time after
it 1s 1nitially implemented.

After the orgamization has specified a huerarchical permis-
s10on structure that 1s to govern operations that are to be per-
formed, at runtime the system of the present invention may
also maintain and enforce the entitlements specified 1n this
permission structure. This may include two additional phases
of operation. The first mnvolves performing an entitlements
check and the second mmvolves performing a limit check. An
entitlements check and a limit check for determining whether
to permit a given operation will now be described. At step
504, a group member (e.g., individual user) may attempt to
perform an operation at runtime, such as requesting i1ssuance
ol a wire transier from a particular account. At step 505, the
system commences an entitlements check by identifying the
group member that 1s attempting to perform the operation.

Next, at step 506, the system dynamically constructs a set
of entitlements for the group member (1.e., the user making
the request 1n this example) based on looking up any entitle-
ment restrictions recorded for the group member, the mem-
ber’s group (1.e., entitlement group) and any parent entitle-
ment groups. As described below, a caching mechanism 1s
employed for entitlement checking which enables the present
invention to have both a low run-time cost for entitlement
checking (a very common operation) and a low memory-
footprint. After the entitlements have been dynamically con-
structed, a determination 1s made, at step 507, as to whether
the group member (1.€., user) 1s entitled to perform the opera-
tion on this particular account object. Generally, if the opera-
tion 1s restricted at any level (1.e., at the member, group, or any
parent), then the entitlement check fails. Otherwise, 1t the
operation 1s not restricted at any level the group member 1s
entitled to perform the operation.

I1 the group member (user) 1s entitled to perform the opera-
tion, the system may then perform a limit check. The limit
check process uses certain information already collected 1n
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the above steps, including the i1dentification of the group
member that 1s attempting to perform the operation. At step
508, the system then looks up any limits recorded for the
group member, the member’s entitlement group, and any
parent groups. At this step the running total values associated
with these limits are also retrieved (e.g., from cache). Run-
ning total values of financial transactions performed are
maintained for purposes of determining compliance with lim-
its (e.g., cumulative limits).

At step 509, the running total value associated with the
limits are checked against the limits recorded for the member
and the applicable entitlement groups. Based on the results of
this step, the process proceeds to step 510 or 511. If any of the
running total values exceed their defined limit values the
system will, at step 510, return the list of limits that were
exceeded. An application (or user) may then take action based
on this information. This may include denying the operation
or prompting a user (e.g., system administrator or bank
employee) for determining whether or not the applicable
limits may be exceeded 1n this particular instance. Otherwise,
il none of the running total values exceed the defined limats, at
step 511, the respective runming total values affected by this
operation will be updated and the system returns success
indicating that the group member 1s entitled to perform the
operation and the operation 1s within limits. The requested
operation may then proceed.

Two caches are provided in the currently preferred embodi-
ment 1n order to improve performance of the above opera-
tions. A first, lower-level cache includes raw data from the
database 1n order to avoid repeatedly reading the same infor-
mation. A second, higher-level cache maintains “cumulative”™
entitlement information. This information 1s the result of
resolving all of the group member’s permissions that were
inherited at various levels of the entitlements hierarchy. The
internal structures for caching entitlements information are
described in more detail below.

Internal Structures for Caching Entitlements and Limiats
Inthe currently preferred embodiment of the present inven-
tion entitlements are modeled as three-tuples which represent
negative permissions (restricted entitlements). The format of
the tuples 1s: (operation, obj_type, oby_id). Wildcarding 1s
allowed 1n each of the positions resulting 1n the following
possible combinations of entitlement information:

(1) (*, *, *)—all entitlements removed;

(2) (*, obj_type, *)—mno operations allowed on the given
obj_type:

(3) (*, obj_type, obj_1d)—mno operations allowed on the
given oby_id;

(4) (operation, *, *)—the operation 1s disallowed on all
objects;

(3) (operation, obj_type, * the operation 1s disallowed on
the given obj_types; and

(6) (operation, obj_type, obj_id)—the operation 1s disal-
lowed on the given obj_id.

(Note that an obj_1d implies an obj_type. In other words,
the presence of an obj_1d implies that an obj_type exists.)

The caching mechanism of the present invention must have
both a low run-time cost for entitlement checking (a very
common operation) and as low a memory-footprint as pos-
sible (each user will cause the caching of multiple groups).

In certain special cases a user can take advantage of the
enumerations that are known in advance and available for
both “operation and obj_type”, and build a two-stage data
structure—one that could potentially answer “False” very
quickly for a given (operation, obj_type) pair. If an immediate
“False” cannot be returned, then a secondary data structure
will be checked. It should be noted that tuple 1 (above) 1s
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equivalent to the two-tuple (*,*) as obj_1d implies that an
obj_type must exist. It can therefore be represented by a
single Boolean value and does not need additional storage. It
should also be noted that tuple 4 can be represented simply by
a bit vector where one bit 1s allocated to each operation.
Again, no additional data structure i1s needed because there
can be no obj_ids specified 1n the tuple. Therefore, a very
quick “False” result can be potentially generated by checking
a Boolean and bit within a vector. Together, checking these
two values will indicate whether further checking into a more
complicated data structure 1s needed.

In most standard cases in the current invention, tuples of
the form 2, 3, 5§, and 6 (above) require extra checking as they
can all legally contain an obj_i1d. The universe of legal obj_1ds
are not known 1n advance and therefore require a flexible data
structure that, for a given (operation, obj_type) pair, contains
an arbitrary number of obj_id. The secondary data structure
currently consists of an array of HashMaps. Each entry in the
array will hold a Hashmap containing the obj_ids for a spe-
cific operation and obj_type (with a single exception detailed
below). In other words, the index 1nto the array will be com-
puted from operation X obi . . . type. Checks mvolving either
tuples 2 or 3 will occupy the array indices “0 .. .n-1", indexed
by obj_type. Checks involving tuples 5 and 6 will begin at “n”
and go through to “n+n*m”. For a given array entry, i no
HashMap exists then the user 1s entitled. If a HashMap exists,
then the presence of either a wildcard entry (for example,
“*7), or obj_ids implies that the user 1s not entitled to the
operation on the object_type and on the given oby_ids.

Data Structures

In the currently preferred embodiment of the system, the
adapter level will cache the raw enftitlement groups. At 1ts
topmost level, the cache needs to map entitlement group 1ds to
data structures representing limits and entitlements. The top-
level cache 1s therefore represented as a mapping from entitle-
ment_1d to GroupCache. The Group-Cache object contains:
(1) EntitlementGroup; (2) Limits; (3) boolean allOff (repre-
sents tuple 1 (*,*,*)); (4) bitset op_restricted (represents tuple
4); (5) array of HashTable (represents tuples 2, 3, 5, and 6);
and (6) Timestamp.

Pseudo-code for an entitlement check looks something like
the following:

15: Hashtable ht — array[index];

1: check entitlement(operation, obj_ type, obj__1d)
2: // For convenience, assume operation and obj__type
3: // are mapped to integers
4: if ( allOff op__restricted[operation]) {
5: return false;
6: }else {
7 //Start with tuples 2 and 3
: int index;
9: if( operation.equals( “*”)) {// * represents wildcard
10: index — obj__type;
11: }else {
12: index — n + (obj__type * m) + operation
13: }
14:
5
16

- N

/ If there 1s no hashtable listing restrictions,
// then the operation 1s allowed

19: if (ht !- null && (ht.get(***”’) !- null II ht.get(ob;_ i1d) !
null))

return false;

telse

21: return true;

22: }

23: }
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The same GroupCache data structure 1s used to manage
cumulative entitlements. Forming a cumulative group entry
involves walking the group tree from the requested group to
the root node and: (1) setting allOff to true 1t 1t 1s true any-
where; (2) logically OR’1ng the op_restricted bit vector with
that o parent groups; (3) creating the union of the hash tables
at each array index; (4) computing the most restrictive limits
from each group; and (5) recording the time the cumulative
entitlement was computed.

The cache of raw entitlements and limits 1s currently held
at the adapter level. Operations on enftitlements, limits, and
groups will maintain consistency with the cache and data-
base, so that entries 1n the cache will always be valid. The
timestamp field i the raw entitlement Group-Cache object
will always refer to the time of last access.

When requested from the adapter, the cumulative entitle-
ments will always be valid, but subsequent changes made to
any of the groups involved will mvalidate the cumulative
entitlements. Therefore, a cleanup process (“reaper thread”)
1s scheduled to run at fixed 1ntervals; this thread will clean-up
the cumulative entitlement groups that were generated greater
than X milliseconds ago.

Theraw (adapter-level). cache also periodically needs to be
cleaned-up as otherwise 1t would continue to grow without
bound. The GroupCache object maintains a timestamp that 1s
updated with current system time upon each access and all
groups that have not been accessed within a certain period of
time are removed.

Common Terms Used 1in Entitlements System

The following lists some common terms which are used in
the following discussion of the entitlements system and the
meaning ol such terms:

Entitlement Type: An operation for which permissions can
be granted or restricted, for example, Tax Payments.

Limit Type: An operation that 1s permitted with specific
constraints, for example, Wires Create (1.e., creating wire
transiers).

Object Type: An1tem that 1s acted upon by an operation, for
example, accounts or ACH companies.

Entitlement Group: A group that specifies a set of similar
permissions. Entitlement groups represent roles (sets of
entitlements) and are hierarchically structured. The system of
the present invention allows for the definition of multiple
entitlement trees. Each descendant in the tree inherits the
entitlements from 1ts parent. The privileges of a descendant
group are constrained by removing (or restricting) entitle-
ments ol the parent from the descendant group.

Entitlement Group Member: A specific user who belongs
to an entitlements group.

Limit: A specified numerical amount per transaction and/or
over a period of time, which constrains the use of a particular
operation. Limits are used to set a maximum amount for auser
or group to transfer between accounts, to pay bills, and so
forth. These limits can be set on a per-transaction basis or be
tied to running totals, such that a business, group, or user may
not exceed a limit over a specified period of time, such as
daily, weekly, monthly, or quarterly. For example, a particular
entitlements group may be subject to a limitation of up to
$10,000 per month on wire transfers.

Restricted Entitlements: Entitlements for which specific
users or groups do not have permission relative to the parent.

Cumulative Entitlements: List of entitlements for which a
user or group does not have permission.

Restricted Limit: Limaits for which specific users or groups
do not have permission relative to the parent.

Cumulative Limaits: List of limits for which users or groups
do not have permission.
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Entitlement Type Properties: Name and value pairs that
provide extra information about an entitlement type, such as
speciiying where and when an entitlement type 1s displayed
in the user interface. For example, an entitlement type with a
property named “‘category” and an assigned value of “per
group”’ may appear 1n the group administration pages.

Limit Type Properties: Name and value pairs that provide
extra information about a limit type, such as specitying where
and when a limit type 1s displayed in the user interface. For
example, a limit type with a property named “category” and
an assigned value of “per group” may appear 1n the group
administration pages.

Extend: An action which creates subgroups from parent
groups.

Service Bureau ID: Identification number to allow for
operations 1n a Service Bureau environment (e.g., support for
multiple banks hosted 1n a single environment. )

Administrator: A user who has the ability to change com-
pany and user information in the entitlements system.

Entitlement Types

The following list identifies some of the available entitle-
ment types. The entitlement types list 1s provided as a default
list 1 the currently preferred embodiment of the present
invention; a user can create a new list of entitlements or
modily the default entitlement types list to suit their business
needs:

The following are examples of entitlements for Bank
employees that are provided by default 1n the currently pre-
terred embodiment of the present invention:

Manage Consumer Banking—enables management of
Consumer users;

Manage Corporate Banking—enables management of
Corporate users;

BankEmployeeCreate—provides for adding a new bank
employee;

BankEmployeeEdit—provides for modifying a bank
employee;

BankEmployeeDelete—enables
employee; and

BankEmployeeView—provides for viewing information
about a bank employee.

Examples of entitlements that may be provided to Corpo-
rate users of a corporate banking application (e.g., the above-
described Corporate Banking Solution) include the follow-
ng:

Payments—provides access to Bill Payment functionality;

Tax Payments—enables one to get, add, and delete items
from the list of Tax Forms and provides access to Tax Pay-
ment functionality;

Cash Management—yprovides access to the Cash Flow
Summary mformation;

Positive Pay—provides access to Positive Pay functional-
Ity

Cash Flow Reporting—yprovides access to Cash Manage-
ment functionality;

Controlled Disbursements—provides access to the Con-
trolled Disbursements functionality; and

Lockbox—provides access to the Lockbox tunctionality.

Limit Types

Importantly, the hierarchical, role-based permission sys-
tem also provides for defining and enforcing several types of
limits. The following list identifies and describes some of the
available limit types that are provided as a default list 1n the
currently preferred embodiment of the solution:

ACHBatch—is a limit for ACH Batches:

Payments—is a limit for Bill Payments;

Tax Payments—is a limit for Tax Payments;

removal of a bank
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Transfers—is a limit for all transters;

Transfers From—is a limit for transferring from an
account;

Transfers To—is a limit for transferring to an account;

Wires Create—is a limit for creating wires; and

Wires Release—is a limit for releasing wires.

As indicated above, these limit types are provided as a
default list and a user can create a new list of limit types and/or
modity the default limit types list to suit their business needs.
The limits may also be defined on a per-transaction basis
and/or cumulative basis (e.g., over one or more time periods)
and may be applied to individuals and groups in the hierarchy.
These limits may also be defined to “roll up” the hierarchy,
enabling not only specific limits to be applied to individuals
or small groups, but also providing for more general limita-
tions to be applied to larger segments of an organization.

Using the System to Define and Monitor Entitlements

The system of the present invention provides control and
management of aspects of an entitlements hierarchy. A user
can access the APIs and tasks directly, or use an entitlements
manager component (tool) to manage the entitlements master
list, perform 1nitial configuration of the entitlements hierar-
chy, add custom entitlements and limits, troubleshoot any
entitlement 1ssues, and perform other actions.

The entitlements manager may be used to perform the
following tasks: add and delete an entitlement type; add,
modily, remove an entitlement type property; add and delete
a limit type; add, modily, remove a limit type property; add
and delete an object type; add, modity, delete an entitlement
group; add, modily, delete an entitlement subgroup; add,
modily, delete a restricted entitlement; add, modity, delete a
limit; add, modity, delete a group member; and/or move a
group member to a different group.

Generally, when entitlements are checked, they are first
checked in memory (cache). I the specified entitlement 1s not
found, the system checks the cache of the database instance.

Customizing Entitlements

A user can customize the system of present invention to suit
their needs by adding custom entitlements and limits. The
user can customize the system to control access to new fea-
tures through entitlements and limits. The following list out-
lines the procedure to add new features and control access: (1)
add new entitlement types and limit types using the entitle-
ments manager; (2) adjust the menus to display or hide 1tems
based on the new entitlements; (3) adjust the templates to
display or hide 1tems based on the new entitlements; (4) insert
new programming code into the user’s service implementa-
tion to check the new entitlements and limaits; and (5) restart
the application server. If the user has changed the underlying,
programming code, the user may also need to recompile and
re-deploy the application.

Submitting a Transaction into Approvals

In 1ts currently preferred embodiment, the system of the
present invention operates in conjunction with an approvals
system (subsystem). If a transaction or operation exceeds one
or more limits defined above, rather than simply denying the
transaction or operation, the entitlements system may interact
with the approvals system to determine 11 the transaction or
operation should be allowed to proceed. For example, the
system may specily whether or not particular limits may be
exceeded with approval. In this event, when a limit check
determines limits have been exceeded, a check 1s made to
determine 11 all of the exceeded limits allow approval. I so,
the transaction 1s then submitted to the approvals system for
determining whether or not to approve the transaction.

Adding Entitlements and Limits for Specific Permissions
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I1 the default entitlement types 1n the entitlements manager
do not suit the needs of an organization, a user (e.g., admin-
istrator) may define more specific entitlement types. For
example, the default entitlement type “Lockbox™ 1s available
in the entitlements manager and 1s used to control all Lockbox
functionality. If an administrator wants to allow some users to
see Lockbox Summaries, but not Lockbox Transactions, spe-
cific Lockbox entitlements may be defined such as Lockbox
Summary and Lockbox Transaction. If an administrator
wants to provide more specific entitlements, the following
steps outlined below may be implemented: (1) adjust new
entitlement types and limit types using the entitlements man-
ager; (2) adjust the menus to display or hide items based on
the new entitlements; (3) adjust the templates to display or
hide items based on the new entitlements; (4) insert new
programming code into the service implementation to check
the new enftitlements and limits; (5) restart the application
server. If the underlying programming code was changed, it
may also be necessary to recompile and re-deploy the appli-
cation.

In one embodiment of the current invention the entitlement
hierarchy may be administered by an administrator or other
user using a graphical user interface (GUI). This GUI com-
ponent may be used for management of the entitlements
master list, initial configuration of the entitlements hierarchy,
as well as troubleshooting of any entitlement i1ssues. The GUI
1s capable of controlling and managing all aspects of the
entitlements hierarchy.

Application Programming Interface Calls

The following routines are provided in the currently pre-
ferred embodiment of the system to get and check entitle-
ments:

Get the cumulative entitlements for the group specified:
public static boolean checkEntitlement(EntitlementGroup-
Member member, Entitlement entitlement).

Get the cumulative entitlements for the group member
specified: public static Entitlements getCumulativeEntitle-
ments(EntitlementGroupMember member).

Checks 11 the user 1s entitled to the specified entitlement:
public static boolean checkEntitlement(EntitlementGroup-
Member member, Entitlement entitlement).

The following routines are provided to manage groups:

Checks to see 11 an entitlement group already exists with
the given name, group type, and service bureau 1d: public
static boolean entitlementGroupExists(String group-Name,
String group Type, it svcBureauld).

Add a new entitlement group to the entitlement hierarchy:
public static EntitlementGroup addEntitlement-Group (En-
titlementGroupMember member, Entitlement-Group ent).

Delete an entitlement group (will delete the group and any
groups below it 1n the hierarchy): public static void deleteEn-
titlementGroup(EntitlementGroupMember member, Entitle-
mentGroup ent).

Modily the properties of an entitlement group (if the
parentld 1s modified, this will have the effect of moving the
group 1n the hierarchy): public static void modifyEntitle-
mentGroup(EntitlementGroupMember member, Entitle-
mentGroup ent).

Get an entitlement group by 1d: public static Entitlement-
Group getEntitlementGroup(int groupld).

Get an entitlement group by name, group type, and service
bureau 1d: public static EntitlementGroup getEntitlement-
GroupByNameAndSvcBureau(String name, String group-
Type, it svcBureau).

Get an entitlement group by type: public static Entitle-
mentGroups getEntitlementGroupsBy Type(String  group-

Type).
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Get an entitlement groups by type and service bureau 1d:
public static EntitlementGroups getEntitlement-GroupsBy-
TypeAndSvcBureauString groupType, int svcBureauld).

Get all the children of an entitlement group: public static
EntitlementGroups getChildrenEntitlementGroups(int grou-
pld).

Get all the children of an entitlement group that have a
specific group type: public static EntitlementGroups getCh-
ildrenByGroupType(int grouped, String grouplype):

Get all top level entitlement groups: public static Entitle-
mentGroups getTopEntitlementGroups( ).

Get all top level entitlement groups for a specific service
bureau 1d: public static EnfitlementGroups get-TopEntitle-
mentGroupsBySvcBureau(int svcBureauld).

The following routines are available for managing group
administrators:

Get the entitlement groups administered by a given group:
public static EntitlementGroups getGroupsAdministeredBy
(int grouped).

Get the entitlement groups that administer a given group:
public static EnfitlementGroups getAdministrators-For(int
grouped).

Adds a group as an administer of another group: public
static void add AdministratorGroup(EntitlementGroupMem-
ber member, EntitlementAdmin admin).

Modily group administration information: public static
vold modifyAdminmistratorGroup(EntitlementGroupMember
member, EntitlementAdmin admin-ToModify, Entitlemen-
tAdmin new AdminValues).

Deletes a group as an administrator for a specific group:
public static void deleteAdministratorGroup(Entitlement-
GroupMember member, EntitlementAdmin admin).

Returns true 1f the group specified 1n the admin object can
administer the target group specified 1n the admin object:
public static boolean canAdminister(EntitlementAdmin
admin).

Returns true 1f the group specified 1n the admin object can
extend (create a child group) for the target group specified 1n
the admin object: public static boolean canExtend(Entitle-
mentAdmin admin).

Routines to manage entitlement types:

Get the master entitlements list: public static Hash-Map
getEntitlementMap( ).

Checks to see 11 an entitlement type already exists with the
given name: public static boolean entitlementType-Exists
(String typeName).

Routines to manage the members of a group:

Get members of an enftitlements group: public static
EntitlementGroupMembers getMembers (int grouped).

Add member to an entitlements group: public static void
addMember (EntitlementGroupMember member, Entitle-
mentGroupMember memberToAdd).

Modity the entitlements group that a member belongs to:
public static void modityMember (Entitlement-GroupMem-
ber member, EntitlementGroupMember memberToModity).

Retrieve information for a specific group member: Public
static EntitlementGroupMember getMember(Entitlement-
GroupMember member).

Remove member from an entitlements group: public static
void removeMember (EntitlementGroupMember member,
EntitlementGroupMember memberToRemove).

Get the number of members of a group: public static it
getNumMembers (1nt grouped).

Routines to manage entitlements:

Get the raw entitlements for a specific entitlement group:
public static Entitlements getRestrictedEntitlements(Entitle-
mentGroupMember member, int groupld).
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Get the raw entitlements for a specific entitlement group
member: public static Entitlements getRestrictedEntitle-
ments(EntitlementGroupMember member, Entitlement-
GroupMember memberToList).

Set the list of restricted entitlements for a group: public
static void setRestrictedEntitlements(EntitlementGroup-
Member member, int groupld, Entitlements restrictedEnts).

Set the list of restricted entitlements for a group member:
public static void setRestrictedEntitlements(Entitlement-
GroupMember member, EntitlementGroupMember mem-
berToRestrict, Entitlements restrictedEnts).

Add the list of restricted entitlements for a group: public
static void addRestrictedEntitlements(EntitlementGroup-
Member member, 1int groupld, Entitlements restrictedEnts).

Add the list of restricted entitlements for a group member:
public static void addRestrictedEntitlements(Entitlement-
GroupMember member, EntitlementGroupMember target-
Member, Entitlements restrictedEnts).

Remove the list of restricted entitlements for a group:
public static void removeRestrictedEntitlements(Entitle-
mentGroupMember member, int groupld, Entitlements
restrictedEnts).

Remove the list of restricted entitlements for a group mem-
ber: public static void removeRestrictedEntitlements(Entitle-
mentGroupMember member, Entitlement-GroupMember
targetGroup, Entitlements restrictedEnts).

Routines to manage limits:

Get the cumulative limaits starting from a particular entitle-
ment group: public static Limits getCumulativeLLimits(int
groupld).

Get the cumulative limits starting from a particular entitle-
ment group member: public static Limits getcumulativeLim-
its( EntitlementGroupMember memberToGet).

Get the cumulative limaits starting from a particular entitle-
ment group using limit search criteria: public static Limits
getCumulativeLimits(EntitlementGroupMember member,
Limit search).

Get the cumulative limits starting from a particular entitle-
ment group with specific limit search criteria: public static
Limits getCumulativeLimits(EntitlementGroupMember
member, int groupToGet, Limit search, HashMap extra).

Get the cumulative limaits starting from a particular entitle-
ment group member with specific limit search criteria: public
static Limits getCumulativeLimits(EntitlementGroupMem-
ber member, EnftitlementGroupMember memberToGet,
Limit search, HashMap extra).

Get the limits for a particular entitlement group: public
static Limits getGroupLimits(int groupld).
Get the limats for a particular entitlement group member:

public static Limits getGroupLimits(Entitlement-Group-
Member memberToGet).

Get the limaits for a particular entitlement group using limit
search criteria: public static Limits getGroupLimits(Entitle-

mentGroupMember member, 1nt groupld, Limit search,
HashMap extra).

Get the limits for a particular entitlement group member
using limit search criteria: public static Limits getGroupLim-
its( EntitlementGroupMember member, EntitlementGroup-
Member memberToGet, Limit search, HashMap extra).

Add a new limit to an entitlement group: public static void
addGroupLimit(EntitlementGroupMember member, Limait
limit).

Delete a limit from an entitlement group: public static void
deleteGroupLimit(EntitlementGroupMember member,
Limit limit).
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Modily an existing limit 1n an entitlement group (period,
name, data): public static void modityGroupLimit-(Entitle-
mentGroupMember member, Limit limait).

Checks to see 1t a limit already exists with the given name,
group, and period: public static boolean limitExists(Limuit I).

Routines to manage running totals:

Check/update limits/running totals for a new limitable
transaction (limits that have been exceeded are returned):
public static Limits checklLimitsAdd(Entitlement-Group-
Member member, Entitlement ent, float amount, java.util-
Date transactionDate) throws Exception.

Check/update limits/running totals for an edited limitable
transaction (limits that have been exceeded are returned):
public static Limits checklL.imitsEdit(Entitlement-Group-
Member member, Entitlement ent, float oldAmount, float
newAmount, java.util.Date oldDate, java.util .Date newDate)
throws Exception.

Check/update limits/running totals for a deleted limitable
transaction: public static void checklimitsDelete(Entitle-
mentGroupMember member, Entitlement ent, float amount,
java.util.Date transactiondate) throws Exception.

Routines for entitlements reporting:

Retrieves report data from the audit log component: public
static IReportResult getReportData(EntitlementGroupMem-
ber user, ReportCriteria criteria, HashMap extra) throws
CSILException.

Determine 11 a specific object 1s being referred to explicitly
in an entitlement or limit: public static boolean 1sObjectlnUse
(String objectType, String objectld) throws CSILException.

Routines for cleaning up:

Removes running total information for limits of a given
period that are numDays old: public static void cleanup(int
period, int numDays, HashMap extra).

While the mvention 1s described in some detail with spe-
cific reference to a single-preferred embodiment and certain
alternatives, there 1s no intent to limit the invention to that
particular embodiment or those specific alternatives. For
instance, those skilled in the art will appreciate that modifi-
cations may be made to the preferred embodiment without
departing from the teachings of the present invention.

Additional Embodiments of the Invention

Defining Limits with Unats

Herein, examples and 1llustrations may be given in terms of
financial transactions speciiying units of currency, however
such examples are provided solely for illustrative purposes,
and should not be construed as limiting the scope of the
present invention. Persons skilled in the relevant arts wall
appreciate that units may be selected from a group of units
where each of the units 1n the group of units may be expressed
in terms of any of the other units in the groups of units.

In accordance with another embodiment of the present
invention, the system and methodology for allowing an orga-
nization to define limits 1s extended to allow definitions in
more than one unit. For financial transactions, a business may,
for example, specify that a user is (1) limited to $200 Cana-
dian dollars (*“CAD”) for all transactions made in CAD from
a first account, (2) limited to $1000 CAD for all transactions
made in CAD across all accounts, (3) limited to $200 United
States dollars (“USD”) for all transactions made in USD from
a second account, (4) limited to $1,000 USD for all transac-
tions made 1 USD across all accounts, and (5) limited to
$2,000 USD for all transactions, regardless of currency,
across all accounts. Suppose that, for this particular business,
the accounts recervable, accounts payable, and controller
function roll up to the CFO function in the organization’s
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hierarchy, and the CFO role 1tself has a specified limit of
$50,000 CAD per day for all transactions made in CAD,

$50,000 USD per day for all transactions made in USD, and
$100,000 USD per month for all transactions regardless of
currency. In this circumstance, the present invention enables
the organization to define and enforce limitations that the
combination of functions under the CFO cannot collectively
spend more than the limit specified for the CFO 1n a number
of currencies.

FIGS. 6 A-B collectively comprise a flowchart 600 1llus-
trating at a high level the methodology of the present inven-
tion for defining a hierarchical permission structure and
applying entitlements and limits defined by the structure 1n
determining whether to authorize certain activities, in a simi-
lar manner to FIGS. 5A-B. FIGS. 6 A-B further 1llustrate the
use of limits 1n order to enforce restrictions on transactions
across multiple units.

At step 601, entities of a hierarchical permission structure
are defined 1n a similar manner to step 501, as shown 1n FIG.
5A. During step 602, the entities are organized into a tree
hierarchy for specifying the relationship of entities and per-
missions (or entitlements) of each entitlement group in a
similar manner to step 502.

At this point, the entities have been defined and the entitle-
ment groups have been organized into a tree structure. At step
603, the privileges of each descendant group and/or group
member are constrained by removing (or restricting) entitle-
ments inherited by the descendant group from 1ts parent (or by
a member from a group). For each child group, any number of
functions owned by the parent group may be restricted (or
removed) and specific periodic (or per-transaction) limits
may be associated with each of those functions. The same 1s
true for specitying entitlements relating to objects. Various
types of limits may also be specified for groups and group
members. The limits that are defined may apply to an opera-
tion for which permissions can be granted or restricted such
as, for example, creating wire transfers. The child group may,
for example, have a lower limit for wire transfers than 1ts
parent (e.g., $1,000 USD compared to $10,000 USD for its
parent). The limits may also be defined to apply with respect
to objects that are acted upon by an operation such as, for
example, a bank account. The system allows definition of
both object types and entitlements. This allows the system to
support transaction-based, object-based, and combined trans-
action-object-based limits. In accordance with another
embodiment of the present invention, for financial transac-
tions, any of the limits may be defined 1n umts of any cur-
rency. Furthermore, any of the limits may be designated to
apply only to transactions made 1n the defined currency unit,
or to all such transactions made in any currency unit. One
skilled in the relevant arts will appreciate that the limits can be
specified 1n terms of any units, and that units of currency are
used herein only as an example. It should be noted that steps
601-603 above are not necessarily performed 1n the order
described above. Those skilled 1n the art will appreciate that
entities, relationships, limits, and other attributes and proper-
ties may be defined and specified 1n an iterative fashion. The
hierarchical permission structure will also typically be
adjusted and modified from time to time after 1t 1s mnitially
implemented.

At step 604, a group member (e.g., individual user) may
attempt to perform an operation at runtime, such as requesting
issuance of a wire transier from a particular account, 1n a
similar manner to step 504, previously described. In accor-
dance with an embodiment of the present invention, at step
604, the group member specifies a unit of for the operation. At
step 605, the system commences an entitlements check by
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identifying the group member who 1s attempting to perform
the operation, 1n a similar manner to step 505, previously
described.

Next, at step 606, the system dynamically constructs a set
of entitlements for the group member (i.e., the user making
the request 1n this example), 1n a similar manner to step 506,
previously described. After the enftitlements have been
dynamically constructed, a determination 1s made, at step
607, as to whether the group member (1.e., user) 1s entitled to
perform the operation on this particular account object, in a
similar manner to step 507, previously described.

If the group member (user) 1s entitled to perform the opera-
tion, the system may then perform a limit check. The limit
check process uses certain information already collected 1n
the above steps, including the i1dentification of the group
member who 1s attempting to perform the operation. At step
608, the system then looks up any limits recorded for the
group member, the member’s entitlement group, and any
parent groups. At this step the running total values associated
with these limits are also retrieved (e.g., from cache). Run-
ning total values of financial transactions performed are
maintained for purposes of determining compliance with lim-
its (e.g., cumulative limits). In accordance with an embodi-
ment of the present invention, the limits recorded for the
group member may be defined 1n terms of any unit, such as a
unit of currency.

In accordance with another embodiment of the present
invention, the running total values associated with the limaits
are maintained 1n several forms depending on the associated
limits. For a running total value associated with a limait that
applies only to transactions made 1n the unit specified by that
limait, the running total value 1s specified in terms of the unitin
the limit. Accordingly, a transaction to which the limit would
apply but for the use of a first unit will not be subject to a limat
defined 1n terms of a second unit.

In accordance with another embodiment of the present
invention, limits may be specified in a single umit and applied
to a particular transaction performed 1n any unit. For example,
an “Accounts Payable” group may be limited to $2,000 USD
tfor all transactions, regardless of the unit of currency, across
all accounts. For a limit defined 1n this form, a runming total
value associated with the limit 1s maintained 1n terms of the
unit specified 1n the limait. It an operation to which the limit
applies 1s performed in terms of a unit which 1s not the
specified unit of the limit, the unit of the operation 1s con-
verted to the unit of the limit for recording purposes. In
accordance with a further embodiment of the present mnven-
tion, for financial transactions, the conversion mechanismis a
currency exchange rate module.

At step 609, the running total values associated with the
limits are checked against the limits recorded for the member
and the applicable entitlement groups, given the unit limita-
tions described with regard to step 608. Based on the results of
this step, the process proceeds to step 610 or 611. If any of the
running total values exceed their defined limit values the
system will, at step 610, return the list of limits that were
exceeded. An application (or user) may then take action based
on this information. This may include denying the operation
or prompting a user (e.g., system administrator or bank
employee) for determining whether or not the applicable
limits may be exceeded 1n this particular instance. Otherwise,
il none of the running total values exceed the defined limats, at
step 611, the respective runming total values atfected by this
operation will be updated and the system returns success
indicating that the group member 1s entitled to perform the
operation and the operation 1s within limits. The requested
operation may then proceed.
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Application Programming Interface Calls

In accordance with an embodiment of the present inven-
tion, the following routines to manage running totals are
provided for use 1n retrieving and checking entitlements. The
following routines to manage running totals may be used 1n
conjunction with or mstead of the previously disclosed rou-
tines for managing runmng totals.

Check/update limits/running totals for a new limitable
transaction (limits that have been exceeded are returned):
public static Limits checklL.imitsAdd(Entitlement-Group-
Member member, Entitlement ent, float amount, String cur-
rencycode, java.util.Date transactiondate) throws Exception.

Check/update limits/running totals for an edited limitable
transaction (limits that have been exceeded are returned):
public static Limits checkLimitsEdit(Entitlement-Group-
Member member, Entitlement ent, float oldAmount, float
newAmount, String oldCurrencyCode, String newCurrency-
Code, java.util.Date oldDate, java.util.Date newDate) throws
Exception.

Check/update limits/runming totals for a deleted limitable
transaction: public static void checklLimitsDelete(Entitle-
mentGroupMember member, Entitlement ent, float amount,
String currencyCode, java.util.Date transactionDate) throws
Exception.

While various embodiments of the present invention have
been described above, 1t should be understood that they have
been presented by way of example only, and not limitation. It
will be understood by those skilled 1n the relevant art(s) that
various changes in form and details may be made therein
without departing from the spirit and scope of the invention as
defined 1n the appended claims. Accordingly, the breadth and
scope of the present invention should not be limited by any of
the above-described exemplary embodiments, but should be
defined only 1n accordance with the following claims and
their equivalents.

What 1s claimed 1s:

1. A method for specilying and enforcing transaction
amount limits comprising;:

defining, by one or more computing devices, a transaction
amount limit for a transaction;

specifving, by the one or more computing devices, condi-
tions under which the transaction amount limit 1s appli-
cable to the transaction, comprising a unit of the trans-
action and an entitlement group;

identifying, by the one or more computing devices, mem-
bership of a user in the entitlement group, responsive to
a request from the user to perform a the transaction;

identifying, by the one or more computing devices, the
transaction amount limit associated with the entitlement
group and the unit of the transaction, wherein the entitle-
ment group has a negative role-based permission inher-
itance from a parent entitlement group such that the
transaction amount limait 1s within boundaries of a parent
transaction amount limit associated with the parent
entitlement group wherein the transaction amount limit
1s configured to specily a rule selected from one of:

(a) wherein the transaction amount limit 1s a first limit
applicable to the transaction only 11 the unit of the trans-
action 1s equivalent to a unit of the transaction amount
limit without a conversion, and further wherein the
transaction amount limit 1s within boundaries of the
parent transaction amount limit specified 1n the same
unit of the transaction amount limait, or

(b) wherein the transaction amount limit 1s a second limit
applicable to the transaction regardless of the unmit of the
transaction, and further wherein the transaction amount
limit 1s within boundaries of the parent transaction
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amount limit specified as applicable regardless of the
unit of the transaction, wherein the first limit and the
second limit are set independently of each other; and

processing, by the one or more computing devices, the
transaction 1f the transaction satisfies the transaction
amount limit based on comparison of the converted
amount limit and/or converted amount of the transac-
tion.

2. The method of claim 1, wherein the transactions are

financial transactions.
3. The method of claim 1, wherein the units are currencies.
4. The method of claim 1, further comprising;

identifying a cumulative amount limit using a particular
unmit and associated with the entitlement group; and

maintaining a running total of all transactions performed
by the user and/or the entitlement group having units
equivalent to the particular unit, the running total
defined 1n terms of the particular unait.
5. The method of claim 4, wherein the processing the
transaction comprises: declining to process the transaction 1
the cumulative amount limit would be exceeded based on the
sum o1 the running total and the transaction requested by the
user, only 11 the particular unit 1s equivalent to the units of the
transaction.
6. The method of claim 1, further comprising;
identifying a cumulative amount limit using a particular
umt and associated with the entitlement group; and

maintaiming a running total of all transactions performed
by the user and/or the entitlement group, the runmng
total defined 1n terms of the particular unait.

7. The method of claim 6, wherein the maintaimng the
running total comprises: converting the transaction requested
by the user to the particular unit, 11 the unit of the transaction
requested by the user 1s not equivalent to the particular unait.

8. The method of claim 7, wherein the converting the
transaction comprises: using a converter module to convert
the transaction requested by the user to the particular unit.

9. The method of claim 8, wherein the converter module 1s
a currency exchange module, and further wherein the units
are Currencies.

10. The method of claim 6, wherein the processing the
transaction comprises: declining to process the transaction 1
the cumulative amount limit would be exceeded based on the
sum o1 the running total and the transaction requested by the
user, regardless of the units of the transaction.

11. A computer-readable storage medium having stored
thereon computer-executable instructions for enabling a pro-
cessor to specily and enforce transaction amount limits that,
iI executed by a computing device, cause the computing
device to perform a method comprising:

defining a transaction amount limit for a transaction;

speciiying conditions under which the transaction amount

limit1s applicable to the transaction, comprising a unit of
the transaction and an entitlement group;

identifying membership of a user 1n the entitlement group,

responsive to a request from the user to perform a the
transaction;

identifying the transaction amount limit associated with
the entitlement group and the unit of the transaction,
wherein the entitlement group has a negative role-based
permission inheritance from a parent entitlement group
such that the transaction amount limit 1s within bound-
aries of a parent transaction amount limit associated
with the parent entitlement group wherein the transac-
tion amount limit 1s configured to specity arule selected
from one of:
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wherein the transaction amount limit 1s a first limit appli-
cable to the transaction only 1f the unit of the transaction
1s equivalent to a unit of the transaction amount limait
without a conversion, and further wherein the transac-
tion amount limit 1s within boundaries of the parent
transaction amount limit specified 1in the same unit of the
transaction amount limit, or

wherein the transaction amount limit 1s a second limit
applicable to the transaction regardless of the unit of the
transaction, and further wherein the transaction amount
limit 1s within boundaries of the parent transaction
amount limit specified as applicable regardless of the
unit of the transaction, wherein the first limit and the
second limit are set independently of each other; and

processing the transaction i the transaction satisfies the
transaction amount limit based on comparison of the
converted amount limit and/or converted amount of the
transaction.

12. The computer-readable storage medium of claim 11,

wherein the transactions are financial transactions.

13. The computer-readable storage medium of claim 11,
wherein the units are currencies.

14. The computer-readable storage medium of claim 11,
the method further comprising;:

identifying a cumulative amount limit using a particular
unit and associated with the entitlement group; and

maintaining a running total of all transactions performed
by the user and/or the entitlement group having units
equivalent to the particular unit, the running total
defined 1n terms of the particular unat.

15. The computer-readable storage medium of step 14,
wherein the processing the transaction comprises: decliming
to process the transaction if the cumulative amount limit
would be exceeded based on the sum of the running total and
the transaction requested by the user, only 1f the particular
unit 1s equivalent to the units of the transaction.

16. The computer-readable storage medium of claim 11,
the method further comprising;:

identifying a cumulative amount limit using a particular
unit and associated with the entitlement group; and

maintaining a running total of all transactions performed
by the user and/or the entitlement group, the running
total defined 1n terms of the particular unat.

17. The computer-readable storage medium of claim 16,
wherein the maintaining the running total comprises: convert-
ing the transaction requested by the user to the particular unat,
if the unit of the transaction requested by the user is not
equivalent to the particular unit.

18. The computer-readable storage medium of claim 16,
wherein the processing the transaction comprises: declining
to process the transaction if the cumulative amount limit
would be exceeded based on the sum of the running total and
the transaction requested by the user, regardless of the units of
the transaction.

19. A system that specifies and enforces transaction
amount limits, comprising:

a first module configured to define a transaction amount

limit for a transaction;

a second module configured to specily conditions under
which the transaction amount limit 1s applicable to the
transaction, comprising a unmt of the transaction and an
entitlement group;

a third module configured to identify membership of a user
in an the entitlement group, responsive to a request from
the user to perform a the transaction;

a fourth module configured to identily the transaction
amount limit associated with the entitlement group and
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the unit of the transaction, wherein the entitlement group
has a negative role-based permission inheritance from a

parent enfitlement group such that the transaction
amount limit 1s within boundaries of a parent transaction
amount limit associated with the parent entitlement
group wherein the transaction amount limit 1s config-
ured to specily a rule selected from one of:

(a) wherein the transaction amount limit 1s a first limait
applicable to the transaction only 11 the unit of the trans-
action 1s equivalent to a unit of the transaction amount
limit without a conversion, and further wherein the
transaction amount limit 1s within boundaries of the
parent transaction amount limit specified in the same
unit of the transaction amount limait, or

(b) wherein the transaction amount limait 1s a second limuit
applicable to the transaction regardless of the unit of the
transaction, and further wherein the transaction amount
limit 1s within boundaries of the parent transaction
amount limit specified as applicable regardless of the
unit of the transaction, wherein the first limit and the
second limit are set independently of each other; and

a fifth module configured to process the transaction 1t the
transaction satisfies the transaction amount limit based
on comparison of the converted amount limit and/or
converted amount of the transaction;

wherein the first module, the second module, the third
module, the fourth module, and the fifth module execute
1N ONe Or MOre Processors.

20. A method for specilying and enforcing cumulative

amount limits comprising;:

defiming, by one or more computing devices, a cumulative
amount limit;

speciiying, by the one or more computing devices, condi-
tions under which the cumulative amount limit 1s appli-
cable to a transaction, comprising a unit of the transac-
tion and an entitlement group;
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identifying, by the one or more computing devices, mem-
bership of a user 1n the entitlement group, responsive to
a request from the user to perform the transaction;

identifying, by the one or more computing devices, the
cumulative amount limit associated with the entitlement
group and the unit of the transaction, wherein the entitle-
ment group has a negative role-based permission inher-
itance from a parent entitlement group such that the
cumulative amount limit 1s within boundaries of a parent
cumulative amount limit associated with the parent
entitlement group, wherein the cumulative amount limait
1s configured to specily a rule selected from one of:

(a) wherein the cumulative amount limait 1s a first limait that
maintains a running total of all transactions performed
by the user and/or the entitlement group where the unit
of the transaction 1s equivalent to a unit of the cumulative
amount limit without a conversion, the running total
defined 1n terms of the unit of the cumulative amount
limit, and further wherein the cumulative amount limait 1s
within boundaries of the parent cumulative amount limit
specified 1n the same unit of the transaction amount
limit, or

(b) wherein the cumulative amount limit 1s a second limait
that maintains a running total of all transactions per-
formed by the user and/or the entitlement group regard-
less of the unit of the transaction, and turther wherein the
cumulative amount limit 1s within boundaries of the
parent cumulative amount limit specified as applicable
regardless of the units of the transaction, wherein the
first limit and the second limit are set independently of
each other; and

rejecting, by the one or more computing devices, the pro-
cessing of the transaction 11 the cumulative amount limait
would be exceeded based on the sum of the running total
and the transaction requested by the user, based on the
first limait or the second limiat.
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