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NETWORK TESTING AND MONITORING
SYSTEMS

RELATED APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 10/850,364, filed May 20, 2004 now U.S. Pat.

No. 7,224,968, which application is a continuation-in-part of
U.S. patent application Ser. No. 10/039,220, filed Jan. 4, 2002
now U.S. Pat. No. 7,062,264 and a continuation under 35
U.S.C. 111(a) of PCT/GB02/05245, filed Nov. 22, 2002, and
published 1n English on Jun. 5, 2003 as WO 03/047280 A2,
which claimed priority to Unmited Kingdom Application No.
0128168.2, filed Nov. 23, 2001, which applications and pub-

lications are incorporated herein by reference.

FIELD OF THE INVENTION

This invention 1s concerned with methods, apparatus, and
soltware for testing mobile phone networks and 1s particu-
larly suitable for testing data transmission over so-called
2.5G and 3G mobile phone networks.

BACKGROUND OF THE INVENTION

FI1G. 1a shows a generic structure of a conventional mobile
phone network such as a GSM-type mobile phone network.
The network comprises a plurality of radio masts 102 serving
a corresponding plurality of network cells 100. A base station
(not shown 1n FI1G. 1a) comprising a plurality of rf transmit-
ters and recetrvers 1s colocated with each mast 102 and each
base station 1s connected to one of a plurality of base station
controllers 104. In a GSM-type network the base station 1s
referred to as a Base Transcerver Station (BTS). The base
stations and masts 102 provide two-way radio communica-
tion with mobile stations such as mobile station 116 within
the cells 100. This allows two-way transmission of voice and
data tratfic to and from a mobile station.

The radio link between a base station and a mobile station
1s primarily managed by a base station and its associated base
station controller. Together these handle radio channel set-up,
cell-to-cell hand-overs (in the USA referred to hand-offs) and
other radio resource control functions. The radio link carries
both traflic, such as speech and data traific, and control infor-
mation used to dynamically control transmit power, to allo-
cate radio channels to mobile stations and for signalling func-
tions such as paging a mobile station to alert 1t to an incoming,
call.

The network has a hierarchical structure in which a plural-
ity of base station controllers 104 1s connected to a Mobile
services Switching Centre (MSC) 106 for routing calls
between cells served by different base station controllers. The
MSCs 106 are 1n turn connected to a gateway MSC (GMSC)
108, which 1s connected to the standard Public Switched
Telephone Network PSTN 114. A home location register
(HLR) 110 and Visitor Location Register (VLR) 112 manage
call routing and mobile station roaming; other systems not
shown 1in FIG. 1a provide functions such as security and
authentication and billing.

The basic structure of FIG. 1a 1s common to all mobile
phone networks whether or not they are based on GSM, but
the nomenclature may differ. For example 1n a 3G network a
Base Transceiver Station i1s referred to as a Node B, and a Base
Station Controller 1s referred to as a Radio Network Control-
ler (RNC).

In FIG. 1a the cells 100 are shown schematically as a set of
interlocking, non-overlapping coverage areas but in practice
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the coverage of neighbouring cells will overlap, particularly
at the edges. The coverage may also have gaps where none of
the local base stations provide sulficient signal for amobile to
operate adequately. Although 1n FIG. 1a the cells have been
depicted as all being roughly the same size 1n practice cell size
varies from several kilometres diameter down to pico cells,
which are mainly mdoor cells, with a diameter of less than
100 m. Interference between neighbouring cells 1s controlled
by, among other things, controlling the transmission ire-
quency and power of the base station and by using modelling
programmes to carefully site the base station antennas.

It will be appreciated, even from this brief discussion, that
network planning and management 1s complex. Although
modelling can be of great assistance inevitably there 1s a
heavy reliance upon practical network testing, particularly at
the early stages of network design and implementation. Once
a network has been established there 1s a continuing need for
practical mobile phone network testing, both for trouble-
shooting complex problems, such as problems which might
only appear in 1 1n 1000 calls, and for competitive analysis,
that 1s analysing the performance of a competitor’s mobile
phone network.

At present many mobile phone network operators test their
networks by means of so-called drive testing. A mobile phone
1s loaded with dedicated drive testing soitware and connected
via a serial cable to a portable computer running additional
drive testing software. This 1s used to control the mobile to
cause calls to be established in regular patterns to test net-
work. Special nstructions may be 1ssued to the phone, for
example to prevent hand-over, to find the edge of a cell, or the
mobile may be instructed to make repeated calls 1n an attempt
to reproduce a fault. During these test calls the portable com-
puter gathers diagnostic information from the phone using the
serial cable and stores this for later analysis. This diagnostic
information generally includes air interface messaging sent
and recerved by the phone 1n normal operation, that 1s during
call set-up, call clear down, hand-over and the like. Typically
a GPS recerver 1s also connected to the portable computer so
that this diagnostic mnformation can be indexed by position
and subsequently mapped.

FIG. 15 shows an example of the type of map 120 which
can be generated using such a drive testing procedure. Geo-
graphical information such as road 134 i1s overlaid with
results of individual measurements, such as measurements
136, and a desired and/or measured pattern of network cells,
such as cells 122, 124, 126 and 128. Measurements 136 may
be colour coded, for example to indicate signal strength. In
the map of FIG. 15 region 132 indicates a hole 1n the network
coverage where calls could be dropped. Region 130 indicates
an area where overlapping coverage from two different cells
operating at the same frequency could cause interference.
Examples of drive testing systems are the TEMS (Test Mobile
System) mnvestigation system of Ericsson and the E-7478A
GPRS drnive test system of Agilent Technologies.

U.S. Pat. No. 6,266,514 (and related patent applications
WO 00/287355 and WO 00/28756) describes a system for
monitoring a cellular network without need for drive testing,
by making use of data which can be collected from mobile
phone users. Events such as a quality measurement dropping
below a predetermined threshold are detected and the location
ol the mobile station at the time 1s then used to construct a
map, thus automatically mapping areas ol poor coverage. The
mobile station position 1s determined by triangulation from at
least three base stations. In a variant of the technique a GPS
receiver 1s located 1n the mobile station and a mobile position
report 1s transmitted to the base station as part of the network
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signalling (as a conventional IS 136 RQL radio quality mes-
sage), and thus does not iterfere with the traific.

In another system, described 1n WO 99/12228, a master
automatically mitiates calls to multiple automatic mobile
responders dispersed within the coverage area of a wireless
mobile phone network. This provides a real time indication of
the network quality. In a preferred embodiment the respond-
ers are each equipped a GPS receiver which provides posi-
tion, and optionally time and velocity information for the
mobile responders. The responders are seli-suilicient and
may be placed 1n vehicles which are not dedicated to testing,
such as postal or public transit vehicles. The matter 1s con-
nected to a conventional fixed, land telephone line. The
responders check network parameters, in particular audio
quality (using 23-tone testing), and transmit the results back
to the master mobile station 116 to via the mobile phone
network and PSTN. The arrangement of this system simpli-
fies testing 1n that the responders are essentially self-suilicient
and automatic, thus facilitating the monitoring of a network
performance over an extended area from a single master
location.

The above prior art techniques seek to monitor a mobile
phone network performance solely by making measurements
at one or more mobile stations. Parameters relating to a user’s
perception of network performance, such as audio quality, the
number of dropped calls and the like are measured but the
detailed technical information which engineers setting up and
optimising a phone network would 1deally like to have access
to are not available through such tests.

In a typical third generation CDMA mobile phone network
there are some 700 parameters which may be adjusted to
alfect the performance of any given cell, and a further
approximately 300 parameters associated with GPRS data
transmission. As well as the problems of poor network cov-
erage and interference from adjoining cells mentioned above,
network operators also have complex heuristics for frequency
planmng and radio resource usage, to attempt to maximise
traffic and/or revenue. These considerations are further com-
plicated by variations in tratfic load with time of day and other
factors.

By only measuring at a mobile station the above described
prior art techniques are not able to access details of the net-
work functionality and in particular they are not able to deter-
mine the response of the network to an individual call.

The mobile station and network function 1n some respects
as a single complex entity, atfected by other mobile stations
connected to the network and other traffic carried by the
network. It 1s therefore desirable to be able to monitor the
interaction of a mobile station with a network and to 1nvesti-
gate how the network responds to attempts by the mobile
station to drive traific through the network 1n the context of
other tratfic being carried by the network. It 1s further desir-
able to be able to monitor such interactions dynamically since
traific on a digital mobile phone network 1s managed dynami-
cally on a timescale of a few milliseconds.

GSM-type digital mobile phone networks include an
Operation and Maintenance Centre (OMC) which collects
statistics from network infrastructure elements such as base
stations and switches and compiles these into a database. This
provides network operators with a high level view of the
network performance which can complement the data
obtained by drive testing. Thus, for example, the OMC typi-
cally includes counters for every dropped call split out by cell,
and time. Several companies, for example ADC Telecommu-
nications ol Minneapolis, USA provide systems for analysis
of this OMC data. However because the OMC data 1s aggre-

gated 1nto statistics it cannot provide information relating to
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an individual mobile station. Data of this type such as the
number of protocol errors of an individual mobile station, 1s
only available at a lower level within the network.

In addition to OMC data, call trace and cell trace data 1s
also sometimes available. This data essentially comprises a
diagnostics log containing messaging, including air-interface
messaging, relating to a single call or cell. These logs are
produced by the base station controllers of some of vendor’s
equipment, and can be helptul 1n tracking down specific prob-
lems with a user or a type of handset.

A third source of data relating to the operation of a mobile
phone network inirastructure 1s provided by protocol analy-
sers. A protocol analyser comprises equipment to tap a link or
interface between infrastructure elements (either logical or
physical. Broadly speaking a protocol analyser simply
records all the data flowing on such a link or across such an
interface as “trace file”. Such trace files can contain all the
messaging between the two elements connected by the link
being tapped, for example all the messaging between a base
station controller and a switch. Protocol analysers are avail-
able from compamies such as Tektronics, Agilent and Edixia
of Telecom Technologies, France, Europe. One model
“Ocean” available from Edixia captures data on 300 E1 (2
Mbps) connections and provides this data over an SDH (Syn-
chronous Digital Hierarchy) link, to allow 1t to be transferred
over a high band width optical network to a data store.

Referring now to FIG. 2, this shows a generic structure 200
for a digital mobile phone network, showing the type of prior
art tests which can be carried out.

A mobile station 202 1s connected to a base station 204,
serving the cell 1n which the mobile station 1s located, across
an air interface Uu 216. The base station 204 1s coupled to a
base station controller 206 across interface Iub 218. The base
station controller 206 1s connected to a voice switch 208 via
interface Iuc 220, and thence to a voice phone network 210.
These elements correspond to the network elements shown 1n
FIG. 1a. Successively higher nodes concentrate the traffic and
omit unnecessary operational messaging, and functionality 1s
generally delegated so that, for example hand-overs between
base stations coupled to the same BSC are not seen by higher
levels.

Mobile cellular communications systems such as GPRS
(General Packet Radio Service) and 3G systems add packet
data services to the circuit switched voice services. Thus base
station controller 206 1s also coupled to a packet switch 212
via Iup interface 222, and thence to a packet data network
such as the Internet 214.

In FIG. 2 mobile station 1s shown connected to a laptop
computer 224. This in turn 1s coupled to a GPS receiver 226 to
allow user level drive testing, as shown schematically by box
228. Subscriber level protocol tracing 230 can be performed
by capturing data from Iub interface 218 and area level pro-
tocol tracing can be performed by capturing data from inter-
face Iu 220, interface ITup 222, and/or interfaces (not S“_lown)
within voice switch 208 or packet switch 212. At a |
level Call Detail Records (CDRs) and SS7 (Slgnalhng SYs-
tem No. 7, an international standard used for the ISDN back-
bone) data 234 may also be collected from voice switch 208
or packet switch 212 for analysis. Vendor specific OMC data
236 provides network statistics as described above. Broadly
speaking data collected from elements to the right of dashed
line 238 1s useful for diagnostic purposes whilst data col-
lected from elements to the left of line 238 provides statistical
information on how the network 1s performing but does not
generally allow the reasons for a particular level of perfor-
mance to be discerned.
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FIG. 2 1s representative of a range of digital mobile phone
networks including so-called 2.5G networks such as GSM/
GPRS and third generation mobile communications networks
as encompassed by the International Mobile Telecommuni-
cations IMT-2000 standard (available from the International
Telecommunications Union, I'TU at www.itu.int and hereby
incorporated by reference).

Unlike GSM, third generation technology uses CDMA
(Code Division Multiple Access) rather than TDMA (Time
Division Multiple Access) and the IMT-2000 standard
encompasses three modes of operation, WCDMA (wideband
CDMA) Direct Spread FDD (Frequency Division Duplex) 1in
Europe and Japan, CDMA2000 multicarrier FDD {for the
USA and TD-CDMA (Time Division Duplex CDMA) for
China.

Collectively the radio access portion of a 3G network
(RNCs and node Bs) 1s referred to as UTRAN (Universal
Terrestrial Radio Access Network) and a network comprising
UTRAN access networks 1s known as a UMTS (Universal
Mobile Telecommunications System) network.

The UMTS telecommunications systems are the subject of

standards produced by the 3" Generation Partnership Project
(3GPP), including Technical Specifications 23.101, 25.410,

25.420, 25.430 and 25.931, which are hereby incorporated by
reference. The GSM standard and aspects of GPRS are
defined 1n ETSI (European Technical Standard Institute)
standards GSM 01 to 12, which are hereby incorporated by
reference; details of the GPRS radio interface are described 1n
particular in GSM 03.64 and GSM 04.60. Further aspects of
the GPRS service are described 1n 3GPP Technical Specifi-
cation 23.060 (version 4.1.0), which 1s also hereby incorpo-
rated by reference, and associated quality of service concepts
are defined 1n 3G TS 23.107 (version 3.0.0) again hereby
incorporated by reference.

In FIG. 2 the imterfaces shown have different names
depending upon the precise form of mobile phone network.
The names of the interfaces 1n the different networks are
shown 1n the following table.

Type of Interface

Network Tup 222 Tuc 220 Tub 218 Un 216
GSM/GPRS Gb A Abis Um
cdma2000 Iup Iuc Aquater Uu
WCDMA Tup Iuc Iub Un

Referring now to FIG. 3a, this shows details of the base
station controller 206 and packet switch 212 ina GSM (and/or
UMTS) network supporting GPRS functionality.

The elements labelled 1n FIG. 2 as base station controller

206 and base station 204 make up a Base Station System
(BSS) comprising a BSC (or RNC) 300 coupled via an Abis

interface 308 to base station (or Node B) 204. The BSC
(RNC) 300 1s also coupled via an A interface 312 to voice
switch 208, and via a PCU A disk interface 310 to a packet
control umt (PCU) 302. The PCU 302 1s in turn connected, via
a Gb 1mterface 314 to a Serving GPRS Support Node (SGSN)
304.

A plurality of SGSNs 304 are connected via a Gn interface
316 to a Gateway GPRS Support Node (GGSN) 306, whichin
turn 1s connected via a G1 interface 318 to Internet 214. The
SGSNs 304 and GGSN 306 are connected together by means
of an IP-based packet switched network, and together make
up part of what 1s referred to as packet switch 212 1n FIG. 2.

The SGNS and GGSN functionalities (and the functionalities
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of other elements within the network) may reside on a single
physical node or on separate physical nodes of the system. In
a GPRS network security and access control functions and

tracking the location of an individual mobile station are also
performed by the SGSNs.

FIG. 356 shows user end equipment 320 for use with the
mobile phone networks of FIGS. 2 and 3a. This equipment
comprises a mobile station or handset 322, 1n the context of
data services sometimes referred to as a mobile terminal
(MT), incorporating a SIM (Subscriber Identity Module) card
324. Handset 322 is coupled to a personal computer 326,
sometimes referred to as Terminal Equipment (TE), by means
ol a serial connection 328.

Once a handset has attached to a GPRS network it 1s effec-
tively “always on™ and user data can be transferred transpar-
ently or non transparently between the handset and an exter-
nal data network. Personal computer 326 communicates with
handset 322 using standard AT commands as defined, for
example, 1n 3GPP Technical Specification 27.007, hereby
incorporated by reference. Handset 322 may require a termi-

nal adaptor, such as a GSM datacard (not shown) in FIG. 3.

User data 1s transferred transparently between handset 322
and an external IP network such as Internet 214 by means
encapsulation and tunnelling. Where a reliable data link 1s not
required, UDP (User Datagram Protocol, as defined in RFC
768) may be used instead of tunnelling. A packet Temporary
Mobile Subscriber Identity (Packet TMSI) 1s allocated to
cach GPRS-attached handset and a packet domain subscriber
identified by an International Mobile Subscriber Identity
(IMSI) 1s allocated a Packet Data Protocol (PDP) address,
which 1s an IP address specitying a GGSN node to access, so
that data from a mobile subscriber can be “tunnelled” to the
handset’s point of attachment to the network. Radio interface
resources are shared dynamically between speech and data as
a function of service load and operator preference, as
described 1n more detail below. The GPRS specification sepa-
rates the radio sub-system from the rest of the network to
allow the radio access technology to be changed or upgraded.

It will be appreciated that 1n a network of the general type
shown 1n FIG. 2, as well voice and/or data traffic each inter-
face carries signalling comprising control messages for man-
aging the network. These messages fall into one of three
broad categories, call control signalling, mobility manage-
ment signalling, and radio resource signalling, although the
information available from this signalling depends upon the
interface concerned. For example at Abis mterface 308 and
PCU Abis interface 310 information 1s available relating to
the relative allocation of radio resources to voice and data
traffic, but such detailed radio resource signalling 1s not avail-
able at higher levels within the network.

Referring now to FIG. 4a, this shows a system 400 for
capturing and analysing data from Abis interface 308 using a
protocol analyser. The same principles apply to capturing
data at other interfaces within the network.

A plurality of E1 (2.048 Mbps) or T1 (1.544 Mbps) con-

nections 402-410 connect base station controller 300 to base
station 204, one E1/1'1 data feed being allocated to each base
station transceiver. Each of these data feeds 1s coupled to
protocol analyser 414, which writes the captured data into a
plurality of data files 416a-c at, for example 15 minute, inter-
vals. These data files may be physically located within the
protocol analyser 414 or at some separate, remote location. In
a subsequent step a data analyser 418 reads the data 1n data
files 416 and analyses the data for diagnostic purposes. In
variants of the technique the captured data 1s made available
on a computer network rather than written to files.
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Each 2 Mbps El1 data feed comprises 32 time domain
multiplexed 64 Kbps PCM channels, each PCM channel
comprising two logical traflic channels and two logical con-
trol channels, one each way per call. Data from an E1 data
feed 1s captured and streamed into the data file by protocol
analyser 414. Data analyser 418 then implements the appro-
priate protocol stack for the interface from which the data has
been captured 1n order to convert the data to a useful form.
Data analyser 418 may be configured to associate tratfic data
with signalling data for a single voice call so that the progress
of the call, cell-to-cell hand-overs and the like can be moni-
tored. At a low level such as Abis interface 308 information
such as RF signal level measurement reports are available
whereas data collected at a higher level interface such as the
Tup or Gb interface 314 omits such detailed operational sig-
nalling. Likewise at the Iub/ Abis interface data 1s available for
all subscribers attached to base station 204 but at higher level
interfaces such as Iup/Gb data for a larger number of sub-
scribers 1s available.

Actix Limited of London, UK has a commercial product,
CallTracker (trade mark) which can be used to analyse data
collected by a protocol analyser 1n this way. The Actix Call-
Tracker works by monitoring Abis messages from multiple
transceivers belonging to a number of cells. Each transceiver
can handle multiple simultaneous calls. In order to track every
call, the CallTracker analyses all the Abis messages for call
initiation sequences, that 1s call set-ups, and remembers the
timeslot information assigned to each new call. If a timeslot
assigned to a call 1s to be changed, for example, at a handover,
then the CallTracker interprets the contents of the resulting
Abis command sequence 1n the existing timeslot and uses
them to link to the new timeslot that matches the signalling
information. The CallTracker then tracks the sequence of
messages from the old timeslot and the new timeslot to deter-
mine whether the handover 1s successtul or not and updates its
internal records accordingly. This process repeats until the
call terminates, and 1n this way the Calllracker 1s able to
determine the timeslot information for each call and hence 1s
able to associate each Abis message with a particular call.

By using a GPS receiver coupled to a personal computer a
set of timed position measurements for a mobile station can
be logged 1n a data file. The CallTracker software 1s able to
combine this position information with data from the protocol
analyser in order to generate a map showing the position
dependence of call-related parameters. However there
remains a need for still more detailed information, in particu-
lar relating to the dynamic behaviour of the network, espe-
cially where the transmission of packet switched data 1s con-
cerned. This can be illustrated by considering the allocation
of radio resources 1n a GSM-based GPRS packet data trans-
mission network.

In a GSM-type network 124 carrier frequencies are used
cach carrying TDMA (Time Division Multiple Access) data.
This TDMA data 1s arranged 1n burst periods of 156.25 bits
cach lasting 0.577 ms, eight burst periods constituting a
TDMA frame (which lasts approximately 4.6 ms). One physi-
cal channel comprises one burst period per TDMA frame, so
that each frame carries 8 channels. Some channels are used to
carry tratfic, such as voice and data traffic, and other channels
are used for signalling or control messages, such as the broad-
cast control channel, the paging channel used to alert the
mobile station to an incoming call, and other channels. A
group of 26 frames defines a multiframe 1n which 24 frames
are allocated to traffic channels, one frame 1s allocated to
signalling, and one frame 1s unused.

FIG. 45 shows four TDMA frames 422, 424, 426 and 428

at successive time intervals, each frame comprising 8
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timeslots a to h, during each of which data can either be
transmitted or received. In FIG. 45 a time slot occupied by
data traffic 1s indicated by “D”, a time slot occupied by speech
traffic 1s 1ndicated by “X”, and an unused time slot 1s left
blank. In GSM-GPRS rules govern which slots may be occu-

pied by data, these rules specitying that for a given upstream/
downstream transmit/receive data stream the slots must be
contiguous and must not cross the middle point of a frame.
Speech data 1s given priority and when a call imitially set up
speech may occupy any time slot, although the network may
then contrive to shuifle the time slot occupied by a speech
connection to create a desired number of data timeslots. Typi-
cally a greater data bandwidth 1s needed for downstream data
than for upstream data. In the example shown 1n FIG. 456
initially 1in frame 422 three timeslots, 422a-c are occupied by
downstream data and one timeslot, 422/ 1s occupied by
upstream data. Then, 1n frame 424, two voice calls occupy
timeslots 424a and 424c¢ thus leaving only one downstream
timeslot for data, timeslot 4245, In frame 426 the call previ-
ously occupying timeslot 424a has been moved to 4264,
freemng up two contiguous timeslots for downstream data.
Finally 1n frame 428 the speech channel occupying timeslot
426¢ has been reallocated to timeslot 4284 to once again
achieve three contiguous timeslots available for downstream
data, timeslots 428a-c.

It will be appreciated that to properly understand the
behaviour of a network 1t 1s desirable, for example, to be able
to monitor how individual timeslots are being allocated to
data channels, 1n response to both the demands made by an
individual mobile station and the load imposed on the net-
work by other tratfic 1n the same or nearby cells. A packet data
transmission has an associated quality of service ((Q0S) pro-
file which 1s negotiated with the network 1n accordance with
the available GPRS resources. The network always attempts
to provide adequate resources to support the negotiated qual-
ity of service and the data transmission radio priority is deter-
mined based upon this. The quality of service is also classified
depending upon whether the traffic 1s delay sensitive (for
example video) or relatively delay insensitive (for example,
web browsing). Generally quality requirements such as delay
and reliability only apply to incoming traffic up to a guaran-
teed bit rate.

It will be understood from the foregoing discussion that an
important problem arising in the context of 2.5G and 3G
mobile phone networks 1s presented by the need to be able to
analyse the dynamic behaviour of the phone network as the
network 1s being exercised. In a circuit switched network,
once a circuit has been established 1t 1s relatively straightior-
ward to test the characteristics of the channel by making
measurements at one end, such as the measurements
described above with reference to drive testing. Likewise 1n a
circuit switched network data parameters such as round trip
delay are meaningtul and useful information regarding data
throughput and delay can be obtained simply by making
measurements at the mobile station end.

By contrast 1n a packet switched network ditferent packets
may take different routes to their destination, and may be
delayed or even lost entirely, depending upon other tratfic
within the network. Moreover, because the circuit switched
voice connections take priority at the radio interface, and
because radio channels may be occupied or become free
according to whether or when other users 1n the cell place
voice calls, meaningful data about the network performance
must take mto account not only what 1s taking place at the
mobile station end, but must also take account of what 1s
taking place at other points within the network. In a further
complication the priority given to data tratfic depends upon
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the negotiated quality of service and upon the class of traffic
being sent or received. There are additional complicating
factors imposed by the network operators, such as data rate
limitations placed on users trying to send or receive large
volumes of data (to stop low rate tratfic being denied access)
which means that packets are not necessarily allocated slots
on a random basis.

There 1s therefore a need for improved systems and meth-
ods for testing and monitoring digital mobile phone networks,
and 1n particular 2.5G and 3G networks configured for the
transmission of packet data.

[,

SUMMARY OF THE INVENTION

According to a first aspect of the present invention there 1s
therefore provided a method of providing performance infor-
mation for a digital mobile communications network, the
network comprising: a communications network infrastruc-
ture, the infrastructure having a plurality of elements, includ-
ing a plurality of radio communications base stations, and
having interfaces between said elements; and a plurality of
mobile communications devices for radio communications
with said base stations; communications between a said
mobile communications devices and said base stations, and
signals on interfaces within the network infrastructure, com-
prising trailic and signalling data; the method comprising:
collecting data on at least one parameter associated with a first
data communications session of a said data communications
device to provide measurement data; establishing a second
data communications session for said mobile communica-
tions device; sending said measurement data from said
mobile communications device mnto said communications
network infrastructure using said second data communica-
tions session; reading at least signalling data for said first data
communications session from a first of said network infra-
structure interfaces; reading said measurement data from a
second of said network infrastructure interfaces; correlating
said signalling data for said first data communications session
and said measurement data; and outputting a result of said
correlating to provide said performance information.

The technique allows the performance of a mobile device
sending or receiving real subscriber traific to be correlated
with nformation relating to the operation of a network.
Depending upon the interface or interfaces from which data
are read (and 1t will be recognised these are defined signal
interfaces rather than necessarily physical interfaces) this
network operation data or signalling data may comprise rela-
tively low level data such as radio resource allocation data or
higher level data relating to the operation of the network and
resources allocated to a subscriber or data communications
session. The signalling data and the measurement data may be
retrieved from different interfaces, although generally it 1s
more convenient for both of the signalling and measurement
data to be retrieved from the same intertace, since this allows
signalling data and measurement data such as service type
(e-mail, web browsing, and the like) or statistical data (such
as throughput or bit error rate) to be captured from a single tap
into the network, which simplifies data capture as well as
correlating data for later analysis. Alternatively information
from different interfaces may be captured and correlated.
Here “signalling data™ 1s used broadly to include protocol
data, control information and other traffic-associated data on
the interface or link.

Similarly the signalling and measurement data need not be
read at the same time. In many cases the measurement data,
for example where it relates to statistical information gath-
ered over a number of data communications sessions or over
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a period of time, may be read at a different time to the
signalling data, the correlation being performed afterwards.
In other embodiments of the method a mobile communica-
tions device may have more than one data communication
session open at one time (1n a conventional, Internet protocol,
IP-type manner) so that the measurement data may be sent at
the same time as the real traffic 1s sent or received. This has the
advantage of facilitating near real-time performance moni-
toring which 1s usetul for network operators.

With these methods 1t will be appreciated that two sets of
data (signalling and measurement data), from different
sources but both relating to the same mobile device, are being
captured and correlated to provide information on the net-
work’s performance. Furthermore, network performance can
be monitored 1n this way from within the network and there 1s
no need, for example, to restrict performance monitoring to a
single location such as the location of a server with which,
say, the mobile device communicates. Embodiments of the
method may read just relevant signalling information or, if
desired, a portion or all of the real traffic to which the mea-
surement data relates can be captured for later analysis.

“Measurement data™ 1s used broadly to refer to any deter-
mined property or data characteristic of the traific which
might be useful 1n correlation with signalling data for the
traffic, for example for monitoring or analysis of the alloca-
tion of network resources to a data session. Thus measure-
ment data includes labels such as service type, and informa-
tion such as an access point name or number. In 2.5G and 3G
networks data 1s transferred in packets and information relat-
ing to a packet transfer can be determined by tapping an
interface such as, for example, the PCU Abis (or Iub) inter-
face, but by 1tself this information is relatively uninformative.
For example ii, say, three data packets are seen and then no
more for an interval for one data communications session,
this may be normal performance (for retrieving an e-mail or
browsing a web page 1n which all the web page data 1s con-
tamned within those three packets), but for another, for
example 11 the service type 1s a video stream, then it may be
unlikely that the network 1s operating satisfactorily for the
user/session. The measurement data may, therefore, provide
an indication of service type to allow a simple evaluation of
performance. Other examples of measurement data are
described later, but as well category-type data, data such as
statistical data (for example bit error rate or throughput),
which will often be available 1n the mobile device, may also
be mcluded.

The measurement data may be provided by a software
“agent” 1n the mobile device. Such an agent may be installed
on manufacture, for example by the handset manufacturer or
on behalf of a network operator, or may be downloaded from
a network operator or a trusted third party. This software
agent may provide general monitoring services or may moni-
tor the performance of a specific service with which 1t 1s
associated, such as an online banking service or a video
streaming service or an e-mail or other data service. This
agent may send back data to one or more Internet-based
servers but, from the point of view of embodiments of the
above method, the final destination of the data does not matter
provided that the data can be tapped at an accessible interface
within the network infrastructure. It will be appreciated that
this 1s a useful advantage.

The signalling and/or measurement data may either be
identified on the interface (s) so that the desired data 1s cap-
tured or data for a plurality of sessions/devices may be cap-
tured at an interface and the relevant data extracted aiter-
wards. As mentioned above, the Actix CallTracker (Trade
Mark) 1s able to follow a communication thread; a relevant
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thread may be 1dentified, for example, by means of a mobile
device for subscriber or other 1dentifier (such as an IMSI), for
example read from a third interface and linked to a lower level
identifier for use at the first and/or second interface. The
measurement data may conveniently be identified by incor-
porating within it a characteristic data pattern, for example at
the start of each packet. This significantly facilitates 1denti-
tying relevant data on a very high speed link since 1t is
straightforward to look at the relevant position 1n each data
packet or 1n a selection of data packets to determine whether
or not a packet should be captured. This technique allows very
high speed screening, which addresses the problem of han-
dling very large volumes of very high speed data present on
some interfaces within digital mobile phone networks. It may
than also, 1n some 1nstances, be possible to then 1dentity the
relevant signalling data for the mobile device based upon an
identified measurement data stream from the device.

In a related aspect the imnvention therefore provided a soft-
ware agent for providing performance information for a digi-
tal mobile communications network, the network compris-
ing: a communications network infrastructure, the
inirastructure having a plurality of elements, including a plu-
rality of radio communications base stations, and having
interfaces between said elements; and a plurality of mobile
communications devices for radio communications with said
base stations; communications between a said mobile com-
munications devices and said base stations, and signals on
interfaces within the network infrastructure, comprising trai-
fic and signalling data; the soitware agent being configured
for operation within a said mobile communications device
and comprising code for controlling the device to: collect data
on at least one parameter associated with a first data commu-
nications session of a said data communications device to
provide measurement data; establish a second data commu-
nications session for said mobile communications device;
combine a characteristic pattern with said measurement data;
send said measurement data with said characteristic pattern
from said mobile communications device mto said commu-
nications network infrastructure using said second data com-
munications session; whereby said measurement data 1s 1den-
tifiable and retrievable at a said network infrastructure
interface.

In another aspect the invention provides performance
monitoring code for providing performance information for a
digital mobile communications network, the network com-
prising: a communications network infrastructure, the inira-
structure having a plurality of elements, including a plurality
of radio communications base stations, and having interfaces
between said elements; and a plurality of mobile communi-
cations devices for radio communications with said base sta-
tions; communications between a said mobile communica-
tions devices and said base stations, and signals on interfaces
within the network infrastructure, comprising traffic and sig-
nalling data; the code comprising code to: input at least sig-
nalling data for a first data communications session of a said
mobile communications device from a first of said network
infrastructure interfaces; input measurement data from a sec-
ond data communications session of said mobile communi-
cations device from a second of said network infrastructure
interfaces; correlate said signaling data for said first data
communications session and said measurement data; and out-
put a result of said correlating to provide said performance
information.

The mvention also provides performance monitoring appa-
ratus for providing performance information for a digital
mobile communications network, the network comprising: a
communications network infrastructure, the infrastructure
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having a plurality of elements, including a plurality of radio
communications base stations, and having intertaces between
said elements; and a plurality of mobile communications
devices for radio communications with said base stations;
communications between a said mobile communications
devices and said base stations, and signals on interfaces
within the network infrastructure, comprising traffic and sig-
nalling data, the apparatus comprising: means to input at least
signalling data for a first data communications session of a
said mobile communications device from a first of said net-
work infrastructure interfaces; means to input measurement
data from a second data communications session of said
mobile communications device from a second of said net-
work infrastructure interfaces; means to correlate said signal-
ing data for said first data communications session and said
measurement data; and means to output a result of said cor-
relating to provide said performance information.

In a preferred embodiment the code includes code to cat-
cgorise the measurement data for analysis, for example to
allow this data to be split out by “dimension” or category such
as service type, device type, protocol type, access port num-
ber, device-roamed (or not), and the like. Data may also be
agoregated, for example to aggregate data relating to two
simultaneous, monitored data communications sessions of a
mobile device. Data, particularly statistical data, may also be
aggregated over a period of time, such as a day, and/or then
separated, for example by service type. The results of such
analysis may be stored, for example 1n a database, and/or
provided as an output, advantageously as a graphical output.

According to a further aspect of the present invention there
1s provided a method of testing a digital mobile phone net-
work, the network comprising, a communications network
inirastructure, the inirastructure having a plurality of ele-
ments, including a plurality of radio communications base
stations, and having interfaces between said elements; and a
plurality of mobile communications devices for radio com-
munications with said base stations, communications
between a said mobile communications devices and said base
stations, and signals on interfaces within the network infra-
structure, comprising traific and signalling data; the method
comprising: creating test traific between a test one of said
mobile communications devices and said communications
network 1infrastructure, measuring at least one parameter
associated with said traffic to provide measurement data,
coding said measurement data representing said measured
parameter nto said test traific, demultiplexing traific and
associated signalling data for said test mobile communica-
tions device from traific and signalling data for others of said
mobile communications devices on a test interface selected
from said infrastructure element interfaces, decoding said
measurement data from said demultiplexed traffic for said test
mobile communications device; and combining said decoded
measurement data and said demultiplexed signalling data for
said test mobile communications device to determine a
response of said digital mobile phone network to said test
traffic.

By driving test traffic over the network and then measuring,
the performance of the network in response to the created
traffic and inserting this measurement data into the traffic
stream 1tself, a traflic and signalling thread 1s created within
the network which can be tapped to retrieve not only the
signalling information for a given test voice or data call but
also information about the performance of the network 1n
response to the test tratfic as seen from the mobile subscriber
end. The type of test and/or parameters characterising the test
traffic driven onto the network can also be determined
because the type of test being run will be known or because in
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embodiments of the method, parameter characterising the test
are encoded within the test traffic.

The method may involve pulling or pushing test voice or
data traflic to or from the test mobile communications device.
Since the test device 1s creating the traffic, when the traffic and
signalling data 1s monitored within the network subscriber-
end measured parameters can be linked with network behav-
iour. Thus the effect of the allocation of radio resources as
illustrated in FIG. 45 or, at a hugher level, the loss of packets
due to a butter overflow, can be seen.

Important parameters which can be measured for data traf-
fic include data throughput and data delay. Although round
trip delay can be measured from a mobile station with a
“ping” test this 1s not a reliable indicator of one-way through-
put or delay, and 1s also unrepresentative of typical traffic
because of the very small data payload such a function
requires. By contrast the present method allows a realistic test
of, for example, web page download, video streaming or an
FTP session or, at a lower level, TCP or UDP data transmis-
s10n protocols.

The method allows information about the data being used
to exercise the network and about the bit rate and time delay
as seen from the subscriber end to be collected from traffic
within the network, concurrently with network control sig-
nals. The method allows this information to be collected from
any point within the network at which traffic and signalling
information relating to the test mobile communications
device 1s available. At a low level such as the Abis allocation
of radio resources can be tied to data throughput and delay
whilst at a higher level such as the Gb 1nterface other param-
eters such as bandwidth allocation can be monitored.

The method can be used with either voice or data test traific
but 1s particularly useful for testing the response of the net-
work to a demand for packet data transmission. This 1s
because with a circuit switched voice call a radio time slot 1s
always allocated to the circuit whereas with a data call the
allocation of time slots depends upon demand.

A variant of the method may be used with ‘real” subscriber
traffic and the measurement data may then comprise data
indicating the type of traffic (e.g. service type such as HT'TP,
email, video) and/or statistical information such as through-
put, bit error rate and the like.

With a 3G CDMA network users other than the test device
elfectively constitute interference to communications of the
mobile test device with the network. Rather than monitoring
the allocation of timeslots the radio performance and charac-
teristics of a cell may be determined using the method, but the
same general principles apply. In a CDMA system users other
than the test mobile communications device eflectively add
background noise and CDMA systems therefore attempt to
limit the number of users of a given cell to maintain signal
quality.

The signal quality thresholds for voice and data will in
general be different and the tolerable signal to noise ratio
generally depends upon the class of data traffic and the use to
which the data 1s being put. For example when downloading
a large file, although a relatively slow throughput and long
latency may be tolerable as compared with, for example,
video streaming, a packet failure rate of 1 1n 100 may be
adequate but a packet failure rate of 1 in 2 with retry-on-
failure may prevent a large file from ever being downloaded.
The present method allows a 3G network to be tested by, for
example, downloading a large file and then allows the sys-
tems performance to be monitored at different levels within
the network. In particular 1t allows the dynamic performance
of the network, as measured at the test mobile communica-
tions device, to be associated with the signalling to control the
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test trailic taking place at the same time. All these can be done
within different parts of the network.

[,

It will be appreciated that the test interface may comprise
any interface within the digital mobile phone network at
which traific and associated signalling data 1s available, and 1s
not restricted to an interface defined by a formal specification
for the network. It will likewise be appreciated that the test
interface may be either a logical or a physical interface. The
signalling data may comprise call control, mobility manage-
ment, or radio resource signalling data or other network sig-
nalling or control data.

In a preferred embodiment the at least one measured
parameter 1s a parameter of traific received at the test mobile
communications device 1n response to test tratiic transmitted
from that device, although 1n other embodiments one or more
parameters of test traific sent from another mobile commu-
nications device may be measured. Preferably the measure-
ment 1s performed on traific received from the test mobile
communications device by, for example, a terminal con-
nected to the device, rather than on raw data extracted at a low
level from within the mobile communications device.

The measurement data may comprise data characterising
traffic rate, traific signal to noise ratio or bit error ratio, and
traffic delay or latency; other data such as position data (de-
rived, for example, from a GPS receiver) may also be mserted
into the tratfic. Preferably the demultiplexing extracts a traffic
and signalling thread for the test mobile communications
device from other traific and signalling data within the net-
work, although in other embodiments the traific and signal-
ling data for the test device may simply be labelled to allow 1t
to be 1dentified for subsequent decoding. Similarly the decod-
ing, in the case of data test trailic, may also simply comprise
labelling the relevant data items. Once demultiplexed and
decoded the measurement data and signalling data are com-
bined or associated in such a way that the data can be read
together, to assist in interpreting the behaviour of the network
in response to the test traflic. Thus, again, the combining may
simply comprise labelling corresponding data 1tems to allow
decoded measurement data and corresponding demultiplexed
signalling data for the test device to be 1dentified.

The method may be used with any digital mobile phone
network including, but not limited to, a GSM/GPRS mobile
phone network (and related networks such as PCS-1800 and
PCS-1900 networks), cdmaOne and ¢cdma2000 networks,
IS136 (digital amps), iIDEN (integrated Digital Enhanced
Network) and TETRA, and WCDMA 3G networks.

The test traffic may be created by eirther pulling or pushing
data to or from the test device, for example by requesting data
from an external packet data network address or from another
mobile communications device. A transparent data transmis-
s1on protocol such as TCP (Transmission Control Protocol) or
a non-transparent protocol such as UDP (User Datagram
Protocol) may be employed. Where data communications are
“always on” establishing a data communications session (in
GPRS, a Packet Data Protocol Context Request) may com-
prise requesting or negotiating a desired quality of service.
Measurements may then include quality of service-related
parameters such as latency—the time 1t takes for a packet to
cross a network connection from a sender to a receiver. The
measurements may comprise, for example, time measure-
ments, data throughput (for example, maximum, minimum or
average bit rate) and bit error ratio (residual or other BER).
Measurements may also be made on packets or service data
units (SDUs) to determine, for example, SDU loss probabil-
ity, SDU error probability, SDU transfer delay, and SDU

transter rate. In the case of a voice mode connection audio
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parameters such as signal to noise ratio may be measured and
the measurements encoded as, for example, audio tones.

The method may further comprise inserting test charac-
terising data representative of the type of test traffic into the
test tratlic, and then decoding this test characterising data and
combining the decoded data with the decoded measurement
data and the demultiplexed signalling data. The test charac-
terising data may comprise one or more of traffic type data
(voice or data), traffic class such as conversational (where
time relation preservation and a low delivery delay time are
important), streaming (for example video streaming, where
the time relationship or sequence of packets 1s important but
the delivery time 1s less important), interactive (for example
web browsing, where the request-response pattern and data
content are important but not the time relation between indi-
vidual packets) and background (for example e-mail down-
load, where timing 1s of little importance but the data content
must be preserved). Other test characterising data may com-
prise, for example file s1ze data, the address of the IP network
with which communication 1s taking place, and time of day,
week or month data. More precise time data, for example
derived from the network 1tself or from a GPS recerver, may
be included with the measurement data and may include
timing data with a precision of better than 100 ms or 1n some
circumstances better than 1 ms.

In a preferred embodiment the test mobile communications
device comprises an unmodified consumer mobile commu-
nications device. This allows the network to be tested and its
performance evaluated by simulating a subscriber to the net-
work and by measuring the response of the network to the test
traific under realistic conditions simulating actual use of net-
work.

Preferably the traffic and signalling demultiplexing com-
prises recording substantially all the traific and signalling
data at a point within the network and then demultiplexing or
dethreading this recorded data to extract a single thread com-
prising traific data and associated signalling data for the test
mobile communications device. Preferably this demulti-
plexed trailic and signalling data 1s decoded according to a
protocol stack associated with the point at which the infor-
mation was collected, that 1s, the relevant protocol stack 1s
implemented 1n reverse to decode the captured and demulti-
plexed trailic and signalling data. For this reason the method
1s preferably applied (but need not exclusively be applied) at
an interface or reference point at which signals within the
network are defined according to an agreed standard for the
network.

Preferably the decoded measurement data and demulti-
plexed signalling data are stored 1n a time series database so
that the measurement data and corresponding signalling data
are retrievable as a time series for ease of interpretation and
graphical presentation. Where the test traflic comprises
packet data traffic, in a preferred embodiment the method
turther comprises outputting a graphical representation of the
combined data to provide representation of radio interface
resources and the at least one measured parameter over time.
Preferably the radio interface resources are graphically dis-
played, for example as a bar chart, to show what fraction of
the resources are devoted to data traffic and what fraction are
devoted to voice traffic. In other embodiments, however, the
graphical representation may simply indicate a variation 1n
the radio resources allocated to data over time. A particularly
preferred embodiment displays data throughput and/or delay
parameters over time 1n association with the radio resources
to allow a side by side comparison of network function and a
measure of percerved subscriber quality of service.
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In another aspect the invention provides mobile communi-
cations equipment for connecting to a mobile communica-
tions device for testing a digital mobile phone network, said
mobile communications equipment comprising a mobile
communications device driver having a traific input for driv-
ing traific to said mobile communications device and a traflic
output for outputting a traffic received from said mobile com-
munications device; a test traific supply to supply test traffic;
a traific parameter measurer configured to receive an mput
from said device driver traific output and to provide traffic
parameter measurement data representing a measured traific
parameter; and a combiner configured to combine said test
traffic from said test traffic supply and measurement data
from said traffic parameter measurer and to provide a com-
bined traific output to said trailic input of said device driver;
whereby, 1n operation, the equipment outputs traific data
comprising a combination of test tratfic for testing said digital
mobile phone network and traflic parameter measurement
data to said mobile communications device, said traific
parameter measurement data representing a measured param-
eter of traffic received from said digital mobile phone network
via said mobile communications device as a response to said
test tratfic.

The mobile communications equipment can be used with
the above described method for testing a digital mobile phone
network and provides corresponding advantages and benefits.
In a preferred embodiment the mobile communications
equipment comprises a suitably programmed general purpose
computer having a senal or other port for connecting the
computer to a test mobile communications device. Thus the
mobile communications device driver, test traflic supply, trai-
fic parameter measurer, and combiner preferably each com-
prise a portion of a programme code for controlling the com-
puter to provide the required function. Similarly the traffic
input and output of elements such as the device driver may
comprise, for example, registers or memory areas.

In a preferred embodiment the combiner interleaves the
measurement data with the test traffic to form a single output
traffic stream. The test traffic may be generated randomly or
loaded from a data store, and 1s preferably packetised for
presentation to the device driver. The equipment 1s preferably
controlled by a test sequence controller, in a preferred
embodiment comprising a state machine. Where voice rather
than data test trailic 1s employed test samples may be stored
as, for example, “wave” files and the measurement encoded as
(digitised) audio tones.

Preferably the device driver 1s suitable for driving an
unmodified consumer mobile communications device. In this
way the equipment can be arranged to simulate a subscriber to
the digital mobile phone network, preferably using realistic
test traific and the performance of a network under these
conditions can be evaluated.

The invention also provides computer readable programme
code to, when running, implement the functions of the above
described mobile communications equipment.

The mvention also provides a carrier medium carrying,
computer readable code for controlling a computer coupled to
a mobile communications device to test a digital mobile
phone network, the code comprising computer code for, a
mobile communications device driver having a traffic input
for driving tratfic to said mobile communications device and
a traific output for outputting a traific received from said
mobile communications device, a test traflic supply to supply
test traflic, a trailic parameter measurer configured to receive
an mput from said device driver tratfic output and to provide
traffic parameter measurement data representing a measured
traffic parameter and a combiner configured to combine said
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test traffic from said test traffic supply and measurement data
from said traffic parameter measurer and to provide a com-
bined traflic output to said traffic input of said device driver,
whereby, 1n operation, the computer outputs tratlfic data com-
prising a combination of test traffic for testing said digital
mobile phone network and traflic parameter measurement
data to said mobile communications device, said traffic
parameter measurement data representing a measured param-
eter of tratfic received from said digital mobile phone network
via said mobile communication device; as a response to said
test traiffic.

The carrier medium may comprise a data carrier or storage
medium such as a hard or floppy disk, ROM or CD-ROM, or
an optical or electrical signal carrier.

In another aspect the invention provides a method of using,
a mobile communications device to facilitate testing of a
digital mobile phone network, the method comprising, con-
trolling said mobile communications device to send test trai-
fic over said digital mobile phone network, receiving traflic
from said digital mobile phone network using said mobile
communications device, measuring at least one parameter
associated with said received traific to provide tratlic param-
cter measurement data; and inserting said traffic parameter
measurement data into said test traffic, to thereby facilitate
testing of said digital mobile phone network.

Preferably the method further comprises providing stored
or random test traific data from a test traffic data supply,
coding this test traffic for transmission, coding the measure-
ment data and interleaving the coded test traific and measure-
ment data, and providing this interleaved data to the mobile
communications device driver.

The invention also provides computer readable programme
code to, when running, implement this method. In a related
aspect the mvention provides test equipment for testing a
digital mobile phone network, the network comprising, a
communications network infrastructure, the infrastructure
having a plurality of elements, including a plurality of radio
communications base stations, and having interfaces between
said elements; and a plurality of mobile communications
devices for radio communications with said base stations,
communications between a said mobile communications
devices and said base stations, and signals on interfaces
within the network infrastructure, comprising tratfic and sig-
nalling data; the test equipment comprising, an input to
recelve data collected at a test one of said interfaces, said
received data comprising traffic and signalling data for
mobile communications devices using said network, a demul-
tiplexer to 1dentily test trailic and associated signalling data
for a test one of said mobile communications devices from
said recerved data, a decoder to 1dentily measurement data
representing at least one measured parameter associated with
said test traffic embedded 1n said test tratfic, and a data store
to store at least said test traffic signalling data 1n association
with said measurement data 1n such a way that time series
measurement data and corresponding signalling data are
retrievable from the data store.

This test equipment can be used for implementing the
above described method of testing a digital mobile phone
network, and provides corresponding advantage and benefits.

Preferably data 1s collected from the test interface using a
protocol analyser or stmilar equipment and 1s stored 1n a data
store. The test equipment mput may then comprise a com-
puter network connection to the data store, although 1n other
embodiments data may be transterred from the protocol
analyser data store to the test equipment on disk.

In a preferred embodiment the test equipment comprises a
suitably programmed general purpose computer and the
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demultiplexer, decoder and data store comprise portions of
programme code. Preferably the demultiplexer and decoder
separate or extract the desired data from the remainder of the
data, but 1n other embodiments the data of interest may simply
be suitably labelled. The data store preferably comprises a
time series data base, and preferably the equipment includes
an output device to output a graphical representation of time
series measurement data and corresponding signalling data.

The invention also provides computer readable programme
code to, when running, implement the functions of the above
described test equipment.

The mvention further provides a carrier medium carrying
computer readable code for controlling a computer to test a
digital mobile phone network, the network comprising, a
communications network infrastructure, the infrastructure
having a plurality of elements, including a plurality of radio
communications base stations, and having interfaces between
said elements, and a plurality of mobile communications
devices for radio communications with said base stations,
communications between a said mobile communications
devices and said base stations, and signals on interfaces
within the network infrastructure, comprising traffic and sig-
nalling data, the code comprising computer code for provid-
ing, an input to receive data collected at a test one of said
interfaces, said recerved data comprising traffic and signal-
ling data for mobile communications devices using said net-
work, a demultiplexer to 1dentify test traific and associated
signalling data for a test one of said mobile communications
devices from said received data, a decoder to 1dentily mea-
surement data representing at least one measured parameter
assoclated with said test traffic embedded 1n said test traffic;
and a data store to store at least said test traffic signalling data
in association with said measurement data in such a way that
time series measurement data and corresponding signalling
data are retrievable from the data store.

The carrier medium may comprise any conventional data
carrier or storage medium or an optical or electrical signal
carriet.

In a corresponding aspect the invention provides a method
of processing data from a digital mobile phone network to
facilitate testing of the network, the network comprising, a
communications network infrastructure, the infrastructure
having a plurality of elements, including a plurality of radio
communications base stations, and having intertaces between
said elements; and a plurality of mobile communications
devices for radio communications with said base stations,
communications between a said mobile communications
devices and said base stations, and signals on interfaces
within the network iirastructure, comprising traffic and sig-
nalling data, the method comprising, inputting data from a
test one of said interfaces, said inputted data comprising
traffic and signalling data for mobile communications devices
of said plurality of mobile communications devices, demul-
tiplexing said inputted data to 1dentity test traffic and associ-
ated signalling data for a test one of said mobile communica-
tions devices, 1dentifying measurement data representing at
least one measured parameter associated with said test traffic
embedded 1n said test traific; and storing said test traffic
signalling data 1n association with said measurement data so
as to be able to retrieve a time series of measurement data and
the corresponding test traific signalling data.

The invention also provides a system for testing a digital
mobile phone network comprising a combination of the
mobile communications equipment for connecting to a
mobile communications device for testing a digital mobile
phone network and the above described test equipment for
testing a digital mobile phone network.
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In a tfurther aspect the invention provides a carrier medium
carrying computer readable code for testing the performance
ol a mobile communications system as perceived by a sub-
scriber to the system using a subscriber mobile communica-
tions device, the computer readable code comprising code for
running on a computer system coupled to said subscriber
mobile commumnications device, said code being for control-
ling the computer system to, send traific over said mobile
communications system using said subscriber mobile com-
munications device, said traffic including test traific and
coded information; and to code said coded information to
allow said information to be 1dentified within said traffic and
extracted from said traflic; and wherein said information
comprises information relating to a test activity performed by
said computer system.

In another aspect the invention provides a carrier medium
carrying computer readable code for analysing the perfor-
mance ol a mobile packet data communications system, the
mobile packet data communications system 1ncluding a plu-
rality of base stations for radio communication with a plural-
ity of mobile communications system devices, the system
being logically divided into portions linked at interfaces at
which measurements may be made; the computer readable
code comprising code to, when running, analyse data cap-
tured at a said interface, said code being configured to control
a computer system to, read data captured at a said interface,
extract traffic data and associated mobile communications
system operation information for one of said communications
devices from said read data, decode coded information from
said traffic data, and output a linked combination of said
decoded information and said mobile communications sys-
tem operation information associated with said traflic from
which said information was decoded.

The decoded information and system operation may be
linked by time, for example entries being made 1n a database
at regular intervals, each entry having a defined time, or 1n
some other way, for example as linked lists. The functional
requirement 1s that the decoded information can be linked to
the system operation mformation associated with or corre-
sponding to the traffic from which the imformation was
decoded. This permits the two sets of data to be matched for
example at times which correspond to within a predetermined
degree of accuracy.

Preferably the code 1s turther configured to control the
computer system to provide a graphical representation of the
decoded information and the mobile communications system
operation information associated with the traific from which
the information was decoded.

In a further aspect the mvention provides a method of
testing the performance of a mobile communications system
as percerved by a subscriber to the system using a subscriber
mobile communications device, the mobile communications
system including a plurality of base stations for radio com-
munication with a plurality of mobile communications sys-
tem devices, the system being logically divided into portions
linked at interfaces at which measurements may be made; the
method comprising: sending traflic over said mobile commu-
nications system using said subscriber mobile communica-
tions device, said tratfic including test traific and coded infor-
mation, said coded mformation being coded to allow said
information to be identified within said traffic and extracted
from said traffic, said information comprising nformation
relating to a test activity performed by said computer system;
capturing data at a said interface; extracting traflic data and
associated mobile communications system operation infor-
mation for one of said communications devices from said
captured data; decoding said coded information from said
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traffic data; and outputting a linked combination of said
decoded 1information and said mobile communications sys-
tem operation information associated with said traflic from
which said information was decoded. Preferably the method
includes outputting a graphic representation of both the

decoded information and the system operation information
associated with the traflic from which the information was
decoded.

The mvention may be embodied 1n computer programme
code provided to a computer by a carrier medium such as a
disk or a signal carrier of a communications network such as
the Internet. As 1s well know to those skilled 1n the art, such
programme code may be implemented on a single computer
or 1 a client-server system on one or more computers. The
computer programme code may be implemented as a single
programme or as a number of separate applications.

BRIEF DESCRIPTION OF THE DRAWINGS

-

T'hese and other aspects of the present invention will now
be further described, by way of example only, with reference
to the accompanying figures 1n which:

FIGS. 1a and 15 show, respectively, a generic structure of
a conventional mobile phone network, and an example of a
map generated by drive testing;;

FIG. 2 shows a generic structure for a digital mobile phone
network illustrating prior art test data sources;

FIGS. 3aq and 3b show, respectively, details of a mobile
phone network supporting GPRS functionality, and user end
equipment for a digital mobile phone network;

FIGS. 4a and 4b show, respectively, digital mobile phone
network testing using a protocol analyser according to the
prior art, and dynamic reallocation of packet data traffic time
slots 1n a GSM-GPRS mobile phone network;

FIG. 5 shows, conceptually, digital mobile phone network
testing according to a first embodiment of the present inven-
tion;

FIG. 6 shows user end equipment for testing a digital
mobile phone network with voice traffic;

FIG. 7 shows user end equipment for testing a digital
mobile phone network with data traffic;

FIG. 8 shows test equipment for decoding test tratfic cre-
ated by the user end equipment of FIG. 6 or 7;

FIG. 9 shows a general purpose computer suitable for
implementing digital mobile phone test equipment software;

FIG. 10 shows an exemplary graphical output from the test
equipment of FIG. 8;

FIG. 11 shows, conceptually, digital mobile phone network
monitoring according to a second embodiment of the present
invention;

FIG. 12 shows a general purpose computer system for
implementing performance monitoring data capture and
analysis code; and

FIG. 13 shows a mobile device incorporating a perfor-
mance monitoring agent.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

Referring now to FIG. 5, this conceptually illustrates a
method of according to a first embodiment of the present
invention. A mobile station or handset 502 1s 1n two-way radio
communication with a base station 504, which in turn com-
municates with and 1s controlled by a base station controller
506 across an Iub interface. A protocol analyser 512 1is
coupled to the Iub interface connection between base station
504 and base station controller 506, and 1s thus able to capture
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all the signals flowing between the base station and the base
station controller and to record these 1n a series of data files
514 spaced at, for example, 15 minute intervals.

A terminal 508, such as a laptop computer, 1s connected to
mobile station 502 for sending and recerving commands and
data to and from the mobile station and thence to another
device (not shown). This further device may be another
mobile communications device on the same or another net-
work or 1t may be a device connected to an external network
such as the Internet. Optionally a GPS receiver 510 1s also
connected to terminal 508 to provide information on the
position ol mobile station 502 which can be used in later
analysis.

The combination of terminal 508 and mobile handset 502
simulates a subscriber using a standard mobile phone to make
voice or data calls over the mobile phone network. Terminal
508 generates calls and creates test voice or data traffic, such
as tratlic sequences 520 and 516, 1n which 1s embedded mea-
surement data or statistics and other information such as GPS
position information. The test traffic may be sent to or
received from the further device by the terminal 508. The
statistical information, measurements, GPS locations and
other data are not stored locally but 1nstead are incorporated
within the trailic and sent through the network. The statistical
information and/or measurements may include one or more
of data throughput rates and voice quality measures.

The embedded information 1s encoded to allow it to be
identified from among the remaining traffic data. The embed-
ded information may be encoded by, for example, tagging the
information with unique coding keys or with keys which are
expected to occur only rarely within the test traffic. In the case
of data tratfic the information may be embedded into IP data
packets; in the case of voice traffic the information 1s encoded
into the voice channel using a channel coding scheme.

As 1llustrated in FIG. 5 a test data traffic stream 516 com-
prises a plurality of data segments 516a-c, 316/ 1nto which are
interleaved GPS position mformation 5164 and statistical
information 516¢ derived from measurements made by ter-
minal 508 on the test traffic. Similarly 1n the case of voice test
traffic 520, voice segments 520a-c, 520/ are interleaved with
GPS segments 5204 and statistics segments 520e.

A protocol analyser 512 or similar equipment 1s used to
record all of the messaging, both traific and signalling, at a
test interface. In FIG. 5, the Iub (or Gb) interface 1s illustra-
tively shown as the test interface but other iterfaces such as
Iup and Iuc could also be used. The recorded messaging
contains messaging for mobile phones served by the relevant
portion of the network, and 1n the case of a tap on the Iub
interface as shown this mformation comprises messaging,
including air interface messaging, for all the mobile phones
attached to the cell served by base station 504 (assuming that
all the Iub links for that cell are tapped).

Data processing soitware 1s used to process the data files
514 collected by protocol analyser 512, to demultiplex the
traific and signalling streams for mobile station 512 and ter-
minal 508 from the remainder of the recorded data. The
demultiplexed tratfic streams such as data traffic stream 518
and voice traffic stream 522 correspond to the traflic streams
516 and 520 sent by terminal 508 and handset 502. The traflic
for the test mobile station 502 thus contains the statistical
518¢, 522¢ and other data 518a to d, 518, 522a-d, 522/,
embedded 1nto the tratfic by terminal 308. The data process-
ing software extracts the statistics and other data from the
recorded trailic data streams by recognising the keys used to
tag this data, and this information 1s combined with network
performance mformation which 1s extracted from signalling,
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on the same link. This combined imnformation may then be
used for diagnosing faults, network optimisation and the like.

The statistical information embedded into the traific may
comprise a statistical evaluation of measured test traffic char-
acteristics, such as data throughput or latency averaged over a
time period. Additionally or alternatively the embedded
information may comprise individual measurements. The sta-
tistics may be interpreted differently depending upon the test
application, and may take into account factors such as the
potential need to sequence out-of-order packets. Inserting
statistical data 1nto the test traific not only allows the perfor-
mance to be measured but also permits an engineer to find out
why the performance is as it 1s.

FIG. 6 shows user end equipment 600 for voice traffic
testing of a digital mobile phone network. The equipment
comprises a mobile station 602 coupled to a general purpose
computer 604 running software components to provide the
illustrated functions. A data store 606 stores audio test traflic
files 1n, for example, .wav format. Data store 606 1s coupled to
a coder 608 which reads data from the data store and provides
a digitised audio output 626 to a soitware switch 610, and
thence to a voice phone device driver 612. The device driver
612 interfaces (via a physical serial port) to mobile station
602 to provide MS 602 with digitised audio signals and to
control MS 602 to make calls. Device driver 612 also receives
digitised audio data received over the digital mobile phone
network back from MS 602 and provides this data as an
output to a decoder 618, which converts the data to a suitable
form for comparison with the stored test audio data.

Sometimes, depending upon the level support of the
mobile station for ISDN, a digital audio connection is not
available. In this case the user end equipment may include a
digital-to-analogue converter, for example on a sound card,
for driving mobile station 602 with analogue audio signals.
Typically a mobile phone will provide an interface for a
hands-1ree kit which can be used for this purpose.

Comparator code 620 compares the output of decoder 618
with the stored audio data 1n store 606 and provides an output
indicative of the degree of similarity of the two signals and/or
signal-to-noise ratio or other audio quality data. The output of
comparator code 620 1s process by a second coder 622 which
provides a coded output 624 to another “terminal” of software
switch 610.

The comparator 620 may employ any one of a number of
published algorithms for the evaluation of audio samples.
Such speech quality algorithms generally compare a mea-
sured speech sample with an original version of the speech
and provide a score; one such algorithm 1s ITU-T P.861, also
known as PSQM (perceptual speech quality metric). A pre-
terred algorithm 1s the PAMS algorithm planned for ITU-T
P.862, available from Psytechnics of Ipswich, UK which
compares reference and degraded signals and returns quality
scores from 1 to 5 on two scales, listeming quality and listen-
Ing ¢

ort.

Coder 622 encodes measurement/statistical data output
from comparator 620 using a channel coding scheme, 1n a
preferred embodiment essentially frequency shift keying
based upon a knowledge of the voice coder 1n use 1n MS 602
and, optionally, 1n other parts of the network. For example 1n
a GSM network voice coding 1s performed using a Regular
Pulse Excited-Linear Predictive Coder (RPE-LPC) in which
frequencies near pre-determined key tone frequencies are
transmitted only slightly changed. For example, a 300 hertz
tone might be recerved as a 347 hertz tone with 2 dB attenu-
ation. Preferably one, two or more of such tones are identified
and used to encode data “1”’s and *“0”’s. In practice the volume
of statistical/measurement data sent 1s low—1for example, 20
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to 30 bits may be sent over a period of 1 sec—and it has been
discovered that when operating at speeds of less than 100 bps
conventional frequency shift keying can be used successiully
encode the embedded data.

The software switch 610 interleaves test data 626 and
encoded measurement data 624 in accordance with a control
signal 628 provided by a state machine 616. The state
machine 616 1s 1tself controlled by autocaller code 614 which
controls phone device driver 612 to control MS 602 to make
(and/or recerve) voice calls.

The voice calls may eirther be made between two mobile
stations each connected to user end equipment as shown 1n
FIG. 6, one acting as a master, the other as a slave, or voice
calls may be made to or from a server. In this latter case
similar fTunctionality may be provided by means of a voice
card, for example from Dialogic of Parsippany, MJ, USA,
installed 1n the server with an interface using Microsoit’s
TAPI (telephony API). The TAPI allows a number to be
dialled and provides, for example, either PCM (pulse code
modulation) data bytes comprising the voice traific or, with an
analogue line and card, packets of wave format data. In this
way functionality equivalent to that of FIG. 6 can be imple-
mented on a server.

State machine 616 controls coder 608 to read data from a
set of test traffic files 1n data store 606, reading each test file 1n
turn 1in a repeating loop. State machine 616 also provides a
control output for coder 622 and a control output 628 for
software switch 610. The state machine controls coder 608,
coder 622 and switch 610 in co-ordination such that when
coder 622 has enough data to constitute a segment of the test
traflic switch 610 is thrown so that device driver 612 recetves
data 624 from coder 622 rather than test traffic 626 from coder
608. Once the statistical or measurement data from coder 622
has been passed to voice phone device driver 612 the switch
610 is returned to 1ts original position again output traific
from coder 608. In this way test traific and statistical/mea-
surement data are interleaved, typically in a ratio of 5:1 to
100:1, preferably 1n a ratio 1n the region of 20:1. Graphical
user 1interface code 630 1s also provided to allow a test equip-
ment operator to select test parameters such as a traific/mea-
surement interleaver ratio, an FSK (Frequency Shift Keying)
encoding method/audio codec employed, and/or a sequence
ol one or more test files to employ.

FI1G. 7 shows user end equipment 700 similar to that shown
in FIG. 6, for testing a digital mobile phone network using
packet data test traffic. As described with reference to FI1G. 6,
the equipment comprises a mobile station 702 coupled to a
suitably programmed general purpose computer 704 running
soltware to provide the functions 1llustrated by the functional
blocks within dashed line 704.

A data generator 706 generates test traific, which may be
randomly generated traffic, but which preferably comprises
data from one or more test data files. These test data files may
comprise data to be transmitted over the network or they may
comprise 1nstructions, for example to download data from a
website or to set up a video phone call or to send or receive
TCP, UDP, or other data packets.

Data from data generator 706 1s processed by packetiser
and rate controller code 708 to generate TCP, UDP or other
protocol data packets on output 724 and, similarly to the
arrangement in FIG. 6, these packets are passed via a software

switch 710 to a data phone device driver 712. Data phone
device driver 712 sends and receives data and commands to
and from MS 702, in a GPRS or 3G network using a standard
set of AT commands. Data recerved by MS 702 and passed to
device driver 712 1s depacketised by code block 716 and

processed by code block 718. In the illustrated embodiment
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code block 718 comprises a bit or packet rate counter and a bit
or packet error counter, although other data processing func-
tions may be additionally or alternatively be employed. A bit
or packet error counter may be employed with a non-trans-
parent protocol such as UDP. Optionally processing code 718
may also output information about the data from data genera-
tor 706 being used to exercise the mobile phone network. The
raw measurements, or statistics compiled from the raw mea-
surements, are provided to a coder/packetiser 720 which has
an output 722 to switch 710.

Coder/packetiser 720 also adds a tag data sequence to the
packetised measurement and other data to allow this data to
be retrieved from the test traific. The tag data sequence 1s
selected to be one which 1s known not to occur in the test
traffic or, where the test traffic composition 1s not known
because, for example, 1t comprises data downloaded from the
website, the tag data sequence 1s selected to be one which 1s
very unlikely to occur by chance within the test traffic. For
example a repeated 101010 . . . ” pattern may be used, with
a sequence length of more than 30, and preferably more than
100 bits.

As with the arrangement of FIG. 6, a state machine 714
controls packetiser and rate controller 708, coder/packetiser
720, and switch 710 1n co-ordination to interleave measure-
ment data with the test data traffic. The state machine 714
controls the test sequence (and may also control data genera-
tor 706), as well as test tratfic parameters such as block length
and data rate. State machine 714 may also interface to device
driver 712 1n order that the data rate can be controlled to be
less than, equal to, or greater than a maximum data rate
allowed for a packet data session over the mobile phone
network. Since MS 702 1s effectively 1n an “always on” state
for data traific once 1t has attached to the mobile phone
network there 1s no need for an autocaller. As with the voice
test tratfic system of FIG. 6, however, a graphical user inter-
tace 728 1s provided to control the data generator 706 and
state machine 714 to set the required type of test, to select or
programme a test sequence, to enter test data and/or mnstruc-
tions, and/or to set other test parameters.

In the arrangements of both FIGS. 6 and 7 a GPS device
driver code portion (not shown) may be employed to interface
with a GPS recerver to provide GPS position data. This 1s
encoded and embedded into the test traffic, by coder 622 or
coder 720 respectively, 1n a similar way to the measurement/
statistical data.

Referring now to FIG. 8, this shows test equipment for
decoding test traflic 800 created by the subscriber end equip-
ment of FIG. 6 or FIG. 7. A protocol analyser 802 captures
data from an interface, reference point, or other point within
a digital mobile phone network and writes the captured data
into a set of data files 804a-c, 1n a similar way to the prior art
method described with reference to FIG. 4a. The data files
804 may be accessed directly via a computer network or
indirectly by copying the data into a removal storage medium
for later processing and analysis.

Data from one or more data feeds tapped by protocol analy-
ser 802 1s demultiplexed by data feed demultiplexer 806 and
passed to a protocol stack decoder/demultiplexer 808 which
extracts messaging, comprising voice/data test traific and
associated signalling, for a test device such as MS 602, 702 of
FIG. 6 or 7 from the remainder of the captured data. At the
Abis interface this can be performed by the conventional
CallTracker software available from Actix Limited, which
analyses all the Abis messages for call initiation sequences.
The phone number of MS602, 702, 1n a GSM network the
IMSI (International Mobile Subscriber Identity), 1s known
and this can be used to 1dentify call mnitiation from or to the
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test mobile device. Once call initiation from the mobile has
been detected the time slot information allocated to the call 1s
logged and hand over and other time slot control messages are
interpreted using a protocol stack decoder to track the time
slot allocated to the call and hence thread together test traffic
and signalling data associated with the call. The techniques
applied at other interfaces within the system correspond
although extracting the data 1s simplified at the higher levels
because time slot and radio resource allocation 1s generally
omitted.

In the case of a data call a packet domain subscriber 1den-
tified by an IMSI has one or more associated PDP (Packet
Data Protocol) addresses either temporarily or permanently
associated with 1t. These addresses are either IP version 4
addresses or IP version 6 addresses, and are activated and
deactivated through mobility management procedures
according to PDP context activation procedures described 1n,
for example, the 3GPP technical specification 23.060.

In a GPRS packet data network user data 1s transierred
between the MS and an external data network by means of
encapsulation and tunnelling, in which data packets are
equipped with packet-switched-specific protocol information
and transferred between the MS and the GGSN. Packets are
transierred between the MS and SGSN either using SNDCP
(Sub-network Dependent Convergence Protocol), or in 3G
networks, GTPU (GPRS Tunnelling Protocol for User Plane)
and PDCP (Packet Data Convergence Protocol). Between the
SGSN and the GGSN packets are transierred using UDP-IP
protocols, through tunnels identified by a TEID (Tunnel End
Point Identifier) and a GSN (GPRS Support Node) address. A
Network Layer Service Access Point Identifier (NSAPI) 1s
used 1n conjunction with the ISMI to assign a Tunnel End
Point Identifier (TEID).

The NSAPI is used 1n association with a Temporary Logi-
cal Link Identity (TLLI) for network layer routing, and an
NSAPI/TLLI pair 1s unambiguous within a routing area. The
TLLI (Temporary Logical Link Identity) identifies a GSM
user but the relationship between the TLLI and IMSI 1s known
only 1 the MS and in the SGSN, to preserve user identity
confidentiality (this applies 1n a GSM-type network; similar
considerations apply in a UMTS based network). However
the TLLI can be captured by programme code (not shown)
running on the computer 604 of FIG. 6 or computer 704 of
FIG. 7, and this can be provided to protocol stack decoder/
demultiplexer 808 to extract the packet data tratfic for the test
mobile communications device. Since this information 1s
available once the MS has attached to the network. The infor-
mation may be provided before the test sequence begins, to
allow for real time decoding and analysis of the captured test
traffic and associated signalling. This allows packets of a
session to be tracked and pulled together.

In an alternative approach a characteristic data pattern 1s
inserted into one or more data packets sent from the mobile
station, to allow at least one packet sent from the MS to be
picked out or at least provisionally selected as a candidate
data packet from the MS. Such a fingerprint bit pattern pret-
erably comprises a sequence of bits, for example a random or
pseudo-random bit sequence. The bit sequence 1s preferably
long enough to make 1t unlikely that the sequence will occur
by chance within the intercepted data; preferably the
sequence comprises at least four bytes, and more preferably
more than ten bytes. In one embodiment a sequence of 24
bytes 1s employed. In practice the length of the sequence 1s
limited by the length of a packet, and this can be up to 1500
bytes for an IP packet, although normally packets are split
down into shorter lengths for transmission using a mobile
phone network. The maximum packet length 1s generally
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operator dependent but 1s normally ample for mserting such
characteristic data into a packet.

Once a candidate packet has been identified from amongst
the captured data the TLLI for the packet can be read and all
the corresponding (either later and/or earlier) packets with
that TLLI can then also be selected to reconstruct a datas-
tream. Where a relatively short fingerprint bit pattern 1s
employed there 1s a possibility that an incorrect datastream
will have been picked out due to the chance occurrence of the
fingerprint bit pattern 1n data from a mobile station other than
that which 1s exercising the network and measuring 1ts char-
acteristics. However the question of whether or not the correct
datastream has been 1dentified can be resolved by attempting
to decode encoded measurement data from within the data
packets since, 1f the wrong datastream has been identified,
this will not be successtul.

Use of a fingerprint test pattern or characteristic data to
identily the datastream of interest 1s generally the preferred
method of picking out the data relating to the test MS as 1n this
case all the relevant information can be derived from data
tapped from an interface within the network. It will be appre-
ciated that the fingerprint pattern need only be inserted into
one IP packet of a session since once this packet has been
identified the rest of the session can be extracted by threading
along the TLLI.

In the case of a UMTS-type network a Radio Network
Temporary Identity (RNTI) performs a similar role to the
TLLI and 1dentifies a UMTS user. The relationship between
the RMTI and the IMSI 1s known 1n the MS and 1in the
UTRAN (Universal Terrestrial Radio Access Network) and
may therefore be furnished to the decoder/demultiplexer 808
in a similar way to the TLLI. A P-TMSI (Packet Temporary
Mobile Subscriber Identity) identifies the UMTS user
between the MS and the SGSN and, again, the relationship
between the P-TMSI and the IMSI 1s known 1n the MS and the
SGSN.

From the foregoing discussion 1t will be appreciated that
sufficient information 1s available to the protocol stack
decoder/demultiplexer to extract the test traffic data packets
and associated signalling from the data files 804 captured and
recorded by the protocol analyser 802.

The demultiplexed or “dethreaded” test traffic and signal-
ling data from decoder/demultiplexer 808 relating to the test
MS and its driver terminal 1s stored 1n a time series database
810. At a later time, or substantially concurrently, a data
decoder/resequencer code portion 812 operates on the data
stored 1n time series database 810 to extract the statistics or
other measurement data, and optional GPRS position data,
from the test traific and resequences this data along-side the
test traific and associated signalling data. Graphical user
interface 814 provides a plurality of user display options for
the data 1n time series database 810. These options may
include a simple list of the test traffic, associated network
signalling and control data and statistics/measurement/posi-
tion data in a time-ordered sequence, as well as one or more
graphical presentations of the data.

It will be appreciated that the functional blocks 806, 808,
810, 812, and 814 of FIG. 8 preferably comprise portions of
programme code running on a general purpose computer such
as a laptop computer. The main components of exemplary
general purpose computer 900 which may be employed for
such a purpose are shown in FIG. 9. In FIG. 9 the computer 1s
shown having programme code elements corresponding to
the data test traific user equipment of FIG. 7, but code to
implement the user equipment of FIGS. 6 and 8 can be imple-
mented on a similar general purpose computer 1n a corre-
sponding manner.
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The computer 900 of FIG. 9 comprises a data and address
bus 902 to which are connected a senial interface 904 for
interfacing to a mobile station such as mobile station 702 of
FIG. 7, a pointing device 906 such as a mouse, a keyboard
908, and a display 910. Permanent programme memory 918
provides local data storage for programme code for control-
ling the computer to perform the desired functions. In the
embodiment of FIG. 9, the programme code comprises data
generator code, packetiser and rate controller code, software
switch code, device driver code, state machine code, depack-
ctiser code, rate/error counter code, coder/packetiser code,
and graphical user interface code. Permanent data memory
916 stores test data files comprising test traffic data. The
permanent programme memory 918 and permanent data
memory 916 may comprise non-volatile storage such as a
hard disk. Some or all of the contents of the permanent pro-
gramme memory and permanent data memory may also be
provided on portable storage media such as tloppy disk 920.
The computer also includes working memory 914, 1llustrated
storing test data. The permanent programme memory 918,
permanent data memory 916, and working memory 914 are
all coupled to bus 902 and a processor 912 1s also coupled to
bus 902 to load and implement code from the permanent
programme memory. As illustrated processor 912 1mple-
ments the code to provide a data generator, a packetiser and
rate controller, a switch, a device driver, a state machine, a
depacketiser, a rate/error counter, a coder/packetiser, and a
graphical user intertace.

Referring now to FIG. 10, thus shows a particularly pre-
terred graphical presentation of the data in the time series
database 810 of FIG. 8, provided by graphical user interface
814.

A display 1000 comprises a time axis 1002 and a radio
resources axis 1004 which, in a case of a GSM-type network,
1s graduated 1n (frame) timeslots. In other networks usage of
radio resources may be displayed differently. For each of a
series ol consecutive and sequential times, such as times
10024 and 10025, the display shows a level of radio resources
1008a, 10085 allocated to data transmission and a level of
radio resources 1010a, 10105 used by voice calls on the same
interface.

The radio resources allocated to data packets are indicated
by bars 1008, which grow upwards as more radio resources
are allocated and the resources allocated to voice users are
indicated by bars 1010, which grow downwards from a maxi-
mum capacity level indicated by line 1006. It will be appre-
ciated that when bars 1008 and 1010 meet the available radio
resources are being utilised to theirr maximum capacity.

Display 1000 also depicts the one or more measured
parameters or statistics extracted from the test traific, for
example a line such as line 1012 1n FIG. 10. This allows a
side-by-side visual comparison of the subscriber end mea-
surements with the allocated data and voice radio resources,
simplilying interpretation of the data and facilitating network
fault diagnosis and optimisation. The display 1000 shows the
network’s dynamic response to the test traffic, and the time
intervals at which successive radio resource allocation and
measured parameters are presented may be selected accord-
ing to the type of diagnostic information required. Thus they
may range from, for example, time intervals of the order of a
burst period, frame or multiframe, that 1s less than 200 ms, up
to time periods of the order of seconds, minutes, or even
hours. The display 1000 of FIG. 10 may be presented in
pseudo-real time.

It will be appreciated that the precise form of the data
presented will depend upon the interface being tapped, and
the format of FIG. 10 1s particularly suitable where the Abis or
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PCU Abis (or corresponding interfaces) have been tapped. It
will be recognised that for the display format of FIG. 10 to be
employed radio resource allocation data must be available at
the tapped interface.

The display format of FIG. 10 may be varied whilst retain-
ing its fundamental value, which arises from being able to see
network radio performance 1n comparison with data metrics
such as data throughput and/or data delay. Thus, for example,
the axis and bar-chart type format in display 1000 are optional
and a plurality of lines 1012 (or other graphical formats) may
be provided to display a plurality of measured parameters.
Other data may also be included on display 1000 such as, for
example, an indication of the negotiated quality of service for
a packet data session.

Referring now to FIG. 11, this illustrates a variant of the
above-described method, according to a second embodiment
of the mvention. Broadly speaking the elements of FIG. 11
correspond to those of FIG. 5§ and are indicated by corre-
sponding reference numerals. However 1nstead of a separate
terminal 508 being connected to mobile station 502, software
for facilitating operation of the method 1s stored within
mobile station 502, as described in more detail below with
reference to FI1G. 13.

A significant difference between the methods illustrated by
FIGS. 11 and 5 1s that in FIG. 11 a software agent within MS
502 monitors real traffic 1102 rather than test traffic, and
transmits a second stream of traffic 1104 including informa-
tion derived from this monitoring, to some remote destination
such as a remote server. This real trailic, or at least signalling
associated with this real traffic, may then be captured at an
interface within the network and stored (traflic 1106) together
with the information transmitted by the agent, traffic 1108.
Although these traflic streams will not generally be correlated
at the interface they may be processed, 1n a similar manner to
that described with reference to FIG. 8 above, to align these
two data streams so that signalling data for the real subscriber
traffic may be associated with “measurement” data, that 1s
data characterising the real traffic, to allow analysis of the
network’s performance.

The real tratfic for MS 502 may be 1dentified, for example,
based on a device 1dentifier such as an IMSI, which may then
be linked to, for example, a TLLI which may be used at a
lower level within the network. Thus, for example, data may
be collected from the GPRS Gr interface to obtain the IMSI
and this may then be used to 1dentify the real traffic stream at
a lower level, such as the Gb or Iup interface (for signalling)
or the Abis or Iub interface (for radio). The TLLI may be

identified, for example, retrospectively based upon the con-
nection or connections to the mobile device which were cur-
rent at the time the (data) call was taking place. Additionally
or alternatively the measurement data, which can be detected
by 1ts characteristic pattern for example at the start of each
packet of measurement data, can be used to assist in 1denti-
tying real subscriber traffic for the same device. In one
embodiment, as illustrated 1n FIG. 11, all the information
from one or more links between infrastructure elements 1n the
network, such as a link between the base station controller
and the IP router (the SGSN 1n GPRS) may be captured and
analysed retrospectively. This information will include the
statistics and other data generated or collected by the agent in
the user’s mobile device and reported back through the net-
work. It will be recognised that this simplifies the combina-
tion ol messaging relating to the transmaission link between
the user and the IP network and the statistics relating to the
user’s experience of using the mobile network. More specifi-
cally this can be achieved for real subscriber traific rather than
simply for test traffic.
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FIG. 12 shows a general purpose computer system 1200
programmed for analysing the captured signalling and mea-
surement data from the network interface. Broadly speaking
the elements of FIG. 12 correspond to those of FIG. 9
described above and like elements are denoted by like refer-
ence numerals. However 1n the case of FIG. 2 permanent
programme memory 918 stores data input code, protocol
stack decoder/demultiplexer code, database interface code,
data decoder/resequencer code, GUI code and other operat-
ing system and interface code; permanent data memory 916
stores time series database files; and working memory 914
stores signalling and measurement data.

FIG. 13 shows a simplified block diagram of MS 502
incorporating a monitoring agent 1300. As will be understood
by the skilled person MS 502 typically comprises an rf trans-
ceiver 1302 coupled to a control processor and baseband
processing block 1304, 1n turn coupled to a man-machine
interface (MMI) 1306. Baseband processing block 1304 1s
coupled to memory 1308 storing program code for control
and baseband processing functions (not shown, for clarity) as
well as, 1n the illustrated example, service driver code 1310
for providing a service to a user of MS 3502, such as an email,
picture, video or other service, and monitoring agent code
1300. Generally, although not necessarily, the monitoring
agent will be run on a processor which 1s logically separate
from the communications device but physically packaged 1n
the same enclosure but, for simplicity, such a separation 1s not
shown 1n FIG. 13.

The agent 1300 1s able to monitor real traffic such as a
traific managed by service driver 1310 and 1s able to compute
the statistics relating to this traflic and/or retrieve datarelating
to the traflic from other elements of MS3502. Agent 1300 then
transmits these statistics and other data up the network
towards a server, generally hosted somewhere on the IP net-
work of the phone system. It will be appreciated, however,
that for embodiments of the invention 1t 1s not particularly
important where the server 1s located so long as data from the
agent 1s sent through the network. Information may be col-
lected by the agent from a variety of sources before it 1s
formed 1nto a single stream and transmitted back through the
network; because the data 1s reported as a single stream this
greatly simplifies the later correlation process.

The information collected by the monitoring agent 1300 1s
to some extent application (service) dependent. The informa-
tion may include protocol type information (HTTP, SMTP,
FTP and the like, at the application layer), APN (Access Point
Name) mnformation and similar information helpful 1n deter-
mimng a type of service delivered (in a stmilar way to the way
in which a “well known port number”—RFC 1700—deter-
mines a type of service on the Internet), and statistical infor-
mation. The statistical information may comprise measure-
ments of throughput (such as mean or peak throughput),
delay, bit error rate, signal-to-noise ratio and the like. Other
data such as whether or not the mobile station 502 1s roamed
may also be included. Where MS 502 has two more concur-
rent data sessions aggregate statistics may be provided or
statistics may be aggregated and separated out by service
type. The skilled person will appreciate that many variations
are possible, but once data has been passed by agent 1300
through the network and picked off from a point within the
network, together with signalling data for the real tratfic, it
may be analysed 1n a number of ways, and optionally either
aggregated for different sessions or mobile devices and/or
split out by one or more of the measurement data variables.

The skilled person will appreciate that the measurement
data relating to the real traific may be sent at a later time than
the real traflic, or the agent may open another session con-
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currently with the real traflic and send the measurement data
at the same time as the real traffic. This latter arrangement
facilitates near real-time performance monitoring for the net-
work, and since the quantity of measurement data 1s generally
relatively small, typically just a few bytes, the monitored
session 1s hardly affected.

No doubt many other effective alternatives will occur to the
skilled person and it will be understood that the invention 1s
not limited to the described embodiments and encompasses
modifications apparent to those skilled 1n the art lying within
the spirit and scope of the claims appended hereto.

All publications, patents, and patent documents are 1ncor-
porated by reference herein, as though 1individually incorpo-
rated by reference. The invention has been described with
reference to various specific and preferred embodiments and
techniques. However, i1t should be understood that many
variations and modifications may be made while remaining
within the spirit and scope of the invention.

The invention claimed 1s:

1. A digital mobile communications network, the network

comprising;

a communications network intrastructure, the infrastruc-
ture having a plurality of elements, including a plurality
of radio communications base stations to communicate
with a plurality of mobile communications devices, and
having interfaces between said elements; and

a plurality of mobile communications devices for radio
communications with said base stations:

communications between a said mobile communications
devices and said base stations, and signals on interfaces
within the network infrastructure, comprising tratiic and
signalling data;

wherein at least one of the plurality of mobile communi-
cations devices includes a machine-readable memory
storing code for controlling the device to:

collect data on at least one parameter associated with a first
data communications session of said data communica-
tions device to provide measurement data;

establish a second data communications session for said
mobile communications device;

combine a characteristic pattern with said measurement

data;

send said measurement data with said characteristic pattern

from said mobile communications device into said com-
munications network infrastructure using said second
data communications session;

whereby said measurement data 1s 1dentifiable and retriev-

able by said characteristic pattern at said network 1nfra-
structure intertace.

2. The network of claim 1, wherein the machine-readable
memory further stores code to read data for a plurality of
communications sessions and i1dentifying signaling data for
said first data communications session.

3. The network of claim 1, wherein the machine-readable
memory further stores code to 1dentifying said measurement
data by 1dentifying a characteristic pattern associated with
said measurement data.

4. The network of claim 1, wherein said first and second
interfaces comprise the same intertace within the network
infrastructure.

5. The network of claim 1 wherein said first and second
data communications sessions comprise concurrent sessions.

6. The network of claim 1, further comprising a software
agent running within said mobile communications device to
collect and to establishing said second data communications
SESS101.
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7. The network of claim 1, wherein said measurement data collect data on at least one parameter associated with a first
includes information on at least a category or characteristic of data communications session of said data communica-
said first data communications session. tions device to provide measurement data;

establish a second data communications session for said

8. A digital mobile communications device to communi-

. . . . 5 mobile communications device;
cate with a network that includes base stations, the device

combine a characteristic pattern with said measurement

comprising; data:
an output to communicate by radio communications with send said measurement data with said characteristic pattern
at least one base station and to produce signals compris- from said mobile communications device into the com-
ing traffic and signalling data on interfaces within the 10 munications network infrastructure using said second
network infrastructure:; data communications session;

whereby said measurement data 1s 1dentifiable and retriev-

wherein at least one of the plurality of mobile communi- , - ,
P ty able by said characteristic pattern at the intertace.

cations devices includes a machine-readable memory
storing code for controlling the device to: £k k% ok
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