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PROTECTION FOR WIRELESS DEVICES
AGAINST FALSE ACCESS-POINT ATTACKS

FIELD OF THE INVENTION

The present mnvention relates to wireless/mobile networks
and more particularly to mechanisms for providing protection
against false Access Point or false Base Station attacks
against wireless/mobile devices 1n such networks.

BACKGROUND

In present day communications networks there 1s a signifi-
cant requirement that security 1ssues, including unwanted
intrusions irom rogue attackers, be fully addressed. To this
end considerable effort 1s being, and has been, devoted to
finding ways of preventing unwanted attacks by malicious
and ingenious hackers. Typically, as new solutions are 1ntro-
duced, attackers find ways of counteracting them.

Enterprise, Wireless Local Area Network (WLAN) secu-
rity, 1n particular, 1s a very serious concern, considering that
false-base station attacks can be carried out from unsuspect-
ing locations such as parking-lots and from the curb-side. It is
generally accepted that large-scale adoption of WLAN will
happen only if robust and simple security mechanisms against
such attacks are implemented. Mobile and wireless manufac-
tures have been trying with varying degrees of success to
promote Enterprise WLAN adoption but current figures sug-
gest that only 25% of Corporate users trust the security
offered by WLAN 1n enterprise environments. The present
invention provides security solutions which are not limited to
Corporate environments, but can be used 1n the home and
home offices as well.

One prior art solution provides for Mutual Authentication
between Access Points and Mobile/Wireless devices using
the IEEE 802.111 standards. In this prior art solution the
Authentication Phase 1s performed after the Discovery Phase
and the Association Phase are implemented. The connection
1s established first and then Authentication i1s performed. The
Mobile device 1s authenticated by means of an Authentication
Server (generally a Radius Server) located 1n the home net-
work using the Identity of the Mobile. The Authentication
Server 1s also mutually authenticated by the mobile and, since
the Access Point that performs access control in the WLAN
network that may be controlled by the same Operator 1s
trusted by the home operator, it 1s therefore trusted by the
Authentication Server using prior Security established with
the Access Point.

Generally, the prior art focuses effort on connectivity to
any AP for WLAN service but the present solution focuses
only on APs that are of interest to the Mobile/Wireless
devices.

The prior art solutions require quite a bit of messaging
betore trust 1s established between the mobile and the Access
Points (hereafter referred to as AP). In short, the authenticity
of an AP 1s not established until the Authentication Phase,
which happens after the Probe Exchange, the Beacon mes-
sages are sent and the Association Phase. During these mes-
sage exchanges an Access Point can send malicious manage-
ment messages which can be used to consume radio and
battery resources resulting in a Demial-of-Service scenario.
Genuine APs sending beacon frames but which are of no
interest to a particular mobile client are processed even
though they are not from an AP of interest which again con-
sumes valuable computing/battery resources.

SUMMARY OF THE INVENTION

The present 1invention proposes a mechanism for the pre-
vention of false Access-Point or False-Base-Station attacks,
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making sure that this protection 1s guaranteed to the mobile/
wireless devices right from the discovery phase. The proce-
dure 1s referred to herein as Selective Association.

Accordingly, the invention 1s directed to the discovery of an
access point (AP) 1n a wireless communication network by a
mobile client (MC) having access to the network. Both the AP
and MC MAC addresses are protected during all communi-
cations between the AP and MC during the discovery phase,
thereby mitigating MAC address spoolfing type attacks on the
AP and MC. While specific reference 1s made to WLAN 1t 1s
to be understood that the invention 1s not limited to WLAN
technology. Other Wireless Technologies, including WiMax,
can be considered 1deal candidates for the solution provided
by the present invention.

Therefore, 1n accordance with a first aspect of the invention
there 1s provided 1n a wireless communications network, a
method of selectively associating an access point (AP) by a
mobile client (MC), the method comprising the steps of: a)
forming a request message ncluding two protected 1ndica-
tors, a first of which uniquely identifies an AP and a second of
which uniquely 1dentifies the MC; b) transmitting the request
message 1into the wireless communication network; ¢) receiv-
ing the request message at the AP and determining whether
the MC 1s a valid MC according to the two protected indica-
tors; d) forming, responsive to the MC being a valid MC, a
response message including another two protected indicators
that uniquely 1dentity the AP and MC, respectively; €) trans-
mitting the response message into the wireless communica-
tion network; 1) recerving the response message at the MC
and determining whether the AP 1s a valid AP according to the
another two protected indicators; and g) causing the MC to be
associated with the AP responsive to the AP being a valid AP.

In accordance with a second aspect of the present invention
there 1s provided, 1n a wireless communications network, a
system for selectively associating an access point (AP) by a
mobile client (MC), the system comprising: a) means for
forming a request message including two protected 1ndica-
tors, a first of which uniquely identifies an AP and a second of
which uniquely identifies the MC; b) means for transmitting
the request message into the wireless communication net-
work; ¢) means for receiving the request message at the AP
and determining whether the MC 1s a valid MC according to
the two protected indicators; d) means for forming, respon-
stve to the MC being a valid MC, a response message includ-
ing another two protected indicators that uniquely 1identily the
AP and MC, respectively; €) means for transmitting the
response message nto the wireless communication network;
1) means for recerving the response message at the MC and
determining whether the AP 1s a valid AP according to the
another two protected indicators; and g) means for causing
the MC to be associated with the AP responsive to the AP
being a valid AP.

BRIEF DESCRIPTION OF THE DRAWINGS

The 1invention will now be described 1n greater detail with
reference to FIG. 1, which shows an example of mobiles
performing selective association.

DETAILED DESCRIPTION OF THE INVENTION

In an enterprise scenario 1t 1s quite common that an
employee’s Mobile/Wireless device, also referred to as MC
(Mobile Client) hereafter, connects to the same AP (Access
Point) each time he/she enters the office building and the
number of APs that the MC connects to during the duration of
their work may be limited.

The protection process of the present invention 1s 1nitiated
when selective association 1s required. Selective Association
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can be triggered by using location co-ordates (e.g. GPS
could be used to provide location 1nfo). For example, if the
MC 1s close to the subscriber’s office building or when close
to 1ts home then 1t can trigger the Selective Association pro-
cedure. If away from 1ts home or office building then regular
Association can be performed. The triggering of Selective
association need not only be based on location but can also be
other contexts. Another context that can trigger Selective
Association 1s an application such as corporate email, or
intranet access. The MAC address (MAC@)) of the MC need
not be a constant. An AP that takes part in the Selective
Association process can provide the MC with the MAC(@ that
1s expected when connecting the next time. Therefore unlike
a conventional process of having fixed-MAC@, the MAC@)
1s dynamic. The MC therefore uses ditlerent MAC(@) to con-
nect to an AP at the office, while uses another MAC(@ to
connect to AP at home and so on. The MAC(@ used can also
change during the duration of a session or at the end of the
connection. The new MAC(@ that 1s expected to be used for a
different session has to be communicated to the MC before
the end of the session. The MC then updates 1ts table to reflect
the change 1n the MAC(@) that 1s required to connect to that
particular selective-Association capable AP the next time it
connects.

Similarly, Home Networks are becoming quite a common
phenomenon and 1n residential areas where each house hosts
an AP, the MC would receive multiple probe/beacon mes-
sages Irom APs that are not from his/her own AP. Even 1f there
are only a few houses equipped with APs, the range of the APs
would mean that probe/beacon messages are received from
APs that are more than just meters away. At apartment build-
ings this can become even more severe. In the following
discussion reference 1s made to probe-request and probe-
response messages. It 1s to be understood that the invention 1s
not limited to probe messages but other types of messages can
be protected as well. These types include management mes-
sages 1n general mcluding, but not limited to, Association
messages. In a WiMax application ranging messages can be
protected.

The multiple probe/beacon messages discussed above
poses the following problems:

1. The MC receives probe/beacon messages from genuine
APs that are of no interest to the MC but 1t still has to process

them which 1s a wastage of CPU/Battery resources.

2. Users that host False-AP (malicious AP) in the vicinity of
an enterprise (corporate network) or residential areas can
perform attacks to degrade the performance of MCs by
depleting their resources and also exhausting the radio
resources.

3. Traditional authentication mechanisms, including IEEE
802.111, provide mutual authentication only after the associa-
tion phase and this means that the messages exchanged prior
to the authentication phase are not verified for authenticity
which also leaves the MAC address open for spoofing and
other attacks.

This invention requires the prior knowledge of public or
shared keys of Access Points and their respective Medium
Access Control (MAC) addresses by the mobile client. The
assumption here, 1s that the Mobile Clients are required to be
aware of the Access Point/s that 1t wants to be connected to, in
advance and have a list of erther the shared or public keys for
the respective APs and vice versa.

Until now, the WLAN access has focused mainly from a
hotspot scenario where a MC that moves from one hotspot to
another requests connection to any AP regardless of its MAC
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4

address, security ofiered etc. In the present case the focus 1s to
connect to a specific AP or a known list of specific APs that the
MC trusts to offer certain services (security services for
example).

The solution provided by the present invention 1s meant to
be used 1n conjunction with IEEE 802.111 standards and not
meant to be a competitor to the standards. This mvention
increases the level of security since the MAC addresses of the
AP and MC are always protected. Not only can hiding of the
addresses filter un-wanted messages but also, the derivation
of keys used to protect the WLAN (WiMax) session are
dependent upon the MAC addresses of the devices. Protecting
the addresses provides additional robustness to the strength of
the key.

On entering a WLAN (WiMax, etc) network, the Mobile
Client sends probe-request frames (Ranging messages to
Base Station 1n case of WiMax) to an AP with which 1t would
request service. The client’s MAC address 1s protected and so
1s the MAC address of the Access Point. In short both the
source and destination MAC addresses are protected. The
source MAC address of the Wireless device will be mixed
using a Random value. Similarly, the destination’s MAC
address (AP’s MAC) 1s also mixed using the same Random
value. The Random value 1s added 1n order to avoid re-play
attacks. An example of a Random (pseudo-random) value
could be time and date when the message was created, the
random value has to be quite random and should fit within a
certain context. In addition to time and date, location infor-
mation, for example, can be used for the random value. In
short, the random value can be a function of a range of
parameters as long as 1t 1s unique.

The following shows an example of MAC protection. Inthe
example given below, the MAC addresses of the probe-re-
quest/response messages are hidden. The computation per-
tormed at the MC 1s shown below:

Example:

Start {
RANDI1 = Date + TimeoiDay + someothervalues . . . (e.g.)
Protecting the Source MAC addresses - Src-MAC (Mobile’s MAC):
MSMACI = (Src-MAC1) X'or (RANDI)
EMSMACI = Encrypt (MSMACL),_
Protecting the Destination MAC addresses - Dest-MAC (AP’s MAC):
MDMACI = (Dest-MAC1) X'or (RANDI)
EMDMACI = Encrypt (MDMACI),,,
}END

Note: The following variables are used:

RAND1: This 1s the Random value that 1s used to mix both

the source and destination MAC addresses. The RANDI1
can be a function of time/date/location of use etc . . . .

Mixed Source MAC (MSMACT): This the value obtained
after mixing Source MAC address by X’ORing MC’s
MAC address (source address) with RANDI.

Encrypted Mixed Source MAC (EMSMACI1): This 1s

obtained by encrypting the MSMAC] using an appro-
priate algorithm and using either a shared or public key
of the AP.

Mixed Destination MAC (MDMACI): This the value
obtained after X’ORing the AP’s address (destination
address) with RAND1

Encrypted Mixed Destination MAC (EMDMACT ): This 1s
the encrypted value obtamned after encrypting

MDMACI1 with shared/public key of AP.
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Note: the algorithm required to encrypt the MAC has to be
cryptographically strong.

At the end of the procedures the addresses are:

Source MAC address of the 802.11 frame: EMSMACI
Destination MAC address of the 802.11 frame: EMDMACI

Note: Both the addresses are Mixed and Encrypted

The probe-request 1s sent using source and destination
addresses that have been mixed and then encrypted using
pre-arranged algorithms and using a shared/public key. When
an AP recerves a probe-request message, the AP performs the
following operations:

START {

1. DMDMACI = De-crypt (EMDMACI),,,

2. DRANDI1 = (DMDMACI) X'oR (APMAC)

3.1f (DRANDI1) i1s within a certain threshold of the current time and
matches the date or other parameters that was used to compute it,

then {

#Process source MAC@
4. Derived Mixed Source MAC (DMSMAC1) = De-crypt
(EMSMACI )key
5. Derived Source MAC (DSMAC1) = (DMSMAC1) X'oR
(DRANDI)
6. If (DSMAC1) 1s one among the list then accept and send
a probe-response/beacon frame.

h

} END

The abbreviations are:

Derived Mixed Destination MAC (DMDMACI1): This 1s
the value when the EMDMACI] sent by the MC 1s de-
crypted by the AP using shared/public key of AP.

Derived RAND (DRANDI1): This 1s derived by X’ORing,
the AP’s MAC with the DMSMACI. The dertved MAC

in all genuine cases must be equal to RANDI.

Dertved Mixed Source MAC (DMSMACI1)=This 1s
derived by decrypting EMSAMCI using the shared/
public key of AP

Dertved Source MAC (DSMACI1)=This 1s obtaimned by
X’ORing DMSMAC]1 with MC’s MAC address

The AP creates a table binding the mobile client’s MAC
address to the RAND value, the table 1s updated when the AP
receives additional messages from the client with the new
RAND value. When the AP sends a probe-response, the AP
performs the same process but uses a different RAND
depending upon the various factors like time etc. The AP
computes the following;:

Start {

RAND?2 = Date + TimeoiDay + someothervalues . . . (e.g.)
Protecting the Source MAC addresses (AP’s MAC):
MSMAC?2 = (Src-MAC) X'or (RAND?2)

EMSMAC?2 = Encrypt (MSMAC2), .,
Protecting the Destination MAC addresses (Mobile’s MAC):

IMAC?2 = (Dest-MAC) X'or (RAND?2)

EMDMAC?2 = Encrypt MDMAC?2),,

}END

The following abbreviations are used:

RAND?2: This 1s generated by the AP using variables such
as date/time/location etc.

Mixed Source MAC (MSMAC?2): This 1s obtained by Mix-
ing (X’ORing) AP’s MAC(@ with the RAND?2
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Encrypted Mixed Source MAC (EMSMAC2): The
MSMAC?2 1s then encrypted using shared/public key of
MC.
Mixed Destination MAC (MDMAC?2): This 1s obtained by
Mixing (X ORing) the MC’s address with the RAND?2
Encrypted Mixed Destination MAC (EMDMAC?2): The
MDMAC?2 1s then encrypted using the shared/public key
of MC.
The following algorithm 1s performed at the Mobile client
to the beacon or Probe-response frame received from the AP:

START {
1. DMSMAC?2 = De-crypt (EMDMAC2)key
2. DRAND?2 = (DMSMACI) X'oR (MC-MAC@)
3.If (DRAND?2) 1s within a certain threshold of the current time and
matches the date then {

#Process source MAC@

4. DMSMAC?2 = De-crypt(EMSMAC?2)key

5. DSMAC2 = (DMSMAC2) X'oR (DRAND?2)

6. If (DSMAC?2) 1s one among the list then accept and send a
Probe-response/Association message.

;

} END

The abbreviations used are:

Decrypted Mixed Source MAC (DMSMAC2): This 1s
obtained by decrypting the EMDMAC?2 using shared/
public key of MC

Dernived RAND (DRAND2): This dertved by the MC by
X’ORing DMSMAC?2 with MC’s MAC(@

Dernived Mixed Source MAC (DMSMAC?2): This 1s
obtained by decrypting EMSMAC?2 using the shared/
public key of MC.

Derived Source MAC (DSMAC2): This 1s dertved by
X ORing the DMSAMC2 with DRAND?2.

End of Example.

The mobile may send probe-request messages to multiple
APs that 1t knows and that are 1n the vicinity of the Mobile.
The destination MAC address, which 1s that of the AP 1s
mixed with a Random Value and encrypted using the shared/
public key and of course the encryption algorithms should be
decided in advance which could be done at configuration
time. The source MAC 1s protected by the same process and
using the same RAND value.

The AP on receiving the probe-request message decrypts
source and destination MAC addresses by using the shared
key or its private key. Then 1t dissects the mixed destination
MAC address. The AP that can correctly de-crypt the source
MAC address responds to the probe-request by sending a
beacon frame whose destination would be the MAC address
of the client that 1t had de-crypted.

This ensures that only those APs that can correctly de-crypt
the address, are legitimate APs or APs that the client would
like to be served by. Multiple APs can respond with beacon
frames, but the one that meets the signal strength or other
factors 1s the one with which the Association 1s performed.

Even though the present invention may consume larger
computational overhead compared to existing authentication
mechanisms the overhead 1s still relatively small considering,
the large gain 1n terms of security. Depending upon the period
of usage and the application the computational overhead
could concervably be much lower than conventional authen-
tication mechanisms.

Although specific embodiments of the invention have been
described and illustrated 1t will be apparent to one skilled 1n
the art that numerous changes can be made without departing
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from the basic concept. It 1s to be understood, however, that
such changes will fall within the full scope of the invention as
defined by the appended claims.

We claim:
1. In a wireless communications network, a method of
establishing selective association of an access point (AP) with
a mobile client (IMC), the method comprising:
triggering said selective association 1n response to specific
contexts, said specific contexts comprising at least one
of location co-ordinates, corporate email, and intranet
access, wherein said selective association involves the
AP providing the MC with a dynamic Media Access
Control (MAC) address that 1s expected during a subse-
quent connection;
forming a request message including two protected 1ndi-
cators, a first of which uniquely 1dentifies the AP and a
second of which uniquely 1dentifies the MC;

transmitting the request message into the wireless commu-
nication network;

receiving the request message at the AP and determining

whether the MC 1s a valid MC according to the two
protected indicators, wherein the two protected indica-
tors are respective encrypted MAC addresses of the AP
and the MC that have been first mixed with a first random
number based on at least one of time, day and location
values;

forming, responsive to the MC being the valid MC, a

response message mcluding another two protected 1ndi-
cators that uniquely 1dentify the AP and MC, respec-
tively, wherein the another protected indicators for the

probe-response message are respective encrypted MAC
addresses of AP and MC that have been first mixed with

a second random number based on at east one of time,
day and location values, and the second random number
1s different from the first random number;

transmitting the response message nto the wireless com-
munication network;

receiving the response message at the MC and determining
whether the AP 1s a valid AP according to the another
two protected indicators; and

causing the MC to be associated with the AP responsive to

the AP being the valid AP.

2. The method as defined 1n claim 1, wherein the request
and response messages are probe-request and probe-response
messages respectively.

3. The method as defined 1n claim 1, wherein the request
and response messages are management messages.

4. The method as defined 1n claim 1, wherein the request
and response messages are association messages.

5. The method as defined in claam 1, wherein the MC
repeats the method of establishing selective association for
multiple APs and selects the AP which satisfies certain crite-
ria.

6. The method as defined 1in claim 5, wherein the certain
criteria represent a strongest signal for association.

7. The method as defined 1n claim 2, wherein the probe-
request message including the two protected indicators 1s
encrypted using a shared key.

8. The method as defined 1n claim 2, wherein the probe-
request message including the two protected indicators 1s
encrypted using a public key.

9. The method as defined 1n claim 2, wherein an encryption
algorithm 1s implemented to encrypt MAC addresses.

10. The method as defined 1n claim 9, wherein the encryp-
tion algorithm 1s decided at configuration time.
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11. The method as defined 1n claim 2, wherein the AP
creates a table binding the MAC address of the MC to the first
random number.

12. The method as defined in claim 11, wherein the AP
updates the table when the AP recetves additional messages
from the MC.

13. The method as defined 1n claim 12, wherein the MAC
address of the MC 1s dynamic.

14. The method as defined in claim 12, wherein the AP
provides the MC with the MAC address that 1s expected on
reconnecting.

15. The method as defined 1n claim 14, wherein the MAC
address that 1s expected on reconnecting 1s communicated to
the MC before a current session 1s terminated.

16. The method as defined in claim 15, wherein the AP
updates 1ts table to retlect the change 1n the MAC address.

17. The method as defined 1n claim 1, wherein the wireless
communications network 1s a Wireless Local Area Network
(W-LAN).

18. The method as defined 1n claim 1, wherein the wireless
communications network 1s a WiMax network.

19. The method as defined 1n claim 18, wherein the request
and response messages are ranging messages.

20. In a wireless communications network, a system for
establishing selective association of an access point (AP) with
a mobile client (MC), the system comprising:

said selective association in response to specific contexts,
said specific contexts comprising at least one of location
co-ordinates, corporate email, and intranet access,
wherein said selective association mvolves the AP pro-
viding the MC with a dynamic Media Access Control
(MAC) address that 1s expected during a subsequent
connection;

a first device that forms a request message including two
protected indicators, a first of which uniquely identifies
the AP and a second of which uniquely identifies the
MC;

a first transmitter that sends the request message 1nto the
wireless communication network;

a first receiver that recerves the request message at the AP
and determining whether the MC 1s a valid MC accord-
ing to the two protected indicators, wherein the two
protected indicators are respective encrypted MAC
addresses of the AP and the MC that have been first
mixed with a first random number based on at least one
of time, day and location values;

a second device that forms, responsive to the MC being the
valid MC, a response message including another two
protected indicators that uniquely identify the AP and
MC, respectively, wherein the another two protected

indicators for the probe-response message are respective
encrypted MAC addresses of AP and MC that have been
first mixed with a second random number based on at
least one of time, day and location values, and the second
random number 1s different from the first random num-
ber:;

a second transmitter that sends the response message 1nto
the wireless communication network;

a second receiver receives the response message at the MC
and determiming whether the AP 1s a valid AP according
to the another two protected indicators; and

a third device that causes the MC to be associated with the
AP responsive to the AP being the valid AP.

21. The system as defined 1n claim 20, wherein the request
and response messages are probe-request and probe-response
messages.
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22. The system as defined 1n claim 21, wherein an encryp- 25. The system as defined 1n claim 21, wherein a probe-
tion process 1s performed using a pre-arranged algorithm. response or association message 1s sent by the AP to the MC
23. The system as defined in claim 22, wherein a shared key confirming that 1t 1s valid.
1s used 1n the encryption process.
24. The system as defined 1n claim 22, wherein a private 53
key 1s used 1n the encryption process. I I
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