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KEY-CONTROLLED OBJECT-BASED
MEMORY PROTECTION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of commonly assigned

U.S. patent application Ser. No. 10/916,981, now U.S. Pat.
No. 7,424,584, filed Aug. 12, 2004, which 1s hereby 1ncorpo-

rated herein by reference.

BACKGROUND OF THE INVENTION

1. Technical Field

The present mvention relates in general to improved
memory protection and in particular to improved object-
based memory protection. Still more particularly, the present
invention relates to providing key-controlled object-based
memory protection, where keys are assigned at a page level
granularity to indicate page association with a data object and
cach module 1s allowed access to the pages assigned to at least
one data object.

2. Description of the Related Art

It 1s common for computer soitware to be programmed to
use a tlat address space within memory. In particular, the flat
address space may be implemented within a global address
space that 1s shared among multiple software components.
The global address space provides an easy programming
mode and efficient memory access performance.

Within a computer system, 1t 1s important that the compo-
nents of an operating system and other program components
are protected from one another’s activities. In particular,
when a global address space 1s shared among multiple soft-
ware components, 1t 1s important to ensure that memory, files,
and other objects can be operated on by only those compo-
nents that have gained proper authorization from the operat-
ing system.

One reason that protection of memory and other objects 1s
important 1s that there 1s a need to prevent mischievous,
intentional violation of memory and other objects. In addi-
tion, protection of memory and other objects 1s important to
protect against accidental memory overlays that degrade data.

One method of providing memory protection for a flat
address space 1s by updating page table entries holding a
memory address for each page of memory with a page pro-
tector speciiying the access allowed to each page by a current
module as that module 1s loaded for execution. Changing,
memory protection by changing page protectors 1in page table
entries, however, 1s extremely time consuming. In particular,
the page protector for a single page may be stored 1n multiple
locations, such as a translation lookaside buftfer, cache, and
page table, wherein changing the protection levels of memory
requires changing the page protector value 1n multiple builers
and memory locations which 1s both time consuming and an
ineflicient manner of changing memory protection.

To avoid the time consuming nature of changing memory
protection at the page table level, some operating systems
implement memory hierarchies for memory protection. In
particular, in a hierarchical memory scheme, memory 1s
arranged 1n a hierarchy, such that each software component
can be programmed to have access to a particular ring within
the hierarchy and all rings surrounding the particular ring. A
core component, such as an operating system kernel may be
programmed to be fully addressable, with access to the core
of the hierarchical rings access to all memory rings; other
components are programmed to have limited addressability
to a particular ring or rings.
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Within a hierarchical memory protection scheme, memory
protection can be adjusted by changing the memory included
in a ring, without requiring updates to the page table and
butlers, however existing software components are not orga-
nized to support hierarchical memory. Thus, hierarchical
memory schemes are limited because software modules must
be restructured to fit into a hierarchical memory protection
scheme. In addition, organizing memory 1n a hierarchical
fashion 1s limited because the way that memory must be
grouped into protection levels does not necessarily correlate
with object-oriented software components.

Therefore, 1n view of the foregoing, there 1s a need for a
method, system, and program for an efficient and inexpensive
memory protection scheme that organizes and protects pages
of memory allocated within a flat, global address space. In
particular, there 1s a need for a method, system, and program
to quickly change the protection level of a page of memory
without requiring a change of a protection key 1n the page

table and butters.

SUMMARY OF THE INVENTION

Therefore, the present invention provides improved
memory protection and in particular provides improved
object-based memory protection. Still more particularly, the
present invention provides a method, system, and program for
key-controlled object-based memory protection, where keys
are assigned at a page level granularity to indicate page asso-
ciation with a data object and each module 1s allowed access
to the pages assigned to at least one data object.

According to one embodiment, a processing unit includes
an authority check. The authority check controls access by the
processing unit to pages of memory according to whether a
hardware protection key set currently loaded in an authority
mask register allows access to the pages. In particular, each
page of memory 1s assigned a page key number that indexes
into the hardware protection key set. The currently loaded
hardware protection key set specifies those page key numbers
that are currently accessible to the processing unit for the
execution context. Each hardware key within the hardware
protection key set may be associated with a particular data
object or group of data objects. Thus, effectively, the currently
loaded hardware protection key set i1dentifies which data
objects or groups of data objects are currently accessible.

Software keys are assigned to a data object or group of data
objects. Programmers may specily the sets of software keys
needed by each module. At imtialization, each software key
assigned to a module 1s dynamically mapped to one from
among multiple hardware protection keys. Then, the set of
soltware protection keys assigned to each module 1s mapped
to a hardware protection key set for the module at 1nitializa-
tion. When a processing unit enters a new module, the hard-
ware protection key set for the module 1s efficiently loaded
into the authority mask register, such that sets of keys for
controlling memory protection are quickly changed. In par-
ticular, modules may be wrapped with a protection gate that
controls loading the hardware protection key set when a new
module 1s entered. In one example, protection gate may store
the hardware protection key set previously loaded for quick
restoration of the authority mask register at an exit point.

In particular, when a page request 1s received from the
processing unit at the authority controller, a translation look-
aside builer 1s searched for the page request. IT a page entry
for the page request 1s located 1n the translation look-aside
builer, then the key number stored with the page entry 1s
retrieved. Otherwise, a page table 1s accessed to retrieve the
key number for the page request. The key number 1s then
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compared with the hardware protection key set to determine
il access to pages assigned to that key number 1s allowed. If
the hardware protection key set allows the access, the page
protection bit 1s also checked to determine if access to the
page 1s allowed.

In one embodiment, the hardware protection key set 1s a bit
vector mdexed to the page key numbers. In addition, the
hardware protection key set may be indexed to the page key
numbers for read requests and indexed to the page key num-
bers for write requests. A bit set at each of the indexed page
key number locations specifies whether a particular type of
access 1s allowed.

BRIEF DESCRIPTION OF THE DRAWINGS

The novel features believed characteristic of the invention
are set forth in the appended claims. The invention itself
however, as well as a preferred mode of use, further objects
and advantages thereot, will best be understood by reference
to the following detailed description of an illustrative
embodiment when read 1n conjunction with the accompany-
ing drawings, wherein:

FIG. 1 1s a block diagram depicting a computer system in
which the present method, system, and program may be
implemented;

FIG. 2 1s a more detailed block diagram of the processing
and memory components ol a computer system which pro-
vide key-controlled object-based memory protection;

FI1G. 3 1s a block diagram 1llustrating the operating system
view ol data objects and processes organized for memory
protection;

FI1G. 4 1s an illustration of a protection gate for updating the
authority masking register when a process call crosses load
module boundaries:;

FIG. 5 1s a high level logic flowchart of a process and
program for controlling an authonity check to determine
whether access to a copy of a page 15 allowed;

FIG. 6 1s a high level logic flowchart of a process and
program for controlling initialization mapping of software
keys to hardware protection key sets; and

FIG. 7 1s a high level logic flowchart of a process and
program for controlling a protection gate.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

The key-controlled object-based memory protection
method, system, and program allow for efficient adjustment
of the data objects accessible to the currently loaded module
by assigning page key numbers associated with data objects at
a page level granularity and controlling access to those pages
of memory assigned with page key numbers as specified by a
hardware protection key set efficiently loaded 1n association
with the currently loaded module. In particular, it 1s important
to note that modules are groups of 1nstructions defined at a
granularity such that software keys may be assigned to a
module. Multiple groups of modules may be referred to as a
soltware component. Components may include, but are not
limited to, application programs, kernel processes, proce-
dures, services, methods, and other groups of modules that
are executable on a processing unit.

Referring now to the drawings and in particular to FIG. 1,
there 1s depicted one embodiment of a system through which
the present method, system, and program may be imple-
mented. The present invention may be executed 1n a variety of
systems, mncluding a variety of computing systems and elec-
tronic devices.
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Computer system 100 includes a bus 122 or other commu-
nication device for communicating mnformation within com-
puter system 100, and at least one processing device such as
processor 112, coupled to bus 122 for processing iforma-
tion. Bus 122 preferably includes low-latency and higher
latency paths that are connected by bridges and adapters and
controlled within computer system 100 by multiple bus con-
trollers. When implemented as a server system, computer
system 100 typically includes multiple processors designed
to 1improve network servicing power.

Processor 112 may be a general-purpose processor such as
IBM’s PowerPC™ processor that, during normal operation,
processes data under the control of operating system and
application soiftware accessible from a dynamic storage
device such as random access memory (RAM) 114 and a
static storage device such as Read Only Memory (ROM) 116.
The operating system preferably provides a graphical user
interface (GUI) to the user. In one embodiment, application or
operating system software contains machine executable
instructions that when executed on processor 112 carry out
the operations depicted in the flowcharts of FIGS. 5,6, 7, and
other operations described herein. Alternatively, the steps of
the present invention might be performed by specific hard-
ware components that contain hardwired logic for performing
the steps, or by any combination of programmed computer
components and custom hardware components.

The present mvention may be provided as a computer
program product, mcluded on a machine-readable medium
having stored thereon the machine executable instructions
used to program computer system 100 to perform a process
according to the present invention. The term “machine-read-
able medium” as used herein includes any medium that par-
ticipates 1n providing instructions to processor 112 or other
components of computer system 100 for execution. Such a
medium may take many forms including, but not limited to,
non-volatile media, volatile media, and transmission media.
Common forms of non-volatile media include, for example, a
floppy disk, a flexible disk, a hard disk, magnetic tape or any
other magnetic medium, a compact disc ROM (CD-ROM) or
any other optical medium, punch cards or any other physical
medium with patterns of holes, a programmable ROM
(PROM), an erasable PROM (EPROM), electrically EPROM
(EEPROM), a flash memory, any other memory chip or car-
tridge, or any other medium from which computer system 100
can read and which 1s suitable for storing instructions. In the
present embodiment, an example of a non-volatile medium 1s
mass storage device 118 which as depicted 1s an internal
component of computer system 100, but will be understood to
also be provided by an external device. Volatile media include
dynamic memory such as RAM 114. Transmission media
include coaxial cables, copper wire or fiber optics, including
the wires that comprise bus 122. Transmission media can also
take the form of acoustic or light waves, such as those gener-
ated during radio frequency or infrared data communications.

Moreover, the present invention may be downloaded as a
computer program product, wherein the program instructions
may be transierred from a remote computer such as a server
140 to requesting computer system 100 by way of data signals
embodied 1n a carrier wave or other propagation medium via
a network link 134 (e.g. a modem or network connection) to
a communications interface 132 coupled to bus 122. Com-
munications interface 132 provides a two-way data commu-
nications coupling to network link 134 that may be con-
nected, for example, to a local area network (LAN), wide area
network (WAN), or directly to an Internet Service Provider
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(ISP). In particular, network link 134 may provide wired
and/or wireless network communications to one or more net-
works.

Network link 134 1n turn provides data communication
services through network 102. Network 102 may refer to the
worldwide collection of networks and gateways that use a
particular protocol, such as Transmission Control Protocol
(TCP) and Internet Protocol (IP), to communicate with one
another. Network link 134 and network 102 both use electri-
cal, electromagnetic, or optical signals that carry digital data
streams. The signals through the various networks and the
signals on network link 134 and through communication
interface 132, which carry the digital data to and from com-
puter system 100, are exemplary forms of carrier waves trans-
porting the information.

When implemented as a server system, computer system

100 typically includes multiple communication interfaces
accessible via multiple peripheral component 1nterconnect
(PCI) bus bridges connected to an input/output controller. In
this manner, computer system 100 allows connections to mul-
tiple network computers.
In addition, computer system 100 typically includes mul-
tiple peripheral components that facilitate communication.
These peripheral components are connected to multiple con-
trollers, adapters, and expansion slots coupled to one of the
multiple levels of bus 122. For example, an audio output
device 128 and audio input device 129 are connectively
enabled on bus 122 for controlling audio outputs and 1nputs.
A display device 124 1s also connectively enabled on bus 122
for providing visual, tactile or other graphical representation
formats and a cursor control device 130 1s connectively
enabled on bus 122 for controlling the location of a pointer
within display device 124. A keyboard 126 1s connectively
enabled on bus 122 as an interface for user inputs to computer
system 100. In alternate embodiments of the present inven-
tion, additional mput and output peripheral components may
be added.

Those of ordinary skill 1n the art will appreciate that the
hardware depicted 1n FIG. 1 may vary. Furthermore, those of
ordinary skill in the art will appreciate that the depicted
example 1s not meant to imply architectural limitations with
respect to the present invention.

With reference now to FIG. 2, a more detailed block dia-
gram o1 the processing and memory components of a com-
puter system which provide key-controlled object-based
memory protection. As depicted, computer system 100
includes multiple central processing units (CPUs), such as a
CPU 200, for processing CPU programs and a main storage
230 for storing programs and data. In particular, main storage
230 1s organized 1into pages ol memory, where an address or
frame number for each page’s physical location in main stor-
age 230 1s stored one of multiple page tables, such as a page
table 232. Main storage 230 may include RAM, caches, and
other available storage devices. In addition, the address for
cach page of memory, such as the page entry i1dentified at
reference numeral 234, includes a physical page number 235,
a page key 236 and a page protector (PP) bit 238. As will be
turther described, page key 236 1s a multiple bat field that
identifies a protection key with which the page 1s associated.
PP bit 238 can be set to define a page to be read-write,
read-only, or no access, for example.

CPU 200 sends memory address access requests, typically
in the form of a logical or virtual address, which may include
a page number and page offset, to a translation lookaside
builer (TLB) 204. In the example, TLB 204 and other com-
ponents are depicted within a memory management unit 220
outside CPU 200, however, 1t will be understood that memory
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management unit 220 may be a component within CPU 200
or an independent component. Further, it will be understood
that one method of memory management within a computer
system 1s the use of TLB 204 1n conjunction with page tables
and translation units, however, 1n alternate embodiments,
alternate memory management inirastructure may be imple-
mented.

TLB 204 stores page numbers and translated frame num-
bers for previously translated page numbers. In addition,
according to the present invention, TLB 204 stores the page
key and may store the page protector bit for a page. I the page
number in the requested logical address from CPU 200 1s
located 1n TLB 204, a TLLB hit occurs and the frame number
(or physical address) for the page number 1s accessed from
TLB 204. If the page number 1n the requested logical address
1s not located in TLB 204, then a TLB miss occurs and
translator 202 performs dynamic address translation. In par-
ticular, translator 202 accesses page tables 232 and computes
the physical address for the page. In addition, the page key
and PP for the page are retrieved and stored in TLB 204.

An authority check 210 determines whether the execution
context 1n which a request for access to memory 1s recerved 1s
allowed access. For each memory access request, the page
key and PP for the requested page are accessed and passed
from TLB 204 to authority check 210. Then, authority check
210 determines whether to allow a current execution context
to access a page of memory and what type of access to allow
by comparing the page key with a hardware protection key set
currently loaded into authority mask register (AMR) 214. In
addition, authority check 210 determines whether the PP bit1s
set to allow the requested access. It 1s important to note that
while authority check 210 1s depicted as a component of
memory management unit 220, the operation of authority
check 210 may be performed by CPU 200 or may be per-
formed by an independent controller. Further, 1t 1s important
to note that while authority check 210 1s depicted at the
hardware level, authority check 210 may be performed within
a soltware layer, such as a software emulation of a CPU.

In the example, AMR 214 holds a bit vector 216, where bit
vector 216 illustrates one structure of a hardware protection
key set. In one embodiment, the first half of the bits 1n bit
vector 216 specily the write authority mask and the second
half of the bits 1n bit vector 216 specily the read authority
mask. Bits 1n each half of AMR 214 are indexed by hardware
key numbers. For example, a 64-bit vector 1s designated by 32
hardware key numbers, each mapped to both the write author-
ity mask and the read authority mask. The bit settings of the
read hardware key number and write hardware key number of
bit vector 216 are searched by a current page key to determine
whether a program access 1s allowed. For example, 11 the bits
of a page key indicate page key “3”, then the value in the
position of the bit vector indexed to hardware key number *“3”
1s retrieved, depending on whether the request 1s for a read or
write operation. I the value retrieved 1s a “0”, for example,
then the request 1s allowed 1f also allowed by the PP bit
setting, but 1f the value retrieved 1s a “17, for example, the
request 1s not allowed regardless of the PP bit setting.

It 1s important to note that updates to the bit vector loaded
in AMR 214 are fast and that updates may be performed as
control passes between modules. In particular, software keys
are assigned to data objects or specific regions of memory.
Modules are assigned sets of software keys by programmers
to designate the data objects that each module needs to access.
At mitialization, the kernel maps each of the assigned soft-
ware keys to one of the hardware keys. In the example, each
software key would be mapped to one of the 32 hardware
keys. When the CPU switches modules, a hardware protec-
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tion key set mapped to from the software key set for the
module 1s loaded into AMR 214. Advantageously, by protect-
ing memory according to the hardware protection key set
currently loaded in AMR 214, access to pages can be changed
by efficiently changing the value of a bit vector, rather than
requiring time consuming adjustments to keys 1n page table
232 and TLB 204. Further, by protecting memory according
to the settings of a hardware protection key set, memory 1s not
limited to hierarchical accesses, but rather any module may be
programmed to have access to any data object or set of data
objects.

In addition, it 1s 1important to note that in the example,
memory 1s defined to assign page keys at a page boundary, or
in other words at a page level of granularity. In other embodi-
ments, page keys may be assigned at other levels of granular-
ity. Advantageously, however, by assigning page keys at a
page level of granularity, individual pages can be associated
with a data object, rather than associating groups of pages
with a particular level of a memory hierarchy.

Referring now to FIG. 3, there 1s depicted a block diagram
illustrating the operating system view of data objects and
modules organized for memory protection 1n accordance with
the method, system, and program of the present invention. As
depicted, a kernel 300 includes multiple modules that per-
form different functions. The kernel views each module 1n
association with a private memory space viewed as a data
object. In addition, each module may access a shared
memory, designated 1n the example as global memory 320.

In the example, a selection of the modules depicted
includes the modules for a disk driver 302, a virtual memory
manager (VMM) 308, and a file system 312. The associated
private data objects depicted are a disk table 304, a page table
310 and a butifer cache 314. It will be understood that private
data objects may also be shared across multiple components
of the kernel. Further, 1t will be understood that the private
data objects are distributed within a flat addresses space.

Multiple software keys may be defined where each soft-
ware key 1s assigned to describe a particular data object or
memory region. Software keys may be statically defined for
an operating system or may be dynamically allocated through
an application programming interface (API).

In the example, a software key 1s assigned to describe each
of the data objects. For example, disk table 304 1s assigned
soltware key “disk_key™, page table 310 1s assigned software
key “vmm_key”, and butlfer cache 314 1s assigned software
key “fs_key”. In addition, global memory 320 1s assigned
software key “gkey”. Table 1 1llustrates examples of software
keys mapped to memory regions accessible to kernel mod-
ules.

TABL

(L]

1

Data Objects Mapped to Software Kevs

Software Key Data Objects
DISK_KEY disk table
VMM__KEY page table
FS_KEY file system
G_KEY global

Programmers may assign a soltware key or set of software
keys needed by each module. At initialization, the operating,
system may gather the software keys assigned to modules and
map each assigned software key to one of multiple hardware
protection keys. In general, there may be more software keys
than hardware protection keys, such that the operating system
may assign a particular hardware key to multiple software
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keys that are associated with similar data objects. As a result,
cach hardware protection key may be associated with aregion
of memory that mcludes multiple data objects mapped to
multiple software keys. In addition, the operating system may
assign page keys to the pages of memory to i1dentify the
regions of memory associated with each hardware protection
key at a page level granularity.

In one example, Table 2 illustrates the software key to
hardware protection key mapping that may be performed. In
the example, the “disk_key” and the “Is_key” are both
mapped to hardware protection key “1”. Thus, the operating
system may mark the pages of memory corresponding to the
disk table and the file system with a page key that indexes into
hardware protection key 1. It 1s important to note that while
the example depicted describes modules of a kernel and the
data objects accessed by modules of a kernel, in alternate
embodiments, program application modules and the data
objects associated with those program application data
objects may implement the present mvention of mapping
soltware keys to hardware protection keys.

TABL.

(L]

2

Software Keys Dynamically Mapped to Hardware Protection Keys

Software Key Hardware protection key

DISK__KEY Hardware protection key 1
VMM_ KEY Hardware protection key 2
FS_KEY Hardware protection key 1
GLOBAL_KEY Hardware protection key 3

In addition, at initialization, the operating system may
determine the hardware protection key set required by a mod-
ule. In particular, at initialization, once the software keys are
mapped to hardware protection keys, the software key set for
cach module may be mapped to a hardware protection key set
and stored 1n an 1nitialization table. Table 3 illustrates one
example of hardware protection key sets mapped to from the
soltware key sets assigned to each module. In the example,
disk driver module 302 1s assigned the software key set
including “disk_key” and “global_key” that map to hardware
protection keys “1” and “3”, respectively. Thus, a hardware
protection key set for disk driver module 302 indicates the
hardware protection keys allowed for the disk driver module
are “1” and “3”. It will be understood that when loaded into
the AMR, the hardware protection key set will include a full
bit vector with the positions indexed to hardware protection
keys “1”” and “3” set to allow access.

TABLE 3
Hardware Protection Kev Sets mapped for each module
Hardware Protection Key
Module Software Key Set Set
Disk Driver DISK_KEY, GLOBAL_KEY 1,3
VMM VMM_ KEY, GLOBAL_KEY 1,2
File System FS__KEY, GLOBAL_KEY 1,3
It 1s important to note that by implementing object-based

memory protection, errors that occur 1n one module can be
more easily detected and maintained within the object-based
memory region accessed by the module. For example, in an
operating system, rather than mapping all the data objects
used by the modules of the operating system into a single
global address space where problems 1n one module can
casily propagate throughout the global space, each data object
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1s protected at the page level from mterference from errors 1n
modules that do not have access to the pages of that data
object.

With reference now to FIG. 4, there 1s depicted an 1llustra-
tion of a protection gate for updating the authority masking
register when a module call crosses module boundaries. As
depicted, when the load module shiits from calling file system
402 to VMM 406, a protection gate 404 1s invoked by VMM
406. Another protection gate 408 1s invoked by device driver
410, for example, when the load module shifts from calling
VMM 406 to device driver 410.

Protection gates are functions that include steps such as
those described mn FIG. 7 and are managed by the called
module. In particular, all entry and exit points of a module are
wrapped with protection gates, such as protection gates 404
and 408. Protection gates change the AMR value as modules
are entered and exited by changing the hardware protection
key set currently loaded in the AMR. In one example, a
protection gate may store AMR values when a processing,
units enters a new modules, such that when the new module
reaches an exit point, the AMR stored on entry may be
restored.

While protection gates are managed by the called module,
protection gate wrapping may be added by the operating
system or by the programmer. In one embodiment, the oper-
ating system may insert the protection gate code around the
entry and exit points. In particular, the protection gate code
may be inserted either when the module 1s loaded or when the
module 1s bound. In another embodiment, the protection gate
code may be included by the programmer of the module.

Referring now to FIG. §, there 1s depicted a high level logic
flowchart of a process and program for controlling an author-
ity check to determine whether access to a copy of a page 1s
allowed. As depicted, the process starts at block 500 and
thereatter proceeds to block 502. Block 502 depicts looking,
up a virtual address in the TLB for a received page access
request. Next, block 504 depicts a determination whether a
virtual address 1s found. If a virtual address 1s found, then the
process passes to block 508. It a virtual address 1s not found,
then first the process passes to block 506. Block 506 depicts
reloading the virtual address from the page table, and the
process passes to block 508.

Block 508 depicts selecting the page key and PP from the
TLB for the virtual address. Next, block 5310 depicts a deter-
mination whether the page key 1s allowed access 1n the AMR.
IT the page key 1s not allowed access 1n the AMR, then the
process passes to block 516. Block 516 depicts returming an
error and the process ends. Otherwise, at block 510, 11 the
page key 1s allowed access 1n the AMR, then the process
passes to block 512. Block 512 depicts a determination
whether the PP bit allows access. I the PP bit does not allow
access, then the process passes to block 516. 11 the PP bit does
allow access then the process passes to block 514. Block 514
depicts allowing a reference to the page at the virtual address
for the load or store access requested and the process ends.

With reference now to FIG. 6, there 1s depicted a high level
logic flowchart of a process and program for controlling
memory protection initialization in accordance with the
method, system, and program of the present invention. As
depicted, the process starts at block 600 and thereaiter pro-
ceeds to block 602. Block 602 depicts mapping each software
key to a hardware protection key. In particular, 1f there are less
soltware keys than hardware protection keys, then each soft-
ware key may map to a unique hardware protection key.
However, 11 there are more soitware keys than hardware pro-
tection keys, multiple software keys may be mapped to the
same hardware protection key, where similar software keys
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may be mapped together to the same hardware protection key.
Next, block 604 depicts marking the pages of memory 1n the
page table with the page keys corresponding to the regions of
memory effectively mapped to a hardware key. Thereafter,
block 606 depicts mapping the hardware protection key set
for each module from the software key set assigned to each
module, and the process ends. In particular, the hardware
protection key set associated with each module may be stored
in an initialization table or added to the entry point of each
module.

Referring now to FIG. 7, there 1s depicted a high level logic
flowchart of a process and program for controlling a protec-
tion gate 1n accordance with the method, system, and program
of the present mvention. As depicted, the process starts at
block 700 and thereaiter proceeds to block 702. Block 702
depicts entering a module. Next, block 703 depicts storing the
current AMR value. Then, block 704 depicts retrieving the
hardware protection key set from the imitialization table.
Thereatter, block 706 deplcts loading the new hardware pro-
tection key set value 1n the AMR and block 708 depicts
performing the load or store operations. Then, block 710
depicts restoring the AMR to the prior hardware protection
key set, and the process ends. It will be understood that in
other embodiments, protection gates may change the state of
the AMR 1n alternate manners.

What 1s claimed 1s:

1. A system for memory protection based on data objects,
comprising:

an authority controller coupled to a processing unit for

controlling access by said processing unit to a plurality

of pages of memory, wherein each of a plurality of pages

of memory 1s assigned a particular key number from

among a plurality of key numbers distinguishable from a

page number within a separate entry for each page

within a page table of said memory, wherein each selec-

tion of pages of memory assigned a same key number

from among said plurality key numbers are associated

with a same region of said memory associated with a

particular key number, wherein each of said plurality of

key numbers 1s associated with at least one from among

a plurality of data objects;

said authority controller further comprising;:

means for controlling assignment of a separate software
key from among a plurality of soitware keys to each
separate data object of said plurality of data objects;
and

means for mapping, in selections of at least one, each of
said plurality of software keys to at least one key
number from among a plurality of key numbers,
wherein each of said plurality of key number 1s asso-
ciated with a separate region of memory from among,
a memory unit;

means for assigning to each of said plurality of pages of
memory within said separate entry for each page
within said page table of said memory a separate key
number from among a plurality of key numbers asso-
ciated with said separate region of memory to which
cach page of said memory 1s associated;

means for mapping a separate hardware protection key
set for each module from among a plurality of mod-
ules from a separate selection of said key numbers
assigned to a selection of software keys from among,
said plurality of software keys assigned to each said
separate module; and

means, responsive to loading a particular module 1n said
processing unit from among a plurality of modules,
for loading a particular hardware protection key set
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mapped for said particular module into a memory
management unit for controlling access to said
memory;

and
an authority register accessible to said authority controller,

wherein a hardware protection key set currently loaded
in said authority register specifies a particular selection
of allowed key numbers from among said plurality of
key numbers, wherein said authority controller only
allows said processing unit access to those selections of
pages assigned to one Ifrom among said selection of
allowed key numbers.

2. The system according to claim 1 for memory protection
based on data objects, further comprising:
means, responsive to determining that a particular page 1s

accessible according to said currently loaded hardware
protection key set, for only allowing access to said par-
ticular page 11 a page protector bit set for said particular
page allows a type of access requested for said particular

page.

3. The system according to claim 1 for memory protection

based on data objects, further comprising;
means for loading said currently loaded hardware protec-

tion key set 1n a register accessible to an authority con-
troller, wherein said authority controller determines and
controls access by said processing unit to said selection
of pages from among said plurality of pages.

4. The system according to claim 1 for memory protection

based on data objects, further comprising:
means for loading said currently loaded hardware protec-

tion key set when said processing umt enters a first
module;

means, responsive to said processing unit entering a second

module, for efficiently replacing a value of said currently
loaded hardware protection key set to a second selection
of key numbers accessible to said second module.

5. The system according to claim 1 for memory protection
based on data objects, further comprising;
means for receving a page request from said processing

umt at an authority controller, wherein said authority
controller controls access by said processing unit to said
memory;

means for searching, by said authority controller, a trans-

lation look-aside builer for said page request, wherein
for each page entry said translation look-aside buifer
stores a page number, a translated frame number for said
page number, and a key number accesses with said page
number;

means, responsive to locating a page entry for said page

request 1n said translation look-aside butfer, retrieving to
said authority controller a particular key number stored
in said page entry for said page request from said trans-
lation look-aside buffer;

means, responsive to not locating a page entry for said page

request 1n said translation look-aside butler, accessing
by said authonty controller said page table mn said
memory to retrieve a particular key number for said page
request; and

means for determining whether said currently loaded hard-

ware protection key set allows access to said particular
key number.
6. The system according to claim 1 for memory protection

based on data objects, wherein said currently loaded hard-
ware protection key set 1s a bit vector indexed to said plurality

of key numbers.
7. The system according to claim 1 for memory protection
based on data objects, wherein said currently loaded hard-
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ware protection key set is a bit vector indexed to said plurality
ol key numbers for read access and indexed to said plurality of
key numbers for write access.

8. A computer program product, residing on a volatile or
non-volatile computer readable medium, for memory protec-
tion based on data objects, comprising:

means for assigning to each of a plurality of pages of

memory within a separate entry for each page within a

page table of said memory a separate key number from

among a plurality of key numbers distinguishable from a

page number for each of said plurality of pages, wherein

cach selection of pages of memory assigned a same key

number from among said plurality key numbers are

associated with a same region of said memory associ-

ated with a particular key number, wherein each of said

plurality of key numbers 1s associated with at least one

from among a plurality of data objects, further compris-

ng:

means for controlling assignment of a separate software
key from among a plurality of soitware keys to each
separate data object of said plurality of data objects;
and

means for mapping, in selections of at least one, each of
said plurality of software keys to at least one key
number from among a plurality of key numbers,
wherein each of said plurality of key number 1s asso-
ciated with a separate region of memory from among
a memory unit;

means for assigning to each of said plurality of pages of
memory within said separate entry for each page
within said page table of said memory said separate
key number from among a plurality of key numbers
associated with said separate region of memory to
which each page of said memory 1s associated;

means for mapping a separate hardware protection key
set for each module from among a plurality of mod-
ules from a separate selection of said key numbers
assigned to a selection of software keys from among,
said plurality of software keys assigned to each said
separate module; and

means, responsive to loading a particular module 1n said
processing unit from among a plurality of modules,
for loading a particular hardware protection key set
mapped for said particular module into a memory
management unit for controlling access to said
memory;

and
means for only allowing a processing umit to access a

particular selection of pages from among said plurality
of pages according to a currently loaded hardware pro-
tection key set in a memory management unit control-
ling accesses to said memory, wherein said currently
loaded hardware protection key set identifies a selection
of key numbers from among said plurality of key num-
bers that are currently accessible to said processing unit.

9. The computer program product according to claim 8 for
memory protection based on data objects, further comprising;:
means, responsive to determiming that a particular page 1s

accessible according to said currently loaded hardware
protection key set, for only allowing access to said par-
ticular page 11 a page protector bit set for said particular
page allows a type of access requested for said particular

page.

10. The computer program product according to claim 8 for

65 memory protection based on data objects, further comprising:

means for loading said currently loaded hardware protec-

tion key set 1n a register accessible to an authority con-
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troller, wherein said authority controller determines and
controls access by said processing unit to said selection
of pages from among said plurality of pages.

11. The computer program product according to claim 8 for

memory protection based on data objects, further comprising;:

means for loading said currently loaded hardware protec-
tion key set when said processing umt enters a first
module;

means, responsive to said processing unit entering a second
module, for efficiently replacing a value of said currently
loaded hardware protection key set to a second selection
of key numbers accessible to said second module.

12. The computer program product according to claim 8 for

memory protection based on data objects, further comprising;:

means for receiving a page request from said processing
umt at an authority controller, wherein said authority
controller controls access by said processing unit to said
memory;

means for searching, by said authority controller, a trans-
lation look-aside bufler for said page request, wherein
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for each page entry said translation look-aside buiffer
stores a page number, a translated frame number for said
page number, and a key number accesses with said page
number;

means, responsive to locating a page entry for said page
request 1n said translation look-aside butfer, retrieving to
said authority controller a particular key number stored
in said page entry for said page request from said trans-
lation look-aside bufter;

means, responsive to not locating a page entry for said page
request 1n said translation look-aside buifer, accessing
by said authority controller said page table in said
memory to retrieve a particular key number for said page
request; and

means for determining whether said currently loaded hard-
ware protection key set allows access to said particular
key number.
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