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FIG. 2A
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FIG. 3
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METHOD OF PROVIDING MULTICAST
SERVICES IN VIRTUAL PRIVATE LAN

CROSS-REFERENCE TO RELATED PATENT
APPLICATIONS

This application claims the benefits of Korean Patent

Application No. 10-2005-0120048, filed on Dec. 8, 2005, and
Korean Patent Application No. 10-2006-0078795, filed on
Aug. 21, 2006, in the Korean Intellectual Property Oflice, the
disclosures of which are incorporated herein in their entirety
by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present mvention relates to a method of providing
multicast services to customers by using a virtual private local
area network service (VPLS) group management system for
managing multicast customers in a virtual private local area
network (LAN) service.

2. Description of the Related Art

A virtual private local area network service (VPLS) 1s a
virtual private network service that can provide multipoint
services to customers through a domain 1n which a network
provided by a service provider 1s connected with a single huge
bridge. The VPLS services allows a plurality of geographi-
cally dispersed sites to operate as 11 they were connected to
one Ethernet local area network (LLAN), thereby establishing
a VPLS network which operates as if the entire VPLS network
1s a huge L2 switch.

If an Ethernet frame 1s received by a provider edge (PE) of
a provider network, 1t 1s examined whether or not forwarding
information related to the destination media access control
(MAC) address of the recerved Ethernet frame 1s registered in
the VPLS table of the PE, and if it 1s not registered, a MAC
flooding and running process 1s performed, thereby updating
the VPLS table. The recetved Ethernet frame 1s forwarded
using the updated information.

Since this VPLS service provides a multipoint connection,
the service provider can provide a multicast service to a
customer by establishing only a VPLS network.

However, since the VPLS table 1s managed only by refer-
ring to an Ethernet frame at layer 2, an Internet protocol (IP)
packet using an Internet group management protocol 1GMP)
at layer 3 cannot be processed. Accordingly, multicast traflic
1s transmitted even to unauthorized customers.

SUMMARY OF THE INVENTION

The present invention provides a method of providing
Internet protocol (IP)-based multicast services to authorized
customers by using a system separately managing a multicast
group.

According to an aspect of the present invention, in a pro-
vider edge 1n a virtual private local area network (LAN) in
which the provider edge, a customer edge, and a management
system are connected to each other and operated, there 1s
provided method of providing multicast services including
establishing a virtual private LAN service (VPLS) table used
to transmit a receirved Ethernet frame to a destination; after
receiving an Ethernet frame from the customer edge, search-
ing the VPLS table 1n order to determine whether or not group
information related to the destination of the Ethernet frame
exists 1n the VPLS table; 11 the group information does not
exi1st, requesting the group information from the management
system, recerving the information, and then, updating the
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2

VPLS table by adding the received group information; and
determining an output interface by referring to the group
information, and transmaitting the Ethernet frame.

According to another aspect of the present invention, there
1s provided method of providing multicast services in a virtual
private LAN 1n which a provider edge, a customer edge, and
a management system are connected to each other and oper-
ated, the method 1including: establishing a management table
used to transmit a received Ethernet frame to a destination;
and 11 a group 1mformation request 1s received from the pro-
vider edge, and 11 the request 1s appropriate, transmitting the
group information to the provider edge.

According to another aspect of the present invention, there
1s provided a method of providing multicast services 1n a
virtual private LAN 1n which the provider edge, a customer
edge, and a management system are connected to each other
and operated, the method including: the provider edge estab-
lishing a VPLS table used to transmit a received Ethernet
frame to a destination, and the management system establish-
ing a management table used to accurately transmit the Eth-
ernet frame to the destination; after the provider edge receives
an Ethernet frame from the customer edge, searching the
VPLS table in order to determine whether or not group 1nfor-
mation related to the destination of the Ethernet frame exists
in the VPLS table; 1f the group information does not exist,
requesting the group information from the management sys-
tem, receiving the information, and then, updating the VPLS
table by adding the recetved group information; and the pro-
vider edge determining an output interface by referring to the
group information, and transmitting the Ethernet frame.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other features and advantages of the present
invention will become more apparent by describing 1n detail
exemplary embodiments thereolf with reference to the
attached drawings in which:

FIG. 1 1s a diagram illustrating an example of establishing
a network to which a method of providing multicast services
in a virtual private local area network (LAN) according to an
embodiment of the present invention 1s applied;

FIG. 2A 1s a diagram 1llustrating data managed in a virtual
private LAN service (VPLS) group management system
illustrated 1n FIG. 1 according to an embodiment of the
present invention;

FIG. 2B 1s a diagram illustrating data managed 1n a pro-
vider edge (PE) illustrated 1n FIG. 1 according to an embodi-
ment of the present invention;

FIG. 3 1s a flowchart 1llustrating a process performed by a
customer edge (CE) 1n a method of providing multicast ser-
vices 1n a virtual private LAN according to an embodiment of
the present invention;

FIG. 4 1s a flowchart illustrating a process performed by a
management system in a method of providing multicast ser-
vices 1n a virtual private LAN according to an embodiment of
the present invention;

FIG. 5 1s a flowchart 1llustrating overall operations of a
method of providing multicast services 1n a virtual private
L AN according to an embodiment of the present invention;
and

FIG. 6 1s a diagram 1illustrating a message transmitted and
received between a PE and a VPLS group management sys-
tem according to an embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention will now be described more fully
with reference to the accompanying drawings, in which
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exemplary embodiments of the mvention are shown. The
invention may, however, be embodied 1n many different
forms and should not be construed as being limited to the
embodiments set forth herein; rather, these embodiments are
provided so that this disclosure will be thorough and com-
plete, and will fully convey the concept of the mvention to
those skilled 1in the art. In explanation of the present invention,
if 1t 1s determined that explanation on related known struc-
tures or functions may unnecessarily make the scope of the
present mvention unclear, the detailed explanation will be
omitted. In the drawings, whenever the same element reap-
pears 1n subsequent drawings, 1t 1s denoted by the same ret-
erence numeral.

FIG. 1 1s a diagram 1llustrating an example of establishing,
a network to which a method of providing multicast services
in a virtual private local area network (LAN) according to an
embodiment of the present invention 1s applied. FIG. 2A 1s a
diagram 1llustrating data managed 1n a virtual private LAN
service (VPLS) group management system illustrated in FIG.
1 according to an embodiment of the present invention, and
FIG. 2B 1s a diagram 1llustrating data managed 1n a provider
edge (PE) 1llustrated 1n FIG. 1 according to an embodiment of
the present invention. FIG. 3 1s a flowchart illustrating a
process performed by a customer edge (CE) in a method of
providing multicast services 1n a virtual private LAN accord-
ing to an embodiment of the present invention, and FIG. 4 1s
a flowchart illustrating a process performed by a management
system 1n a method of providing multicast services in a virtual
private LAN according to an embodiment of the present
invention. FIG. 5 1s a flowchart illustrating the overall opera-
tion of a method of providing multicast services in a virtual
private LAN according to an embodiment of the present
invention and FIG. 6 1s a diagram illustrating a message
transmitted and received between a PE and a VPLS group
management system according to an embodiment of the
present invention.

First, referring to FIG. 1, a VPLS network 1s composed of
a network 130 provided by a service provider and a plurality
of customer networks 120,140 and 150. The network 130
provided by the service provider includes provider edges
(provider network termination apparatuses), PE1 131, PE2
133, and PE3 135, which are connected to customer networks
120, 140, and 150, respectively. The customer networks 120,
140, and 150 include customer edges (customer network ter-
mination apparatuses), CE1 121, CE2 141, and CE3 151,

respectively, which are connected to the provider network
130.

[.2 FEthernet {frames of each of the customer networks 120,
140, and 150 are transmitted to the PEs (PE1 131, PE2 133,
and PE3 135) connected to the CEs (CE1 121, CE2 141, and
CE3 151). The PEs (PE1 131, PE2 133, and PE3 135) each
determine an output port and an output label for the destina-
tion of the data, by referring to a VPLS table, which will be
explained later, and without moditying the data received from
the CEs (CE1 121, CE2 141, and CE3 151), attach a virtual
circuit (VC) label and a tunnel label, to the data, and transmut
the data. The data 1s transterred to another PE of the provider
network with the tunnel label exchanged, and the VC label 1s
checked 1n a PE_that 1s a termination apparatus of the pro-
vider network, thereby determining an output to a CE and
transierring the data. When the data i1s received, the CE
receives the data transmitted by the transmitter CE without
changing the data.

If a group ID does not exist 1in the forwarding information
of the destination in the VPLS table, the PEs (PE1 131, PE2
133, and PE3 135) requesta VPLS group management system

110 to send the group ID.
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The table 1llustrated 1n FIG. 2A 1s generated in the VPLS
group management system 1llustrated 1n FIG. 1. If recerved
data1s an Internet control message packet (ICMP), thetable 1s
formed with entries of group information 210, the MAC
address 220 of a source, and the address 230 of a PE trans-
mitting the data. Then, all PEs of a table having i1dentical
group information 210 are notified of customers 1n the 1den-
tical group.

The table illustrated in FIG. 2B 1s generated 1n a PE 1llus-
trated 1n FIG. 1 (for example, PE1). By referring to the data
received from the VPLS group management system 110,
group information 260 is recorded, and a table with entries of
the MAC address 240 of a source and the type of an interface
250 1s generated.

The operations of the PE and the management system 100
based on this table will now be explained with reference to
FIGS. 3 through 5.

First, the operation of the PE will be explained.

The PE operating in a virtual private LAN 1n which PEs,
CEs, and the management system are connected to each other
and operated as illustrated in FI1G. 1 establishes a VPLS table
used to transmit a received Ethernet frame to a destination, as
illustrated 1n FIG. 2B 1n operation S310. Then, an Ethernet
frame from the CE 1s recetved 1n operation S320, and it 1s
determined whether or not group imformation 260 related to
the destination of the Ethernet frame exists in the VPLS table
in operation S330.

If the group information does not exist, the PE requests the
management system 110 for the group information, receives
the group information, and updates the VPLS table by adding
the group information in operation S340.

Then, by referring to the group mnformation, the PE deter-
mines a type of output interface, and transmits the Ethernet
frame 1n operation S3350. This 1s also performed when the
group nformation related to the destination exists 1n opera-
tion S330.

A process performed in the management system 110 will
now be explained.

First, the management system 110 establishes a manage-
ment table, as illustrated 1n FIG. 2A, used to transmit a
received Ethernet frame to a destination of the Ethernet frame
in a virtual private LAN as illustrated 1n FIG. 1 1n operation
S410.

Then, the management system 110 recerves a group infor-
mation request from a PE 1n operation S420, and determines
whether or not the request 1s appropriate in operation S430.

At this time, it 1s determined whether or not the group
information request of the PE is related to an ICMP packet
received by the PE, and 11 so, the management system 110
transmits the corresponding group 1D 210 1n the management
table to the PE, and then, notifies all CEs having the group 1D
210 in the management table of customers in the i1dentical
group. Finally, the management system 110 transmaits the
group information to the PE in operation S440 and finishes
the process.

The overall operation of a method of providing multicast
services 1n a virtual private LAN according to an embodiment
ol the present invention will now be explained with reference
to FIG. 5 1llustrating the overall operation.

First, 1 a PE receives an Fthernet {frame from a CE 1n
operation S510, 1t 1s determined 1n operation S520 whether or

not the entry corresponding to the frame, including group
information as described above, exists 1n a VPLS table.
If the entry exists in the VPLS table, 1t 1s determined 1n
operation S530 whether or not the group information exists.
I1 both the entry and the group information exist, an output
interface 1s determined and forwarding 1s performed 1n opera-
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tion S570. If the entry or the group information does not exit
in the VPLS table, a VPLS group management system 110 1s
requested to send the group information 1n operation S540.

If the received mquiry data 1s an ICMP packet, the VPLS
group management system 110 updates the group informa-
tion by referring to the table illustrated in FIG. 2A, and
transters the group information to all PEs belonging to the
group 1n operation S350. The PE receiving the group infor-
mation from the VPLS group management system 110
updates the VPLS table in operation S3560. According to the
updated table information, the PE determines an output inter-
face and performs forwarding 1n operation S370.

FIG. 6 1s a diagram 1llustrating a message transmitted and
received between a PE and a VPLS group management sys-
tem according to an embodiment of the present invention.

The message 1s formed with a message 1D field 610 and a
data field 620. A specific example 1s the message indicated by
reference number 630.

A message with a message ID of a group query 1s used by
a PE to ask the VPLS group management system 110 for
group information, and includes the MAC address and IP
packet header of an Fthernet frame recerved from a CE by a
PE. A message with amessage ID of a group response 1s used
by the VPLS group management system 110 to transier group
information to PEs, and includes group add/delete informa-
tion according to an ICMP message, and a group 1D, a MAC

and PE addresses.

According to the method of providing multicast services 1n
a virtual private LAN of the present invention, when multicast
traific such as Internet protocol (IP) broadcasting is transmit-
ted 1n a VPLS network, the VPLS management system for
managing groups ol customers 1s linked, thereby solving the
problem that multicast traffic i1s transmitted to unauthorized
customers.

The present invention can also be embodied as computer
readable codes on a non-transistor computer readable record-
ing medium. The non-transistor computer readable recording
medium 1s any data storage device that can store data which
can be thereafter read by a computer system. Examples of the
non-transistor computer readable recording medium include
read-only memory (ROM), random-access memory (RAM),
CD-ROMs, magnetic tapes, floppy disks, and optical data
storage devices. The non-transistor computer readable
recording medium can also be distributed over network
coupled computer systems so that the computer readable code
1s stored and executed 1in a distributed fashion. Also, func-
tional programs, codes, and code segments for accomplishing
the present invention can be easily construed by programmers
skilled 1n the art to which the present invention pertains.

While the present invention has been particularly shown
and described with reference to exemplary embodiments
thereot, 1t will be understood by those of ordinary skill in the
art that various changes in form and details may be made
therein without departing from the spirit and scope of the
present imvention as defined by the following claims. The
preferred embodiments should be considered in descriptive
sense only and not for purposes of limitation. Therefore, the
scope of the invention 1s defined not by the detailed descrip-
tion of the mvention but by the appended claims, and all
differences within the scope will be construed as being
included 1n the present invention.

What 1s claimed 1s:

1. In a provider edge 1n a virtual private local area network
(LAN) 1n which the provider edge, a customer edge, and a
management system are connected to each other, a method of
providing multicast services comprising;
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6

establishing a virtual private LAN service (VPLS) table
used to transmit a recerved Ethernet frame to a destina-
tion;

after recerving an Ethernet frame from the customer edge,
searching the VPLS table 1n order to determine whether
or not group information related to the destination of the

Ethernet frame exists in the VPLS table;

if the group information does not exist, requesting the
group 1nformation from the management system,
receiving the information, and then, updating the VPLS
table by adding the received group information; and

determining an output interface by referring to the group
information, and transmitting the Ethernet frame;

wherein the requesting, receiving and updating of the
group information comprise:

determining whether or not the group information request
of the provider edge relates to the ICMP packet recerved
by the provider edge;

11 the requestrelates to the ICMP packet, transmitting to the
provider edge a corresponding group ID 1n the manage-
ment table; and

notitying all customer edges having an 1dentical group 1D
in the management table of customers in the 1dentical
group.

2. The method of claim 1, wherein 1n the establishing of the
VPLS table, the VPLS table 1s established with an entry of
information including an 1dentification (ID) of the manage-
ment system, a media access control (MAC) address, an inter-
face, and a group ID.

3. A method of providing multicast services in a virtual
private LAN 1n which a provider edge, a customer edge, and
a management system are connected to each other and, the
method comprising:

cstablishing a management table used to transmit a
received Ethernet frame to a destination; and

11 a group information request 1s recerved from the provider
edge, and 1f the request 1s appropriate, transmitting the
group information to the provider edge;

wherein the transmitting of the group information to the
provider edge comprises:

determining whether or not the group information request
of the provider edge relates to an Internet control mes-
sage packet (ICMP) received by the provider edge;

11 the requestrelates to the ICMP packet, transmitting to the
provider edge a corresponding group ID 1n the manage-
ment table; and

notitying all customer edges 1n the management table hav-
ing an identical group ID of customers 1n the i1dentical
group.

4. The method of claim 3, wherein 1n the establishing of the
management table, the management table 1s established with
an entry ol mnformation including an ID of the management
system, a provider edge connected to the management sys-
tem, MAC address of a source transmitting a frame to the
provider edge, and group information.

5. A method of providing multicast services in a virtual
private LAN 1n which a provider edge, a customer edge, and
a management system are connected to each, the method
comprising;

the provider edge establishing a VPLS table used to trans-
mit a received Ethernet {frame to a destination, and the
management system establishing a management table

used to accurately transmit the recerved Ethernet frame
to the destination;

after the provider edge recerves an Ethernet frame from the
customer edge, searching the VPLS table in order to
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determine whether or not group information related to
the destination of the Ethernet frame exists 1n the VPLS
table;
if the group information does not exist, requesting the
group 1nformation from the management system,
receiving the mnformation, and then, updating the VPLS
table by adding the recerved group information; and

the provider edge determining an output interface by refer-
ring to the group information, and transmitting the Eth-
ernet frame:

wherein the requesting, receiving and updating of the

group mnformation comprise:

determining whether or not the group information request

ol the provider edge relates to the ICMP packet received
by the provider edge;

if the request relates to the ICMP packet, transmitting to the

provider edge a corresponding group ID 1n the manage-
ment table; and

notifying all customer edges having an identical group 1D

in the management table of customers in the i1dentical
group.

6. The method of claim 5, wherein the provider edge estab-
lishes the VPLS table with an entry of information including
an ID of the management system, a MAC address, an inter-
face, and a group ID.

7. The method of claim 5, wherein the management system
establishes the management table with an entry of informa-
tion including an ID of the management system, a provider
edge connected to the management system, a MAC address of
a source transmitting a frame to the provider edge, and group
information.

8. In a provider edge 1n a virtual private LAN 1n which the
provider edge, a customer edge, and a management system
are connected to each, a method of providing multicast ser-
vices realized as a computer program stored 1n a non-transi-
tory computer readable recording medium, the method com-
prising:

establishing a VPLS table used to transmit a recerved Eth-

ernet frame to a destination;

after recerving an Ethernet frame from the customer edge,

searching the VPLS table 1n order to determine whether
or not group information related to the destination of the
Hthernet frame exists in the VPLS table;
if the group information does not exist, requesting the
group 1nformation from the management system,
receiving the information, and then, updating the VPLS
table by adding the recerved group information; and
determining an output interface by referring to the group
information, and transmaitting the Ethernet frame;
wherein the requesting, receiving and updating of the
group mnformation comprise:
determining whether or not the group information request
of the provider edge relates to the ICMP packet recerved
by the provider edge;
if the request relates to the ICMP packet, transmitting to the
provider edge a corresponding group ID 1n the manage-
ment table; and
notifying all customer edges having an 1dentical group 1D
in the management table of customers in the i1dentical

group.

10

15

20

25

30

35

40

45

50

55

8

9. A non-transitory computer readable recording medium
having embodied thereon a computer program for executing
a method of providing multicast services 1n a virtual private
L.AN 1n which a provider edge, a customer edge, and a man-
agement system are connected to each other, wherein the
method comprises:

cstablishing a management table used to transmit a
recerved Ethernet frame to a destination; and

1T a group information request 1s recerved from the provider
edge, and 11 the request 1s appropriate, transmitting the
group information to the provider edge;

wherein the transmitting of the group information to the
provider edge comprises:

determiming whether or not the group information request
of the provider edge relates to an Internet control mes-
sage packet (ICMP) received by the provider edge;

11 the requestrelates to the ICMP packet, transmitting to the
provider edge a corresponding group ID 1n the manage-
ment table; and

notifying all customer edges 1n the management table hav-
ing an identical group ID of customers in the i1dentical
group.

10. A non-transitory computer readable recording medium
having embodied thereon a computer program for executing
a method of providing multicast services 1n a virtual private
L.AN 1n which a provider edge, a customer edge, and a man-
agement system are connected to each others wherein the
method comprises:

the provider edge establishing a VPLS table used to trans-
mit a received Ethernet {frame to a destination, and the
management system establishing a management table
used to accurately transmit the Ethernet frame to the
destination;

after the provider edge recetves an Ethernet frame from the
customer edge, searching the VPLS table 1n order to
determine whether or not group information related to
the destination of the Ethernet frame exists 1n the VPLS
table;

if the group information does not exist, requesting the
group 1nformation from the management system,
receiving the mformation, and then, updating the VPLS
table by adding the recerved group information; and

the provider edge determining an output interface by refer-
ring to the group information, and transmitting the Eth-

ernet frame;:

wherein the requesting, receiving and updating of the
group information comprise:

determining whether or not the group information request
of the provider edge relates to the ICMP packet recerved
by the provider edge;

11 the request relates to the ICMP packet, transmitting to the
provider edge a corresponding group ID 1n the manage-
ment table; and

notifying all customer edges having an 1dentical group 1D
in the management table of customers in the 1dentical

group.
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