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SYSTEMS AND METHODS FOR MUTUAL
AUTHENTICATION OF NETWORK NODES

RELATED APPLICATIONS

This application claims priornity to Application Ser. No.
60/583,765, filed on Jun. 28, 2004, titled “Controlling Use of

a Mobile Work Station Based on Network Environment,”
Application Ser. No. 60/598,364, filed on Aug. 3, 2004, titled
“Systems and Methods for Enhancing and Optimizing a

User’s Experience on an Electronic Device,” Application Ser.
No. 60/652,121, filed on Feb. 11, 20035, titled “Remote Access

Services,” and Application Ser. No. 60/653,411, filed on Feb.
16, 2005, titled “Creating an Environment for Secure Mobile
Access Anywhere,” the entirety of all of which are incorpo-
rated herein by reference.

FIELD OF THE INVENTION

The present invention relates generally to computer net-
working and, more particularly to systems and methods for
mutual authentication of network nodes.

BACKGROUND

Wireless hotspots are becoming more prevalent. To access
a wireless hotspot, a user utilizes a communications device 1n
alaptop, PDA or other wireless-enabled device that allows the
wireless-enabled device to communicate with an access
point. For example, a laptop may include built-in wireless
capability, or the user may plug in a PC card to provide the
wireless functionality. The wireless communication device
typically uses a standard protocol, such as the 802.11b pro-
tocol, to communicate with the access point.

The standard protocols support basic authentication proto-
cols, including Wireless Equivalent Privacy (WEP) and Wi-Fi
Protected Access (WPA). Unfortunately, both of these
authentication protocols are easily breachable with basic
attack strategies available over the Web and therefore do not
provide an acceptable level of security for many users and
corporations. A new standard, 802.1x, addresses some of
these security 1ssues. However, the new standard requires
changes 1n hardware and software and will take time to 1mple-
ment. Thus some current and future Wireless Local Area
Network (WLAN) equipment and telecommunication carri-
ers may not support the enhanced authentication protocol
immediately or at all.

Additionally, the access point typically has no mechanism
that allows a wireless-enabled device attempting to connect to
an authentication server on the other side of the access point
to verily that the authentication response it recerves, suppos-
edly from the authentication server, 1s genuine. This security
hole makes 1t difficult to identily a rogue access point—an
access point set up to impersonate an authentication server
and gain unauthorized access to information on the wireless-
enabled devices or from transmissions from the wireless-
enabled devices.

SUMMARY

Embodiments of the present imnvention provide methods
and systems for mutual authentication of network nodes.
Mutual authentication provides a means for two network
nodes to authenticate one another without requiring that an
encryption key or other security token be passed between the
nodes. One method according to one embodiment of the
present mvention comprises: transmitting a communication
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2

from a client to a server, the communication associated with
a credential, the credential having a user identifier and a first
token and recerving the communication at the server. The
method further comprises determining a second token asso-
ciated with the user identifier on the server and on the client
and generating an encryption key based at least 1n part on the
second token on the server and on the clhient. The method
further comprises generating and encrypting an encrypted
authentication request on the client; transmitting the
encrypted authentication request to the server; recerving the
encrypted authentication request on the server; decrypting the
encrypted authentication request using the encryption key on
the server; generating and encrypting an encrypted authenti-
cation response on the server; and transmitting the encrypted
authentication response to the client.

-

T'his illustrative embodiment 1s mentioned not to limit or
define the invention, but to provide one example to aid under-
standing thereol. Illustrative embodiments are discussed 1n
the Detailed Description, and further description of the inven-
tion 1s provided there. Advantages offered by the various
embodiments of the present invention may be further under-
stood by examining this specification.

FIGURES

These and other features, aspects, and advantages of the
present mvention are better understood when the following
Detailed Description 1s read with reference to the accompa-
nying drawings, wherein:

FIG. 1 1s a timing diagram 1llustrating an implementation
ol two-stage mutual authentication in one embodiment of the
present invention;

FIG. 2 15 a block diagram showing an 1llustrative environ-
ment for implementation of one embodiment of the present
imnvention;

FIG. 3 1s a flow chart illustrating a method for providing an
authentication message 1n one embodiment of the present
imnvention;

FIG. 4 1s a flowchart illustrating a method for mutual
authentication from a client perspective 1n one embodiment
of the present invention;

FIG. § 1s a flowchart illustrating a method for mutual
authentication from an access point perspective i one
embodiment of the present invention;

FIG. 6 1s a flowchart illustrating a method for mutual
authentication from a first authentication server perspective
in one embodiment of the present invention;

FIG. 7 1s a flowchart illustrating a method for mutual
authentication from a final authentication server perspective
in one embodiment of the present invention; and

FIG. 8 1s a flowchart illustrating a method for mutual
authentication from a mutual authentication server perspec-
tive 1n one embodiment of the present invention.

DETAILED DESCRIPTION

Introduction

Embodiments of the present invention comprise methods
and systems for mutual authentication of network nodes.
There are multiple embodiments of the present invention. By
way of introduction and example, one 1llustrative embodi-
ment of the present invention provides a method for two-stage
mutual authentication. FIG. 1 1s a timing diagram 1llustrating,
an implementation of two-stage mutual authentication in one
embodiment of the present invention.
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The timing diagram shown 1n FIG. 1 illustrates messages
flowing between various nodes on a network (not shown). The
network devices include a client 2, an access point 4, a AAA
server 6, which may also be referred to as a Radius server and
1s responsible for access, authentication, and accounting
(AAA), and a mutual authentication server 8. Each of these
network nodes 1s described in further detail in relation to FIG.
2 below. In various embodiments, each of these nodes may
actually comprise more than one computer or may be com-
bined on a single computer. For example, in the embodiment
shown 1n FIG. 2 and described in relation to FIGS. 3 through
8, the AAA server 6 1s implemented as a first and final authen-
tication server.

A user may attempt to authenticate on a network, such as,
for example, a W1iF1 network, 1n order to, perhaps, access an
employer’s extranet. In order to authenticate on the network,
the user supplies a credential. The credential may include one
or more attributes, including, for example, one or more of a
user 1dentifier, a password or personal 1d number (PIN), and a
token. The token may be, for example, a one-time password
generated from a mathematical algorithm or retrieved from a
list. The client device 2 first attaches to the access point 4 and
1s provided with an Internet Protocol (IP) address. The client
2 then transmits the credential, including the user 1dentifier

and token to the access point (4) 10. The access point passes
the user 1dentifier and token to the AAA server (6) 12.

The AAA server 6 recerves the credential and evaluates the
user 1dentifier and token and may evaluate other attributes
supplied by the user or client 2. If the credential 1s valid, the
AAA server 6 sends a reply message to the access point 4,
indicating that the authentication was successiul 14. The
access point 4 then forwards the success message to the client
(2) 16. I the credential 1s invalid, the AAA server 6 will send
a failure message, and the user may try to log on again. The
process of receiving a credential and authenticating a user
described above 1s typical of the process performed by con-
ventional systems. The embodiment of the present invention
shown 1n FIG. 1 also provides an additional measure of secu-
rity.

The AAA server 6 forwards the user 1dentifier and token to
the mutual authentication server (8) 18. The mutual authen-
tication server 8 retrieves a second token. The second token
may be, for example, the next password 1n a password list or
the next password generated by the mathematical algorithm.
In any event, the second token 1s a token that can be generated
on both the client device 2 and the mutual authentication
server 8 independently without the need for passing the token
across communication lines between the two.

The mutual authentication server 8 then generates an
encryption key using at least the second token. For example,
the authentication server may use the second token as a seed
to generate the key. Alternatively, the mutual authentication
server 8 may use the token in combination with the user
identifier, password, and other information (e.g., the IP
address of the client) to generate the encryption key. The
method used to generate the key may be a conventional
encryption key generation method.

If the client 2 recerves an indication that the authentication
was unsuccessiul, the client disconnects. For example, if the
user 1dentifier and password are invalid, the AAA server 6
may send the failure message as described above. I the
authentication 1s successful, then when the client 2 receives
the success message, the client 2 retrieves a second token and
generates an encryption key using the second token and may
use additional information to generate the encryption key as
well. The manner of generating the encryption key on the
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4

client 2 1s 1dentical to the manner of generating the encryption
key on the mutual authentication server 8. Thus, the keys are
identical.

The client 2 then generates an authentication request and
encrypts the request using the encryption key generated using
the second token. The encryption method utilized by the
client 2 may be a conventional encryption method. The client
2 then sends the authentication request to the mutual authen-
tication server (8) 20.

The mutual authentication server 8 attempts to decrypt the
request using the key generated on the mutual authentication
server 8. If the encryption keys on the client 2 and mutual
authentication server 8 are 1dentical, the mutual authentica-
tion server 8 will be able to decrypt the authentication request
and evaluate the decrypted request. I the mutual authentica-
tion server 8 successtully decrypts and evaluates the authen-
tication request from the client, the mutual authentication
server 8 sends an authentication response to the client (2) 22.

The client 2 attempts to decrypt the authentication
response using the encryption key. If successiul, the 2-stage
mutual authentication 1s successiul. The client 2 may use the
information in the authentication response for various pur-
poses. For example, the client 2 may be able to determine that
the access point 4 1s a valid access point, 1.€., not a rogue
access point attempting to surreptitiously gain access to data
from the client.

The client 2 may also be able to use the communication
channel with the mutual authentication server 8 as an addi-
tional layer of security. For example, the communication line
established between the client 2 and the mutual authentica-
tion server 8 1s, 1n effect, a virtual private network (VPN }—all
communication between the client 2 and the mutual authen-
tication server 8 1s encrypted using the encryption key, which
1s mndependently generated on both the client 2 and mutual
authentication server 8. This encryption can be used instead
of or 1n addition to any other security measures 1n place.

This 1ntroduction 1s given to mtroduce the reader to the
general subject matter of the application. By no means is the
invention limited to such subject matter. Illustrative embodi-
ments are described below.

System Architecture

Various systems 1n accordance with the present invention
may be constructed. Referring now to the drawings 1n which
like numerals indicate like elements throughout the several
figures, FIG. 2 1s a block diagram showing an illustrative
environment for implementation of one embodiment of the
present invention. The system 100 shown 1n FIG. 2 comprises
a client device 102 1n commumnication with an access point
104. The access point 104 1s in communication with a first
authentication server 118, a final authentication server 126,
and a mutual authentication server 134 over anetwork 106. In
one embodiment, the network 106 shown comprises the Inter-
net. The network may also comprise an intranet, a Local Area
Network (LAN), a telephone network, or a combination of
suitable networks. The client device 102, the access point
104, and the server devices 118,126, and 134 may connect to
the network 106 through wired, wireless, or optical connec-
tions and the network 1tself may be wired or wireless or a
combination of both.

Client Devices

Examples of client device 102 are personal computers,
digital assistants, personal digital assistants, cellular phones,
mobile phones, smart phones, pagers, digital tablets, laptop
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computers, Internet appliances, and other processor-based
devices. In general, a client device 102 may be any suitable
type ol processor-based platform that 1s connected to a net-
work 106, such as through access point 104, and that interacts
with one or more application programs. The client device 102
can contain a processor 110 coupled to a computer-readable
medium, such as memory 112. Client device 102 may operate
on any operating system, such as Microsoft® Windows® or
Linux. The client device 102 1s, for example, a personal
computer executing a browser application program such as
Microsoit Corporation’s Internet Explorer™, Netscape
Communication Corporation’s Netscape Navigator™,
Mozilla Organization’s Firefox, Apple Computer, Inc.’s
Saftari™, Opera Software’s Opera Web Browser, and the open
source Linux Browser.

Access Point

The access point 104 1s a communication hub for devices
connecting to network 106. The access point 104 may be a
dedicated hardware device or may be a general-purpose com-
puter executing access point software 104. The access point
104 may be wired or wireless. The access point 104 includes
a processor 114 and memory 116.

The memory 116 1includes software code for accessing the
network. For example, the memory 116 may include software
code for supporting Dynamic Host Configuration Protocol
(DHCP) and supporting Hypertext Transier Protocol (HT'TP)
administrative access to the access point 104. Access points
are available from a variety of manufactures, such as, for
example, Linksys.

Server Devices

The server devices 118, 126, and 134 contain processors
120, 128, 136 coupled to a computer-readable medium, such
as memory 122, 130, 138. The memory comprises one or
more applications.

In the embodiment shown 1n FIG. 2, memory 122 of first
authentication server 118 comprises a proxy server 124. The
proxy server 124 acts as a gateway between the client appli-
cation and the final authentication server 126. Such proxying
1s typical 1n such an authentication environment because the
credentials supplied by a user for authentication are oiten not
known to the first authentication server, but information in the
authentication request indicates to the first authentication
server that another authentication server (1.¢. the final authen-
tication server) will be able to authenticate the user.

Memory 130 of final authentication server 126 comprises a
token generator 132. The token generator 132 generates and
supplies a token in response to a request. The token may be
generated from a list of pre-existing tokens or by using a
mathematical algorithm. The token generator may be, for
example, a SateWord token generator.

The memory 138 of the mutual authentication server 134
comprises a key generator 140. The key generator 140 uses a
set of information to create an encryption key. The process for
generating the key 1s described 1n detail below.

The server devices 118, 126, 134 may utilize a Radius
server, which 1s an open source server for authentication and
accounting. A Radius server supports a variety of authentica-
tion schemes.

Server devices 118, 126, 134, which are depicted as single
computer systems, may be implemented as a network of
computer processors. Server devices 118, 126, 134 may
instead comprise a single physical server executing various
applications to support the processes described herein.
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Examples of server devices 118, 126, 134 are a server, main-
frame computer, networked computer, or other processor-
based devices, and similar types of systems and devices.
Client processor 110 and server processors 118, 126, 134 can
be any of a number of computer processors, as described
below, such as processors from Intel Corporation of Santa
Clara, Calif. and Motorola Corporation of Schaumburg, Ill.

Such processors may include a microprocessor, an ASIC,
and state machines. Such processors include, or may be 1n
communication with computer-readable media, which stores
program code or instructions that, when executed by the
processor, cause the processor to perform actions. Embodi-
ments of computer-readable media include, but are not lim-
ited to, an electronic, optical, magnetic, or other storage or
transmission device capable of providing a processor with
computer-readable instructions. Other examples of suitable
media include, but are not limited to, a tloppy disk, CD-ROM,
DVD, magnetic disk, memory chip, ROM, RAM, an ASIC, a
configured processor, optical media, magnetic tape media, or
any other suitable medium from which a computer processor
can read instructions. Also, various other forms of computer-
readable media may transmit or carry program code or
instructions to a computer, including a router, private or pub-
lic network, or other transmission device or channel, both
wired and wireless. The mnstructions may comprise program
code from any computer-programming language, including,
for example, C, C++, C#, Visual Basic, Java, Python, Perl, and
JavaScript. Program code runming on the access point 104 and
server devices 118, 126, 134 may include web server soit-
ware, such as the open source Apache Web Server and the
Internet Information Server (IIS) from Microsoit Corpora-
tion.

It should be noted that the present invention may comprise
systems having a different architecture than that which 1s
shown 1n FIG. 2. For example, 1n some systems according to
the present invention, first authentication server 118 and final
authentication server 126 may be combined in a single server.
The system 100 shown 1n FIG. 2 1s merely 1llustrative, and 1s
used to help explain the illustrative systems and processes
discussed below.

Illustrative Processes tor Mutual Authentication

Embodiments of the present invention provide systems and
methods for mutual authentication of network nodes. FIG. 3
1s a flow chart 1llustrating a method for providing an authen-
tication message 1n one embodiment of the present invention.
In the embodiment shown, a user enters a credential, includ-
ing a token (e.g., a password), into an application executing
on a client device 102. The credential may also include the
user’s user identifier, a plamn text password, or other
attributes. The user then submits the information to an authen-
tication server, such as first authentication server 118, final
authentication server 126, or mutual authentication server
134. In one embodiment, the client 102 automatically sup-
plies the credential and submits the information to an authen-
tication server without requiring that the user enter the infor-
mation. When the information 1s submitted, it 1s first recetved
by the access point 104 and then forwarded to one of the
servers 118, 126, 134 via the network 106 based on header
information 1n the packet sent by the client 102. The client
102 addresses the packet based on address information pro-
vided in the authentication software. For example, the client
authentication soitware may include the IP address of the
server to which authentication requests are directed. The
authentication server corresponding with the IP address may
be any of the servers 118,126, 134 shown in FI1G. 2 ora server
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combining the functionality of one of the server 118, 126, 134
shown. In another embodiment, a web address, e.g., www.ex-
ample.com, 15 used 1nstead of an IP Address.

For simplicity, the process 200 shown i FIG. 3 will be
described in relation to the first authentication server 118. In
such an embodiment, the first authentication server would
combine the functionality of the three servers 118, 126, 134
shown 1n FIG. 2. The process 200 begins when the authenti-
cation server 118 receives the credential from the client 102,
including the token 202. The credential may comprise, for
example, a user identifier, a token, and the IP address of the
client 102. The authentication server 118 then verifies the
credential 204. For example, the token may comprise a pass-
word from a password list or that 1s generated from an algo-
rithm. The authentication server 118 uses the same password
list or algorithm to determine the password associated with
the user 1d and compares the password generated with the
password recerved from the client 102. In one embodiment,
the user submaits a user identifier that includes a first portion,
an “(@” symbol, and a second portion, the “@” symbol
between the first and second portion (e.g.,
user@example.com). The first portion submitted by the user
1s a temporary identifier. When the authentication server 118
receives the request, 1t replaces the temporary identifier with
a permanent or semi-permanent 1dentifier. For instance, the
user submits “temp@example.com,” and the authentication
server 118 replaces “temp” with “user” before processing the
request. The authentication server 118 may determine the
permanent identifier by, for example, searching a lookup table
for the IP address of the client 102. Such an embodiment
provides additional security by ensuring that the permanent
identifier 1s not disclosed before the request reaches the

authentication server 118.

The authentication server 118 next determines a second
token associated with the credential 206. For instance, the
authentication server 118 may utilize the password algorithm
to generate the next password associated with a user 1dentifier
recerved 1n the credential.

The authentication server 118 next generates an encryption
key using the second token 208. The authentication server
may utilize the second token in combination with other
attributes of the credential to generate the key. For instance,
the authentication server 118 may use the second token in
combination with the user identifier and IP address of the
client 102 to generate the encryption key. In the embodiment
shown 1n FIG. 2, the encryption key 1s generated using con-
ventional systems and methods. In other embodiments, non-
conventional systems and methods for encryption may be
used.

Concurrently, the client uses the same mechanism to derive
the same second token and subsequent encryption key. The
Client then uses the encryption key to encrypt an authentica-
tion message 210. The encryption utilized in the embodiment
of the invention shown in FIG. 3 1s symmetric—the encryp-
tion and decryption keys are the same. Symmetric encryption
1s typically faster and less complex than asymmetric (e.g.,
public key/private key) encryption. An embodiment of the
present invention 1s able to use symmetric encryption in a
secure manner since the keys are not exchanged over the
communication link. Various methods of encryption may be
utilized by an embodiment of the present invention. Examples
of conventional encryption routines that may be utilized
include Advanced Encryption Standard (AES), also referred
to as Riyyndael, Data Encryption Standard (DES), Triple DES
(3DES), and Blowfish. Other suitable encryption routines
may also be used.
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Fundamentally, the authentication message validates that
the client was indeed authenticated against the authentication
server that it should have been authenticated against, how-
ever, the secure messaging tunnel that has been built through
this independent generation of symmetric keys may be used
for other purposes. The client then transmaits the authentica-
tion message to the authentication server.

FIG. 4 1s a flowchart illustrating a method for mutual
authentication from a client perspective 1n one embodiment
of the present invention. In the process 300 shown, the client
102 generates a token 302. The token may comprise, for
example, a one-time password generated using a computer

algorithm.

The client 102 may identify a particular access point 104.
Alternatively, the client 102 may poll the surrounding area to
determine the service set identifier (SSID) of the strongest
access point available and use that access point. The client
102 may also connect to the network 106 via a wired connec-
tion, a WWAN (Cellular) connection, or a WAN (Dial-up)
connection. The access point 104 will forward the authenti-
cation request generated at the client to the approprate
authentication server, such as first authentication server 118.

-

The client next receirves from the access point 104 an
authentication reply originating from the authentication
server 306. The response may indicate a success or failure 1n
authentication 308. If the response 1s not successiul, the pro-
cess ends 322. The actual format of this response may vary; 1t
could be return value to a function call, but 1t could also
simply be a redirect to a web page with text indicating that an
authentication attempt failed. The client 102 will then discon-
nect from the access point 104. The client 102 may also create
a log recording the invalid authentication or may inform the
user that the authentication was nvalid or both.

If the process 1s successiul, the client encrypts a server
validation request and sends it to the mutual authentication
server (134) 310. The server validation request 1s a request for
validation that the server that authenticated the client 102 1s
valid. In other words, the server with which the client 102 1s
communicating 1s not spoofing a valid server in an attempt to
gain confidential nformation from the client 102. For
example, the user of the client 102 may want to ensure that
any password information 1s not being passed to a rogue
server. One embodiment of the present invention utilizes
mutual authentication to ensure that each client that the final
authentication server authenticates 1s valid, 1.e., an unautho-
rized client 1s attempting to access the final authentication
server. If the client 1s not authorized, the client may be kicked
of the access point 104 or ignored by the mutual authentica-
tion server 134 or both. The mutual authentication process
described herein may be used for other purposes as well.

The client 102 generates an encryption key using the cre-
dential and a second token. For example, 1f the client 102
utilizes a one-time password generation algorithm to generate
the first token, the client 102 utilizes the algorithm to generate
a second token. The client 102 then uses the user 1identifier and
IP address 1n conjunction with the second token to generate
the encryption key. The encryption key is i1dentical to an
encryption key generated on the mutual authentication server

134.

Theclient 102 then sets a client time period 312. During the
client time period, the client 102 will wait for a response.
When the client time period expires 314, the process will end
322. In other words, the client 102 will not accept a response
alter expiration of the client time period. The client 102 may
also terminate the connection with the access point 104 upon
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expiration of the client time period. The client 102 may also
log the unsuccessiul attempt and may notify the user of the
tailure.

If the client time period has not expired, the client 102 wall
wait for a response. In the process 300 shown, the client 102
next receirves a server validation response from the mutual
authentication server (134) 316.

The client 102 validates the server validation response 318.
The client 102 validates the server authentication response by
utilizing the encryption key. The algorithm used by the client
to generate the key 1s the same one used by the mutual authen-
tication server 134 to generate the key used to encrypt the
server validation request. Thus, 1f the client 102 1s able to
decrypt the validation response with the key, the client 102
verifies that the client 102 and the mutual authentication
server 134 are using the same key. The client 102 then vali-
dates the response itsell.

If the response 1s mvalid, the authentication process 300
ends 322. I1 the response 1s valid, then a successtul authent-
cation has occurred 320. The authentication process 300 then
ends 322. The client 102 has successiully completed the
two-stage mutual authentication.

FIG. 5 1s a flowchart illustrating a method for mutual
authentication from an access point perspective 1n one
embodiment of the present invention. In the process 400
shown, the access point 104 receives a credential from the
client (102) 402. As described above, the credential includes
a user 1dentifier and token.

The access point 102 sends the credential to the first
authentication server (118) 404. The first authentication
server 118 and other authentication servers 126, 134 process
the request and transmit an authentication reply to the access
point 104 via the first authentication server 118.

The access point 104 recerves the authentication reply form
the first authentication server (118) 406. The access point 104
acts as a conduit for sending and receiving messages. The
access point 104 transmits the authentication reply to the
client (102) 408. The access point 104 may perform other
processes as well. For example, the access point 104 typically
acts as a DHCP server for the client 102.

FIG. 6 1s a flowchart illustrating a method for mutual
authentication from a first authentication server perspective
in one embodiment of the present invention. In the process
500 shown, the first authentication server 118 receives an
authentication request from the access point (104) 502. The
authentication request includes a user 1dentifier and token.

The first authentication server 118 proxies the authentica-

tion request to the final authentication server (126) 504. In
some embodiments, the first authentication server 118 and
final authentication server 126 are the same server. In such an
embodiment, the first authentication server 118 does not
proxy the request.

Once the request has been processed, the first authentica-
tion server 118 recetves an authentication reply from the final
authentication server (126) 506. The final authentication
server 126 may grant or deny access. For example, 11 the user
supplies an mvalid user identifier-password combination, the
final authentication server 126 will deny access. The final
authentication server 126 may request that the user resubmut
the user 1dentifier and password or provide some other 1ndi-
cation as to why access was denied. The first authentication
server 118 then sends the authentication reply to the access
point (104) 508.

FIG. 7 1s a flowchart illustrating a method for mutual
authentication from a final authentication server perspective
in one embodiment of the present invention. In the process
600 shown 1n FIG. 7, the final authentication server 126 first

10

15

20

25

30

35

40

45

50

55

60

65

10

receives an authentication request from the first authentica-
tion server (118) 602. The final authentication server (126)
checks the credential to ensure that 1t 1s valid 604.

I1 the credential 1s 1nvalid, the final authentication server
126 sends a failed authentication reply to the first authentica-
tion server (118) 606. After a failed authentication, the pro-
cess ends 612. In one embodiment, after the final authentica-
tion server 126 sends a failed authentication reply, it requests
that the user try again. If the user fails to log 1n successtully
three consecutive times, it locks the user out.

It the credential 1s valid, the final authentication server 126
sends a successiul authentication reply to the first authenti-
cation server (118) 608. The final authentication server 126
then sends the token, user 1d, and IP address to the mutual
authentication server (134) 610. The process then ends 612.

FIG. 8 1s a flowchart illustrating a method for mutual
authentication from a mutual authentication server perspec-
tive 1n one embodiment of the present invention. In the pro-
cess 700 shown, the mutual authentication server 134
receives a token, user ID, and IP address from the final
authentication server (126) 702. The mutual authentication
server uses this information to generate an encryption key
704. The encryption algorithm may be generated using a
conventional encryption key generation algorithm. The
mutual authentication server 134 then sets a server time

period 706.

Subsequently, the mutual authentication server 134
receives a server validation request from the client (102) 708.
The mutual authentication server 134 determines whether the
server time period has expired 710. If the time period has
expired, the process ends 716. Outside of the server time
period, the mutual authentication server 134 does not respond
to the server validation request.

If the time period has not expired, the mutual authentica-
tion server 134 determines whether the server validation
request 1s valid 712. The mutual authentication server deter-
mines the validity of the request by attempting to decryptit. In
one embodiment, the mutual authentication server 134
locates or generates the appropriate encryption key. If the
mutual authentication server 134 1s unable to generate the
key, the server validation request 1s 1gnored.

I the mutual authentication server 134 locates or deter-
mines the key, the mutual authentication server 134 attempts
to decrypt the validation message. If the decryption 1s unsuc-
cessiul, the server validation request 1s ignored. I the decryp-
tion 1s successiul, then the mutual authentication server 134
attempts to validate the request.

If the server validation request 1s invalid, the process ends
716. If the request 1s valid, the mutual authentication server
134 encrypts and sends a server validation response to the
client 714. The mutual authentication server 134 utilizes the
same encryption algorithm to encrypt the validation response
as was used to decrypt the validation request. However, the
encryption key 1s based on a second token. For example, the
mutual authentication server 134 may use the next password
from a one-time password list or may generate the next pass-
word using a password generation algorithm. The process

then ends 716.

(General

The foregoing description of the embodiments, including
preferred embodiments, of the mnvention has been presented
only for the purpose of 1llustration and description and 1s not
intended to be exhaustive or to limit the invention to the

precise forms disclosed. Numerous modifications and adap-
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tations thereof will be apparent to those skilled i1n the art
without departing from the spirit and scope of the present
invention.

That which 1s claimed:

1. A method comprising:

receiving, at an authentication server, a communication
from a client, the communication having been sent wire-
lessly from the client to an access point and from the
access point to the authentication server, the communi-
cation associated with a credential, the credential having
a user 1dentifier and a first token;

determining, at the authentication server, a second token
assoclated with the user identifier, wherein the second
token 1s independently stored on the client such that the
second token 1s not transmitted between the client and
authentication server but 1s available on both the client
and the authentication server;

generating, at the authentication server, an encryption key
based at least 1n part on the second token, wherein the
encryption key 1s not transmitted between the client and
authentication server but 1s available on both the client
and authentication server since each can generate the
encryption key using the second token;

receiving, at the authentication server, an authentication
message Irom the client, wherein the authentication
message was encrypted at the client using the encryption
key, wherein the encryption key was generated at the
client using the second token;

decrypting, at the authentication server, the authentication
message using the encryption key, wherein the authen-
tication message encrypted using the encryption key
allows the authentication server to authenticate the cli-
ent; and

transmitting, from the authentication server to the client, an
authentication reply encrypted using the encryption key,
wherein the authentication reply encrypted using the
encryption key allows the client to authenticate the
authentication server.

2. The method of claim 1, further comprising;

receiving a second communication encrypted using the
encryption key tfrom the client; and

decrypting the second communication using the encryp-
tion key.

3. A method comprising:

transmitting from a client a commumication, the commu-
nication associated with a credential, the credential hav-
ing a user identifier and a first token, wherein the com-
munication 1s sent wirelessly via a first communication
channel from the client to an access point and via a
second communication channel from the access point to
an authentication server:

determining, at the client, a second token associated with
the user 1dentifier, wherein the second token 1s indepen-
dently stored on the client such that the second token 1s
not transmitted between the client and authentication
server but 1s available on both the client and the authen-
tication server;

generating, at the client, an encryption key based at least in
part on the second token, wherein the encryption key 1s
not transmitted between the client and authentication
server but 1s available on both the client and authentica-
tion server since each can generate the encryption key
using the second token;

transmitting an authentication message from the client to
the authentication server, wherein the authentication
message was encrypted using the encryption Kkey,
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wherein the authentication message encrypted using the
encryption key allows the authentication server to
authenticate the client:;

receving, at the client, from the authentication server an

authentication response encrypted using the encryption
key, wherein the encryption key on the authentication
server was generated on the authentication server using,
the second token; and

decrypting, at the client, the authentication response using,

the encryption key, wherein the authentication response
encrypted using the encryption key allows the client to
authenticate the authentication server.

4. The method of claim 3, wherein the first communication
channel comprises a wireless network channel and the second
communication channel comprises a wired network channel.

5. The method of claim 3, further comprising

encrypting a second communication using the encryption

key; and
transmitting the second communication.
6. The method of claam 3, wherein the authentication
response further comprises a verification message associated
with the access point.
7. The method of claim 6, further comprising determining,
whether the verification message 1s valid.
8. The method of claim 6, further comprising continuing,
communication ii the verification message 1s valid.
9. The method of claim 6, further comprising discontinuing,
communication if the verification message 1s not valid.
10. A method comprising;:
transmitting a communication from a client to an authen-
tication server, the communication associated with a
credential, the credential having a user 1dentifier and a
first token, wherein the communication 1s sent wire-
lessly from the client to an access point and from the
access point to an authentication server;
recerving the communication at the authentication server;
determining a second token associated with the user 1den-
tifier on the authentication server and on the client,
wherein the second token 1s independently stored on the
client such that the second token i1s not transmaitted
between the client and authentication server but 1s avail-
able on both the client and the authentication server;

generating an encryption key based at least 1n part on the
second token on the authentication server and on the
client, wherein the encryption key 1s not transmitted
between the client and authentication server but 1s avail-
able on both the client and authentication server since
cach can generate the encryption key using the second
token;

generating and encrypting an encrypted authentication

request using the encryption key on the client;
transmitting the encrypted authentication request from the
client to the authentication server:

recerving the encrypted authentication request on the

authentication server:;

decrypting the encrypted authentication request using the

encryption key on the authentication server, wherein the
authentication request encrypted using the encryption
key allows the authentication server to authenticate the
client;

generating and encrypting an encrypted authentication

response using the encryption key on the authentication
server; and

transmitting the encrypted authentication response to the

client, wherein the authentication response encrypted
using the encryption key allows the client to authenticate
the authentication server.
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11. A non-transitory computer-readable medium on which
1s encoded program code, the program code comprising:
program code for receiving at an authentication server, a
communication from a client, the communication hav-
ing been sent wirelessly from the client to an access
point and from the access point to the authentication
server, the communication associated with a credential,
the credential having a user 1dentifier and a first token;
program code for determining, at the authentication server,
a second token associated with the user identifier,
wherein the second token 1s independently stored on the
client such that the second token 1s not transmitted
between the client and authentication server but 1s avail-
able on both the client and the authentication server;
program code for generating, at the authentication server,
an encryption key based at least i part on the second
token, wherein the encryption key i1s not transmitted
between the client and authentication server but 1s avail-
able on both the client and authentication server since
cach can generate the encryption key using the second
token;
program code for receiving, at the authentication server, an
authentication message from the client, wherein the
authentication message was encrypted at the client using
the encryption key, wherein the encryption key was gen-
erated on the client using the second token;
program code for decrypting, at the authentication server,
the authentication message using the encryption key,
wherein the authentication message encrypted using the
encryption key allows the authentication server to
authenticate the client; and
program code for transmaitting, at the authentication server
to the client, an authentication reply encrypted using the
encryption key, wherein the authentication reply
encrypted using the encryption key allows the client to
authenticate the authentication server.
12. The computer-readable medium of claim 11, further
comprising;
program code for recerving at the authentication server a
second communication encrypted using the encryption
key from the client; and
program code for decrypting the second communication
using the encryption key.
13. A non-transitory computer-readable medium on which
1s encoded program code, the program code comprising:
program code for transmitting from a client a communica-
tion, the communication associated with a credential,
the credential having a user identifier and a first token,
wherein the communication 1s sent wirelessly via a first
communication channel from the client to an access
point and via a second communication channel from the
access point to an authentication server;
program code for determining, at the client, a second token
associated with the user identifier, wherein the second
token 1s independently stored on the client such that the
second token 1s not transmitted between the client and
authentication server but i1s available on both the client
and the authentication server;
program code for generating, at the client, an encryption
key based at least in part on the second token, wherein
the encryption key 1s not transmitted between the client
and authentication server but i1s available on both the
client and authentication server since each can generate
the encryption key using the second token;
program code for transmitting an authentication message
from the client to the authentication server, wherein the
authentication message was encrypted using the encryp-
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tion key, wherein the authentication message encrypted
using the encryption key allows the authentication
server to authenticate the client;

program code for receiving, at the client, from the authen-
tication server an authentication response encrypted
using the encryption key, wherein the encryption key on
the authentication server was generated on the authenti-
cation server using the second token; and

program code for decrypting, at the client, the authentica-
tion response using the encryption key, wherein the
authentication response encrypted using the encryption
key allows the client to authenticate the authentication
Server.

14. The computer-readable medium of claim 13, further
comprising
program code for encrypting a second communication
using the encryption key; and

program code for transmitting the second communication.

15. The computer-readable medium of claim 13, wherein
the authentication response further comprises a verification
message associated with the access point, further comprising
program code for determining whether the verification mes-
sage 1s valid.

16. The computer-readable medium of claim 15, further
comprising program code for continuing communication 1f
the verification message 1s valid.

17. The computer-readable medium of claim 15, further
comprising program code for discontinuing communication
if the verification message 1s not valid.

18. A non-transitory computer-readable medium on which
1s encoded program code, the program code comprising:

program code for transmitting a communication from a
client to an authentication server, the communication
associated with a credential, the credential having a user
identifier and a first token, wherein the communication
1s sent wirelessly from the client to an access point and
from the access point to an authentication server;

program code for receiwving the communication at the
authentication server;

program code for determining a second token associated
with the user identifier on the authentication server and
on the client, wherein the second token 1s independently
stored on the client such that the second token is not
transmitted between the client and authentication server
but 1s available on both the client and the authentication
server:

program code for generating an encryption key based at
least 1n part on the second token on the authentication
server and on the client, wherein the encryption key 1s
not transmitted between the client and authentication
server but 1s available on both the client and authentica-
tion server since each can generate the encryption key
using the second token;

program code for generating and encrypting an encrypted
authentication request using the encryption key on the
client;

program code for transmitting the encrypted authentication
request from the client to the authentication server;

program code for receving the encrypted authentication
request on the authentication server;

program code for decrypting the encrypted authentication
request using the encryption key on the authentication
server, wherein the authentication request encrypted
using the encryption key allows the authentication
server to authenticate the client;
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program code for generating and encrypting an encrypted
authentication response using the encryption key on the
authentication server; and
program code for transmitting the encrypted authentication
response to the client, wherein the authentication
response encrypted using the encryption key allows the
client to authenticate the authentication server.
19. A system comprising:
an authentication server operable to:
recerve, at the authentication server, a communication
from a client, the communication associated with a
credential, the credential having a user identifier and a
first token, wherein the communication 1s sent wire-
lessly from the client to an access point and from the
access point to the authentication server;
determine a second token associated with the user 1den-
tifier on the authentication server, wherein the second
token 1s independently stored on the client such that
the second token 1s not transmitted between the client
and authentication server but 1s available on both the
client and the authentication server;
generate an encryption key based at least in part on the
second token on the authentication server, wherein
the encryption key 1s not transmitted between the
client and authentication server but is available on
both the client and authentication server since each
can generate the encryption key using the second
token;
recetve, at the authentication server, an authentication
message from the client, wherein the authentication
message was encrypted at the client using the encryp-
tion key, wherein the encryption key was generated on
the client using the second token;
decrypt, at the authentication server, the authentication
message using the encryption key, wheremn the
authentication message encrypted using the encryp-
tion key allows the authentication server to authenti-
cate the client; and
transmit, from the authentication server, an authentica-
tion reply encrypted using the encryption key to the
client, wherein the authentication reply encrypted
using the encryption key allows the client to authen-
ticate the authentication server.
20. The system of claim 19, wherein the authentication
server 1s further operable to:
receive a second communication encrypted using the
encryption key from the client; and
decrypt the second communication using the encryption
key.
21. A system comprising:
a client device operable to:
transmit to an authentication server a communication,
the communication associated with a credential, the
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credential having a user identifier and a {first token,
wherein the communication 1s sent wirelessly via a
first communication channel from the client to an
access point and via a second communication channel
from the access point to an authentication server;

determine, at the client, a second token associated with
the user 1dentifier, wherein the second token 1s inde-
pendently stored on the client such that the second
token 1s not transmitted between the client and
authentication server but 1s available on both the client
and the authentication server;;

generate, at the client, an encryption key based at least 1in
part on the second token, wherein the encryption key
1s not transmitted between the client and authentica-
tion server but i1s available on both the client and
authentication server since each can generate the
encryption key using the second token;

transmuit an authentication message from the client to the
authentication server, wherein the authentication
message was encrypted using the encryption key,
wherein the authentication message encrypted using
the encryption key allows the authentication server to
authenticate the client:

recelve, at the client, from the authentication server an
authentication response encrypted using the encryp-
tion key, wherein the encryption key on the authent-
cation server was generated on the authentication
server using the second token; and

decrypt, at the client, the authentication response using,
the encryption key, wherein the authentication
response encrypted using the encryption key allows
the client to authenticate the authentication server.

22. The system of claim 21, wherein the client device 1s
further operable to:

encrypt a second communication using the encryption key;
and

transmit the second communication.

23. The system of claim 21, wherein the authentication
response further comprises a verification message associated
with the access point.

24. The system of claim 23, wherein the client device 1s
turther operable to determine whether the verification mes-
sage 1s valid.

25. The system of claim 23, wherein the client device 1s
further operable to continue communication i the verifica-
tion message 1s valid.

26. The system of claim 23, wherein the client device 1s
turther operable to discontinue communication if the verifi-
cation message 1s not valid.
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