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EMBEDDING MANAGEMENT DATA WITHIN
HTTP MESSAGES

FIELD OF THE INVENTION

The present invention relates to efficient delivery of man-
agement data between a network management server and a

plurality of client computers.

BACKGROUND OF THE INVENTION

Network security systems oiten transmit security manage-
ment data between a management server and a plurality of
client computers over a corporate intranet, in order to protect
client computers from mobile code For example, corporate
ant1 virus soiftware regularly sends queries from a server to
clients, to ascertain which version of a signature file the
clients are using, and sends signature updates to the clients, as
necessary; and the clients regularly send query responses,
identifving the version of their current signature file, to the
server, and send event logs, such as a report about a virus
discovered on a client, as necessary, to the server.

Similarly, network management applications, such as
OPENVIEW®, a product of Hewlett Packard Co. of Palo
Alto, Calif., and UNICENTER®, a product of Computer
Associates International, Inc. of Islandia, N.Y., regularly
transmit network management data between a server and
clients.

Management data 1s typically transmitted back and forth
over a network typically using a proprietary non-HTTP pro-
tocol, and thus creates additional tratfic, above and beyond
the HT'TP traffic. Such additional traffic increases the number
of packets traveling on the network, and the processing
required to handle them.

SUMMARY OF THE INVENTION

The present mvention provides a method and system for

optimizing bandwidth utilization and request/response han-
dling within a distributed network. As described above, net-
work management and security systems oiten distribute man-
agement data from a server to a plurality of client computers
over a corporate intranet. Using the present invention, the
management data 1s embedded within HT'TP messages trans-
mitted between a network gateway or proxy, and the same
plurality of client computers. The management data 1s
encoded 1n such a way that 1t can be readily extracted from the
HTTP messages recerved by the gateway or proxy, and the
client computers. Thus the present invention enables manage-
ment and security systems to “piggy back™ on top of regular
HTTP ftraffic that runs back and forth between client web
browsers and a corporate gateway or HI'TP proxy.
In a preferred embodiment of the present invention, HT'TP
traffic between a corporate gateway or proxy and a plurality of
clients 1s intercepted at a Winsock level, and proprietary
management data 1s embedded therewithin. The present
invention also includes a method and system to extract the
management data from the HI'TP messages, so that (1) the
management data can be processed by the client computers
and by the gateway or proxy; and (11) HI'TP data forwarded by
the gateway or proxy outside the corporation does not include
the extra management data.

There 1s thus provided in accordance with a preferred
embodiment of the present invention a system for embedding
messages within HT'TP streams, including a gateway com-
municator, situated within a network gateway computer that
communicates with at least one client computer, for receiving
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management data intended for the at least one client computer
from a management server computer that communicates with
the network gateway computer, a gateway data embedder
situated within the network gateway computer for inserting
non-HTTP management data within an HI'TP message, and a
client data extractor situated within each of the at least one
client computer for extracting non-HT TP management data
from within an HTTP message.

There 1s further provided 1n accordance with a preferred
embodiment of the present invention a method for embedding
messages within HT'TP streams, including recerving manage-
ment data intended for at least one client computer, inserting,
non-HTTP management data within an HTTP message prior
to the HTTP message being received by the at least one client
computer, and extracting non-HTTP management data from
within an HTTP message subsequent to the HI'TP message
being received.

There 1s yet further provided 1n accordance with a preferred
embodiment of the present invention a computer-readable
storage medium storing program code for causing a computer
to perform the steps of recerving management data intended
for at least one client computer, inserting non-HTTP manage-
ment data within an HTTP message, and extracting non-
HTTP management data from within an HI'TP message.

There 1s moreover provided 1n accordance with a preferred
embodiment of the present invention a system for a network
gateway computer that communicates with at least one client
computer, including a communicator for receiving manage-
ment data intended for at least one client computer from a
management server computer, and for transmitting an HT'TP
message to the at least one client computer, and a gateway
data embedder for mnserting non-HTTP management data
within an HTTP message.

There 1s additionally provided 1n accordance with a pre-
ferred embodiment of the present invention a system for a
client computer that communicates with a network gateway
computer, including a communicator for receiving an HI'TP
message, and a client data extractor for extracting embedded
non-HTTP management data from within an HT'TP message.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be more fully understood and
appreciated from the following detailed description, taken 1n
conjunction with the drawings 1n which:

FIG. 11s asimplified block diagram of a prior art system for
transmitting management data back and forth between a man-
agement server computer and a plurality of client computers;

FIG. 2 1s a simplified block diagram of a system for embed-
ding messages within HI'TP streams, 1n accordance with a
preferred embodiment of the present invention;

FI1G. 3 1s a simplified flowchart of a method for transmitting,
management data within an HI'TP message sent by a client, in
accordance with a preferred embodiment of the present
invention; and

FI1G. 41s a simplified flowchart of a method for transmitting
management data within an HT'TP message sent by a network
gateway, 1n accordance with a preferred embodiment of the
present 1nvention.

DETAILED DESCRIPTION OF A PR
EMBODIMENT

(L]
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The present mvention provides a method and system for
efficient delivery of management data communicated
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between a network management server and a plurality of
client computers within a network such as a corporate intra-
net.

Reference 1s now made to FIG. 1, which 1s a simplified
block diagram of a prior art system 100 for transmitting
management data back and forth between a management
server computer and a plurality of client computers. Shown 1n
FIG. 1 are a plurality of client computers 105, 110, 115 and
120, within a corporate intranet, connected to a corporate
gateway computer 125 via communication lines 130 and 135.
Gateway computer 125 may alternatively be a proxy com-
puter. Gateway computer 125 connects to an imnternet 140 via
a communication line 145. Client computers 105, 110, 115
and 120 typically use web browsers to send requests and
responses across the corporate intranet, and across the inter-
net.

Also shown 1 FIG. 1 1s a management server 150, con-
nected to clients 105, 110, 115 and 120 via a communication
line 155. Management server 150 may be, for example, (1) a
network management server, for managing a corporate 1ntra-
net, such as a server runmng OPENVIEW® software, a prod-
uct of Hewlett Packard Co. of Palo Alto, Calif., or runming,
UNICENTER® software, a product of Computer Associates
International, Inc. of Islandia, N.Y.; or (11) a network security
server, for protecting a corporate intranet from unauthorized
access and from malicious software. Management server 150
and clients 105, 110, 115 and 120 regularly transmit manage-
ment data back and forth. Such management data may
include, for example, network resource queries and
responses, queries and responses to ascertain current versions
of anti-virus signature files, and updated signature files.

Although communication lines 130, 135, 145 and 155 are
illustrated as individual lines, 1t may be appreciated that they
are part of one or more 1nterconnected networks, and that
transmission of data between clients 105, 110, 115 and 120,
gateway 125, management server 150 and internet 140 oper-
ates by generating communication sockets within such net-
works. Specifically, clients 105, 110, 115 and 120, gateway
125 and management server 1350 include TCP/IP and Win-
sock communication modules 160, for managing communi-
cation sockets.

Data traific between gateway 125 and clients 105, 110, 115
and 120 typically includes HTTP requests and responses,
between web browsers within the corporate intranet, and web
servers distributed over internet 140. A typical HT'TP packet
170, as shown 1n FIG. 1, includes one or more TCP and IP
headers, indicated by data block 173, one or more TCP and IP
trailers, indicated by data block 175, and a message body with
HTTP data, indicated by data block 177.

Data traific between management server 150 and clients
105, 110, 115 and 120 typically 1s formatted using a propri-
ctary non-HTTP transport protocol. A typical management

data packet 180, as shown 1n FIG. 1, includes one or more
TCP and IP headers, indicated by data block 183, one or more

TCP and IP trailers, indicated by data block 185, and a mes-
sage body with management data, indicated by data block
187.

Prior art system 100 suifers from a drawback that manage-
ment server 150 creates additional traflic, above and beyond
the HTTP tratiic. Such additional traific increases the number
of TCP/IP packets traveling on the network. Moreover,
because TCP/IP packets generally include TCP headers and
trailers, IP headers and trailers, and other data control over-
head, the additional packets on the network include additional
overhead as well.

Reference 1s now made to FIG. 2, which 1s a simplified
block diagram of a system 200 for embedding messages
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4

within HTTP streams, in accordance with a preferred
embodiment of the present invention. For the sake of clarity-
ing the improvement that system 200 offers over prior art
system 100, like numerals, 1n the 100-199 range, are used 1n
both figures for common components, and numerals 1n the

200-299 range are used for components that are umique to
FIG. 2.

Shown 1n FIG. 2 1s a similar network architecture, in which
client computers 105, 110, 115 and 120 are connected to
gateway computer 125 and to a management server computer
150 within a corporate intranet. However, 1n distinction to
FIG. 1, management server 150 sends and recerves 1ts man-
agement data through gateway 125. Generally, management
data 1s formatted for transmission using a proprietary, non-

HTTP protocol.

Clients 105, 110, 115 and 120, and gateway 123 include
management data embedders 265 and management data
extractors 270. Management data embedder 265 embeds
management data within HT'TP messages, and management
extractor extracts the management data from the HTTP mes-
sages.

Preferably, clients 105, 110, 115 and 120 use their man-
agement data extractors 270 to extract management data sent

to them by management server 150, which was packaged
within HTTP messages recerved over communication lines
135. Preferably, clients 105, 110, 115 and 120 use their man-
agement data embedders 265 to embed management data
intended for management server 150 within HTTP messages
sent over communication lines 135.

Preferably, gateway 125 uses 1ts management data embed-
der 265 to embed management data received from manage-
ment server 150 and intended for clients 105, 110, 115 and
120, within HTTP messages sent over communication lines
135. Preferably, gateway 125 uses 1ts management data
extractor 270 to extract management data packaged within
HTTP messages recetved over communication lines 135. The
extracted management data 1s forwarded by gateway 125 to
management server 150, and the HI' TP messages without the
management data are forwarded to their indicated destination
on internet 140.

Preferably, management server 150 sends and recerves
management data over a communication line 2735 between
management server 150 and gateway 1235, instead of directly
over communication lines 135, as in F1G. 1. As shown in FIG.
2, HT'TP packets 290 traveling over communication lines 130
and 135 that contain combined HTTP+management data
include TCP/IP header data 292, TCP/IP trailer data 294, and
a body that includes both HT'TP data 296 and management
data 298. Thus 1t may be appreciated that packets 290 of FIG.
2 replace packets 170 and 180 of FIG. 1.

Although the same management data goes back and forth
between management server 150 and clients 105, 110, 115
and 120, both 1n prior art system 100 and 1n system 200 of the
present mnvention, the routing indicated 1n FIG. 2 has several
advantages. In particular, using the present imnvention:

the number of packets sent over the intranet 1s reduced;

overall traific volume 1s reduced, since the additional pack-
cts sent using system 100 include header, trailer and
other control data overhead; and

processing for handling TCP/IP requests and responses 1s
reduced.

It may be appreciated that management server 150 may
also send proprietary non-HTTP data to clients 105,110, 115
and 120 along communication line 155 (FIG. 1), as necessary.
Thus direct communication along line 135 1s still available
using the present invention, 1f required.
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Reference 1s now made to FIG. 3, which 1s a simplified
flowchart of a method for transmitting management data
within an HTTP message sent by a client, 1n accordance with
a preferred embodiment of the present invention. The tlow-
chart shown 1n FIG. 3 1s divided into two columns, the left
column 1ndicating steps performed by a client, and the right
column 1ndicating steps performed by a network gateway.

At step 310 the client prepares an HI'TP message for trans-
mission to a web server. At step 320 the client prepares
non-HTTP management data for transmission to a manage-
ment server. Rather than send the HT'TP message and non-
HTTP management data as separate messages, at step 330 the
client embeds the management data within the HT'TP mes-
sage. In one embodiment, the structure for performing step
330 1s management data embedder 265 (FIG. 2). At step 340
the client sends the HI'TP message, now including the man-
agement data embedded therein, to the web server.

On its way to the web server, the HI'TP message first passes
through the gateway, and 1s received by the gateway at step
350. At step 360 the gateway extracts the non-HTTP manage-
ment data from within the HI'TP message. In one embodi-
ment, the structure for performing step 360 1s management
data extractor 270 (FIG. 2). The gateway reconstructs the
original HI'TP message, without the management data. At
step 370 the gateway sends the management data to the man-
agement server, and at step 380 the gateway sends the HTTP
message, without the management data, to the intended web
Server.

Reference 1s now made to FIG. 4, which 1s a simplified
flowchart of a method for transmitting management data
within an HTTP message sent by a network gateway, in
accordance with a preferred embodiment of the present
invention. The tlowchart shown in FIG. 4 1s divided into two
columns, the left column indicating steps performed by a
network gateway, and the right column indicating steps per-
formed by a client.

At step 410 the gateway recerves non-HTTP management
data intended for one or more clients, from a management
server. At step 420 the gateway recerves an HTFP message
from a web server, on 1ts way to a client. At step 430 the
gateway embeds the non-HT'TP management data within the
HTTP message. In one embodiment, the structure for per-
forming step 430 1s management data embedder 265 (FIG. 2).
At step 440 the gateway forwards the HT'TP message, now
including the management data, to the intended client.

At step 450 the client receives the HT'TP message, and at
step 460 the client extracts the non-HTTP management data
from within the HTTP message. In one embodiment, the
structure for performing step 460 1s management data extrac-
tor 270 (FIG. 2). At step 470 the client processes the manage-
ment data, as required, and at step 480 the client processes the
HTTP message, as required.

In the foregoing specification, the mvention has been
described with reference to specific exemplary embodiments
thereof. It will, however, be evident that various modifica-
tions and changes may be made to the specific exemplary
embodiments without departing from the broader spirit and
scope of the invention as set forth in the appended claims.
Accordingly, the specification and drawings are to be
regarded 1n an 1llustrative rather than a restrictive sense.

What 1s claimed 1s:

1. A system for embedding management data within HT'TP
messages, comprising:

a network gateway computer storing a gateway communi-
cator configured to communicate with at least one client
computer, for recerving (1) a server-originated HTTP
message intended for the at least one client computer
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6

from an HTTP server computer that communicates with
the network gateway computer, and (11) server-origi-
nated non-HTTP management data intended for the at
least one client computer from a management server
computer that communicates with the network gateway
computer;
the network gateway computer storing a gateway data
embedder configured to insert the server-originated non-
HTTP management data within the server-originated
HTTP message;
the at least one client computer storing a client data extrac-
tor configured to extract the server-originated non-
HTTP management data from within the server-origi-
nated HT'TP message;
the at least one client computer storing a client data embed-
der configured to insert client-originated non-HTTP
management data within a client-originated HT'TP mes-
sage; and
the network gateway computer storing a gateway data
extractor configured to extract the client-originated non-
HTTP management data from the client-originated
HTTP message; and

wherein the gateway communicator transmits the extracted
client-originated non-HTTP management data to the
management server computetr.

2. The system of claim 1 wherein the server-originated and
the client-originated non-HT TP management data 1s corpo-
rate intranet management data.

3. The system of claim 1 wherein the server-originated and
the client-originated non-HTTP management data 1s corpo-
rate security management data.

4. A method for embedding management data within
HTTP messages, comprising:

receving server-originated non-HTTP management data

from a management server computer mtended for at
least one client computer;

inserting the server-originated non-HTTP management

data within a server-originated HI'TP message prior to
the server-originated HT'TP message being transmitted
to the at least one client computer;
extracting the server-originated non-HTTP management
data from within the server-originated HTTP message
subsequent to the server-originated HTTP message
being received by the at least one client computer;

receving a client-originated HTTP message, the client-
originated HT'TP message having client-originated non-
HTTP management data embedded therewithin;

extracting the client-originated non-HTTP management
data from the client-originated HT'TP message; and

transmitting the client-originated non-HT'TP management
data to the management server computer.

5. The method of claim 4 wherein the server-originated and
the client-originated non-HTTP management data 1s corpo-
rate intranet management data.

6. The method of claim 4 wherein the server-originated and
the client-originated non-HT TP management data 1s corpo-
rate security management data.

7. A computer-readable storage medium storing program
code for causing a computer system to perform the steps of:

recerving non-HTTP management data intended for at

least one client computer;

inserting the non-HTTP management data within an HT'TP

message prior to the HT'TP message being transmitted to
the at least one client computer;

extracting the non-HTTP management data from within

the HI'TP message subsequent to the HI'TP message
being received by the at least one client computer;
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receiving a client-originated HTTP message, the client-
originated HT TP message having client-originated non-
HTTP management data embedded therewithin;

extracting the client-originated non-HTTP management
data from the client-originated HT'TP message; and

8

transmitting the client-originated non-HTTP management
data to the management server computer.
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