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MANAGED NODE INITIAL OPERATIONAL
STATE

TECHNICAL FIELD

Embodiments described herein relate generally to commu-
nication systems, and, more particularly, to providing an 1ni-
t1al operational state for a managed node 1nstalled 1n a tele-
communication system.

BACKGROUND

A self-organized network (SON) may provide mechanisms
for self-configuration, self-discovery, and/or self-organiza-
tion. Self-configuration and self-discovery enable network
devices of the SON to be transparent to ordinary users (e.g.,
network operators and administrators). Self-organization
ensures robustness of the SON during dynamic network
topology changes and link breakages. It also ensures optimal
and efficient bandwidth utilization.

One device used 1n a SON 1s a managed node (e.g., a radio
base station). Self organization may enable the managed node
to configure 1tself and mitiate operations (e.g., to carry user
traific without much guidance or management by an outside
entity). Recently, self organization has been utilized 1n the
management of large telecommunication systems. The need
for self organization 1n management of large telecommuni-
cation systems stems from a network operator’s goal to
reduce costs of network management. Since self organization
enables a managed node to manage itself without much guid-
ance from the network operator, a SON 1s an attractive mecha-
nism to achieve the network operator’s goal for management
of today’s large and dynamic telecommunication systems.

SON-based managed nodes have several disadvantages.
For example, when the SON-based managed node 1s installed
(e.g., connected to a network and turned on), the managed
node may begin operating and carrying user trailic. However,
an nstallation time associated with a SON-based managed
node cannot be predicted by the network operator because
installation 1s typically carried out by a managed node user at
his/her convenience and not according to the network opera-
tor’s plans. From the network operator’s view point, an instal-
lation time of the SON-based managed node may not be the
opportune time for the managed node to carry user tratfic.
Furthermore, when the SON-based managed node 1is
installed, the managed node 1s unable to supporta dialog (e.g.,
for purposes of 1dentification) with a network operation and
management (OAM) system (e.g., a domain manager).

SUMMARY

It 1s an object of the invention to overcome at least some of
the above disadvantages and to provide an imitial operational
state Tor a managed node nstalled 1n a telecommunication
system.

Embodiments described herein may include systems and/
or methods that provide an initial operational state for a
managed node (e.g., a network device, such as radio base
station). For example, in one embodiment, the systems and/or
methods may include a managed network (e.g., a SON) that
includes a domain manager for managing one or more man-
aged nodes and/or links. A network operator may plan a
configuration of the managed network (e.g., in wireless net-
work management, the network operator may prepare a “pre-
plan” that captures configuration information associated with
the managed nodes). Such a pre-plan may be provided to and
implemented by the domain manager. The pre-plan 1mple-
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2

mented by the domain manager may include a parameter (or
instruction) indicating a trigger point when a managed node
(e.g., a SON-based managed node) should enter an opera-
tional (e.g., enabled) state to carry user traific.

In one embodiment, when the managed node 1s 1nstalled 1n
the managed network, the managed node may not enter the
operational state, even 1f 1t 1s capable of entering the opera-
tional state. Instead, based on the parameter provided by the
domain manager, the managed node may remain 1n a disabled
operational state. Unlike current telecommunication systems
which are unable to predict the installation time of the man-
aged node and to 1nitiate a dialog with the managed node, the
embodiments described herein may permit the domain man-
ager to mitiate a dialog with the managed node (e.g., prior to
enabling operation of the managed node), and to determine
when the managed node 1s to become operational.

In an exemplary embodiment, systems and/or methods
described herein may recerve registration information asso-
ciated with a managed node, and may receive a fetch request
from the managed node. The systems and/or methods may
retrieve trigger information (e.g., a list of conditions or trig-
gers under which the managed node may enter the operational
state) based on the fetch request, and/or may retrieve an
enable operation instruction based on the fetch request. The
systems and/or methods may provide the trigger information
and/or the enable operation 1nstruction to the managed node,
and may receive information identifying an operational state
(e.g., enabled, disabled, etc.) of the managed node based on
the trigger information and/or the enable operation nstruc-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts a diagram of an exemplary network in which
systems and/or methods described herein may be imple-
mented;

FIG. 2A illustrates exemplary components of a domain
manager ol the network depicted 1n FIG. 1;

FIG. 2B depicts exemplary components of amanaged node
of the network depicted in FIG. 1;

FIG. 3 illustrates a diagram of an exemplary portion of the
network depicted i FIG. 1 and exemplary interactions
among components of the network portion;

FIG. 4 depicts a diagram of exemplary elements of a fetch
request capable of being provided by the managed node of the
network illustrated 1in FI1G. 1;

FIG. 5 illustrates a diagram of exemplary elements of trig-
ger information capable of being provided by the domain
manager ol the network depicted 1n FIG. 1;

FIG. 6 depicts a diagram of exemplary elements of an
enable operation mstruction capable of being provided by the
domain manager of the network illustrated in FIG. 1; and

FIGS. 7-14 illustrate flow charts of exemplary processes
for providing an 1nitial operational state for a managed node
according to embodiments described herein.

DETAILED DESCRIPTION

The following detailed description refers to the accompa-
nying drawings. The same reference numbers in different
drawings may 1dentily the same or similar elements. Also, the
following detailed description does not limit the invention.

Embodiments described herein may include systems and/
or methods that provide an initial operational state for a
managed node so that a domain manager may initiate a dialog
with the managed node (e.g., prior to enabling operation of
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the managed node), and may determine when the managed
node 1s to become operational.

FIG. 1 depicts a diagram of an exemplary network 100 in
which systems and/or methods described herein may be
implemented. As illustrated, network 100 may include a
domain manager 110 and a managed node 120 interconnected
by a network 130. Domain manager 110 and managed node
120 may connect to network 130 via wired and/or wireless
connections. A single domain manager, managed node, and
network have been illustrated in FIG. 1 for simplicity. In
practice, there may be more domain managers, managed
nodes, and/or networks. Also, 1n some 1nstances, a compo-
nent 1n network 100 (e.g., one or more of domain manager
110 and/or managed node 120) may perform one or more
functions described as being performed by another compo-
nent or group of components in network 100.

Domain manager 110 may include one or more server
entities, or other types of computation or communication
devices, that gather, process, search, and/or provide informa-
tion 1n a manner described herein. For example, domain man-
ager 110 may include a computer, a proxy server, a computer
system (e.g., an operational and maintenance system, a net-
work management system, an enterprise management sys-
tem, etc.), another type of computation or communication
device, a thread or process runmng on one of these devices,
and/or an object executable by one of these devices. In one
embodiment, domain manager 110 may monitor network
clements (e.g., managed node 120), may pinpoint root causes
of failures, may diagnose effects of the failures on other,
related network elements, etc.

Managed node 120 may include any device capable of
receiving traflic associated with network 100, and capable of
being monitored and/or managed by domain manager 110.
For example, managed node 120 may include a computer, a
router, a switch, a network interface card (NIC), a hub, a
bridge, a gateway, a firewall, an optical add-drop multiplexer
(OADM), a cell phone, a radio base station, a set-top box
(STB), some other type of device that processes and/or trans-
tfers traffic, another type of computation or communication
device, a thread or process runming on one of these devices,
and/or an object executable by one of these devices. In one
embodiment, managed node 120 may include a node of a
telecommunication network.

The term “trailic,” as used herein, 1s to be broadly con-
strued to include any information capable of being generated
and/or recerved by network 100 and/or any component of
network 100 (e.g., managed node 120), such as information
associated with operation, administration, maintenance, pro-
visioning, etc. of telecommunication systems, etc.

Network 130 may 1nclude a local area network (LAN), a
wide area network (WAN), a metropolitan area network
(MAN), an intranet, the Internet, a Public Land Mobile Net-
work (PLMN), a telephone network, such as the Public
Switched Telephone Network (PSTN) or a cellular telephone
network, or a combination of networks. In one exemplary
embodiment, network 130 may include a self-organized net-
work (SON), a SON-based telecommunication network, etc.

FIG. 2A 1s an exemplary diagram of a device that may
correspond to domain manager 110. As illustrated, domain
manager 110 may include a bus 200, processing logic 205, a
main memory 210, a read-only memory (ROM) 215, a stor-
age device 220, an mput device 225, an output device 230,
and/or a commumnication interface 235. Bus 200 may include
a path that permits communication among the components of
domain manager 110.

Processing logic 205 may include a processor, micropro-
cessor, or other type of processing logic that may interpret and
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4

execute 1nstructions. Main memory 210 may include a ran-
dom access memory (RAM) or another type of dynamic
storage device that may store information and instructions for
execution by processing logic 205. ROM 2135 may include a
ROM device or another type of static storage device that may
store static information and/or nstructions for use by pro-
cessing logic 205. Storage device 220 may include amagnetic
and/or optical recording medium and 1ts corresponding drive.

Input device 225 may include a mechanism that permits an
operator to input information to domain manager 110, such as
a keyboard, a mouse, a pen, a microphone, voice recognition
and/or biometric mechanisms, etc. Output device 230 may
include a mechanism that outputs information to the operator,
including a display, a printer, a speaker, etc. Communication
interface 235 may include any transcerver-like mechanism
that enables domain manager 110 to communicate with other
devices and/or systems. For example, communication inter-
face 235 may include mechanisms for communicating with
another device or system via a network, such as network 130.

As described herein, domain manager 110 may perform
certain operations in response to processing logic 205 execut-
ing software instructions contained 1n a computer-readable
medium, such as main memory 210. A computer-readable
medium may be defined as a physical or logical memory
device. The software instructions may be read into main
memory 210 from another computer-readable medium, such
as storage device 220, or from another device via communi-
cation 1nterface 235. The software instructions contained 1n
main memory 210 may cause processing logic 205 to perform
processes described herein. Alternatively, hardwired circuitry
may be used in place of or 1n combination with software
istructions to implement processes described herein. Thus,
implementations described herein are not limited to any spe-
cific combination of hardware circuitry and soitware.

Although FIG. 2A shows exemplary components of
domain manager 110, in other implementations, domain
manager 110 may contain fewer, different, or additional com-
ponents than depicted 1n FIG. 2A. In still other implementa-
tions, one or more components of domain manager 110 may
perform one or more tasks described as being performed by
one or more other components of domain manager 110.

FIG. 2B 1s an exemplary diagram of a device that may
correspond to managed node 120. As illustrated, managed
node 120 may include processing logic 240, memory 245, a

communication interface 250, and/or an antenna assembly
255.

Processing logic 240 may include a processor, micropro-
cessor, an application specific integrated circuit (ASIC), field
programmable gate array (FPGA), or the like. Processing
logic 240 may control operation of managed node 120 and 1ts
components.

Memory 245 may include a random access memory
(RAM), a read only memory (ROM), and/or another type of
memory to store data and instructions that may be used by
processing logic 240.

Communication interface 250 may include any trans-
ceiver-like mechanism that enables managed node 120 to
communicate with other devices and/or systems. Communi-
cation 1terface 250 may include, for example, a transmitter
that may convert baseband signals from processing logic 240
to radio frequency (RF) signals and/or a receiver that may
convert RF signals to baseband signals. Alternatively, com-
munication nterface 250 may include a transceiver to per-
form functions of both a transmitter and a recerver. Commu-
nication interface 250 may connect to antenna assembly 2335
for transmission and/or reception of the RF signals.
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Antenna assembly 255 may include one or more antennas
to transmit and/or recetve signals (e.g., RF signals) over the
air. Antenna assembly 255 may, for example, receive RF
signals from communication interface 250 and transmit them
over the air and recerve RF signals over the air and provide
them to communication interface 250. In one exemplary
embodiment, for example, communication interface 250 may
communicate via a network (e.g., network 130). Alternatively
and/or additionally, antenna assembly 255 may be omitted
and communication interface 250 may communicate with a
network (e.g., network 100) via one or more physical links.

As described herein, managed node 120 may perform cer-
tain operations 1n response to processing logic 240 executing,
solftware 1instructions contamned i1n a computer-readable
medium, such as memory 245. A computer-readable medium
may be defined as a physical or logical memory device. The
soltware 1nstructions may be read mto memory 245 from
another computer-readable medium or from another device
via communication interface 250. The software instructions
contained 1n memory 245 may cause processing logic 240 to
perform processes described herein. Alternatively, hardwired
circuitry may be used in place of or 1n combination with
software 1nstructions to implement processes described
herein. Thus, embodiments described herein are not limited
to any specific combination of hardware circuitry and soft-
ware.

Although FIG. 2B shows exemplary components of man-
aged node 120, in other embodiments, managed node 120
may contain fewer, different, or additional components than
depicted in FIG. 2B. In still other embodiments, one or more
components of managed node 120 may perform one or more
tasks described as being performed by one or more other
components ol managed node 120.

FIG. 3 depicts a diagram of an exemplary portion 300 of
network 100 and exemplary interactions among components
ol network portion 300. As illustrated, network portion 300
may include domain manager 110 and managed node 120.
Domain manager 110 and managed node 120 may include the
teatures described above in connection with, for example,
FIG. 1.

As shown 1n FIG. 3, managed node 120 may provide reg-
istration information 310 to domain manager 110. Registra-
tion mformation 310 may include information i1dentifying
managed node 120, information regarding connection of
managed node 120 (e.g., to network 100), authentication
information, etc. Domain manager 110 may receive registra-
tion information 310, and may identify, authenticate, eftc.
managed node 120 based on registration mformation 310.
Managed node 120 may provide a fetch request 320 to
domain manager 110. Fetch request 320 may include infor-
mation identifying managed node 120, information 1dentify-
ing an operational state of managed node 120, information
requesting an 1nitial operational state for managed node 120,
ctc. Further details of fetch request 320 are provided below 1n
connection with, for example, FIG. 4.

Domain manager 110 may receive fetch request 320, and
may retrieve trigger information 330 from storage (e.g., stor-
age device 220) based on fetch request 320. Trigger informa-
tion 330 may include information specilying conditions
under which managed node 120 may enter an operational
state (e.g., enabled, disabled, etc.). Further details of trigger
information 330 are provided below 1n connection with, for
example, FIG. 5. Alternatively and/or additionally, domain
manager 110 may retrieve an enable operation instruction 340
from storage (e.g., storage device 220) based on fetch request
320. Enable operation instruction 340 may include informa-
tion that changes a state of managed node 120 to an enabled
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operational state (e.g., managed node 120 may be capable of
transmitting/recerving traffic). Further details of enable
operation instruction 340 are provided below 1n connection
with, for example, FIG. 6. Domain manager 110 may provide
trigger information 330 and/or enable operation instruction
340 to managed node 120.

As further shown 1n FIG. 3, managed node 120 may recerve
trigger information 330 and/or enable operation instruction
340, and may determine its operational state 350 (e.g.,
whether managed node 120 1s enabled, disabled, etc.) based
on trigger information 330 and/or enable operation instruc-
tion 340. For example, 1n one embodiment, managed node
120 may determine that 1ts operational state 1s enabled from
trigger information 330 (and/or enable operation instruction
340). Managed node 120 may provide operational state 350 to
domain manager 110, and domain manager 110 may recerve
operational state 350. Managed node 120 may transmit and/or
receive tratfic 360 (e.g., via network 100) when the opera-
tional state of managed node 120 1s enabled.

Although FI1G. 3 shows exemplary components of network
portion 300, in other embodiments, network portion 300 may
contain fewer, different, or additional components than
depicted 1n FIG. 3. In still other embodiments, one or more
components of network portion 300 may perform one or more
tasks described as being performed by one or more other
components of network portion 300.

FIG. 4 1llustrates a diagram of exemplary elements of tetch
request 320. In one embodiment, fetch request 320 may be
provided by a managed device (e.g., managed node 120). In
another embodiment, fetch request 320 may be provided by a
managed device (e.g., other managed nodes) other than or in
addition to managed node 120. As 1llustrated, fetch request
320 may 1nclude a managed node 1dentifier parameter 400, a
managed node operational state parameter 410, and/or a trig-
ger information parameter 420. In one embodiment, managed
node 120 may generate fetch request 320 when it 1s ready to
enter into an enabled operational state.

Managed node 1dentifier parameter 400 may include infor-
mation that 1dentifies a managed node (e.g., managed node
120) requesting trigger information (e.g., trigger information
330). For example, 1n one embodiment, managed node 1den-
tifier parameter 400 may include identification information
(e.g., an address) associated with managed node 120.

Managed node operational state parameter 410 may
include information that identifies an operational state asso-
ciated with managed node 120. For example, 1n one embodi-
ment, managed node operational state parameter 410 may
include an enabled or a disabled state associated with man-
aged node 120.

Trigger information parameter 420 may include an output
parameter that causes domain manager 110 to provide trigger
information (e.g., trigger information 330) to managed node
120. For example, 1n one embodiment, trigger information
parameter 420 may cause domain manager 110 to provide
trigger information 330 described below 1n connection with,
for example, FIG. 5.

In one exemplary embodiment, fetch request 320 may
include the following format: fetchTriggerIntfo(managedNo-
deld, managedNodeOperationalState): triggerInfo, where
managedNodeld may correspond to managed node 1dentifier
parameter 400, managedNodeOperationalState may corre-
spond to managed node operational state parameter 410, and
triggerInfo may correspond to trigger information parameter
420. Managed node 120 may provide fetch request 320 to
domain manager 110, and domain manager 110 may 1dentity
managed node 120 and 1ts operational state based on fetch
request 320. Domain manager 110 may provide trigger infor-
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mation 330 to managed node 120 1n response to receiving,
trigger information parameter 420.

Although FIG. 4 shows exemplary eclements of fetch
request 320, in other embodiments, fetch request 320 may
contain fewer, different, or additional elements than depicted

in FIG. 4.

FIG. § depicts a diagram of exemplary elements of trigger
information 330. In one embodiment, trigger information 330
may be provided by a managing device (e.g., domain manager
110). In another embodiment, trigger information 330 may be
provided by amanaging device (e.g., other domain managers)
other than or in addition to domain manager 110. In one
exemplary embodiment, trigger information 330 may be pre-
pared by a network operator (e.g., as part of a pre-plan con-
figuration), and may be stored 1n (e.g., 1n storage device 220)
and/or maintained by domain manager 110.

As 1illustrated 1n FIG. 5, trigger imnformation 330 may
include a managed node 1dentifier attribute 500 and a group of
trigger conditions (e.g., an enable now attribute 510, a wait
manual input attribute 520, a wait date/time attribute 530, and
a wait command attribute 540). Although four trigger condi-
tions are depicted 1n FIG. 5, 1n other embodiments, trigger
information 330 may include more or less trigger conditions.
In one embodiment, one or more trigger conditions may be
specified for managed node 120 as part of trigger information
330. If multiple trigger conditions are used, a trigger condi-
tion that can be achieved the earliest may be used by managed
node 120 and managed node 120 may 1gnore the other trigger
conditions.

Managed node 1dentifier attribute 500 may include nfor-
mation that identifies one or more managed nodes (e.g., man-
aged node 120) recewving trigger information 330. For
example, in one embodiment, managed node identifier
attribute 500 may include identification information (e.g., an
address) associated with managed node 120.

Enable now attribute 510 may include mnformation (e.g., a
trigger condition) that may instruct managed node 120 to
immediately enter an enabled operational state. For example,
in one embodiment, enable now attribute 510 may include a
Boolean (e.g., ves or no) command that may or may not
instruct managed node 120 to immediately enter an enabled
operational state.

Wait manual 1mput attribute 520 may include information
(e.g., atrigger condition) that may instruct managed node 120
to wait for manual 1nstruction (e.g., from a user of managed
node) before entering an enabled operational state. For
example, 1n one embodiment, wait manual input attribute 520
may include a Boolean (e.g., yes or no) command that may or
may not instruct managed node 120 to wait for manual
instruction before entering an enabled operational state.

Wait date/time attribute 330 may include information (e.g.,
a trigger condition) that may indicate a date and/or time when
managed node 120 may enter an enabled operational state
(c.g., may transmit/recerve tratfic).

Wait command attribute 540 may include information
(e.g., atrigger condition) that may instruct managed node 120
to wait for an instruction (e.g., from domain manager 110)
before entering an enabled operational state. For example, in
one embodiment, wait command attribute 540 may include a
Boolean (e.g., yes or no) command that may or may not
instruct managed node 120 to wait for an instruction from
domain manager 110 before entering an enabled operational
state. In contrast to wait manual input attribute 520, which
may 1nstruct managed node 120 to wait for manual input (e.g.,
from a user of managed node 120) before entering an enabled
operational state, wait command attribute 540 may instruct
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managed node 120 to wait for command from domain man-
ager 110 before entering an enabled operational state.

In one exemplary embodiment, trigger information 330
may include the following format:

managedNodelds: String="xyz” (that denotes managed
node 120)

enableNow: Boolean=No
waitManuallnput: Boolean=No

waitDateAndTime: DateAndTime=Jun. 30, 2008, 10:00
AM

waltDMCommand: Boolean=Yes

where managedNodelds may correspond to managed node
identifier attribute 500, enableNow may correspond to enable
now attribute 510, waitManualnput may correspond to wait
manual input attribute 3520, waitDateAndTime may corre-
spond to wait date/time attribute 530, and waitDMCommand
may correspond to wait command attribute 540. Domain
manager 110 may provide trigger information 330 to man-
aged node 120, and managed node 120 may determine its
operational state (e.g., and provide it to domain manager 110)
based on trigger information 330. For example, in one
embodiment, managed node 120 may be enabled based on
one or more of the trigger conditions specified by enable now
attribute 510, wait manual input attribute 520, wait date/time
attribute 530, and/or wait command attribute 540.

Although FIG. 5 shows exemplary elements of trigger
information 330, 1n other embodiments, trigger information

330 may contain different or additional elements than
depicted 1n FIG. 5.

FIG. 6 illustrates a diagram of exemplary elements of
enable operation 1nstruction 340. In one embodiment, enable
operation 1nstruction 340 may be provided by a managing
device (e.g., domain manager 110). In another embodiment,
enable operation nstruction 340 may be provided by a man-
aging device (e.g., other domain managers) other than or 1n
addition to domain manager 110. In one exemplary embodi-
ment, enable operation instruction 340 may be stored in (e.g.,
in storage device 220) and/or maintained by domain manager
110. Enable operation mstruction 340 may immediately
change an operational state of managed node 120 to an
cnabled state, regardless of the trigger conditions provided by
trigger information 330. As illustrated in FIG. 6, enable
operation instruction 340 may include a domain manager
identifier parameter 600, a result parameter 610, and/or a
reason parameter 620.

Domain manager identifier parameter 600 may include
information that identifies a managing device (e.g., domain
manager 110) providing enable operation instruction 340. For
example, in one embodiment, domain manager 1dentifier
parameter 600 may include information identifying domain
manager 110 as the device providing enable operation
instruction.

Result parameter 610 may include an output parameter that
indicates 1f an operation implemented on a managed device
(e.g., managed node 120) 1s successiul (e.g., managed node
120 operational state 1s enabled) or not (e.g., managed node
120 operational state 1s disabled). For example, in one
embodiment, result parameter 610 may cause managed node
120 to provide an indication (e.g., enabled or disabled)
regarding an operational state of managed node 120.

Reason parameter 620 may include an output parameter
that provides a reason why an operational state of a managed
device (e.g., managed node 120) should remain or enter into
a disabled state. For example, 1n one embodiment, reason
parameter 620 may indicate that managed node 120 should
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remain in a disabled state to prevent network traffic from
being transmitted to and/or received by managed node 120.

In one exemplary embodiment, enable operation nstruc-
tion 340 may include the following format: enable(dMId):
result, reason, where dMId may correspond to domain man-
ager 1dentifier parameter 600, result may correspond to result
parameter 610, and reason may correspond to reason param-
eter 620. Domain manager 110 may provide enable operation
instruction 340 to managed node 120, and managed node 120
may immediately change 1ts operational state to an enabled
state based on enable operation instruction 340, regardless of
the trigger conditions provided by trigger information 330.

Although FIG. 6 shows exemplary elements of enable
operation instruction 340, in other embodiments, enable
operation instruction 340 may contain fewer, different, or
additional elements than depicted 1n FIG. 6.

FIGS. 7-10 depict tlow charts of an exemplary process 700
for providing an initial operational state for managed node
120 according to embodiments described herein. In one
embodiment, process 700 may be performed by hardware
and/or software components of domain manager 110. In other
embodiments, process 700 may be performed by hardware
and/or software components of domain manager 110 1n com-
bination with hardware and/or software components of
another device or group of devices (e.g., communicating with
domain manager 110).

Asillustrated 1n FIG. 7, process 700 may begin with receipt
ol registration information associated with a managed node
(block 710), and receipt of a fetch request from the managed
node (block 720). For example, 1n embodiments described
above 1n connection with FIG. 3, managed node 120 may
provide registration information 310 to domain manager 110.
Registration information 310 may include information 1den-
tifying managed node 120, information regarding connection
of managed node 120 (e.g., to network 100), authentication
information, etc. Domain manager 110 may recerve registra-
tion information 310, and may identify, authenticate, eftc.
managed node 120 based on registration mformation 310.
Managed node 120 may provide fetch request 320 to domain
manager 110. Fetch request 320 may include information
identifying managed node 120, information identifying an
operational state of managed node 120, information request-
ing an initial operational state for managed node 120, etc.
Domain manager 110 may recerve fetch request 320.

Returming to FIG. 7, trigger information may be retrieved
based on the fetch request (block 730), and/or an enable
operation struction may be retrieved based on the fetch
request (block 740). For example, 1n embodiments described
above 1n connection with FIG. 3, domain manager 110 may
retrieve trigger information 330 from storage (e.g., storage
device 220) based on fetch request 320. Trigger information
330 may include mmformation specifying conditions under
which managed node 120 may enter an operational state (e.g.,
enabled, disabled, etc.). Alternatively and/or additionally,
domain manager 110 may retrieve enable operation instruc-
tion 340 from storage (e.g., storage device 220) based on fetch
request 320. Enable operation instruction 340 may include
information that changes a state of managed node 120 to an
enabled operational state.

As further shown 1n FIG. 7, the trigger information and/or
the enable operation instruction may be provided to the man-
aged node (block 750), and an operational state of the man-
aged node may be recetved based on the trigger information
and/or the enable operation instruction (block 760). For
example, in embodiments described above in connection with
FIG. 3, domain manager 110 may provide trigger information
330 and/or enable operation instruction 340 to managed node
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120. Managed node 120 may receive trigger information 330
and/or enable operation instruction 340, may change 1ts
operational state based on trigger information 330 and/or
ecnable operation instruction 340, and may determine 1ts
operational state 350 (e.g., whether managed node 120 1s
enabled, disabled, etc.) based on trigger information 330 and/
or enable operation instruction 340. In one example, managed
node 120 may determine that 1ts operational state 1s enabled
from trigger information 330 (and/or enable operation
instruction 340). Managed node 120 may provide operational
state 350 to domain manager 110, and domain manager 110
may receive operational state 350.

Process block 720 may include the process blocks depicted
in FIG. 8. As 1illustrated in FIG. 8, process block 720 may
include receiving a managed node identifier parameter via the
tetch request (block 800), recerving a managed node opera-
tional state parameter via the fetch request (block 810), and
determining a trigger mformation parameter based on the
fetch request (block 820). For example, in embodiments
described above 1n connection with FI1G. 4, fetch request 320
may be received by domain manager 110, and may include
managed node identifier parameter 400, managed node
operational state parameter 410, and/or trigger information
parameter 420. Managed node 1dentifier parameter 400 may
include information that identifies a managed node (e.g.,
managed node 120) recerving trigger information 330. Man-
aged node operational state parameter 410 may include infor-
mation that identifies an operational state associated with
managed node 120. Trigger information parameter 420 may
include an output parameter that causes domain manager 110
to provide trigger information (e.g., trigger information 330)
to managed node 120.

Process block 730 may include the process blocks depicted
in FIG. 9. As illustrated 1n FIG. 9, process block 730 may
include one or more of retrieving a managed node 1dentifier
attribute associated with the trigger information (block 900),
retrieving an enable now attribute associated with the trigger
information (block 910), retrieving a wait manual attribute
associated with the trigger information (block 920), retriev-
ing a wait date/time attribute associated with the trigger infor-
mation (block 930), and/or retrieving a wait command
attribute associated with the trigger information (block 940).
For example, in embodiments described above in connection
with FIG. 5, domain manager 110 may retrieve trigger infor-
mation 330 that may include managed node identifier
attribute 500 and a group of trigger conditions (e.g., enable
now attribute 510, wait manual input attribute 520, wait date/
time attribute 530, and wait command attribute 540). Man-
aged node identifier attribute 500 may include information
that 1dentifies one or more managed nodes (e.g., managed
node 120) and the trigger information (e.g., trigger informa-
tion 330) associated with the one or more managed nodes.
Enable now attribute 510 may include a trigger condition that
may 1instruct managed node 120 to immediately enter an
enabled operational state. Wait manual nput attribute 520
may include a trigger condition that may instruct managed
node 120 to wait for manual 1nstruction (e.g., from a user of
managed node) before entering an enabled operational state.
Wait date/time attribute 530 may include a trigger condition
that may indicate a date and time when managed node 120
may enter an enabled operational state. Wait command
attribute 340 may include a trigger condition that may instruct
managed node 120 to wait for an instruction (e.g., from
domain manager 110) before entering an enabled operational
state.

Process block 740 may include the process blocks depicted

in FIG. 10. As illustrated in FIG. 10, process block 740 may



US 7,747,712 B2

11

include retrieving a domain manager identifier parameter
associated with the enable operation instruction (block 1000),
retrieving a result parameter associated with the enable opera-
tion nstruction (block 1010), and retrieving a reason param-
cter associated with the enable operation mstruction (block
1020). For example, in embodiments described above in con-
nection with FIG. 6, domain manager 110 may retrieve enable
operation instruction 340 that includes domain manager 1den-
tifier parameter 600, result parameter 610, and/or reason
parameter 620. Domain manager identifier parameter 600
may include information that 1dentifies a managing device
(¢.g., domain manager 110) providing enable operation
instruction 340. Result parameter 610 may iclude an output
parameter that indicates 1f an operation implemented on a
managed device (e.g., managed node 120) 1s successiul (e.g.,
managed node 120 operational state 1s enabled) or not (e.g.,
managed node 120 operational state 1s disabled). Reason
parameter 620 may include an output parameter that provides
a reason why an operational state of a managed device (e.g.,
managed node 120) should remain or enter into a disabled
state.

FIGS. 11-14 depict tlow charts of an exemplary process
1100 for providing an 1nitial operational state for managed
node 120 according to embodiments described herein. In one
embodiment, process 1100 may be performed by hardware
and/or soitware components of managed node 120. In other
embodiments, process 1100 may be performed by hardware
and/or software components of managed node 120 1n combi-
nation with hardware and/or soitware components of another
device or group of devices (e.g., communicating with man-
aged node 120).

As 1llustrated in FIG. 11, process 1100 may begin with
providing registration information to a domain manager
(block 1110), and providing a fetch request that includes
requested trigger information to the domain manager (block
1120). For example, in embodiments described above in con-
nection with FIG. 3, managed node 120 may provide regis-
tration information 310 to domain manager 110. Registration
information 310 may include information identifying man-
agednode 120, information regarding connection of managed
node 120 (e.g., to network 100), authentication information,
etc. Managed node 120 may provide fetch request 320 to
domain manager 110. Fetch request 320 may include infor-
mation identifying managed node 120, information 1dentify-
ing an operational state of managed node 120, information
requesting an 1nitial operational state for managed node 120,
etc.

As further shown 1n FIG. 11, trigger information and/or an
enable operation 1instruction may be received from the
domain manager based on the fetch request (block 1130), and
an operational state may be determined based on the trigger
information and/or the enable operation instruction (block
1140). For example, in embodiments described above in con-
nection with FIG. 3, managed node 120 may receive trigger
information 330 and/or enable operation instruction 340, may
change its operational state based on trigger information 330
and/or enable operation instruction 340, and may determine
its operational state 350 (e.g., whether managed node 120 1s
enabled, disabled, etc.) based on trigger information 330 and/
or enable operation mstruction 340. In one example, 11 both
trigger information 330 and enable operation mnstruction 340
are recerved by managed node 120, enable operation mstruc-
tion 340 may immediately change an operational state of
managed node 120 to an enabled state, regardless of the
trigger conditions provided by trigger information 330.

Returming to FI1G. 11, operational state information may be
provided to the domain manager (block 1140), and traffic may
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be received when the operational state 1s enabled (block
1150). For example, in embodiments described above 1n con-
nection with FIG. 3, managed node 120 may provide opera-
tional state 350 (e.g., whether managed node 120 1s enabled,
disabled, etc.) to domain manager 110. Managed node 120
may transmit and/or receive tratfic 360 (¢.g., via network 100)
when the operational state of managed node 120 1s enabled.
Such an arrangement may assure that network traflic (e.g.,
traffic 360) may be transmitted and/or recerved by managed
node 120 at time specified by a network operator (e.g., via a
pre-plan configuration). In one example, a user (e.g., a cus-
tomer) of managed node 120 may install managed node 120
(e.g., at his/her home) at any time, without the need to coor-
dinate with a network operator (e.g., a service provider),
because domain manager 110 may control (e.g., via trigger
information 330) when managed node 120 may be enabled
and recerve traflic 360.

Process block 1120 may include the process blocks
depicted 1n FIG. 12. As illustrated in FIG. 12, process block
1120 may 1include providing a managed node identifier
parameter via the fetch request (block 1200), providing a
managed node operational state parameter via the request
(block 1210), and providing a trigger information parameter
via the fetch request (block 1220). For example, in embodi-
ments described above in connection with FIG. 4, managed
node 120 may provide fetch request 320 that may include
managed node 1dentifier parameter 400, managed node
operational state parameter 410, and/or trigger information
parameter 420. Managed node 1dentifier parameter 400 may
include information that identifies a managed node (e.g.,
managed node 120) requesting trigger information (e.g., trig-
ger information 330). Managed node operational state param-
cter 410 may include information that 1dentifies an opera-
tional state associated with managed node 120. In one
example, managed node identifier parameter 400 may pro-
vide an address of managed node 120, and managed node
operational state parameter 410 may indicate that managed
node 1s disabled. Trigger information parameter 420 may
include an output parameter that causes domain manager 110
to provide trigger information (e.g., trigger information 330)
to managed node 120.

Process block 1130 may include the process blocks
depicted 1n FIG. 13. As illustrated in FIG. 13, process block
1130 may include one or more of receiving a managed node
identifier attribute associated with the trigger information
(block 1300), recetving an enable now attribute associated
with the trigger information (block 1310), recerving a wait
manual attribute associated with the trigger information
(block 1120), recerving a wait date/time attribute associated
with the trigger information (block 1130), and/or receiving a
wait command attribute associated with the trigger informa-
tion (block 1140). For example, 1n embodiments described
above 1n connection with FIG. §, managed node 120 may
receive trigger information 330 that may include managed
node identifier attribute 500 and a group of trigger conditions
(e.g., enable now attribute 510, wait manual 1nput attribute
520, wait date/time attribute 530, and wait command attribute
540). Managed node 120 may be enabled based on one or
more of the trigger conditions 510-540. Managed node 1den-
tifier attribute 500 may identify managed node 120 and trig-
ger mformation 330 associated with managed node 120.
Enable now attribute 510 may include a trigger condition that
may 1nstruct managed node 120 to immediately enter an
enabled operational state. Wait manual mput attribute 520
may include a trigger condition that may instruct managed
node 120 to wait for manual 1nstruction (e.g., from a user of
managed node) before entering an enabled operational state.
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Watit date/time attribute 530 may include a trigger condition
that may indicate a date and time when managed node 120
may enter an enabled operational state. Wait command
attribute 540 may include a trigger condition that may instruct
managed node 120 to wait for an instruction (e.g., from
domain manager 110) before entering an enabled operational
state.

Alternatively and/or additionally, process block 1130 may
include the process blocks depicted 1n FIG. 14. As 1llustrated
in FIG. 14, process block 1130 may include receiving a
domain manager identifier parameter associated with the
enable operation struction (block 1400), recerving a result
parameter associated with the enable operation instruction
(block 1410), and receiving a reason parameter associated
with the enable operation instruction (block 1420). For
example, 1n embodiments described above in connection with
FIG. 6, managed node 120 may recerve enable operation
instruction 340 that may include domain manager 1dentifier
parameter 600, result parameter 610, and/or reason parameter
620. Domain manager identifier parameter 600 may include
information (e.g., an address) that identifies domain manager
110. Result parameter 610 may include an output parameter
that indicates 11 an operation implemented on managed node
120 1s successiul (e.g., managed node 120 operational state 1s
enabled) or not (e.g., managed node 120 operational state 1s
disabled). Reason parameter 620 may include an output
parameter that provides a reason why an operational state of
managed node 120 should remain or enter into a disabled
state. In one example, enable operation instruction 340 may
cause managed node 120 to immediately change 1ts opera-
tional state to an enabled state, regardless of the trigger con-
ditions provided by trigger information 330.

Embodiments described herein may include systems and/
or methods that provide an initial operational state for a
managed node so that a domain manager may imtiate a dialog,
with the managed node (e.g., prior to enabling operation of
the managed node), and may determine when the managed
node 1s to become operational.

Embodiments described herein may provide a variety of
advantages. For example, embodiments described herein
may control conditions under which a managed device (e.g.,
managed node 120) may be enabled (e.g., transmit/receive
traific) via pre-plan trigger information provided by a man-
aging device (e.g., domain manager 110). By controlling
enablement of managed node 120, domain manager 110 need
not predict when managed node 120 will be 1nstalled and
connected to a network (e.g., network 130). Such an arrange-
ment may be particularly beneficial for managing SON-based
managed nodes.

The foregoing description of embodiments provides illus-
tration and description, but 1s not intended to be exhaustive or
to limit the invention to the precise form disclosed. Modifi-
cations and variations are possible 1n light of the above teach-
ings or may be acquired from practice of the invention. For
example, while series of blocks have been described with
regard to F1IGS. 7-14, the order of the blocks may be modified
in other embodiments. Further, non-dependent blocks may be
performed 1n parallel.

It should be emphasized that the term “comprises/compris-
ing” when used 1n this specification 1s taken to specily the
presence of stated features, integers, steps or components but
does not preclude the presence or addition of one or more
other features, integers, steps, components or groups thereof.

It will be apparent that exemplary embodiments, as
described above, may be implemented in many different
forms of software, firmware, and hardware in the embodi-
ments 1llustrated in the figures. The actual software code or
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specialized control hardware used to implement these aspects
should not be construed as limiting. Thus, the operation and
behavior of the aspects were described without reference to
the specific software code—it being understood that software
and control hardware could be designed to implement the
aspects based on the description herein.

Further, certain portions of the mvention may be imple-
mented as “logic” that performs one or more functions. The
logic may include hardware, such as an application specific
integrated circuit, a field programmable gate array, a proces-
SOr, O a mICroprocessor, or a combination of hardware and
soltware.

Even though particular combinations of features are
recited 1n the claims and/or disclosed 1n the specification,
these combinations are not intended to limit the invention. In
fact, many of these features may be combined 1n ways not
specifically recited in the claims and/or disclosed 1n the speci-
fication.

No element, block, or instruction used in the present appli-
cation should be construed as critical or essential to the inven-
tion unless explicitly described as such. Also, as used herein,
the article “a’ 1s intended to include one or more items. Where
only one 1tem 1s intended, the term “one” or similar language
1s used. Further, the phrase “based on” 1s intended to mean
“based, at least in part, on” unless explicitly stated otherwise.

What 1s claimed 1s:
1. A method, performed by a device associated with a
network, comprising:
recerving a fetch request from a managed node connected
to the network;
providing, to the managed node, trigger information speci-
tying one or more conditions under which the managed
node 1s to be enabled and 1s to receive traffic from the
network; and
receving an operational state associated with the managed
node based on the trigger information.
2. The method of claim 1, further comprising;
retrieving the trigger information based on the fetch
request.
3. The method of claim 2, where retrieving the trigger
information comprises at least one of:
retrieving an attribute that instructs the managed node to
become immediately enabled;
retrieving an attribute that instructs the managed node to
wait for a manual input before becoming enabled;
retrieving an attribute that instructs the managed node to
wait for a specific time before becoming enabled; or
retrieving an attribute that instructs the managed node to
wait for a command before becoming enabled.
4. The method of claim 1, where receiving a fetch request
COmprises:
receving, via the fetch request, a parameter that identifies
the managed node; and
recerving, via the fetch request, a parameter that provides a
request for an operational state associated with the man-
aged node.
5. The method of claim 1, further comprising:

retrieving an enable operation instruction based on the
fetch request; and
providing, to the managed node, the enable operation
instruction to immediately enable the managed node and
permit the managed node to receive traific from the
network.
6. The method of claim 35, where the enable operation
instruction overrides the one or more conditions provided by
the trigger information.
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7. The method of claim 5, where retrieving an enable opera-
tion nstruction comprises at least one of:
retrieving a parameter that identifies a domain manager
associated with the enable operation instruction; or
retrieving a parameter that causes the managed node to
provide an indication regarding the operational state
associated with the managed node.

8. The method of claim 1, further comprising;

receiving registration information associated with the
managed node, the registration information providing a
mechanism to identify and authenticate the managed
node.

9. A method, performed by a device associated with a

network, comprising;

providing a fetch request to a domain manager connected
to the network;

receiving, from the domain manager, trigger mnformation
speciiying one or more conditions under which the
device 1s to be enabled and i1s to recerve traific from the

network; and

receiving traffic from the network when the device 1s
enabled based on the one or more conditions specified
by the trigger information.

10. The method of claim 9, further comprising:

providing registration information associated with the
device, the registration information enabling the domain
manager to identily and authenticate the device.

11. The method of claim 9, where receiving the trigger

information comprises at least one of:

receiving an attribute that instructs the device to become
immediately enabled;

receiving an attribute that instructs the device to wait for a
manual input before becoming enabled;

receiving an attribute that instructs the device to wait for a
specific time before becoming enabled; or

receiving an attribute that instructs the device to wait for a
command from the domain manager before becoming
cnabled.

12. The method of claim 9, where providing a fetch request

COmMprises:

providing, via the fetch request, a parameter that identifies

the device; and

providing, via the fetch request, a parameter that provides
an operational state associated with the device.

13. The method of claim 9, further comprising:

receiving, from the domain manager, an enable operation

instruction based on the fetch request; and

cnabling, immediately, the device based on the enable

operation instruction, regardless of whether the one or
more conditions provided by the trigger information are
satisfied.

14. The method of claim 13, where receiving, from the
domain manager, an enable operation istruction comprises
at least one of:

receiving a parameter that identifies the domain manager;

or

receiving a parameter that causes the device to provide an

indication regarding the operational state associated
with the device.

15. A device associated with a network, comprising:

processing logic to:

receive registration information associated with a man-
aged node connected to the network, the registration
information providing a mechanism to identity and
authenticate the managed node,

receive a fetch request from the managed node,
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provide, to the managed node, trigger information speci-
fying one or more conditions under which the man-
aged node 1s to be enabled and 1s to recerve traific
from the network based on the received fetch request,
and
receive an operational state associated with the managed
node based on the trigger information.
16. The device of claim 135, where the device comprises a
domain manager.
17. The device of claim 15, where the managed node com-
prises a self-organized network (SON)-based managed node.
18. The device of claim 15, where the trigger information
comprises a portion of a pre-plan configuration that specifies
when the managed node 1s to be enabled.
19. The device of claim 15, where the processing logic 1s
further configured to:
retrieve the trigger information based on the fetch request.
20. The device of claim 15, where the trigger information
comprises at least one of:
an attribute that instructs the managed node to become
immediately enabled,
an attribute that instructs the managed node to wait for a
manual input before becoming enabled,
an attribute that instructs the managed node to wait for a
specific time before becoming enabled, or
an attribute that instructs the managed node to wait for a
command before becoming enabled.
21. The device of claim 15, where the fetch request com-
Prises:
a parameter that identifies the managed node, and
a parameter that provides a request for an operational state
associated with the managed node.
22. The device of claim 15, where the processing logic 1s
turther configured to:
retrieve an enable operation instruction based on the fetch
request, and
provide, to the managed node, the enable operation instruc-
tion to immediately enable the managed node and permait
the managed node to recerve tratfic from the network.
23. The device of claim 22, where the enable operation
instruction immediately enables the managed node, regard-
less of the one or more conditions provided by the trigger
information.
24. The device of claim 22, where the enable operation
instruction comprises at least one of:
a parameter that identifies the device, or
a parameter that causes the managed node to provide an
indication regarding the operational state associated
with the managed node.
25. A device associated with a network, comprising;
processing logic to:
provide registration information associated with the
device, the registration information enabling a
domain manager to identily and authenticate the
device,
provide a fetch request to the domain manager,
receive, from the domain manager, trigger information
specifying at least one condition under which the
device 1s to be enabled and recerve traflic from the
network, and
receive traffic from the network when the device 1s
enabled based on the at least condition specified by
the trigger information.
26. The device of claim 25, where the device comprises a
self-organized network (SON)-based managed node.
277. The device of claim 23, where the trigger information
comprises at least one of:
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an attribute that instructs the device to become 1mmedi-
ately enabled;
an attribute that instructs the device to wait for a manual
input before becoming enabled;
an attribute that instructs the device to wait for a specific
time before becoming enabled; or
an attribute that instructs the device to wait for a command
from the domain manager before becoming enabled.
28. The device of claim 25, where the fetch request com-
Prises:
a parameter that identifies the device; and
a parameter that provides a request for an operational state
associated with the device.
29. The device of claim 25, where the processing logic 1s
turther configured to:

10
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recerve, from the domain manager, an enable operation
instruction based on the fetch request, and

enable, immediately, the device based on the enable opera-
tion 1nstruction, regardless of whether the at least one
condition provided by the trigger information has been
satisfied.

30. The device of claim 29, where the enable operation
instruction comprises at least one of:

a parameter that identifies the domain manager, or

a parameter that causes the device to provide an indication
regarding the operational state associated with the
device.
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