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(57) ABSTRACT

A keypad 1s disclosed which has a plurality of keys (12) for
the mput of information. Each key has a first switch (80) and
a second switch (90). The first switches (80) are all connected
to a common electrical interconnection (120) and the second
switches (90) are connected 1nto a matrix electrical intercon-
nection (62, 100). The microprocessor (66) detects a global
signal on the common interconnection (120) and supplies
scan signals to the matrix interconnection (62, 100) to enable
detection of a particular key. The processor (66) may also
selectively change the state of lines (62, 100) of the matrix
and also maintain particular lines 1n a predetermined state by
open drain ports of the processor to which the lines of the
matrix are connected.
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KEYPAD

RELATED APPLICATION

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 10/470,985, filed on Jul. 31, 2003 now U.S. Pat.
No. 7,133,029 which 1s a 371 of PCT Application No. PCT/

AUQ01/00301 filed Mar. 16, 2001, the content of which 1s
incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This 1nvention relates to a keypad and 1n particular to a
keypad for mput of data such as financial data to enable
financial transactions such as eftpos transactions to take
place. However, i1t should be understood that the keypad 1s not
limited to such applications and could be used 1n other envi-
ronments where secure input of data into a system 1s required.

2. Related Art

Keypads are used on almost all electronic devices which
require some form of input. Often these keypads take the form
of an electronic matrix of wires, the keys themselves bridging
the horizontal and vertical lines of this matrix, and thus form-
ing an electrical connection between a specific horizontal and
a specific vertical wire when pressed. The device controlling
the keypad (usually some form of computer, or CPU) can then
ascertain the exact key pressed by determining which of the
wires of the matrix are connected. A suitable analogy might
be to imagine the use of a grid on a map to determine the exact
location of a street.

The determination of keypresses via such a matrix of wires
requires the active, and constant, “scanning’”’ of the lines in the
keypad. This 1s achieved by presenting a voltage signal on
only one of the matrix lines, and testing the corresponding
matrix lines to see 1f that voltage signal has appeared there as
well. For example, 1 we assume a keypad that has a 4x4
matrix, to determine 1f any key has been pressed, a voltage
signal (called a “logic high”) i1s presented on the first of the
vertical lines of the matrix. All of the other vertical lines are
left inactive (no voltage signal present, or a “logic low™). The
voltage 1puts at the horizontal lines of the matrix are now
tested (“read”). IT any of the keys that exist on the read line are
currently pressed, the logic high presented on this line will be
passed to the corresponding horizontal line, via the switch.
Thus the state of all of the switches on the first vertical line has
been determined by the “scanning” of this line with a logic
high signal, and a corresponding read of the voltage levels of
all of the horizontal lines. Any matching voltages indicate a
key press (1.e. a short circuit between the horizontal and
vertical lines that has been created via a keypress). This
process 1s then continued with all of the subsequent vertical
“scan” lines and reading back the state of the horizontal
“read” lines after the setting of each single logic high. Once
all of the scan lines have been checked, the whole process 1s
repeated.

Thus 1t can be seen that the scanning of the keypad 1s both
an active and continuous endeavour. An occasional alterna-
tive to this 1s that during periods of mactivity, all of the scan
lines are set to a logic high, and a transition of any of the read
lines to a high state 1s set to “wake-up” the computer/CPU to
start scanning the keypad to determine the exact key pressed.
This allows for a cessation of the scanning during periods of
extended mactivity, and thus allows the device to reduce any
processing overhead/power consumption caused by the con-
tinual scanning. Also it would be obvious to anyone skilled in
the art that the state of the voltage signals may be swapped
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(scan with only one line low, 1nstead of high), or altered 1n
some other trivial way to better suit an individual situation.

This method of key press determination i1s preferably
acceptable for most applications. However, for applications
that have a requirement of security, 1t 1s often desirable to
attempt different key scan regimes to prevent the determina-
tion of keypresses by an external party. The method by which
an external party may ascertain the state of the keypad 1is
simple: Given unrestricted access to the keypads, an external
party may attach “probes” across each of the key-mats (ma-
trix junctions, the points at which the keys form short cir-
cuits ), and thus determine any key press by acting as a passive
observer to the scanning of the computer/CPU to which the
keypad 1s attached. I an observer knows that a logic high on
both a scan and a read line indicate that key 1s pressed at the
junction of these lines, 1t1s a simple matter to observe the state
of all of the scan and all of the read lines, and thereby deter-
mine the state of all of the keys of the keypad.

Many attempts have been made to prevent an external party
from successiully performing such an observation of the key-
pad scanning signals. These attempts may be grouped under
the heading of “scan obfuscation”, 1.e. the technology used to
confuse the scan line signals. The most common keypad
obfuscation technique 1s to present “dummy” keypresses on
the key matrix. “Dummy” keypresses are, in fact, false key-
presses that are created by the controlling CPU to confuse any
attempt to determine a real key depression. This may be
achieved by a number of methods, such as using electroni-
cally controlled switches such as field effect transistors, or
relays, to present a short circuit across the switch; or simply
presenting the same voltage at both the read and the scan line.
The general 1dea remains the same; before each keypad scan,
a number ol keys are selected to be “dummy” pressed for that
scan, and the relevant circuitry activated to achieve this. Then,
during the instant of the scan, these lines appear as valid
keypresses (1.e., the voltage on the read line 1s the same as the
scan line, simulating a short circuit caused by the pressing of
the switch), and cannot be externally differentiated from any
real keypresses that are detected during that scan period. Only
the CPU “knows” which keypresses were dummies, and
therefore which (if any) were the real keypresses. There 1s a
major problem with this regime, however; as the voltage
levels on etther side of a dummy key press are the same, areal
key press cannot be detected on any key that 1s dummy
pressed. This 1s not so much of a problem provided that the
dummy keypresses are moved around the keypad with no
dummy press having duration on any key that 1s of compa-
rable duration to a real keypress. If the dummy presses are
moved around in such a manor, even 1f a dummy press exists
on a key that has a real key press active on it, the dummy press
will be moved from that key before the key 1s un-pressed, and
thus the real key press will be detected. However, this presents
an outside observer with a means to differentiate the dummy
presses from the real presses; any key press that lasts for more
than a certain duration must be real otherwise 1t would not be
possible to scan that key. To put 1t another way, although a
dummy press may be convincing during the instant of the
scan, 1ts ability to confuse real key presses 1s reduced when a
large number of scans 1s observed. If a dummy key press lasts
for only 10 ms, it will not hamper the detection of a real key
press that lasts for >100 ms.

As 1t 15 not possible to “un-short circuit” a short circuit by
a real key press (disregarding any mechanical means that may
be used to physically un-press the switch), the use of dummy
keypresses has been seriously hampered by this intrinsic
problem of duration. This problem could be mitigated 111t was
possible to stop scanning once a real key press was detected,
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and only resume scanning once the key was un-pressed. The
observer would then have to choose between the last dummy
pressed keys, and the real key, and could not use the duration
of the real key press to assist the choice, as no more key
presses (real or dummy) would be visible until the real key
was released, and scanning resumed. However, it 1s clear that
the release of the key cannot be detected unless the scanning,
continues.

SUMMARY OF THE INVENTION

The present invention provides a keypad including;;

a plurality of keys for actuation by a user to input data into
the keypad;

a matrix electrical iterconnection interconnecting the
keys so that actuation of a key can be detected by scan signals
applied to the matrix and by reading signals from the matrix
electrical interconnection; and

control means for causing the matrix electrical intercon-
nection to change state independently of the depression of a
key to thereby disguise which of the keys has been pressed,
and to interrogate the matrix electrical interconnection hav-
ing regard to the caused change of state of the keys to deter-
mine which of the keys has actually been pressed.

Thus, according to the invention 1n 1ts broadest aspect,
because the control means causes the matrix to change state
independent of the key which has been depressed, it 1s not
possible for anyone attempting to monitor the matrix to deter-
mine a change 1n state which will identify a depressed key to
obtain information which will enable the key to be depressed
because of the change of state of the matrix independent of the
key which has been depressed. Thus, information 1s obtained
by anybody attempting to break into the keypad 1s not indica-
tive of the keys which have been depressed and therefore it
does not provide information which enable security codes or
other sensitive information which 1s keyed into the keypad to
be obtained.

Preferably the matrix electrical interconnection includes a
plurality of read lines and a plurality of scan lines, the scan
lines and read lines being interconnected by the keys so that
when a key 1s depressed a scan line 1s connected to a read line.

In one embodiment of the invention the control means 1s for
outputting dummy signals on the read lines so that the read
lines are caused to change state in random fashion so that a
change 1n state of a read upon depression of a key 1s one
change 1n state amongst many changes of state of the read
lines and, wherein, since the control means knows which of
the read lines has been caused to change state by dummy
signals the control means can determine which of the lines has
changed state not due to a dummy signal and therefore which
of read lines 1s associated with a pressed key.

In a still further embodiment of the invention the scan lines
are connected to open drain ports of the control means so that
when the scan lines are connected to a read line by the depres-
sion of a switch the read line will maintain a predetermined
state notwithstanding the control means attempting to change
the state of that read line, and wherein the control means
applies signals to the read lines to make the read lines change
state and 1dentifies a read line associated with a depressed key
by the read line not changing state when an attempt 1s made to
make the read line change state because of the connection of
that read line to the open drain port via the depressed key.

According to a first aspect of this embodiment of the inven-
tion all of the keys are connected to a single scan line.

In accordance with a second aspect of this embodiment the
keys are associated with a plurality of different scan lines and
the scan lines are interconnected by electrical interconnection
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means so that when the electrical interconnection means 1s
switched to a first state all of the scan lines are connected
together so that depression of a key will cause one of the read
lines to change state thereby indicating that a key has been
pressed and whereupon the electrical interconnection means
has its state changed by the control means so that the scan
lines are disconnected one from the other so that scan signals
can be applied to the scan lines to enable the scan line asso-
ciated with the pressed key to be 1dentified and wherein the
controller attempts to change the state of the read lines so that
the read lines change state 11 they are associated with keys
which have not been pressed and 11 the read line 1s associated
with a key which has been pressed the read line does not
change state because of connection to an open drain port of
the controller via the pressed key to thereby enable the con-
troller to i1dentity the read line which 1s associated with the
pressed key.

Preferably the matrix electrical interconnection provides a
global signal upon depression of any of the keys which 1s
detected by the controller so that the controller knows that a
key has been pressed and the controller then 1nitiates a scan-
ning regime to determine which of the keys has been pressed.

In one embodiment the global signal can be provided by a
second switch associated with each key which 1s closed upon

depression of the key to cause the global signal to be provided
to the controller.

In a still further embodiment the global signal 1s provided
by a change 1n state of at least one of the scan lines.

Preferably a plurality of scan lines are connected together
by electrical connection means 1n order to 1dentity depression
and release of a key and the electrical connection means
disconnects the scan lines one from another so that a scanning
regime can be 1mitiated to determine which of the scan lines 1s
associated with a pressed key.

Preferably switching means 1s provided for maintaining,
the matnx electrical interconnection at a predetermined state
and for switching the matrix electrical interconnection so that
the interconnection 1s able to take up a state dependent on the
signals supplied by the control means and the pressing of a
key so that scanning signals can then be supplied to mterro-
gate the matrix. This embodiment of the mvention ensures
that all of the signals generated by the control means are seen
at exactly the same time when the switching means switches
so that the switching means no longer holds the state of the
interconnection at that predetermined state, thereby prevent-
ing an attacker from obtaining information relating to which
key has been depressed by timing differences between when
signals actually appear on the matrix.

Preferably the switching means comprises atleast one field
clfect transistor which 1s switched to a predetermined state to
cause the matrix to maintain a predetermined state and which,
when switched to another state enables the matrix to take up
a state dependant on the signals supplied by the control means
and the pressing of a key.

Another aspect of the present invention provides a keypad
including;

a plurality of keys for actuation by a user to input data into
the keypad;

a first switch and a second switch associated with each key,
both of which switches undergo a change of state between an
open and a closed condition when a respective key 1s actuated
by the user;

a common {irst electrical interconnection, interconnecting
all of the first switches of the plurality of keys so that when
any key 1s actuated a global signal 1s supplied to the common
first electrical interconnection:
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amatrix electrical interconnection interconnecting the sec-
ond switches of the plurality of keys so that actuation of a key
can be detected by scan signals applied to the matrix for
clectrical interconnection and by reading signals from the
matrix electrical interconnection; and

a controller for detecting the global signal on the common
first electrical interconnection and for supplying scan signals
to the matrix electrical interconnection and reading signals
from the matrix electrical interconnection to detect which key
of the plurality of keys has been depressed.

Since the first switch 1s connected identically for all of the
keys (1.e., all of the first switches are connected in parallel),
the only information that can be determined by activity on the
first switches 1s that one of the many keys of the keypad has
been depressed. As this first switch 1s connected to exactly the
same circuit for each and every key, 1t 1s not possible to
determine the specific key pressed and any electrical infor-
mation present on one ol the switches 1s simultaneously
present on all of the other switches. Thus, through the agency
of the first switch, it 1s possible to cease the scanming of the
keypad once a valid key has been detected, and only resume
the scanning once the key has been lifted. In fact, 1t 1s possible
to only begin scanning once a key has been detected (through
activity on the first switch), and cease once the 1dentity of the
key pressed has be determined. Dummy presses of keys can
therefore be generated by the controller during the scanning,
cycle, or virtual presses appear to take place, so that the
duration of the dummy press and the real press are substan-
tially the same thereby not providing any means by which an
attacker can distinguish between a dummy press and a real
press of a key and thereby obtain indication of the actual keys
depressed during the entry of data into the keypad.

Preferably the matrix electrical interconnection comprises
a plurality of row lines connected to plural sets of the second
switches and a plurality of column lines connected to second
plural sets of the second switches, each of the second plural
sets including one switch from the plural first set of second
switches so that each second switch connects one of the row
lines to one of the column lines.

Preferably the controller outputs scanning signals to the
column lines and reads signals from the row lines so that
when one of the keys 1s actuated and the respective second
switch changes state the controller can determine which key
has been actuated from a scan signal applied to one of the scan

lines and the reading of a signal on the corresponding row
line.

Preferably the common first electrical interconnection
comprises a single line coupled to the controller and a plural-
ity of parallel lines each connected to the single line and
connected to each of the first switches.

Preferably each of the second switches has a means for
forcing the matrix electrical interconnection to go to a prede-
termined state between scans. This preferred aspect of the
invention pulls the matrix to one particular state to prevent an
attacker from i1mplementing a predetermined scan regime.
That 1s, 11 an attacker attempts to break into the keypad and
invoke 1ts own scan regime onto the matrix to detect the
depression of keys, the forcing of the matrix to a predeter-
mined state will prevent the scan regime from taking place
thereby preventing the attacker from detecting the depression
of keys.

Preferably the means for forcing the matrix to a predeter-
mined state comprises field effect transistors.

Preferably the field effect transistors are driven by inverters
and pull the column lines and row lines to a low state between
scans of the column lines under the control of the controller.
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Preferably the inverters are each coupled to a main inverter
which 1s coupled to the controller so that when the controller
outputs a high signal the main 1nverter supplies a low signal to
the plurality of inverters which 1n turn supplies a high signal
to the field effect transistors to pull the field effect transistors
low to thereby pull the matrix low.

Preferably the controller 1s a microprocessor.

Preferably each of the keys comprises a block member
mounting a pair of contact members, each first and second
switch being formed by a said contact member which com-
prises one component of each switch and another switch
component arranged below the respective contact member,
the block member being resiliently mounted so that upon
actuation of the key the block member 1s moved from a first
position, where the contact members are separated from the
said another switch components so that the first and second
switches are open, to a second position where the contact
members bridge the said another switch components to close
the first and second switches.

Preferably the block 1s connected to a base member by a
resilient connection so that when the key 1s released at the
second position, the key moves from the second position to
the first position under the intluence of the resiliency of the
resilient member.

Preferably the resilient member 1s integral with the block.

Preferably the contact members comprise carbon tabs
embedded 1n the blocks and project outwardly of the blocks.

Preferably the said another component of the first and
second switches comprise a plurality of first fingers and a
plurality of inter-meshed but spaced second fingers so that
when the key moves from the first position to the second
position the contact members bridge the first and second
fingers to close the switches so that a row line connected to the
first fingers 1s connected to a column line connected to the
second fingers.

A further aspect of the invention may be said to reside 1n a
keypad including;

a plurality of keys for actuation by a user to input data 1into
the keypad;

a switch associated with each key, which switch undergoes
a change of state between an open and a closed condition
when a respective key 1s actuated by the user;

a matrix interconnection, interconnecting the switches, the
matrix having pairs of lines interconnectable by the switches;

state maintaiming means for maintaining a predetermined
state of lines; and

a controller for selectively changing the state of lines of the
matrix and reading lines of the matrix to determine whether a
key has been actuated, and wherein lines are maintained 1n a
predetermined state by the state maintaining means notwith-
standing the controller attempting to change the state of those
lines and the depression of the key.

Since this aspect of the invention includes a state maintain-
ing means, even if the controller attempts to change the state
of a line, such as by making the line go high, the actuation of
a key will not cause the controller to read a high signal
because the line will be maintained low by the state maintain-
ing means thereby not providing information to an attacker of
the change of state of the line associated with the actuated key.
Since the processor knows which line 1t has attempted to
make high, 11 the line 1s read high then a key associated with
that line has not been depressed. However, 11 an attempt 1s
made to make the line go high and the line 1s read low the
controller knows that the key associated with that line has
been actuated. Since all of the other lines can be maintained
low there 1s no percervable difference to an outside observer
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between the line associated with the key which has been
actuated and lines associated with keys which have not been
actuated.

Preferably the state maintaining means comprises an open
drain circuit.

Preferably the open drain circuit 1s withun the controller
and provided by open drain ports of the controller to which
the lines of the matrix are connected.

Preferably the matrix interconnection comprises a plurality
of read lines and at least one scan line, the controller being for
changing the state of the read lines and for reading back the
state of the read lines to determine if the read lines have
changed state to thereby indicate that a key associated with
that read line has not been pressed 1f the read line does change
state and wherein 11 a key 1s depressed the read line 1s con-
nected to a scan line via the depressed key so that the state
maintaining means causes that read line to maintain its state
notwithstanding the controller attempting to change the state
of the line to thereby indicate that a key associated with that
read line has been pressed.

In one embodiment of the invention the matrix includes a
plurality of scan lines and electrical connection means for
selectively connecting the scan lines together or electrically
1solating the scan lines one from the other(s).

BRIEF DESCRIPTION OF TH.
DRAWINGS/FIGURES

T

Preferred embodiments of the invention will be described,
by way of example, with reference to the accompanying
drawings in which;

FIG. 1 1s aplan view of a keypad embodying the invention;

FIG. 2 1s a view along the line II-11I of FIG. 1;

FIG. 3 1s a view along the line III-III of FIG. 2;

FI1G. 4 1s a view along the line IV-1V of FIG. 2;

FIG. 5 1s a circuit diagram showing a first embodiment of
the 1nvention;

FIG. 6 1s a view showing the embodiment of FIG. 1;

FIGS. 7a and 756 show a second embodiment of the inven-
tion;

FIG. 8 1s a circuit diagram to assist explanation of the
embodiment of FIGS. 7a and 75;

FIGS. 9 and 10 are a flow chart;

FIGS. 11a and 115 show a still further embodiment of the

invention; and

FIG. 12 1s a flow chart explaining the operation of FIGS.
11a and 115.

DESCRIPTION OF THE PR
EMBODIMENTS

L1
M

ERRED

With reference to FIG. 1 a keypad 10 1s shown schemati-
cally which includes a plurality of keys 12 which can carry
specific indicia such as digits, function statements such as
credit transaction, or cheque or savings transaction for an
eltpos transaction, as well as enter and other commands. In
the embodiment shown some twenty-one keys 12 are
included 1n the keypad but the number of keypads may be
more or less depending on the use of the keypad.

As shown 1n FIG. 2 the keys 12 are formed on a mat 14 and
are mtegral with the mat 14. The mat 14 and keys 12 may be
formed from silicone material or the like. Fach key 12
includes a block 16 which 1s connected to the mat 14 by a
resilient connection 18 which extends about the periphery of
the block 16 where the block 16 merges with the mat 14. An
annular recess 20 1s provided inwardly of the periphery of the
block 16. The block 16 has embedded 1n 1t two contact tabs 24
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which are formed from electrically conductive material such
as carbon or the like. The mat 14 1s connected to a circuit
board 30 which carries the electrical componentary for oper-
ating the keypad 10. The contacts 24 form the first component
of first and second switches 80 and 90 associated with each of
the keys 12. The second component of the first and second
switches 80 and 90 of each key 12 1s shown 1n F1G. 4 and FIG.
6 and generally comprises a plurality of fingers 42 (connected
to line 40 1n FIG. 4) a plurality of fingers 52 (connected to line
50 1n FIG. 4) which mesh with but are spaced from the fingers
42 1n respect of switch 80 and simailar fingers 64 and 102
(shown 1n F1G. 6) which are connected to lines 62 and 100, 1n
respect of the switch 90. When the key 12 1s depressed the
contacts 24 move downwardly so they contact the circuit
board 30 and bridge the fingers 42 and 52 and the fingers 64
and 102 thereby causing electrical interconnection between
the lines 40 and 50 and 62 and 100 so as to close the switches
80 and 90 in that key 12. When the key 12 1s released, the
block 16 moves under the resiliency of the resilient connec-
tion 18 back to the position shown i FIG. 2 where the
contacts 24 are moved away from the circuit board 30 so the
switches 80 and 90 are open because the electrical contact

between the fingers 42 and 52 (and 64 and 102) are broken.

FIG. 5 1s a circuit diagram showing the keypad 10 of FIG.
1. The keys 12 are identified by reference SW1 to SW21 1n
FIG. § to distinguish between the twenty-one keys shown by
reference numeral 12 in FIG. 1. As 1s apparent from FIG. 5 the
keys SW1 to SW21 are interconnected 1n a matrix electrical
connection 60 which includes 7 row lines 62 which are con-
nected to read ports 64 of a microprocessor 66, and the scan
lines 100 connected to ports 118 of the processor 66. The
microprocessor 66 has usual voltage supply 68 and a crystal

70 for clocking operation of the processor 66. Each of the
keys SW1 to SW21 includes the first switch 80 and the second

switch 90. As best shown 1n FIG. 6 which fully shows the key
SW1 and the key SW4, the first switch 80 1s formed by one
component comprising contact tab 24' (1n FIG. 6) and another
component comprising fingers 42 and 52 which extend out-
wardly from line 40 and 50. The second switch 90 1s formed
by one component formed by contact tab 24" 1n FIG. 6 and
another component formed by fingers 64 and 102.

Thus, each of the lines 40 carry fingers 42 associated with
respective switches 80 and each of the lines 50 carry fingers
52 associated with each of the respective switches 80. Simi-
larly, the lines 62 will carry fingers 64 associated with each of
the switches 90.

Each of the lines 62 i1s connected in parallel with a field
elfect transistor 106. The column lines 100 are also connected
in parallel with further field effect transistors 108. Each of the
field effect transistors 106 and 108 1s connected to an inverter
110 and each of the inverters 110 1s connected to a common
line 112 which 1s coupled to a main iverter 114. The imnverter
114 1s connected to the microprocessor 66 via line 116. The
column lines 100 are connected to scan ports 118 of the
microprocessor 66.

The first switches 80 of each of the keys SW1 to SW21 are
connected to a common electrical interconnection formed by
line 120. The line 120 1s connected to one of the read ports 64
of the microprocessor 66. The line 120 1s coupled to the lines
40 shown 1n FIGS. 4, 5 and 6 which form one side of the first
switch 80 and the other side of the first switch 80 1s connected
to line 50 which 1n turn i1s coupled to ground as shown in
FIGS. 4, 5 and 6. When a key 12 1s depressed the contact tab
24" will bridge the fingers 42 and 52 thereby creating electri-
cal mterconnection between the lines 50 and line 40 (and
therefore common line 120 thereby connecting the line 120 to
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ground to change the state of the line 120 to indicate that one
of the keys 12 has been depressed).

When one of the keys 12 (1.e. SW1 to SW21) 1s depressed
in FIG. 5 the change of state of line 120 will be read by the
microprocessor 66 thereby providing an indication of the
depression of one of the keys SW1 to SW21. However, the
microprocessor 66 1s not able to determine from line 120
which of the keys 1s actually being depressed because the line
120 1s a common line providing a global signal merely indica-
tive of the fact that one of the keys SW1 to SW21 has been
depressed but not indicating which of those keys has been
depressed. Concurrent with depression of the key 12 and
closure of the first switch 80, the second switch 90 will also be
closed. Once the microprocessor 66 detects the actuation of
one of the keys 12 by the change of state of line 120, the
microprocessor 66 can commence scanning of the lines 100
by outputting scanning signals 1in turn on each of the lines 100
from ports 118. The lines 62 are read by the microprocessor
66 so that dependent on which of the second switches 90 1s
closed, a signal, for example a high signal, will be read by one
of the ports 64 associated with one of the lines 62 which
correspond to the switch 90. Since the processor 1s able to
know which of the lines 100 1s being scanned with an output
signal and which of the line 62 1s being read to determine a
change of state signal (for example the high signal) the appro-
priate one of the switches 90 associated with one of the keys
SW1 to SW21 can be determined thereby providing an indi-
cation of which of these keys has actually been depressed.

Concurrently with detection of the depression of one of the
keys by the change of state of line 120, the microprocessor 66
can output dummy signals on some lines 62 to make some of
the lines 62 go high concurrently with scanning signals on
some of the lines 120 to thereby indicate dummy key depres-
sions of some of the keys SW1 to SW21. The output of
dummy signals on line 64 can take place only between detec-
tion of the change of state signal of line 120 and scanning of
lines 118 so that the dummy signal has a duration which 1s
identical with the scanning of the actual depressed key so that
there 1s no substantial time difference between signals pro-
vided by the actual depression of one of the keys and the
dummy depression of keys produced by the processor 66.
Thus, anyone attempting to break ito the key pad and extract
data from the line 62 and lines 120 with a view to determine
which keys have been depressed, will not be able to ascertain
this because information not only of the keys which have been
depressed but also of the dummy depressions will be obtained
with no ability to distinguish between the actual dummy
depressions and the real depressions so that the actual data fed
into the keypad cannot be determined.

Between scanning of the matrix 60 after the receipt of a
change of state signal on line 120, the micro-processor 66
outputs a high signal on line 116 so that the nverter 144
supplies a low signal to each of the plural inverters 110 which
in turn supply a high signal to the field effect transistors 106
and 108. This pulls the field effect transistors low so that the
lines 62 and 100 are maintained low. Thus, 1f an attacker
attempts to apply a scanning regime to the lines 62 and 100
with a view to using that scanning regime to determine which
keys have been depressed, the low state of the lines 62 and 100
will overwrite any signals applied to the lines thereby main-
taining the lines 62 and 100 at a low state thereby not enabling,
the attacker to implement 1ts own scanning regime.

In one method of using the embodiment of FI1G. 5, all of the
read lines 62 and scan lines 100 are initially set low by the
microprocessor 66 and the microprocessor 66 awaits a change
of state signal on line 120 indicative of one of the keys SW1
to SW21 being depressed. When a signal 1s received on line
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120 indicative of one of the keys being pressed, the processor
66 sects the scan lines 100 high in turn. The read lines 62 are
then read and i1f one of the read lines 62 1s high this 1s
indicative of the read line 62 being connected to a scan line
100 by closing of the second switch 90 of one of the keys SW1
to SW21. By knowing which read line 62 and which scan line
100 1s involved the appropriate key can be 1dentified. In order
to disguise which key 1s actually being pressed, the processor
66 can output dummy press signals on the read lines 62 by
making the read lines 62 go high 1mn a random order. For
example, 11 1t 1s assumed that key SW2 1s pressed, when the
scan line labeled 100' in FI1G. 5 goes high scan line 62a 1n FIG.
5 will also go high. However, dummy presses can be produced
by causing, for example, scan lines labeled 62' 1n FI1G. Sto go
high. Thus, during the scanning regime when the scan line
labeled 100" 1n FIG. 5 goes high because a dummy high
signal has been applied to line 62' 1t will appear as iTkeys SW7
and SW13 have been depressed. The processor knows of
course that the signals on line 62' are dummy presses and
therefore need not register those as actual key presses. Thus,
in a {irst scanning regime through the key pad 1t might appear
to anybody observing that the abovementioned keys have
been pressed when only the key SW2 has been pressed. The
highs on the scan line 62 indicating dummy presses can be
changed randomly so that for each scan through the pin pad
different dummy presses are produced. Scanning can be com-
pletely stopped as soon as the real button which 1s pressed 1s
released which causes the line 120 to again change its state
providing an indication to the processor 66 that the key has
been released and therefore no further scanning 1s required
until another key 1s pressed. The sets of high signals on the
lines 62 whether dummy signals or real presses will last for
exactly the same length of time because the time period will
be set by the time each of the scan lines 100 1s set high 1n turn
and the real press and the dummy presses will disappear after
the respective scan line 100 goes low. Thus, there 1s no way
based on a time consideration of determining which of the
keys 1s actually pressed and which are dummy presses.

FIGS. 7a and 75 show a second embodiment of the inven-
tion i which like reference numerals indicate like parts to
those previously described. However in this embodiment
there are thirty keys marked SW1 to SW30 and each key has
a single switch nstead of two switches as 1n the case of the
previous embodiment. The single switch of the keys SW1 to
SW30 1s configured 1n exactly the same manner as described
with reference to FIGS. 1 to 4 and 6 expect that only a single
contact pad 24 1s included in the key 12 and a single inter-
meshed array of fingers 64 and 102 (not shown i FIG. 9)
arranged on the circuit board 30 below the block 16 for
contact by the contact pad 24 to close the switch.

In this embodiment the ports 64 and 118 of the processor 66
are formed by open drain circuits and therefore comprise
open drain ports. Put simply, an open drain circuit 1s one that
outputs a strong logic low, but a weak logic high (often
requiring an external component such as a resistor to assist in
raising the level to a logic high). Thus, a high open drain
output may be overridden by a low signal from another circuit
if they are connected together. For example, FIG. 8 shows a
schematic view of an open drain circuit in which a transistor
T has a base 131. A low signal produced by the processor on
line 131 will switch transistor T on and line 62 will be high 1f
the key SW1 1s open as shown 1n FIG. 10. However, 1f the key
SW1 1s closed the open drain circuit of FIG. 8 will cause line
62 to immediately go low notwithstanding that a low signal 1s
applied to the base 131. Thus, 11 a low si1gnal 1s applied to the
base 131 and output to line 62, 11 the signal on line 62 1s read
as high this 1s indicative of the fact that the key SW1 1s not
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actuated, but 11 the line remains low notwithstanding the fact
that the controller has attempted to make the line go high by
the signal on line 131 then the controller knows that the key
SW1 has been depressed. When it 1s desired to output a high
signal on one of the lines from the processor which 1s asso-
ciated with an open drain circuit, the processor switches off
the open drain nature of the port to enable the high signal to be
provided from that port, and when 1t 1s again desired to rein-
state the open drain circuit the open drain 1s again opened by
the processor. The open drain nature of the port can be
switched ofl by applying a voltage across the aforesaid resis-
tor 1n order to assist 1n raising the level to a weak logic high.
It will be appreciated that the circuit shown in FIG. 10 apart
from the line 62, key SW1 and line 100 are integrated into the
ports of the processor 66 to which the lines 62 and 100 are
connected.

In the embodiment of FIGS. 7a and 7b the keys SW1 to
SW30 have switches 90 which, as mentioned above, are 1den-
tical to the switches 90 previously described.

Generally security of keypads 1s more concerned with the
numeric keys on the keypad because those are the keys which
will be used to enter secret data such as pin numbers and the
like which must be kept secure. In the embodiment of FI1G. 756
all of the numeric keys of the pinpad are arranged in one
column 1dentified by the block 150 i FIG. 75. Thus, these
keys are represented by the keys SW1, SW4, SW7SW10 . ..
SW28. When the microprocessor 66 attempts to collect a pin
number from the keypad shown 1n FIG. 75 the processor 66
commences 1ts scan regime. The microprocessor 66 1nitially
sets all of the read lines 62 low and all of the scan lines 100
low. However, assuming that the keypad 1s arranged as shown
in FIG. 7b 1n which all of the numeric keys are in block 150
only the line 100 which relates to those keys need be held low.

The processor 66 then attempts to set the read lines 62 high
one at a time and 1n random order. This 1s done by switching
off the open drain of the port associated with the line 62 by
charging the aforesaid resistor. This step 1s done automati-
cally 1n the processor 66 under soitware control 1n accordance
with the operating regime of the processor 66. All of the other
read lines are kept low. After attempting to set one of the read
lines 62 high, the processor 66 then reads back the state of that
read line to determine 1f 1t 1s indeed high. If the switch 90
associated with thatread line which 1s attempted to be set high
has been actuated by depression of 1ts associated key then the
line 62 will not 1n fact have gone high because of the open
drain nature of the port of the processor 66 to which the scan
line 100 associated with the pressed key 1s connected which
pulls the line continuously low notwithstanding the fact that
the controller 66 1s attempting to make the line go high. That
1s, the open drain port of the scan line 100 associated with the
block 150 will override the high signal produced by the pro-
cessor 66 thus maintaining the read line 62 1n a low state.
Thus, the processor 66 will know 11 a key has been pressed on
that read line because the read line will stay low 11 the key has
been pressed. This cycle 1s continued until a valid keypress 1s
determined.

If the numeric keys are not associated with the same scan
line 100 but are 1n fact on different scan lines 100, such as
being comprised by the keys SW1 to SW10 1n FIGS. 7a and
7b, the same procedure as described above occurs except that
the processor must now determine which of the scan lines
relates to the depressed key. The processor will know which
of the read lines 62 1s associated with the pressed key. This
could be any of three keys because up to three keys are on the
same read line 62. The scan line 100 1s determined 1n the same
manner as the read line described above with one small dif-
terence 1n that only the scan lines which are of interest need be
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tested. In this example if switches SW1 to SW10 are the
numeric keys then all of the scan lines 100 need to be tested.
If the numeric keys were arranged only on two of the scan
lines then only those two scan lines need be tested.

The processor 66 sets all of the read lines 62 low and then
proceeds to attempt to set the scan lines 100 high one at a time
and 1n random order. All the other scan lines 100 are kept low.
The processor 66 then reads back state of the scan line to
determine 11 1t has indeed gone high. Once again, if the line
has gone high 1t indicates that a key has not been depressed
but if the line stays low notwithstanding the attempt to make
it go high then this indicates that a key has been pressed. This

process 1s repeated for all of the scan lines until the key press
has been determined.

Once both the read and scan lines upon which the key lies
has been determined (and thus the exact key pressed has been
identified), then the read lines 62 are kept 1n their low state
and scan line on which the key lies 1s kept high (all of the other
scan lines are kept low). Therefore the state of depression of
the key may be determined by the processor by monitoring
the level of the scan line. When the key 1s released the scan
line will go high.

As 1n the earlier embodiment, main inverter 114, and plural
inverters 110 together with associated field effect transistors
106 and 108 are connected 1n parallel with the keys SW1 to
SW30 so as to drive the lines 62 and 100 low between scan-

ning regimes for the same reason as previously described.

The field effect transistors 106 and 108 previously
described also perform the important function in this embodi-
ment of absorbing any spikes which may occur on the read
and scan lines should the ports of the processor 66 not entirely
be open drain ports. That 1s, 1t 15 possible that even though the
intention 1s to make the ports open drain ports, a small spike
may occur on the lines when the lines are attempted to be
made high. Although the open drain nature of the ports will
quickly pull the ports low it 1s possible that a high spike may
be produced and 1f so the spike will be absorbed by the
transistors 106 and 108 and therefore not appear as a signal
which would be observed or readily detected by an attacker.

Furthermore, the field effect transistors 106 and 108 also
serve to ensure that signals can appear on the lines 62 and 100
simultaneously when required. For example, 1t 1s desired to
set some of the read lines 62 high and one of the scan lines 100
high, 1t the read lines 62 are set high for the scan lines
(possibly to produce dummy presses as 1n the embodiment of
FIG. §) the occurrence of those high signals before a scan
signal may provide some basis for distinguishing dummy
presses Irom real presses. However, if the transistors are on,
the lines will not go high until the transistors 106 and 108 are
turned oif by a signal on line 116. Thus, as soon as a signal on
line 116 1s provided all of the lines which are attempted to set
high by the processor 66 will go high simultaneously because
all of the transistors 106 and 108 will be turned off simulta-
neously by a signal on line 116.

In the embodiment of FIGS. 7a and 75, to assess the ability
of the scan regime of this embodiment to hide any valid key
press, we will now examine what an outside observer would
see with the keypad of FIGS. 7a and 7b. It will also be
assumed that the numeric keys are connected on a number of
the scan lines 100 rather than on one line in the block 150.
However, the same considerations apply regardless of

whether the numeric keys are 1n the block 150 or spread over
all of the scan lines 100.

1. The CPU 66 1s commanded to accept a PIN, and starts 1ts
obfuscated scan regime, setting the read lines 62 high 1n a




US 7,742,040 B2

13

random order whilst the scan lines 100 stay low. The outside
observer will see a flurry of activity on the read lines 62 as
they are set high randomly.

2. The operator of the keypad now presses a key (e.g. the
number 2 represented by, for example, key SW2).

3. The activity on the read lines 62 will continue only until
read line 62' 1s attempted to be set high by the CPU 66, at
which point 1t will stop (as the CPU will know that a key 1s
pressed on this line). The outside observer will see only the
activity on the read lines 62 stop, as the are all suddenly set
low. As the read lines are scanned 1n a random order, no
information may be gained from the knowledge of the last
read line scanned (1t could even be read line 62', with the key
press occurring between the current scan and the last scan).
No information may be gained from watching read line 62, as
it will simply stay low when 1t 1s scanned, and thus look
identical to the other, non-scanned, read lines.

4. With the read line determined, all the read lines 62 are set
low. The outside observer can still see no change on the key
pad.

5. The scan lines 100 are then scanned by the CPU 66 1n a
random order. Here the observer may gain some information
on the key presses, as 11 the scan starts with scan line 100, the
observer will see this line go high-thus revealing that the key
does not exist on this line. If the scan starts with line 100", the
observer will gain no further information about the key
presses; all scan lines 100 will stay low (scan line 100" and
100™ are set low by the CPU 66 and scan line 100" 1s over-
ridden by the low signal on the read line 62 1t 1s connected to
via the switch 90 of key SW2).

6. The scan line 1s kept high by the CPU, and the read lines
are kept low.

7. The operator of the keypad releases the key. The scan line
100" that the key existed on suddenly goes high, revealing to
the outside observer what scan lines the key was on. This 1s all
the information that the observer can gain, however, and 1t can
be seen from the key layout that this reveals only a number of
choices as to what the key may have been, not exactly what
the key was.

8. The scan regime returns to testing the read lines, until the
whole PIN has been entered (e.g. the OK key 1s pressed).

If the keypad layout 1s as per the embodiment of FIG. 75
where the numeric keys are all in the block 150 then the
observer will know which scan line a key 1s actually associ-
ated with because only one scan line 1s associated with all of
the numeric keys. However, the observer will not obtain any
information as to which read lines are associated with the
keys for the same reason as discussed above and therefore the
exact keys which are actually depressed upon entry of the PIN
code cannot be determined.

A further and most preferred embodiment of the invention
includes a combination of the embodiments of FIGS. 5 and 7a
and 75 1n which the scanning protocol described with refer-
ence to FIGS. 7a and 756 and the open drain circuit feature of
that embodiment are included 1n the embodiment of FIG. 5,
thus the embodiment of FIG. § can utilize the two switch
feature associated with each key and also the open drain
circuit feature and scanning regime described with reference
to FIGS. 7a and 75 for additional security purposes.

FIGS. 9 and 10 are flow charts illustrating the operation of
the embodiment of FIG. 5 but including the scan regime and
open drain concept of FIGS. 7a and 7b. As explained above,
iitially the processor 66 supplies a signal to field eflect
transistors 106 and 108 to pull lines 62 and 100 low (step
901).

The processor 66 then monitors for a change of state on line
120 (step 902). When a change of state occurs by the depres-
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s1on of one of the keys 12, the processor 66 pulls all lines 100
low and all but one of the read lines 62 low whilst the tran-
sistors 106 and 108 are on (step 903). The processor 66 then
supplies a signal on line 116 to switch the transistors 106 and
108 off (step 904). Up until this time although the processor
1s attempting to put a high signal on one of the read lines 62
that line 62 will not actually go high until the transistors 106
and 108 are turned off because the transistors 106 will simply
pull the signal low on that line while they are turned on. This
enables the high signal on read line 62 and the high signal on
one of the scan lines 100 to appear simultaneously assuming
that a key associated with the read line has not been pressed.
Read line 62 which 1s not high (1.e. the one that has not been
pulled low) will rise to the high state 1f 1t 1s not connected to
the scan line by pressing of the key 12. The processor 66
therefore determines whether the relevant scan line 62 1s high
(step 906). If no this indicates that a key has been depressed
on the scan line. This 1s because of the open drain nature of the
ports and once the read line 62 1s connected to a scan line 100
by the pressing of a key 12, the open drain nature of the port
will keep the line low notwithstanding the fact that the pro-
cessor attempts to drive the line high. If the line 62 1s high this
indicates that a key has not been depressed because the line
has gone high as expected. This 1s because the line 62 1s not
connected to one of the scan lines 100 by the pressing of a key
and therefore the line 1s able to be driven high by the micro-
processor 66 and not pulled low by an open drain. The pro-
cessor 66 then turns the transistors 106 and 108 back on and
the system returns to step 903.

IT at step 906 the result 1s no indicating that the relevant line
62 1s not high this indicates that a key on the line has been
pressed because the line which should have gone high 1s now
connected to the scan line which 1s low. Thus, at step 908 the
processor 66 knows which of the read lines 62 1s associated
with a depressed key.

The system continues after step 908 to step 910 at which
the processor 66 pulls all of the read lines 62 and all but one
of the scan lines 100 low with the transistors 106 and 108
being turned on.

At step 911 the transistors 106 and 108 are turned oif and
the processor 66 at steps 912 determines whether the scan line
1s high. If yes at step 912 the processor determines that no key
1s pressed. If the answer to step 912 1s no this indicates that a
key has been depressed at step 914. Thus, at step 915 the
processor now knows which scan line and which read line 1s
associated with a depressed key and therefore can determine
which of the keys 12 (SW1 to SW21) has in fact been
depressed. The system then moves to step 916 and halts
scanning and turns all of the transistors 106 and 108 on and
then the system returns to the start to look for depression of
the next key. After steps 913 which indicated that no key had
been pressed the systems moves to step 916 and the processor
66 turns the transistors 106 and 108 on and the system returns
to step 902 so a different one of the scan lines 100 1s made
high with the others being pulled low. The system then con-
tinues until the appropnate scan line 1s determined and there-
fore the depressed key 1s detected.

In this embodiment which uses both the open drain concept
and the double switch concept of FIG. 5, real dummy presses
are not actually produced by the processor 66. Rather, in this
arrangement virtual dummy presses are generated because
when an actual key 1s pressed the read line 62 stays low
notwithstanding the fact that the processor 62 attempts to
make the line go high. Thus, since all other lines are kept low
there 1s effectively no difference caused to the read lines by
the attempt to make the read lines 62 associated with the
pressed key go high and the other read lines 62 which are low.
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All lines are low because the line which 1s attempted to be
made high stays low because of the connection of the line to
the scan line 100 by the pressed key and the open drain circuat.
Thus, 1n effect all of the lines 62 are supplied with virtual
dummy presses because the signal on line 62 not associated
with a press 1s exactly the same as signals on the line 62
associated with a press. This 1s therefore similar to a situation
that 11 the line 62 associated with a press was actually allowed
to go high and all of the other lines where made high by a
dummy press output from the processor 66.

Microprocessor 66 1s also coupled to a display (not shown)
and other support devices and chips such as memory and the
like. The display 1s used to display information such as the
input commands imputed 1nto the keys of the keyboard. The
display interacts with the processor 66 1n a conventional
fashion as does the additional support devices and chips and
therefore are not described. If desired, a further microproces-
sor (not shown) could be connected to the microprocessor 66
by a senal interface to provide communication to a telephone
network such as the PSTN network for transmission of data
from the keypad to a financial institution, or, coupled with a
wireless transmitter for over the air transmission of the data to
a financial 1nstitution.

FIGS. 11a and 115. show a still further embodiment of the
invention which 1s similar to the embodiment of FIGS. 7a and
7b except that the keys of interest are provided 1n a number of
columns and coupled to different scan lines. This embodi-
ment provides an improved method of providing keys spread
over a number of scan lines compared to that which 1s
described with reference to FIGS. 7a and 75.

Like reference numerals indicate like parts to those
described with reference to FIGS. 7a and 75. In FIGS. 11a
and 115 the microprocessor 66 1s not shown simply for ease of
illustration. However, i1t should be understood that the read
lines 62, scan lines 100 and line 116 are connected to the same
ports of the microprocessor as shown 1n FIGS. 7a and 7b. As
explained, 1n this embodiment the numeric keys of interest
which will be used to mput pin codes or other security infor-
mation are spread over all of the scan lines 100 rather than
being provided in a single block on one scan line as 1n FIGS.
7a and 7b. The individual keys 12 in this embodiment are
identified by references SW22 to SW42.

In this embodiment of the invention the scan lines 100 are
tied together by electrical ties 200. The electrical ties 200 1n
the embodiment shown comprise crossed transistor pairs hav-
ing a first transistor 201 and a second transistor 202. The
transistors 201 and 202 have their emitters connected to
respective scan lines 100 by lines 203 and 204 and the scan
line 100 to which the emutter of transistor 202 1s connected, 1s
connected to the collector of transistor 201 by line 205. Simi-
larly the collector of transistor 202 1s connected to the scan
line 100 to which the ematter of transistor 201 1s connected by
line 203, and the line which connects the collector of transis-
tor 202 to the scan line 200 1s shown by reference to 206. Each
transistor 201 and 202 has a base 208 connected to control
line 210. The control line 210 1s connected to an appropriate
port of the microprocessor 66 (not shown m FIG. 11) from
which control signals can be output to switch the transistors
201 and 202 on and off selectively as will be described 1n
more detail hereinatter.

The two cross transistor pairs shown in FI1G. 11 therefore
couple all three scan lines 100 together when the transistors
are switched on by a signal on line 210. Thus, when a signal
does appear on line 210 the transistors 201 and 202 conduct so
that the lines 100 are all effectively coupled together. When
the transistors 201 and 202 are switched off by removal of the
signal on line 210 the scan lines 100 are etffectively 1solated
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from each other so that signals can be applied to the individual
scan lines from the microprocessor 66.

Thus, according to this embodiment of the mnvention an
output control signal 1s applied from the microprocessor 62 to
the line 210 to switch each of the transistors 201 and 202 on
so that the scan lines 100 are effectively coupled together. It
the read lines 62 are then all held 1 a low state for example,
and the scan lines are held 1n high state, when one of the keys
12 1dentified by the switches 90 (SW22 to SW42) 1s pressed
this will cause a connection between all of the scan lines 100
and at least one of the read lines 62 (associated with that key
which 1s being depressed) thus pulling all of the scan lines 100
low. This constitutes a signal that one of the keys on the
keypad has been pressed. The electrical ties 200 which tie the
scan lines 100 together are then switched off by removal of
the signal on line 210 so that each of the scan lines 100 1s
cifectively 1solated from the others. This enables scanning
signals to be supplied by the microprocessor 66 to each of the
scan lines 100 i turn so as to determine which of the scan
lines 100 1s associated with the pressed key. Once the scan
line 1s determined the read lines 62 associated with the
pressed key can be determined in the same manner as
described with reference to FIG. 7a. That 1s, the open drain
nature of the ports of the processor 66 will hold the scan line
62 low notwithstanding an attempt to make them high. After
attempting to set one of the read lines 62 high, the processor
66 then reads back the state of that read line to determine 1f 1t
1s indeed high. If the switch 90 associated with that read line
which 1s attempted to be set high has been actuated by depres-
s1on of 1ts associated key then the line 62 will not 1n fact have
gone high because of the open drain nature of the ports of the
processor 66 pulling the line continuously low notwithstand-
ing the fact that the controller 66 1s attempting to make the line
g0 high. Thus, the processor 66 will know if a key has been
pressed on that read line. It the line does go high this indicates
that the key has not been pressed because the read line 62 1s
not connected to the open drain port of the processor 66 by
depression ol the key and connection of that read line 62 to the
open drain port by the appropriate scan line 100. Once both
the scan and read lines have been determined and therefore
the depressed key has been determined, electrical ties 200 are
switched back on reconnecting the scan lines 100 together
again. The whole circuit 1s then placed into the same state as
before the key press but the scan lines are still held low by the
connection between the scan lines and a read line via the key
which has been depressed. When the key 1s released, the scan
lines will no longer be held low by a connection to a read line
62 and therefore they transition high. This constitutes the
global signal that the button has been released.

Since the electrical ties 200 are switched on and the lines
100 are connected together when another key 1s pressed the
same sequence ol operations will take place and as soon as
that key 1s pressed the scan lines 100 are connected to one of
the read lines 62 thus pulling all of the scan lines 100 low. The
same procedure as described above can then be used to deter-
mine the key which has been pressed. In other embodiments,
rather than using a cross transistor pair as the interconnection
between the scan lines 100, a field effect transistor can be
connected between the scan lines 100 to perform the same
function.

FIG. 12 shows a flow chart which further explains the
operation of the embodiment of FIG. 11.

At step 1201 the transistors 106 and 108 are switched on
and the read lines 62 and scan lines 100 are set low. The ties
200 are switched off. In order to commence the scan 1n step
1202 the read lines 62 are maintained low and the scan lines
100 are set high. The electrical connection formed by the ties
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200 1s switched on by a signal on line 210 so that the scan lines
100 are all connected together. The transistors 106 and 108
are then switched off.

Atstep 1203 a determination 1s made by the processor 66 as

to whether all of the scan lines 100 are still high. If the answer
1s yes then no key has been pressed and the process returns to
step 1201. I the answer 1s no indicating that the scan lines
have gone low thereby indicating a key has been pressed, the
process then moves to step 1204. In step 1204 the transistors
106 and 108 are turned on and the ties 200 are switched off by
stopping the signal on line 210 which held the transistors 201
and 202 1n an on condition. One of the scan lines 100 1s then
set high and all of the others are set low.
In step 1203 a check 1s made of the scan line to determine
if the scan line 1s high. If the scan line 1s high no key has been
pressed on that line and the process returns to step 1204 and
another scan line 1s set high whilst all the others are set low. If
the answer at step 1205 1s no indicating that the scan line has
gone low this indicates the key has been pressed on that scan
line.

The process then moves to step 1206 and the transistors
106 and 108 are switched on and all of the scan lines are set
low. The electrical ties 200 are 1s switched on by a signal on
line 210 to connected all of the scan lines 100 together. The
read lines 62 are then set high in random order with one read
line being set high and the others being set low and the
transistors 106 and 108 are switched off.

In step 1207 the read line 1s checked to determine 11 the read
line 1s high. If the answer 1s yes this indicates that no key has
been pressed and the process returns to step 1206 at which
another of the read lines 1s randomly set high whilst all others
set low. If the answer 1s no indicating that the read line has
gone low this indicates that a key has been pressed and not-
withstanding the fact that the processor 1s attempting to make
the line go high the line 1s being held low by virtue of its
connection to the scan lines 100 via the pressed key and the
open drain nature of the port to which the scan line 100 1s
connected.

If the answer to step 1207 1s in the negative the process then
moves to step 1208 where the actual key depressed has been
determined because the scan line and read line associated
with the key are now known. All of the read lines are then set
low and all of the scan lines are set high and at step 1209 a
check 1s made to determine whether all of the scan lines are
high. If the answer to this step 1s no this indicates that the key
1s st1ll pressed and the system continues to check to determine
if the scan line 1s high. When the scan lines go high this
indicates that the key has been released and the process
returns to step 1201 to determine the next key which 1s
pressed by a user.

It should be understood that as 1n the embodiment of FIG.
7a the read line which 1s associated with the pressed key 1s
determined by attempting to make the read line 62 go high but
the read line not actually going high because of 1ts connection
via the closed key to the scan lines 100 which are in turn
connected to an open drain port which continually pulls the
line low. Thus, 1t 1s the fact that the line does not actually go
high which indicates that a key has been depressed and this
indication 1s not apparent to anyone attempting to monitor the
signals on the various lines to determine which key has been
pressed because there 1s no change 1n state of the line.

The random scanning routing through the various read
lines 62 will occur numerous times for each key depression.
For example the scanning routing may take ten milliseconds
whilst anormal key depression when a user touches one of the
keys 12 will last for approximately 12 to 34 of a second. Thus,
numerous complete scans through all of the lines can take
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place 1n this time to enable the processor 66 to determine
which of the keys has actually been pressed. On probability,
the key will be found within the first few attempts to make one
of the lines 62 go high. Once the key 1s determined a user
monitoring the line 62 will know which have gone high and
therefore which keys have not been depressed but several of
the lines 62 will have remained low including that which 1s
associated with the pressed key and therefore the user will not
know which of the lines 62 1s associated with the pressed key.
If by chance, all of the lines 62 are made to go high before the
actual line 62 1s i1dentified (1.e., the line associated with the
pressed key 1s scanned last and all the other lines have gone
high) then the user will know which line 1s associated with a
pressed key and may be therefore able to determine the key
which has been depressed. However, the probability of this
occurring 1s extremely small and the probability of this occur-
ring for all depressions of a key 1n order to enter security
information 1s mimiscule thereby making 1t virtually impos-
sible for anyone to determine which keys have been pressed.

Since modifications within the spirit and scope of the
invention may readily be effected by persons skilled within
the art, 1t 1s to be understood that this invention 1s not limited
to the particular embodiment described by way of example
hereinabove.

The claims defining the invention are as follows:
1. A keypad comprising;:
a plurality of keys, wherein each key 1n the plurality of keys
1s coupled to a first switch, the first switch being coupled
to a common electrical interconnection, and a second
switch, the second switch being coupled to a matrix
electrical interconnection, wherein the matrix electrical
interconnection includes one or more row lines and one
or more column lines; and
a controller configured to detect a signal on the common
clectrical interconnection and configured to provide a
scan signal to the matrix electrical interconnection,
wherein, responsive to detecting a change of state in the
signal on the common electrical interconnection indicat-
ing that a first key 1n the plurality of keys has been
depressed, the controller 1s further configured to:
direct the scan signal to a corresponding column line 1n
the one or more column lines,

direct dummy signals to at least one row line, and

read the one or more row lines associated with the cor-
responding column line to detect the first key 1n the
plurality of keys.

2. The keypad of claim 1, wherein:

cach row line 1n the one or more row lines 1s coupled to a
corresponding read port of the controller; and

cach column line in the one or more column lines 1s
coupled to a corresponding scan port of the controller.

3. The keypad of claim 1, wherein:

cach of the one or more row lines 1s coupled to a corre-
sponding field effect transistor in a first plurality of field
effect transistors; and

cach of the one or more column lines 1s coupled to a
corresponding field effect transistor in a second plurality
of field effect transistors.

4. The keypad of claim 3, wherein:

cach of the corresponding field effect transistors in the first
plurality of field effect transistors 1s coupled to a corre-
sponding first inverter in a first plurality of inverters; and

cach of the corresponding field effect transistors in the
second plurality of field effect transistors 1s coupled to a
corresponding second inverter i a second plurality of
inverters.
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5. The keypad of claim 4, wherein the corresponding first
inverters and the corresponding second 1nverters are coupled
to a main 1nverter.

6. The keypad of claam 5, wherein the main 1nverter 1s
coupled to the controller via a data line.

7. The keypad of claim 6, wherein:

the controller 1s configured to output a HIGH signal on the

data line; and

the HIGH signal causes the one or more column lines and

the one or more row lines to be maintained LOW.

8. The keypad of claim 1, wherein the common electrical
interconnection 1s coupled to a read port of the controller.

9. The keypad of claim 1, wherein the controller 1s further
configured to cause the scan signal to be present on a corre-
sponding row line in the one or more row lines of the matrix
interconnection responsive to the first key being depressed.

10. The keypad of claim 1, wherein the controller provides
the dummy signals to the one or more row lines after the
detection of the change of state in the signal on the common
clectrical interconnection.

11. The keypad of claim 1, wherein the controller provides
the dummy signals to the at least one row line before the
reading the one or more row lines associated with the corre-
sponding column line.

12. The keypad of claim 1, wherein the dummy signals
have a duration substantially identical to a duration of reading,
the one or more row lines of the corresponding column line.

13. The keypad of claim 1, wherein the controller 1s con-
figured to read while 1gnoring the dummy signals.

14. The keypad of claim 1, wherein the dummy signals are
substantially equivalent to the scan signal.

15. A method comprising;:

detecting a change of state in a signal on a common elec-

trical interconnection 1n response to a key in a plurality
of keys being depressed;

directing a scan signal to a corresponding column line in

one or more column lines and dummy signals being
substantially equivalent to the scan signal to at least one
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row line of one or more row lines based on detecting a
change of state in the signal on the common electrical
interconnection, wheremn the dummy signals are
directed after the detection of the change of state in the
signal on the common electrical interconnection; and

reading the one or more row lines to detect the depressed
key.

16. The method of claim of claim 15, wherein reading the
corresponding row line further comprises:

reading a corresponding read port of a controller to detect

the depressed key.

17. The method of claim of claim 15, wherein directing a
scan signal to a corresponding column line further comprises:

directing the scan signal to a corresponding scan port of a

controller and the dummy signals to at least one read port
of the controller.

18. The method claim 135, further comprising:

outputting a HIGH signal on a data line, wherein the HIGH

signal causes the one or more column lines and the one
or more row lines to be maintained LOW, thereby pre-
venting the detection of the scan signal.

19. The method claim 15, wherein the scan signal 1s present
on the corresponding row line 1n the one or more row lines of
the matrix interconnection in response to the key being
depressed.

20. The method of claim 15, wherein directing a scan signal
to a corresponding column line further comprises:

directing the dummy signals to the at least one row line

before the reading of the corresponding row line 1n the
one or more row lines.

21. The method of claim 15

wherein the dummy signals have a duration substantially

identical to a duration of reading the one or more row
lines of the corresponding column line.

22. The method of claim 15, wherein the reading 1gnores
the dummy signals.
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