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LINKING DIFFIE HELLMAN WITH HFS
AUTHENTICATION BY USING A SEED

CROSS-REFERENCE TO RELATED
APPLICATION 5

This application claims the benefit of U.S. Provisional
Patent Application No. 60/673,979 filed Apr. 22, 2003, the
contents of which are hereby incorporated by reference.

10
BACKGROUND

This description relates generally to computer security and
more specifically to verification methods. Such a system may
include any number of components that may be coupled by a 15
variety of interfaces. In such a system an owner of protected
content typically seeks verification that suificient security
exists before transmitting content. A chain of trust may be
used to establish security 1n such a system. As the use of these
systems 1ncrease 1n security tends to become more of a con- 29
cern due to the increasing transmission of valuable content,
and the fact that unauthorized users tend to become more
sophisticated in gaining access to protected content.

A provider of high value content or information may wish
to ensure that a conventional open computing system such as 35
a PC 1s secure. A PC and many processor based systems,
typically present an open system in which hardware compo-
nents may be easily removed and replaced. Such an open
system may present multiple access points for unauthorized
access to the content. 30

DESCRIPTION OF THE DRAWINGS

The present description will be better understood from the
following detailed description read 1n light of the accompa- 35
nying drawings, wherein:

FIG. 1 1s a block diagram showing a conventional PC
without a hardware functionality scan (“HFS”) system and a
CE device with a secure system.

FI1G. 2 1s a block diagram showing a conventional PC with 4
a hardware functionality scan system and a CE device with a
secure system.

FI1G. 3 1s a block diagram a CPU and a graphics device of
a processor being protected by a hardware functionality scan

system. 45

FI1G. 4 1s a tflow diagram showing an exemplary process for
performing a hardware functionality scan.

FIG. 5 15 a block diagram showing an exemplary comput-
ing environment in which a hardware functionality scan sys-
tem may be implemented. 50

FIG. 6 1s a block diagram showing an exemplary imple-
mentation of a hardware functionality scan system and the

exchange of information between the elements of the exem-
plary implementation of a hardware functionality scan sys-

fem. 55
FIG. 7 1s a flow diagram showing the sequence of events
used to establish a secure transfer across the bus to a properly
authenticated graphics chip.
Like reference numerals are used to designate like parts in
the accompanying drawings. 60

DETAILED DESCRIPTION

The detailed description provided below in connection
with the appended drawings 1s intended as a description of the 65
present examples and 1s not intended to represent the only
forms in which the present example may be constructed or

2

utilized. The description sets forth the functions of the
example and the sequence of steps for constructing and oper-
ating the example. However, the same or equivalent functions
and sequences may be accomplished by different examples.

Although the present examples are described and 1llus-
trated herein as being implemented 1n a PC based system, the
system described 1s provided as an example and not a limita-
tion. As those skilled in the art will appreciate, the present
examples are suitable for application 1n a variety of different
types of computing systems.

FIG. 1 1s a block diagram showing a conventional PC 160
or CE device 150 without a hardware functionality scan
(“HEFS”) system 180 that may be used to play a conventional
protected media file 130. Such a PC 160 without a hardware
functionality scan system may leave the protected media file
130 susceptible to interception by a hacker or another unau-
thorized party. The content provider 110 1s typically coupled
to a media server 120. The content provider 110 typically
places the protected media file 130 on the media server 120.
The protected media file 130 may be created at the media
server from content provided by the service provider, or the
service provider may provide a protected media file 130 to the
media server 120. The protected media file 130 typically
includes audio and visual information or the like. The media
server 120 1s typically coupled to the internet 140, and the
internet 140 1s typically coupled to either a PC 160 or a CE
device 150. The PC 160 or CE device 150 are but two
examples of devices that are equipped with a processor. It 1s
specifically contemplated that a variety of devices may
equivalently substituted fora PC 160 or CE Device 150. Inthe
following description 1t will be understood that the term PC
may include CE devices, processor board devices and the
like. A CE device 150 1s typically not easy to tamper with
because of the fixed configuration of these devices. In con-
trast, a PC 160 1s an open system that may be easily acces-
sible.

The PC 160 1s typically part of a conventional secure sys-
tem 170, the secure system 170 typically includes PC com-
ponents and methods of protection which may satisty the
content provider 110 that unauthorized access by a hacker
1935 may not occur.

The conventional secure system 170 may include a CPU
and display 190 which typically renders image information so
it may be viewed. In a conventional PC system, the PC 160 1s
coupled to an external display or momtor 190. Systems that
are graphics itensive may take advantage of a conventional
graphics processor to aid in rendering a displayed object. The
connection between the processor 1n the CPU and the proces-
sor of a graphics device may allow unauthorized access by a
hacker 195 at this point. Such a “secure system” 170 may
allow playing of protected media file 130 on the display 190.
Typically the content provided to the graphics processor 1s
unencrypted.

FIG. 2 1s a block diagram showing a PC 210 equipped with
a hardware functionality scan system 220. The content pro-
vider 110 1s typically coupled to a media server 120. The
content provider 110 typically places the protected mediafile
130 on the media server 120, the protected media file 130
typically icludes audio and visual information or the like.
The media server 120 1s usually coupled to the internet 140,
and the internet 140 1s typically coupled to a PC 210.

The PC 210 1n the secure system 270 may be coupled to a
display 190 which typically renders image information so 1t
may be viewed. The PC 210, and 1ts secure system 270,
includes a hardware functionality scan system 220. A hard-
ware functionality scan (“HFS””) system can further verity the
security permission requested by the content provider 110 to
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insure that a hacker or other unauthorized party 195 1s not
accessing an unprotected version of the protected media file
130 at the vulnerable point 340. A hardware functionality
scan 1s typically performed to verify a security permission on
the PC 160, the security permission typically indicating a
(part of a) proper hardware configuration to prevent unautho-
rized access by hacker 195 of the protected media file 130 at
point 340.

FI1G. 3 1s a block diagram showing a hardware functionality
scan being performed between a CPU 320 and a graphics
device 350 on a PC with a hardware functionality scan system
210. A PC having hardware functionality scan 210 capabili-
ties typically includes a computer processor board 310 which
may contain a CPU 320 coupled to a bus 340. The bus 340
may be coupled in turn to a graphics device 350. The graphics
device 350 may represent a complex 1C which may render
shapes 1n unique ways. In general, the typical complexity of a
graphics device and any unique rendering signatures 1t pos-
sesses may be used to verity that graphics device 350 1s
present 1nstead of a hacker.

Unauthorized access by hacker 195 may be attempted
through the use of a device emulation that attempts to mimic
the real graphics device, and would allow the hacker to access
and copy the unprotected media 360. In such an arrangement
the CPU 320 would not have information that anything but a
“real” graphics device 1s present. The CPU 320 would not
receive any indication that an emulator 1s intercepting the
unprotected content. The graphics device emulation that
mimics the real graphics device may not be able to simulate
the complexity of the real graphics device, and thus may not
be able to produce the unique rendering signatures of the real
graphics device hardware functionality scan system 220
which tests the complexity and the unique rendering signa-
ture may detect the hacker. Thus a device which mimics the
real graphics device may not be verified by a system including,
a hardware functionality scan 220.

The content provider 110 typically prevents unauthorized
copying or viewing ol the protected media file 130 by digi-
tally encrypting protected media file 130. Such a system
typically depends on a chain of trust structure. Protected
media file 130 may be encrypted using any acceptable current
encryption method for delivery to either a CE device 150 or a
PC 210. For example, 11 the PC 210 1s authorized by a content
provider 110 to view a protected media file 130, the PC 210
will be given (though a secure mechanism) the encryption
key(s) which allows decrypting of protected media file 130.

An example of a Digital Rights Management encryption

system 1s provided in U.S. patent application Ser. No. 09/290,
363, filed Apr. 12, 1999, U.S. patent applications Ser. Nos.

10/185,527, 10/185,278, and 10/185,511, each filed on Jun.
28, 2002 which are hereby incorporated by reference in 1ts
entirety. The authorized PC 210 may use CPU 320 to decrypt
the protected media file 130 and produce unprotected media
360. The unprotected media 360 1s typically passed across the
bus 340 1n either re-encrypted or unencrypted form to the
graphics device 350, which may convert the unprotected
media 360 1nto a video signal 370 which may be displayed by
display 190.

As previously noted the unprotected media 360 1s suscep-
tible to unauthorized access by a hacker 195, which may take
the form of the hacker or any unauthorized user intercepting,
the unprotected media 360 on the bus 340. Once the protected
media file 130 has been decrypted by CPU 320 1t becomes
unprotected media 360, susceptible to unauthorized copy by
a hacker who may have replaced graphics device 350 with
another device capable of capturing and copying unprotected
media 360. A content provider 110 who has taken care to
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protect the delivery of content may also wish to take steps to
protect content from a hacker 195.

PC’s typically have an open architecture that makes them
somewhat susceptible to tampering. While CE Device 150
may be a closed box system wherein 1t may be difficult for a
hacker to replace graphics device 170 with a device capable of
copying unprotected media 360, PC 210 1s an open box sys-
tem 1n which 1t may be easy for a hacker or any other unau-
thorized party to replace graphics device 350 with a device
which mimics graphics device 350 and 1s capable of copying
unprotected media 360. Therefore, betfore Content Provider
110 may allow protected media file 130 to be downloaded or
streamed to PC 210, content provider 110 may require that the
PC 210 has the security permission atforded by HFS 220 and
1s coupled to graphics device 350 and not some other capture
device which mimics graphics device 350 put 1n place by a
hacker or any unauthorized user.

The graphics device 350 may contain a digitally signed
certificate which could be queried by CPU 320 1n order to
verily the authenticity of graphics device 350. However, due
to the properties of the manufacturing process used to create
graphics device 350, 1t may not be cost effective to encode a
unique certificate or other unique identifier 1n each graphics
device 350. A simpler or more cost effective solution to prove
the authenticity of graphics device 350 may be used, or may
be used to augment a device certificate solution. CPU 320
may employ a hardware functionality scan system 220.

A graphics device 350 1s typically a complex device which
may be made up of a large number of logic gates across one or
more 1mtegrated circuits coupled to one another 1n complex
arrangements. A graphics device 350 may also render shapes
and other graphical elements 1n a unique manner. The unique
manner 1n which a graphics device 350 may render shapes
and other graphical elements may be utilized by a CPU 320 to
verily that 1t 1s coupled to a real graphics device 350 and not
some other device which mimics the graphics device 350. The
CPU 320 may perform a hardware functionality scan 220 by
performing queries to test the unique complex hardware
structure of the graphics device 350 such as submitting a
shape or other graphical element to the graphics device 350
for rendering and comparing the results of the rendering to an
expected result. Typically due to the complexity of the graph-
ics device 3350 1t 1s difficult to duplicate or produce by emu-
lation the correct response to the hardware functionality scan
220 by a hacker or another unauthorized party.

To uniquely 1dentily the graphics device 350 the queries or
requests of the graphics device 350 may be constructed in
such a way that only the specific graphics device 350 may be
capable of providing an answer or response that verifies
graphics device 350. This 1s typically possible because
graphic device 350 and graphics devices 1n general are com-
posed of a complex arrangement of a large number of gates
and have implemented upon them a typically complex state
model. Theretfore, the same question or request made of two
differently manufactured models of graphics device may
result 1n a different answer, or return a different results. An
analysis of the answer or returned results will typically 1den-
tify the graphics device 350.

For example, the CPU 320 may send a three dimensional
shape to the graphics device 350 and request the graphics
device 350 perform a transformation in three dimensional
space, such as shading. The graphics device 350 may then
send the resulting transtformed or rendered three dimensional
shape to the CPU 320. The CPU 320 may examine the
returned result to determine 11 the mathematical representa-
tion of the transformed complex three dimensional shape
agrees with the results expected by CPU 320. Comparisons
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may be made by consulting a lookup table or a software
emulation of the hardware or the like.

In another example, the CPU 320 may have stored a com-
plex mathematical expression. A typical expression would
exercise the areas of the graphics device 350 that would
typically calculate a unique and known answer for the manu-
factured model. Further, a typical expression may also
include random data, either in the form of agreed upon ran-
dom parameters to the expression, and/or the expression itself
may be chosen at random. For example, a calculated result
may have a unique number of digits or a known rounding,
error that may be exploited. Further, in another example,
graphics device 350 may have been manufactured such that
additional boundary scan circuitry within the integrated cir-
cuits may have been added to verity the functioning of the
graphics device 350 1n the factory. The boundary scan cir-
cuitry may be unique to each model of graphics device 350
and CPU 320 may query the boundary scan circuitry and
analyze the results to verily graphics device 350.

FI1G. 4 1s a tflow diagram showing an exemplary process for
performing a hardware functionality scan. The sequence 400
1s typically executed on a CPU 320 (of FIG. 3), but may be
executed on any processor.

Atblock 410 the CPU typically sends a query to the graph-
ics device 1n order to verily the authenticity of the graphics
device. As discussed earlier, the query may be constructed 1n
such a way that agreed upon random values are used, and that
only the real graphics device may be capable of providing an
answer or response that verifies the graphics device.

Further, at block 415, the graphics device would then typi-
cally process the query to produce a result and send the result
to the CPU for evaluation.

Next at block 420, the CPU typically recerves the results of
the query as from the graphics device. Note the CPU may not
need to receive the results of the query to determine 1f the
graphics device 1s real. A zero-knowledge-proof may be used
with the graphics device for the graphics device to prove the
graphics device has the correct answer without sending result
of the query to the CPU. For example, the graphics device and
the CPU may use the result of the query as a key to a follow-on
message to the graphics device, and the graphics device may
only continue to function if the graphics device had produced
the correct response to the query as 1t may not have been able
to receive the follow-on message which may have allowed 1t
to continue functioning.

At block 430, the CPU would then typically compare the
results of the query received from the graphics device to an
expected result. The CPU may then analyze the results of the
comparison and determine whether the comparison passed or
tailed. I the comparison failed the verification would typi-
cally end at block 440.

Terminating the process at block 440 may be the result of
the CPU determining the result returned from the graphics
device was different from the expected result which may
indicate that either an unauthorized graphics device or a
hacker 1s present. The flow of execution typically ends at this
point because a security permission can not be 1ssued to the
graphics device because it was not validated.

Continuing the process at block 450 may be the result of the
CPU determining the resultreturned from the graphics device
was acceptable when compared to the expected result. The
secure system may conclude that the graphics device has
passed the hardware functionality scan and 1s an authentic
graphics device and not a hacker with an emulation device.
The CPU may then 1ssue a security permission on behalf of
the graphics device, the security permission indicating that
the graphics device has been validated.
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FIG. 5 1s a block diagram showing an exemplary comput-
ing environment in which a hardware functionality scan sys-
tem may be implemented.

A PC with a hardware functionality scan system 210 (from
FIG. 2) typically executes an operating system 505 to run an
application 510. The application 510 1s typically coupled to
an interoperability gateway 320. The interoperability gate-
way 520 1s typically coupled to a hardware driver 530, and 1n
addition, the interoperability gateway 520 may have a secure
coupling to hardware driver 530. The hardware driver 330 1s
typically coupled to a hardware abstraction layer 337, and the
hardware abstraction layer 537 may be coupled to the hard-
ware device 540.

The operating system 505 may implement a user mode 585
and a kernel mode 590. The application 510 1s typically
executed 1n user mode 585, and the interoperability gateway
520 1s also typically executed 1n user mode 585. The hardware
driver 330 1s typically executed in kernel mode 590. The
operating system 305 typically implements user mode 585
and kernel mode 590 for security reasons. The operating
system 505 may provide user mode 5835 with less security
permissions than the operating system 305 may provide to
kernel mode 590 because kernel mode 390 may have access to
clements of the PC 210 which may be more vulnerable to
access by hackers. The operating system 505 may not allow
components which are not digitally signed and trust to be
executed 1n kernel mode 590. The operating system 505 typi-
cally provides user mode 585 with less security permissions,
and correspondingly less access to the elements of the PC 210
which may be more vulnerable to hackers. The operating
system 505 may also typically execute user mode 585 and
kernel mode 590 concurrently, and may further execute more
than one 1nstance of user mode 583 at once.

Further, the operating system 505 may typically implement
an additional layer of security by including differing levels of
security execution environments.

The operating system 505 may include an unprotected
execution environment 380 and a protected execution envi-
ronment 570, with the unprotected execution environment
580 including less security permissions than the protected
execution environment 570. The operating system 505 may
typically impose a set of security requirements before the
operating system 505 may allow an interoperability gateway
520 or a hardware driver 330 to be either loaded or executed
in the protected execution environment 370. For example, a
security requirement may be some form of digital signing or
other digital proof of trust. In this manner, the operating
system 505 may trust the interoperability gateway 3520 or the
hardware driver 530 and grant the interoperability gateway
520 or the hardware driver 330 more access to the resources of
the PC 210 which the operating system 505 controls. In
addition, the operating system 505 may typically implement
a smaller set of security requirements before 1t may allow the
application 510 to be loaded or executed, but the operating
system 505 may grant the application 510 less access to the
resources of the PC 210 which the operating system 5035
controls.

Since the hardware driver 530 may execute both 1n kernel
mode 590 and 1n a protected execution environment 370, this
level of security may be satisfactory to a content provider to
authenticate the hardware device 540. Further, kernel mode
590 may require that the hardware driver 530 be digitally
signed and trusted before 1t may be loaded and executed 1n
kernel mode 590 to offer proof that the hardware driver 530
has been recerved from a legitimate source. Note that it 1s also
important that only trusted drivers might be loaded. E.g., just
because 530 1s trusted doesn’t solve the kernel mode problem
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unless all other drivers in kernel mode are also trusted. This
concept needs captured somewhere 1n the document.

The operating system 505 may implement digital rights
management (“DRM”). The content provider trusts DRM and
the content provider in turn may require that DRM 1mple-
ments the policy given to DRM {for the content. DRM may
then verily the content 1s used with a digitally signed compo-
nent (drivers, and user mode components), and 1f requested
that the graphics driver has undergone a hardware function-
ality scan 220. The content provider may be satisfied that the
hardware driver 530 has authenticated the hardware 540 on
behalf of the content provider, and therefore the content pro-
vider may be satisfied a hacker has not replaced the real
hardware device 540 with an emulation of the hardware
device 540 typically to copy the content of the content pro-
vider at this vulnerable point.

While a real hardware device 540, for example graphics
hardware 545, may ofler protection from copying by imple-
menting security elements which prevent unauthorized copy-
ing, a hacker or other unauthorized third party may create an
emulation of the hardware device 540 and 1nsert 1t 1n the PC
210. Such a counterfeit hardware device may appear to be the
real hardware device 540, however, a hacker or other unau-
thorized third party may have constructed the emulated hard-
ware device to report that security features are enabled when
the security features are not enabled. In so doing, the device
driver 530, for example a graphics driver 535, may provide a
vulnerable version of the information from the content pro-
vider 110 to the counterfeit hardware device, and the coun-
terfeit hardware device may freely copy the information.

Accordingly, the operating system 505 may verify that the
hardware device 540 1s real by using a signed and trusted
driver 530, and requesting the hardware driver 530 perform a
hardware functionality scan 220 using the hardware abstrac-
tion layer 537. The hardware functionality scan 220 may
determine whether or not the hardware device 540 is a real
hardware device and not an emulation put in place by a
hacker. Furthermore, to ensure the integrity of Kernel Mode
590 the operating system 505 may verity that all components
loaded 1nto to kernel mode and signed and trusted.

The hardware functionality scan 220 1s typically a query
sent by the hardware driver 530 to the hardware 340. The
query may be written to test the unique complex hardware
structure of the hardware device 540. The hardware device
540 may be a complex device and 1t may be difficult for the
emulation of the hardware device 540 to duplicate or produce
the correct response. That 1s, the queries constructed by the
hardware driver 530 when performing the hardware function-
ality scan 220 may be constructed 1n such a way that the
answers to the quenies typically uniquely i1dentity the hard-
ware device 540.

Further, the hardware driver 330 may store a table 550 of
queries that 1t sends to the hardware device 340. These queries
may accept random 1nput data, and the hardware driver 530
may 1n turn select the mput for the query at random. The
hardware driver 530 may then compare the answer returned
by the hardware 540 to an answer which it expects. Such a
comparison may be done directly by requesting the answer
from hardware 540 or alternatively may be done indirectly by
using the answer in further operations which will only suc-
ceed 1 the hardware has generated the proper answer. If the
hardware driver 530 determines the answers are equal, the
hardware driver 530 may further determine the hardware
device 540 1s verified and authentic.

In another example, the hardware driver 330 may imple-
ment an emulator 560 of any portion of the hardware 540. The
emulator 560 may be an emulation of the hardware 540 such
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that the hardware driver 330 may choose a value and perform
an operation using the emulator 560, and then may pass the
same value and request to the hardware 540 so the hardware
540 may perform the same operation with the same value. The
hardware driver 530 may then verify the results of the opera-
tion as performed by the emulator 350 and the hardware 540
to determine the hardware 540 1s verified and authentic.

Once the hardware driver 530 has performed the hardware
functionality scan 220 and determined the real hardware
device 540 1s 1n place, the hardware driver 530 may have
performed the function of authenticating and veritying the
hardware device 540 and satistied the trust agreed upon with
the content provider as discussed earlier.

In another example, the PC 210 may use the interoperabil-
ity gateway 520, for example an output protection manager
525, to manage a secure prool which may be provided by
hardware driver 530 1n response to veritying the hardware
device 540 using a hardware functionality scan 220. In addi-
tion, the interoperability gateway 520 may offer a reduced
subset of the functions offered by hardware driver 530, pre-
venting a hacker from having any type of access to the func-
tionality offered by hardware driver 530 that 1s not also
offered by the interoperability gateway.

FIG. 6 15 a block diagram showing the hardware function-
ality scan process coupled to an output protection manage-
ment software module that may communicate the results of
the hardware functionality scan to the media pipeline 523.

A hardware functionality scan system may be configured
to communicate the result of the hardware functionality scan
to a system controlling content distribution such as the media
pipeline. The system may include an output protection man-
agement module 525, a graphics driver 535, and graphics
hardware 545.

The output protection management module 525 may be a
module implemented 1n soitware which executes 1 a PC’s
protected environment and may also execute in the PC’s user
mode. The output protection management module 5235 may
act as a security authority which receives a security certificate
or other secure form of proof indicating the graphics driver
545 1s trusted, has performed a hardware functionality scan
220, which may include a hardware functionality scan query
410 and a hardware functionality scan response 420. Further-
more, the output protection management module 525 may
receive a security certificate or other secure form of proof
indication that kernel mode 590 1s trusted. The output protec-
tion management module 525 may communicate the exist-
ence of the security certificates or other secure form of proof
to a content provider.

The graphics driver 535 1s typically implemented 1n a con-
ventional PC to provide a consistent and single point of access
to the graphics hardware 545 as discussed earlier. The graph-
ics hardware 5435 may be any hardware device which 1s used
to render shapes or other graphical information as nstructed
by the PC. The graphics hardware 545 may include a single
integrated circuit chip or may be made up of any combination
of integrated circuit chips.

A content provider may request proof that the graphics
hardware 545 1s authentic and verified before the content
provider may trust the graphics driver 543 to play premium or
high value content on the PC. The content provider may not
be able to communicate directly with the graphics driver 535,
and may not be able to determine 11 the graphics driver 535
performed a hardware functionality scan query 410 and has
received a hardware functionality scan response 420 which
has verified the graphics hardware 345.

However, because the operating system 5035 1s trusted,
which may verily that the protected environment 570 1s
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trusted by verifying the interoperability gateway 520, the
output protection manager 525, and hardware driver 330, the
graphics driver 535 are trusted, the content provider may trust
the operating system 505 to enforce the hardware driver 530
utilizes a hardware functionality scan 220 to verify hardware
540 1s trusted before content which may require such trust 1s
given to the hardware driver 530 from the interoperability
gateway 520.

For example, the graphics driver 535 may create a hard-
ware functionality scan query 410 and send the hardware
functionality scan query 410 to the graphics hardware 545.
The hardware functionality scan query 410 1s typically con-
structed 1n such a way that the hardware functionality scan
answer 420 confirms that graphics hardware 545 1s legitimate
and not a counterfeit or other device put in place by a hacker
tor the purpose of copying content. Also, the hardware tunc-
tionality scan query 410 may take any form, but typically 1s in
the form of a function which will be performed 1n areas of the
graphics hardware 545 that are diflicult for a hacker to emu-
late. Also, the hardware functionality scan answer 420 may
take any form to determine the graphics hardware 545 has
independently produced the proper answer, but typically 1s 1n
the form of data which can be compared to the expected
answer.

Next, the graphics driver 535 determines the hardware
functionality scan answer. For example, the graphics driver
535 may have drawn the answer from a lookup table stored
within the graphics driver 535, or the graphics driver 535 may
have picked a value, erther at random or from a set schedule of
values, and passed the value to an internal emulation of the
graphics hardware 545, or may have used some combination
thereol. Further, 1in an alternative example, the graphics hard-
ware 545 and the graphics driver 535 may have agreed on a
random value which both the graphics hardware 545 and the
graphics driver 5335 will use as an input to the query 410. The
internal emulation of the graphics hardware 545 stored within
the graphics driver 535 may then calculate the answer using,
the selected value as an mput to the mternal emulation.

Next, the graphics hardware 545 calculates the hardware
functionality scan answer 420 and typically returns 1t to the
graphics driver 535.

Then the graphics driver 535 determines the hardware
functionality scan answer 420 the graphics hardware 545
produced matches the answer the graphics driver 535 calcu-
lated. It the graphics driver 5335 determines the answer 1s
equal to the expected answer, the graphics driver 535 may
confirm the authenticity of the graphics hardware 545. For
example, the graphics driver 5335 may then send a secure
notification to the output protection management module

525.

Next, the output protection management module 525 or the
graphics driver 535 may store the security status for as long as
1s necessary. The output protection management module may
also 1ssue a request to the graphics driver 535 such that the
graphics driver 335 sends a new hardware functionality scan

query 410 to re-venily the authenticity of the graphics hard-
ware 543.

Finally, once the output protection management module
525 has received the security status, the output protection
management module 525 may request the graphics driver 535
verily the channel 660 between the graphics driver 5335 and
the graphics hardware 545. Once the graphics driver 535 has
verified the channel 660 between the graphics driver 335 and
the graphics hardware 545, the output protection manage-
ment module 525 may then communicate with the content
provider and indicate the coupling between the graphics
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driver 535 and the graphics hardware 543 1s secure and may
play the premium or protected content.

FIG. 7 1s a flow diagram showing the sequence of events
used to establish a secure transfer across the bus to a properly
authenticated graphics chip. First the driver 1s 1dentity veri-
fied 701. The protected environment software will not halt
processing with the driver on the system.

Diffie Hellman 1s then used between the graphics hardware
and the Independent Hardware Vendor’s (“IHV”) kemnel
mode graphics driver, to establish the 2048 bit Diffie Hellman
key 702. At this point in the process a key has been established
that’s known only to the graphics hardware and the IHV’s
driver.

A hash 1s performed to produce a Session Key 703. The
IHV kernel mode driver passes the 2048 bit Diilie Hellman
number to the service provider’s Device Driver Model
(“DDM”) kernel mode component. The DDM component
then performs an AES Davies Meyer hash to produce the 128
bit Session Key. The graphics hardware also does an AES
Davies Meyer hash to also obtain the Session Key. Neither the
IHV KMD nor the graphics hardware may store the Diilie
Hellman key. In an alternative example the Diifie Hellman
key 1s discarded. At this point a Session Key may be estab-
lished that’s known only to the graphics hardware and the
service provider DDM kernel mode component.

Next Diffie Hellman bits are picked for a seed 704. The
graphics driver does a hardware functionality scan as previ-
ously described to authenticate the graphics hardware 705. It
may use 6 or more bits from the Ditlie Hellman number as a
seed value to tie together the authentication with the Daifie
Hellman process which may mitigate man 1n the maddle
attacks. Any number of bits determined to provide suificient
security 1n a given application may be used. The graphics
driver may now trust that the graphics hardware 1s genuine
and that the Diffie Hellman process was not subject to a Man
In The Middle attack.

Next, the ProtectedDXVA software component, for
example the operating system software component which
may perform encryption of the data that may pass over the bus
to the graphics card, may check the protected video path-user
accessible bus (“PVP-UAB”) Certificate in the driver 706.
This may establish trust that the driver 1s genuine, and con-
forms to all the PVP-UAB requirements, for example, hard-
ware decryption and proper establishing of keys. The media
interoperable gateway (“MIG”) software may now trust the
graphics hardware and may allow premium content to flow.

Next, the ProtectedDXVA component creates a Content
Key, and sends the Content Key to the graphics hardware 707.
Whenever a new Content Key may be needed for a new
premium video stream, the ProtectedDXVA component
sends the Content Key by requesting the service provider
DDM kernel component encrypt the Content Key with the
Session Key. Now the Content Key 1s known to the Protect-
edDXVA soltware component and the graphics hardware.

Finally, the ProtectedDXVA component encrypts a pre-
mium video stream using the Content Key and streams the
encrypted video stream to the graphics hardware where the
encrypted video stream 1s decrypted on receipt 708. The
premium content has now been safely delivered from the MIG
soltware Protected Environment to the graphics hardware.

Those skilled 1n the art will realize that storage devices
utilized to store program instructions can be distributed
across a network. For example a remote computer may store
an example of the process described as software. A local or
terminal computer may access the remote computer and
download a part or all of the software to run the program.
Alternatively the local computer may download pieces of the
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soltware as needed, or distributively process by executing
some software instructions at the local terminal and some at
the remote computer (or computer network). Those skilled in
the art will also realize that by utilizing conventional tech-

niques known to those skilled in the art that all, oraportionof 5

the software instructions may be carried out by a dedicated
circuit, such as a DSP, programmable logic array, or the like.
The mvention claimed 1s:
1. A method of chip authentication comprising:
verilying a driver identity by a computer system;
establishing a Diffie Hellman key based atleast partly upon
an iteraction with a graphics hardware device, security
of the graphics hardware device being unknown to the
computer system:
hashing the Diffie Hellman key;
picking a seed, the seed being based at least partly upon the
Ditfie Hellman key; and
performing a hardware functionality scan of the graphics
hardware device with the seed by;
sending one or more queries associated with the seed to
the graphics hardware device, the one or more queries
being configured to test one or more 1dentifying hard-
ware structure characteristics of the graphics hard-
ware device;
receiving one or more responses to the one or more
queries; and
comparing the one or more responses to one or more
expected responses for the graphics hardware device.
2. The method of chip authentication of claim 1, further
comprising;
checking a driver certificate;
creating a content key;
sending the content key to the graphics hardware device;
streaming a video signal to the graphics hardware device.
3. The method of chip authentication of claim 1, 1n which
the graphics hardware device 1s a graphics chip.
4. The method of chip authentication of claim 1, 1n which
the hashing 1s performed using an AES Davies Meyer Hash.
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5. The method of chip authentication of claim 1, 1n which
the seed 1s taken from the Diffie Hellman key.

6. The method of chip authentication of claim 1, 1n which
the seed includes any number of bits taken from the Daiffie
Hellman key.

7. The method of chip authentication of claim 1, wherein
the graphics hardware device 1s a graphics chip and wherein
a first query of the one or more queries includes a request for
a graphics calculation.

8. The method of chip authentication of claim 1, wherein
performing the hardware functionality scan includes:

sending a follow-on message to the graphics hardware

device, wherein one or more responses to the one or
more queries are used to generate a key for the follow-on
message.

9. The method of chip authentication of claim 1, wherein
the graphics hardware device 1s not allowed to store the Diffie
Hellman key.

10. A computer storage media having instructions stored
thereon that when executed by a computing device perform a
method, comprising;

establishing a Diffie Hellman key based at least partly upon

an 1nteraction with a graphics hardware device;

hashing the Ditfie Hellman key;
picking a seed, the seed being based at least partly upon the
Diflie Hellman key;
performing a hardware functionality scan of the graphics
hardware device with the seed by;
sending one or more queries associated with the seed to
the graphics hardware device;
receiving one or more responses to the one or more
queries; and
validating the graphics hardware device by comparing

the one or more responses to one or more expected
responses for the graphics hardware device.
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