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Fig. 2

ENCIPHER DELIVERY DATA

BY CURRENT CIPHER KEY HELD

SROCESS ON 'N CONTENT SERVER
CONTENT
SERVER SIDE A2
TRANSMIT MULTICAST PACKETS
WITH ENCIPHERED DATA AND KEY 1D
A3
RECE|VE MULTICAST PACKETS
Ad

KEY 1D IN MULTICAST PACKET:
COINCIDENT WITH KEY ID OF
CURRENT DECIPHER KEY HELD IN CLIENT?

YES NO

Ad
YES KEY 1D IN MULTICAST PACKET: N0
COINCIDENT WITH KEY ID OF
BROCESS ON NEXT DECIPHER KEY HELD IN CLIENT?
CLIENT SIDE
Ab

DECIPHER ENCIPHERED DATA BY USING
DECIPHER KEY WITH THE KEY ID

Al
REQUEST TO KEY MANAGEMENT SERVER

END



U.S. Patent Apr. 20, 2010 Sheet 3 of 32 US 7,702,904 B2

START

DETECT THAT REMAINING EFFECTIVE

TIME OF CURRENTUSE KEY IN CONTENT

PROCESS OF SERVER REACHES FIRST PRESET VALUE
CONTENT

SERVER SIDE B2
TRANSMIT KEY DATA MESSAGE

B3
RECEIVE KEY DATA MESSAGE

PROCESS OF KEY R4
MANAGEMENT

SERVER SIDE STORE KEY DATA OF NEXTUSE KEY
IN KEY DATA MANAGEMENT TABLE

END



U.S. Patent Apr. 20, 2010 Sheet 4 of 32 US 7,702,904 B2

DETECT THAT REMAINING EFFECTIVE
TIME OF CURRENTUSE KEY [N CLIENT

PROCESS OF REACHES SECOND PRESENT VALUE
CLIENT SIDE

TRANSMIT KEY DATA REQUEST

C3

RECEIVE KEY DATA REQUEST

PROCESS OF KEY C4
MANAGEMENT

SERVER SIDE TRANSMIT RESPONSE MESSAGE
WITH KEY DATA OF NEXTUSE KEY

Co

RECEIVE RESPONSE MESSAGE
PROCESS OF Co

CLIENT SIDE
STORE KEY DATA OF NEXTUSE KEY
IN KEY DATA MANAGEMENT TABLE



US 7,702,904 B2

Sheet 5 of 32

Apr. 20, 2010

U.S. Patent

¢8 JOVSSIN 1SNO4SIN

W11 JA1103443 ONINIVARY
+ 8 A+ 8 41 AN

AN1L JA11903443 ONINI VT
+ VA + V Q] AN

1S4N034 V1iva AdM

18
¢lt F14VL INAWFOVNVIN VIVd AdM

e WL IAIL03443

JWl1 JA1104443

1L

¢l 318vL INJWIOVNYW Vivd AdM

Mw -
-

43A44S INJWIOVNVI A

A/X/ANIVA TYILINI
JA11 3A1103443 ONINIVINTY

ONINIVANIY + d AdX + 8 dI A
ONINIVINGY + V AdM + V Al AdM

(NIL 3A1103d443 ONINIVINIY
C+ 8 AD + 9 Al ADD)
JOVSSIN VIVQ A

¢Us J78VL INJWIOVNVW VIV AN ¢16 37gvL INTIWIDVNYN V1VQ AN

A/X/INTVA WILINI
W11 3A1104343 ONINIVAIY
W11l JA119444

ONINIVWIY + 8 A + 9 Al AN
JWI1 JA1104443 2y

ONINIVWIY + V AIX + V Q|
INJI10

A/X/INIVA VI LINI
dN11 JA1193443 ONINIVINIY
JWil 4A1103444
ONINIVINIY + @ AdM + 8 41 AN
W11 JA1103443
ONINIVINZY + YV AN + ¥V 4l A3

INJI'1O

(A1 AN + VIVQ 0343Hd1ON3T)
S1IMOvd LSVOILTNW

001 MJOMLIN

43IA4IS INJINOD

A/X/IANTYA TYILINI
W1 3A110d443 ONINIVAIY

Wil JA110d44
ONINIVWIY + G A3M + 9 41 A
Wil JA110d44d
ONINIVNIY + V AN + V I ADN

L1




US 7,702,904 B2

....................... NI L S P
/ JA1193443 ONINIVAIY w S
+ 0 AIN + 9 Q1 AN .
- V1VQ A3 i
ONINIVHIY + 0 AIN|LYWYD A || 2~ . 2=
+ 9 Q A L FOVSSH | =
¢8 JIOVSSIN NI L 18 V AN A8 VIVa A3 = -
JSNOSY [|DNINIVNIY + 8 AT 343FHdI9NT V1VQ HLIM Y
. +8 0l A " SLINOVd 1SVO1L1INK
s .
e TS _.
G
° A
= 3N L
5 7 JA1193443 ONINI VA3 S
| g A 80 AD =E
o ML SN
= ONINIVIWIY + g AM(LYIVA A} o7 =0
s + 9 Q1 AN 1L FOVSSIN | =50
S “30dsa [oninivi + v | 8 Y AIN Ad VIO A S S
B + =
< + ¥ Q1 AN 343HdIONI VLVQ HLIM =
" SIINOVA LSVOILTNN
1§ INITD € YIAY3S TRREINELR TN L
INTWIDVNVI AN INIINOD  3AI193443
ON IN| VW3

U.S. Patent



US 7,702,904 B2

Sheet 7 of 32

Apr. 20, 2010

U.S. Patent

£us €05 €15

INJI10
¢1G{318VL INJWIOYNVIN (|| ]G

INJI'10 INJ|1D

¢S cug | 318V1L INJWIDVNVYN [fug ¢¢G 319Vl INJNFOVNVI|1¢ZG

vivad A vivQ A ViVQ AJMX

NOI134S NOI10dS
ON1d3Hd 1330 |{ ONIOYNVN
3 ONIAITOAY AN

(FWIL JA1103443
ONINIVNIY+

AN 43Hd1030 + Al AIN)
JOVSSIN 45NOdS Iy

NOI104S NO[10dS NO119dS NOI104S
ONIY3Hd 1930 || ONIDVNVM ONId3Hd1030 | ONTDVNVYI
3 INIATJ03Y A % ONIAIIOA AN

Sy .
¢S TS |G

.

1S3N034 viva AJX

._._........\\\.
_m \
176 (@1 AN + VLYQ QIY3IHdIONI)
SITMNOVd 1SV LINK
4 118Y1 INTWIDVNVM
7760 vV1va A3

001 MJOMLAN

(QNI1 JA1103443 ONINIVNIY

+ A3Y ¥3Hd193 + Al AN 4IAYIS INILNOD
JOVSSIN_ISNOJS TR 011038

NOI194S

vivd A % _,_w__,_h_r_m_‘,_zwz_,qozzm ON _>ou<v_z<_>_ Zl
76 1S3n034
6~ ONILv¥3N3 179VL INIWIDYNVI
A3 V1VQ AN Nm
A |




U.S. Patent Apr. 20, 2010 Sheet 8 of 32 US 7,702,904 B2

Fig. 8
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Fig. 13
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KEY MANAGEMENT SYSTEM AND
MULITICAST DELIVERY SYSTEM USING
THE SAME

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present mnvention 1s relates to a key management sys-
tem, and a multicast delivery system using the same.

2. Description of the Related Art

Generally, multicast packets are received by unspecified
multitude of recervers. In order to permit only a specific client
to listen or view, it 1s necessary that data delivered by packets
1s enciphered using a cipher key and a decipher key 1s deliv-
ered to only the specific client.

Conventionally, 1n a multicast delivery system 1n which
delivery data is enciphered, the encipherment 1s carried out by
using a different key for every predetermined time to prevent
a tapping. For this purpose, as disclosed in Japanese Laid
Open Patent Application (JP-P2001-285273 A a first conven-
tional example), the change of a cipher key and a decipher key
1s carried out. In this way, by changing the key periodically, 1t
1s possible to manage the clients and to improve the secrecy of
the cipher.

Such a conventional multicast delivery system contains a
content server, clients and a key management server. The
content server transmits packets with a key request data for
every predetermined time, and the client recerves i1t and
requests a key to the key management server. In this way, the
key 1s updated for every predetermined time, and 1t 1s possible
to prevent the enciphered data from being leaked even when
the key passes to a third party. However, there are the follow-
ing problems 1n the key management system of the above-
mentioned conventional multicast delivery system.

First, a time lag 1s present in the reception of the key request
data. When recerving the key request data, the client requests
the key to the key management server and starts a deciphering,
operation after receiving the key as a response to the request.
Theretore, the client cannot start the deciphering operation of
the enciphered data until the response returns from the key
management server.

Second, the user cannot listen and view the broadcast data
immediately when participating the multicast broadcasting
on the way. Because the packet with the key request data 1s
transmitted for every predetermined time interval, the client
cannot acquire a decipher key until the following key request
data 1s sent, and cannot carry out the deciphering operation,
even 1f the client participates to the multicast broadcasting.

Third, there 1s a possibility that a period during which the
key cannot be acquired when the key request data multicast-
delivered disappears on the route becomes long. Because
response confirmation 1s not carried out 1n the multicast deliv-
ery, 1t cannot be confirmed that the packet disappeared on the
route. Therefore, when the packet with the key request data
disappears, 1t 1s not possible to acquire a new key until the
tollowing key request data 1s sent. In this way, until the new
key can be acquired, the deciphering operation of the enci-
phered data 1s not carried out.

As a protocol for the communication of enciphered data 1n
unicast communication, [Psec and so on are known. These
cannot be applied to the multicast delivery just as they are.
Because the unicast communication 1s carried out in a one-
to-one manner, 1t 1s enough to share the key between two
ends. However, because the multicast communication 1s car-
ried out 1n a one-to-multi manner, 1t 1s not possible to share the
key 1n the same method unlike the unicast communication.
For this reason, 1n the enciphering and deciphering operation
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2

in the multicast communication, a new system different from
the conventional unicast communication 1s necessary.

Generally, when a plurality of multicast deliveries are car-
ried out, each delivery 1s 1dentified based on a combination of
a transmission source address, a multicast address and a trans-
mission and reception port number. Therefore, 1n a conven-
tionally technique, when a plurality of content server deliver
multicast packets containing the enciphered data by using
different keys, 1t 1s necessary that the multicast packet can be
identified based on the combination of the transmission
source address, the multicast address and transmission and
reception port number on the client side 1n order to acquire a
decipher key corresponding to each multicast packet. Also,
when the keys are changed (the cipher key and decipher keys)
in the multicast delivery of the enciphered data, 1t 1s necessary
to establish synchronization of the cipher key and the deci-
pher key between the content server and the client, by using
any methods.

A system for establishing synchronization using a key
management server that carries out the following process 1s
disclosed in Japanese Laid Open Patent Application (JP-
P2002-111649A: a second conventional example). That 1is,
the key management server recerves a new key when the
content server starts transmission or the key 1s changed and
notifies the key change to the client. In this way, a key for the
delivery data 1s delivered to the client. However, 1n the key
management system of the multicast delivery system of the
second conventional example, when the key 1s changed, the
key management server needs to deliver the new key to the
client. In order to realize such a key management, the key
management server must grasp the clients at a present during
the multicast packet reception previously. As the result, the
management of the key became complex.

In the stream media data broadcasting such as delivery
broadcasting, satellite broadcasting, and cable television of
the stream media data using an Internet and so on, the
scramble broadcasting 1s required to protect contents from
reasons on the business. As a conventional scrambling
method of the stream media data, the encryption algorithm of
DES and AES, RSA are mainly used. A lot of processes are
necessary to carry out the enciphering/deciphering process in
software, while these algorithms are powerful. Especially,
when the enciphering/deciphering processes 1n real time are
necessary like the broadcasting data, hardware of exclusive
use 1s necessary. Such hardware 1s expense and the cost pre-
vents the scrambling apparatus for the broadcasting service
from spreading in each home widely.

A third conventional example of a scramble broadcasting
method of stream media data 1s disclosed 1n the Japanese Laid
Open Patent Application (JP-A-Heisei 8-288939). In this
third conventional example, a broadcasting cell 1s enciphered
by a cipher key generated by a cipher key generating section
of a line termination unit, and the broadcasting cell is
descrambled using a cipher key previously given to a sub-
scriber terminal. Because a special encryption algorithm 1s
used 1n the conventional scramble broadcasting method of the
stream media data, the hardware of exclusive use needs to
descramble of the scrambled stream media data. This prob-
lem 1s the same as 1n the third conventional example.

In a conjunction with the above description, a charged
broadcasting method 1s disclosed in Japanese Laid Open
Patent Applications 61-108272 and 62-000189. In these con-
ventional examples, a program classification data generating,
section generates program classification data corresponding,
to a charged radio program 1n a broadcasting station. A con-
tract program classification data generating section shows
that a subscriber contracts the charged program broadcasting.
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A key data generating section generates key data to scramble
a charged program broadcasting signal. A transmitting sec-
tion transmits the key data, the program classification data,
and the contract program classification data. In a receiving
end, an extracting section extracts the key data, the program
classification data, and the contract program classification
data. A key data extracting section extracts the key data. A
comparing section compares the program classification data

and the contract program classification data. A display section
shows that the contract of the charged program 1s not accom-
plished when the program classification data and the contract
program classification data do not correspond.

Also, a charged broadcasting method 1s disclosed in Japa-
nese Laid Open Patent Application (JP-A-Showa
61-108277). In this conventional example, a random number
generating section generates a random number using a pre-
determined non-opened key data. A memory stores the non-
opened key data for every subscriber. A contract determining
section determines the existence or non-existence of the sub-
scriber contract based on the non-opened key data. A
scramble section scrambles broadcasting data using the ran-
dom number. On the side of the subscriber, an extracting
section extracts the non-opened key data, determines whether
or not the extracted key data 1s coincident with the key data
peculiar to the subscriber, and a key deciphering section gen-
erates a descramble control signal. A subscriber 1dentifying
section determines the matching of a subscriber 1dentifying
code specified by the subscriber and the non-opened data
peculiar to a subscriber equipment, and the random number
generating section generates a random number based on the
determination result of the matching. A descramble section
descrambles the broadcasting data using the random number.

Also, a satellite broadcasting receiving apparatus 1s dis-
closed 1n Japanese Laid Open Patent Application (JP-A-
Heise1 2-112343). In this conventional example, a broadcast-
ing signal 1s generated by calculating an exclusive OR of a
source signal and a pseudo-random data series and by carry-
ing out frequency spreading scrambling to the calculating
result. The broadcasting signal 1s added with a period signal
and a control signal and 1s transmitted periodically. The sat-
cllite broadcasting receiving apparatus recerves the broad-
casting signal transmitted from the satellite, and carries out
frequency spreading descrambling to the received signal to
replay it. The satellite broadcasting receiving apparatus has a
prohibiting section which prohibits the detection of the sync
signal during a predetermined period containing a control
signal at least, after detecting a sync signal.

Also, a charged broadcasting receiver 1s disclosed 1n Japa-
nese Laid Open Patent Application (JP-A-Heiser 4-165785.
In this conventional example, a data 1s enciphered through an
exclusive OR operation with pseudo-random numbers which
are generated based on a predetermined initial value. Also, an
identifier number, an individual contract data showing an
address of a recerver, a data containing an initial value are
enciphered, and are superimposed on scrambled sound data to
generate a broadcasting data. The receiver descrambles the
broadcasting data to replay it. The recerver 1s composed of a
memory which stores the identifier number and the individual
contract data. A plurality of extracting section compare the
identifier number of the received broadcasting data and a
stored-1dentifier number and take out only the data of a con-
tracted program. A deciphering section deciphers extracted
data. A generating section generates pseudo-random numbers
based on the 1mitial value contained 1n the enciphered broad-
casting data. The sound data 1s replayed based on the plurality
of recetved data and the pseudo-random numbers.
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Also, a coder 1n charged broadcasting 1s disclosed 1n Japa-
nese Laid Open Patent Application (JP-A-Heise1 4-291589).
In this conventional example, a descrambling unit inputs a
scrambled digital multiple sampling coded signal, a 25-frame
deinterleave, and a sound data bit stream after BCH (82,74)
error correction, and outputs a descrambled digital multiple
sampling coding signal after a descrambling process of a
video signal portion of the scramble digital multiple sampling,
coding signal and a pseudo-random signal for the descram-
bling process of the sound data bit stream. An exclusive OR
calculating umt carries out addition of the pseudo-random
signal and the scrambled sound data bit stream outputted
from the descrambling unit and outputs a sound data bit
stream. A bit deleting unit inputs the descrambled sound data
bit stream and deletes multiplexed scramble relating bits. A
sound multiple re-encoding unit has a bit interleaving unait, a
BCH (82,74) error correction adding umt, a 25-frame 1nter-
leaving umit, a time-axis compressing unit, a binary/ternary
iverter, a resampling waveform shaping filter unit of 12.15
MHz/16.2 MHz. The sound data bit stream 1n which the
scramble relating bits have deleted again multiplies into a
multiple sampling re-encoded audio signal. A delay section
delays the multiple sampling re-encoded audio signal output-
ted from the sound multiple re-encoding unit. A signal
switching unit multiplexes the delayed audio signal into a
sound independence data area outputted from the descram-
bling unit. A control system controls the timing of the signal
switching unit.

Also, a scrambling method 1s disclosed 1n Japanese Laid
Open Patent Application (JP-A-Heiser 5-327693). In the
scrambling method of this conventional example, an initial
value 1s set to a first register having a plurality of cells. The
contents ol the first register are transierred to a second register
R2 having the same number of cells as the first register, while
holding the contents of the first register R1. Moreover, a third
register R3 having a plurality of cells 1s cleared. The least
significant bit of the second register R2 1s added to the third
register R3, and the contents of the second register R2 1s
shifted into a direction of the lower bit by a predetermined bit
number (I(k+1)-1k). The final output 1s added to the third
register. This calculation 1s repeated from K=1 to 1 (a preset
number). The least significant bit of the first register 1s stored
in a memory in order and then the contents of the first register
R1 are shifted to the lower bit direction by one bit. Moreover,
the least significant bit of the third register 1s transierred to the
most significant bit of the first register. The above step 1s
repeated by a predetermined number of times, and then the
exclusive OR of one bit of a signal to be transmitted and one
of the bits stored 1n the memory corresponding to the one bit
1s calculated and outputted.

Also, a key management system 1s disclosed 1n Japanese
Laid Open Patent Application (JP-A-Heiser 11-272352) and
Japanese Laid Open Patent Application (JP-P2002-
190797A). The key management system of this conventional
example 1s composed of a data encrypting apparatus which
enciphers data using a cipher key, a data decrypting apparatus
which deciphers the enciphered data using a decipher key, and
a key management apparatus which manages the cipher key
and the decipher key to be used in the data encrypting appa-
ratus and the data decrypting apparatus. The data encrypting
apparatus and the key management apparatus are connected
by a communication the network. The key management appa-
ratus 1s composed of a key storage section which stores at
least one set of the cipher keys and the decipher keys, and a
management table storage section which stores a manage-
ment table showing a correspondence relation between the
decipher key stored in the storage section and a publication
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day and time of the decipher key. Also, the key management
apparatus 1s further composed of a key search section which
refers to the management table stored in the management
table storage section to search the cipher key paired with the
decipher key corresponding to the date and the day time
required by the data encrypting apparatus. A cipher key trans-
mitting section transmits the searched cipher key to the data
encrypting apparatus through the communication network. A
decipher key publishing section publishes or opens the deci-
pher key corresponding a current day and time 1n accordance
with the management table stored i1n the management table
storage section. The data encrypting apparatus 1s composed
ol a date and time data transmitting section which transmits a
data about the date and time when the secrecy of the data 1s
released, to the key management apparatus through the com-
munication network, and a cipher key recerving section which
receives the cipher key corresponding to the date and time
data and sent from the key management apparatus through the
communication network. Also, the data encrypting apparatus
1s composed of an enciphering section which enciphers the
data by using the cipher key recerved by the cipher key receiv-
ing section, and an enciphered data generating section which
add a date and time data to the enciphered data by the enci-
phering section and generates an enciphered information to
be distributed to the data decrypting apparatus. The data
decrypting apparatus 1s composed of an enciphered data
acquiring section which acquires the enciphered data gener-
ated by the data encrypting apparatus, and a decipher key
acquiring section which acquires the decipher key published
or opened by the key management apparatus on a date and
time specified by the date and time data given to the enci-
phered information which 1s acquired by the enciphered data
acquiring section. Also, the data decrypting apparatus 1s fur-
ther composed of a decipher section which deciphers the
enciphered information acquired by the enciphered data
acquiring section by using the decipher key acquired by the
decipher key acquiring section.

Also, a network system 1s disclosed 1n Japanese Laid Open
Patent Application (JP-P2000-2241535A). The network sys-
tem of this conventional example 1s composed of a key server
and a plurality of clients. The key server transmits a new
common key to each of the clients after change every time the
clients are changed. Each of the clients enciphers data by
using the delivered common key, adds a relation data showing
a relation between the key server and each client to the enci-
phered data and carries out transmission and reception. In
each of the above clients, a calculation section calculates a
guaranteed delay time until the above common key 1s trans-
mitted to each of the above clients from the key server, after
inquiring the key server. A delay section applies a delay
process of the time equivalent to the delay time calculated by
the above calculation section to the enciphered data. When a
new key 1s distributed from the above key server during the
delay process of the above delay section, a transmitting sec-
tion re-enciphers the data with the new key to supply the
enciphered data to the above delay section. When the new key
1s not distributed from the above key server during the delay
process of the above delay section, the transmitting section
transmits the enciphered data outputted from the above delay
section to another client and the above the key server.

Also, a multicast communication method 1s disclosed 1n
Japanese Laid Open Patent Application (JP-P2002-
124940A). In the multicast communication method of this
conventional example, a transmitting section sends out secret
data about the cipher to the key management server and
communicates data about the cipher to routers. First, a key
request data 1s enciphered and 1s sent out. Each of the routers
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adds a value peculiar to 1t and transmits to a plurality of
receiving sections. The receiving section hands over the key
request data to a key management server and receives a deci-
pher key different every route. The delivered data 1s subject to
a power calculation 1n a transmitting section by using a spe-
cific value and 1n the route by using the peculiar value. Then,
a surplus of a value 1s calculated, and is sent 1n order as a
cipher. Thus, the encipherment different every route 1s carried
out. A receiving section deciphers the enciphered data by
cach router by using an acquired decipher key once and a
plaintext 1s obtained.

Also, a multicast communication system 1s disclosed 1n
Japanese Laid Open Patent Application (JP-P2002-
217973 A). In the multicast communications system of this
conventional example, when a client apparatus requests the
reception of multicast data, a client apparatus transmits a
reception request of the multicast data to a reception manage-
ment server apparatus. In case of stopping the reception of the
multicast data, the client apparatus transmuits a reception stop
notice to the reception management server apparatus. The
reception management server manages a reception situation
every client based on the data transmitted from these client
apparatuses. At this time, the reception management server
apparatus determines whether or not to the reception of the
multicast data 1s permitted to the client apparatus which trans-
mitted the reception request. In case of permission, the recep-
tion management server notifies the fact to the routing control
server apparatus. A routing control server apparatus controls
the routing apparatus to transmit the multicast data to the
client apparatus 1n response to the reception of this notice.

Also, an encrypting apparatus 1s disclosed 1n Japanese Laid
Open Patent Application (JP-P2002-23622A). The encrypt-
ing apparatus of this conventional example 1s a common key
cryptography type of encrypting apparatus which uses a plu-
rality of extended keys 1n opposite orders 1n a data stirring
process for encipherment and a data stirring process for deci-
pherment. In a round process section, 1n the initial stage of a
round function of a plurality of stages, a common key 1s
inputted, and a predetermined round function 1s applied to
generate an intermediate state. In the second stage and the
subsequent stages, the intermediate state generated in the
previous stage 1s inputted, and the predetermined round func-
tion 1s applied and a new intermediate state 1s generated. Each
of the intermediate states generated in a part or whole of
stages of the round processes 1s subjected to a predetermined
conversion process without any change and then outputted as
the extended key.

Also, a data delivery method 1s disclosed in Japanese Laid
Open Patent Application (JP-P2002-252607A). In the data
delivery method of this conventional example, keys used to
encipher and decipher contents are generated in a key provi-
sion terminal. The generated key 1s delivered to a data service
terminal and each of data use terminals 1n unicast communi-
cation. The delivered key 1s acquired by the data service
terminal and 1s stored. The delivered key 1s acquired by the
data use terminals and 1s stored. The contents are enciphered
by using the key stored 1n the data service terminal and the
enciphered contents are delivered to each of the data use
terminals 1n a multicast communication. The delivered enci-
phered contents are acquired by the data use terminals, are
deciphered by using the key stored 1n the data use terminal
and 1s replayed.

SUMMARY OF THE INVENTION

Therefore, an object of the present invention 1s to provide a
key management system, 1n which data can be deciphered
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without confirmation delay in case of key change when the
encipherment 1s carried out by using a key different for every
predetermined time 1n a multicast delivery.

Also, another object of the present invention 1s to provide a
key management system 1n which key management can be
carried out easily.

Also, another object of the present invention 1s to provide a
key management system 1n which a key 1dentifier 1s allocated
every key to uniquely 1dentily the key among a plurality of
keys.

Also, another object of the present invention 1s to provide a
key management system in which a key identifier correspond-
ing to a cipher key used to encipher delivery data 1s contained
a multicast packet to be transmitted 1n case of multicast deliv-
ery.

Also, another object of the present invention 1s to provide a
key management system 1n which the high-speed encipher-
ment and decipherment can be carried out to a stream media
data as delivery data without exclusive use hardware.

Also, another object of the present invention 1s to provide a
key management system 1n which the high-speed encipher-
ment and decipherment can be carried out through software
Processes.

Also, another object of the present invention 1s to provide a
key management system 1n which the secrecy of data can be
increased to a practical level while the high-speed encipher-
ment and decipherment can be carried out through software
Processes.

Also, another object of the present invention 1s to provide a
multicast delivery system that uses the above the key man-
agement system.

In an aspect of the present mnvention, a multicast delivery
system 1ncludes a delivery server, a key management server
and a client server which are connected by a network. The
delivery server enciphers delivery data by using a current use
cipher key to generate enciphered data and transmits a mul-
ticast packet containing the enciphered data and a current use
key 1dentifier indicative of a pair of the current use cipher key
and a current use decipher key as current use keys. The key
management server holds as a current use key data, a set of the
current use decipher key and the current use key identifier,
and transmits a set of the current use decipher key and the
current use key i1dentifier as a current use decipherment key
data in response to a current use key data request. The client
terminal receives the multicast packet from the deliver server,
1ssues the current use key data request to the key management
server 1o recerve the current use decipherment key data from
the key management server, holds the set of the current use
decipher key and the current use key identifier, and deciphers
the enciphered data contained 1n the multicast packet by using,
the current use decipher key when the current use key 1den-
tifier contained 1n the multicast packet 1s comncident with the
current use key identifier held 1n the client terminal.

Here, the delivery server generates and holds as a current
use encipherment key data, a set of the current use cipher key,
the current use decipher key and the current use key 1dentifier,
and transmits a set of the current use decipher key and the
current use key 1dentifier as the current use decipherment key
data to the key management server. The key management
server holds the current use decipher key and the current use
key 1dentifier as the current use decipherment key data.

In this case, the delivery server sets a current use key
remaining effective time data to the current use key data, and
transmits a set of the current use decipher key, the current use
key 1dentifier, and the current use key remaining effective
time data as the current use decipherment key data to the key
management server. The key management server holds the
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current use decipherment key data. The delivery server, the
key management server and the client terminal decrease the
current use key remaining effective time data as time elapses.

In this case, the delivery server generates as a next use key
data, a set of a next use cipher key, a next use decipher key, a
next use key identifier indicative of a pair of the next use
cipher key and a next use key remaining effective time data,
when the current use key remaining effective time data
becomes a first present value, and transmits a set of the next
use decipher key, the next use key identifier, and the next use
key remaining effective time data to the key management
server as a next use decipherment key data. The key manage-
ment server holds the next use decipher key data.

In this case, the client terminal 1ssues a next use key request
to the key management server when the current use key
remaining effective time data becomes a second present value
smaller than the first preset value, and receives and holds the
next use decipherment key data from the key management
Server.

In this case, the delivery server enciphers the delivery data
by using the next use cipher key as the current use cipher key
alter the current use key remaining effective time data
becomes 0.

Also, the delivery server 1ssues a current use key data
generating request to the key management server. The key
management server generates and holds as a current use key
data, a set of the current use cipher key, the current use
decipher key and the current use key identifier 1n response to
the current use key data generating request, and transmits a set
of the current use cipher key and the current use key identifier
as a current use encipherment key data to the delivery server.
The delivery server holds the current use encipherment key
data.

In this case, the key management server sets a current use
key remaining effective time data to the current use key data,
and transmits a set of the current use decipher key, the current
use key 1dentifier, and the current use key remaining effective
time data as the current use encipherment key data to the
delivery server. The delivery server holds the current use
encipherment key data. The delivery server, the key manage-
ment server and the client terminal decrease the current use
key remaiming effective time data as time elapses.

In this case, the delivery server 1ssues a next use key data
generating request to the key management server, when the
current use key remaining elffective time data becomes a {irst
present value. The key management server generates and
holds as a next use key data, a set of a next use cipher key, a
next use decipher key, a next use key 1dentifier indicative of a
pair of the next use cipher key and a next use key remaining
clfective time data in response to the next use key data gen-
erating request, and transmits a set of the next use encipher
key, the next use key 1dentifier, and the next use key remaining
cifective time data to the delivery server as a next use enci-
pherment key data. The delivery server holds the next use
encipherment key data.

In this case, the client terminal 1ssues a next use key request
to the key management server when the current use key
remaining effective time data becomes a second present value
smaller than the first preset value, and receives and holds the
next use decipherment key data of the next use decipher key,
the next use key i1dentifier, and the next use key remaining
clfective time data from the key management server.

In this case, the delivery server enciphers the delivery data
by using the next use cipher key as the current use cipher key
after the current use key remaining effective time data
becomes O.
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Also, the multicast delivery system may further include a
plurality of delivery servers and a plurality of client terminals.
Each of the plurality of delivery servers 1ssues a next use key
data generating request to the key management server while
using the current use cipher key. The key management server 53
generates and holds as a next use key data, a set ol a next use
cipher key, a next use decipher key and a current use key
identifier indicative of a pair ol the next use cipher key and the
next use decipher key 1n response to the next use key data
generating request, and transmits a set of the next use cipher 10
key and the next use key identifier as a next use encipherment
key data to the delivery server. The delivery server holds the
next use encipherment key data.

In this case, each of the plurality of client terminals 1ssues
a next use decipher key request to the key management server 15
when the client terminal does not hold the current use key
identifier contained 1n the multicast packet. The key manage-
ment server transmits a set of the next use decipher key and
the next use key 1dentifier to the client terminal as a next use
decipherment key data. The client terminal holds the nextuse 20
decipherment key data.

Also, each of the plurality of delivery servers issues a key
data change previous notice to the plurality of clients, and
cach of the plurality of client terminals 1ssues a next use
decipher key request to the key management server i 25
response to the key data change previous notice. The key
management server transmits a set of the next use decipher
key and the next use key 1dentifier to the client terminal as a
next use decipherment key data. The client terminal holds the
next use decipherment key data. 30

Also, the multicast delivery system may further include a
plurality of the delivery servers; and a plurality of the client
terminals, and the key management server may include a
master server; and a plurality of slave servers. Each of the
plurality of delivery servers 1ssues a next use key data gener- 35
ating request to the master server while using the current use
cipher key. The master server generates and holds as a next
use key data, a set of a next use cipher key, a next use decipher
key and a current use key 1dentifier indicative of a pair of the
next use cipher key and the next use decipher key in response 40
to the next use key data generating request, transmits a set of
the next use cipher key and the next use key 1identifier as a next
use encipherment key data to the delivery server, and trans-
mits a set of the next use decipher key and the next use key
identifier as a next use decipherment key data to the plurality 45
of slave servers. Each of the plurality of slave servers holds
the next use decipherment key data. The delivery server holds
the next use encipherment key data.

In this case, each of the plurality of client terminals 1ssues
a next use decipher key request to any of the plurality of slave 50
servers when the client terminal does not hold the current use
key 1dentifier contained 1n the multicast packet. The slave
server transmits the next use decipherment key data to the
client terminal, and the client terminal holds the next use
decipherment key data. 55

Also, each of the plurality of delivery servers 1ssues a key
data change previous notice to the plurality of clients. Each of
the plurality of client terminals 1ssues a next use decipher key
request to any of the plurality of slave servers 1n response to
the key data change previous notice. The slave server trans- 60
mits the next use decipherment key data to the client terminal,
and the client terminal holds the next use decipherment key
data.

Also, the key management server may detect a data amount
of the multicast packets and charge a fee to the client terminal 65
based on the detected data amount. Or, when the client ter-
minal 1ssues the key data request to the key management
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server, the key management server may detect the number of
the key data requests and charge a fee to the client terminal
based on the detected number of key data requests.

In another aspect of the present invention, a delivery server
in a multicast delivery system includes a key data manage-
ment table and an enciphering section. The key data manage-
ment table holds a current use cipher key and a current use key
identifier for the current use cipher key. The enciphering
section refers to the key data management table to acqmres
the current use cipher key, enciphers delivery data by using
the current use cipher key to generate enciphered data and
transmits a multicast packet containing the enciphered data
and the current use key 1dentifier indicative of a pair of the
current use cipher key and a current use decipher key as
current use keys.

Here, the delivery server may further include a key man-
aging section which generates as a current use encipherment
key data, a set of the current use cipher key, the current use
decipher key and the current use key identifier, stores the
current use cipher key and the current use key 1dentifier in the
key data management table, and transmits a set of the current
use decipher key and the current use key 1dentifier as a current
use decipherment key data to a key management server.

Also, the delivery server may further include a key man-
aging section which generates as a current use encipherment
key data, a set of the current use cipher key, the current use
decipher key, the current use key 1dentifier and a current use
key remaining effective time data, stores the current use
cipher key, the current use key identifier and the current use
key remaining effective time data 1n the key data management
table, and transmuits a set of the current use decipher key, the
current use key identifier and the current use key remaining
clfective time data as a current use decipherment key data to
a key management server.

Also, the delivery server may further include a key man-
aging section which 1ssues a next use key data generating
request, and receives and stores a next use cipher key and a
next use key identifier in the key data management table.

Also, the key data management table stores a current use
key remaiming effective time data in addition to the current
use cipher key and the current use key identifier. The delivery
server may further include a key managing section which
decrease the current use key remaining effective time data as
time elapses, 1ssues a next use key data generating request,
when the current use key remaiming eifective time data
becomes a first preset value, and recerves and stores anext use
cipher key and a next use key 1dentifier in the key data man-
agement table.

Also, the delivery server may further include a key man-
aging section which issues a use key data change previous
notice to client terminals, while using the current use cipher
key.

In another aspect of the present invention, a key manage-
ment server 1n a multicast delivery system, includes a key data
management table which holds a current use decipher key and
a current use key identifier for the current use decipher key;
and a key managing section which reads out the current use
decipher key and the current use key identifier in response to
a key data request to transmit to a request 1ssuing client.

Here, the key managing section generates as a current use
key data, a set of a current use cipher key, the current use
decipher key and the current use key identifier 1n response to
a key data generating request, stores the current use key data
in the key data management table, and transmits a set of the
current use cipher key and the current use key identifier as a
current use encipherment key data to a request generating
deliver server.
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In this case, the key managing section generates as a next
use key data, a set of a next use cipher key, a next use decipher
key and a next use key 1dentifier in response to a next key data
generating request, stores the next use key data in the key data
management table, and transmits a set of the next use cipher
key and the next use key identifier as a next use encipherment
key data to a request generating deliver server.

Also, the key managing section receives the current use
decipher key and the current use key 1dentifier from a deliver
server, and stores in the key data management table, and
receives a next use decipher key and a next use key 1dentifier
from the deliver server, and stores 1n the key data manage-
ment table.

Also, the key data management table may hold a current
use key remaining effective time data 1n addition to the cur-
rent use decipher key and the current use key identifier. The
key managing section may decrease the current use key
remaining effective time data as time elapses, may read out
the current use decipher key, the current use key 1identifier and
the current use key remaining effective time data 1n response
to a key data request to transmit to a request 1ssuing client.

In this case, the key managing section may generate as a
current use key data, a set of a current use cipher key, the
current use decipher key, the current use key identifier and the
current use key remaining effective time data 1n response to a
key data generating request, may store the current use key
data in the key data management table, and may transmit a set
ol the current use cipher key and the current use key identifier
as a current use encipherment key data to a request generating
deliver server.

Also, the key managing section may generate as a next use
key data, a set of a next use cipher key, a next use decipher key,
anextuse key identifier and a next use key remaining effective
time data in response to a next use key data generating
request, may store the next use key data in the key data
management table, and may transmit a set of the next use
cipher key and the next use key identifier as a current use
encipherment key data to a request generating deliver server.

Also, the key managing section may read out the next use
decipher key, the next use key identifier and the next use key
remaining elfective time data 1n response to a next use key
data request to transmit to a request 1ssuing client.

Also, the key managing section may receive the current use
decipher key, the current use key 1dentifier and a current use
key remaining effective time data from a deliver server, may
store 1n the key data management table, may receive a next
use decipher key, a next use key i1dentifier and a next use key
remaining effective time data from the deliver server, and may
store 1n the key data management table.

In this case, the key managing section may transmit a set of
the next use cipher key, the next use key identifier and the next
use key remaining effective time data as a next use encipher-
ment key data to a request generating deliver server.

The key management server may further include a key
managing section detects a data amount of the multicast pack-
ets and charges a fee to the clhient terminal based on the
detected data amount. Instead, The key management server
may further include a key managing section detects the num-
ber of the key data requests and charges a fee to the client
terminal based on the detected number of key data requests.

In another aspect of the present invention, a client terminal
in a multicast delivery system includes a key data manage-
ment table and a key managing section. The key data man-
agement table holds a current use decipher key and a current
use key identifier for the current use decipher key. The key
managing section issues a current use key data request to
acquire a current use key data of the current use decipher key
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and the current use key identifier, stores the current use key
data 1n the key data management table, determines whether a
transmission key identifier contained 1 a multicast packet
with an enciphered data 1s present in the key data manage-
ment table, deciphers the enciphered data by using the deci-
pher key stored 1n the key data management, when 1t 1s deter-
mined that the transmission key 1dentifier 1s present, 1ssues a
next use key data request to acquire a next use key data of a
next use decipher key and a next use key identifier, when 1t 1s
determined that the transmission key 1dentifier 1s not present,
and stores the next use key data in the key data management
table.

Here, the key data management table may hold a current
use key remaining effective time data in addition to the cur-
rent use decipher key and the current use key 1dentifier. The
key managing section may decrease the current use key
remaining effective time data as time elapses, may issue the
next use key data request when the current use key remaining
cifective time data becomes a predetermined value, may
acquire the next use key data of the next use decipher key and
the next use key 1dentifier, and may store the next use key data
in the key data management table.

Also, 1n another aspect of the present invention, a software
product executable by a computer and storing a program
realizing functions of: referring to a key data management
table to acquire a current use cipher key;

enciphering delivery data by using the current use cipher

key to generate enciphered data; and

transmitting a multicast packet containing the enciphered

data and the current use key 1dentifier indicative of a pair
of the current use cipher key and a current use decipher
key as current use keys.
Here, 1n the software product, the program further executes
the function: generating a current use encipherment key data
of the current use cipher key, the current use decipher key and
the current use key 1dentifier;
storing the current use cipher key and the current use key
identifier in the key data management table; and

transmitting a set of the current use decipher key and the
current use key i1dentifier as a current use decipherment
key data to a key management server.

Also, the program may further executes the functions of:

generating a current use encipherment key data of the

current use cipher key, the current use decipher key, the
current use key i1dentifier and a current use key remain-
ing eifective time data;

storing the current use cipher key, the current use key

identifier and the current use key remaining effective
time data in the key data management table, and trans-
mits a set of the current use decipher key, the current use
key identifier and the current use key remaining effective
time data as a current use decipherment key data to akey
management Server.

Also, the program may further executes the function of:

1ssuing a next use key data generating request, and recerves

and stores a next use cipher key and a next use key
identifier 1n the key data management table.

Also, the program may further executes the functions of:

storing a current use key remaining effective time data in
addition to the current use cipher key and the current use
key 1dentifier 1n the key data management table;

decreasing the current use key remaining effective time
data as time elapses;

1ssuing a next use key data generating request, when the
current use key remaining effective time data becomes a
first preset value; and
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receiving and storing a next use cipher key and a next use

key 1dentifier 1n the key data management table.

Also, the program may further executes the functions of:

issuing a use key data change previous notice to client

terminals, while using the current use cipher key.

In another aspect of the present invention, a soltware prod-
uct 1s executable by a computer and stores a program execut-
ing functions of:

storing a current use decipher key and a current use key

identifier for the current use decipher key 1n a key data
management table; and

reading out the current use decipher key and the current use

key 1dentifier 1n response to a key data request to trans-
mit to a request 1ssuing client.

Here, the program may further executes the functions of:

generating as a current use key data, a set of a current use

cipher key, the current use decipher key and the current
use key identifier 1n response to a key data generating
request; and

storing the current use key data in the key data management

table, and transmits a set of the current use cipher key
and the current use key 1dentifier as a current use enci-
pherment key data to a request generating deliver server.
In this case, the program may further executes the func-
tions of:
generating as a next use key data, a set of a next use cipher
key, a next use decipher key and a next use key identifier
in response to a next key data generating request;

storing the next use key data in the key data management
table; and

transmitting a set of the next use cipher key and the nextuse

key 1dentifier as a next use encipherment key data to a
request generating deliver server.

Also, the program may further executes the functions of:

receiving the current use decipher key and the current use

key 1dentifier from a deliver server;

storing 1n the key data management table;

receiving a next use decipher key and a next use key 1den-

tifier from the deliver server; and
storing 1n the key data management table.
Also, the program may further executes the functions of:
storing a current use key remaining effective time data 1n
addition to the current use decipher key and the current
use key 1dentifier 1n the key data management table; and

decreasing the current use key remaining effective time
data as time elapses; and

reading out the current use decipher key, the current use

key identifier and the current use key remaining effective
time data 1n response to a key data request to transmit to
a request 1ssuing client.
In this case, the program may further executes the func-
tions of:
generating as a current use key data, a set of a current use
cipher key, the current use decipher key, the current use
key identifier and the current use key remaining effective
time data in response to a key data generating request;

storing the current use key data 1n the key data management
table; and

transmitting a set of the current use cipher key and the

current use key identifier as a current use encipherment
key data to a request generating deliver server.

In this case, the program may further executes the func-
tions of:

generating a next use key data of a next use cipher key, a

next use decipher key, a next use key 1identifier and a next
use key remaining effective time data 1n response to a
next use key data generating request;
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storing the next use key data in the key data management
table; and
transmitting a set of the next use cipher key and the nextuse
key 1dentifier as a current use encipherment key data to
a request generating deliver server.
In this case, the program may further executes the func-
tions of:

reading out the next use decipher key, the next use key
identifier and the next use key remaining effective time
data inresponse to a next use key datarequest to transmat
to a request 1ssuing client.

Also, the program may further executes the functions of:

recerving the current use decipher key, the current use key

identifier and a current use key remaining effective time
data from a deliver server:;

storing 1n the key data management table;

recerving a next use decipher key, a next use key identifier

and a next use key remaining effective time data from the
deliver server; and

storing 1n the key data management table.

Also, the program may further executes the functions of:

transmitting a set of the next use cipher key, the next use

key 1dentifier and the next use key remaining effective
time data as a next use encipherment key data to a
request generating deliver server.

Also, the program may further executes the functions of:

detecting a data amount of the multicast packets and charg-

ing a fee to the client terminal based on the detected data
amount.

Also, the program may further executes the functions of:

detecting the number of the key data requests and charging

a fee to the client terminal based on the detected number
of key data requests.

In another aspect of the present invention, a software prod-
uct 1s executable by a computer and stores a program execut-
ing the functions of:

storing a current use decipher key and a current use key

identifier for the current use decipher key 1n a key data
management table; and

1ssuing a current use key data request to acquire a current

use key data of the current use decipher key and the
current use key identifier, stores the current use key data
in the key data management table;

determinming whether a transmission key identifier con-

taimned 1n a multicast packet with an enciphered data 1s
present 1n the key data management table;
deciphering the enciphered data by using the decipher key
stored 1n the key data management, when it 1s deter-
mined that the transmission key 1dentifier 1s present;

1ssuing a next use key data request to acquire a next use key
data of a next use decipher key and a next use key
identifier, when it 1s determined that the transmission
key 1dentifier 1s not present; and

storing the next use key data in the key data management

table.
Here, the program may further executes the functions of:
storing a current use key remaining effective time data in
addition to the current use decipher key and the current
use key 1dentifier in the key data management table;

decreasing the current use key remaining effective time
data as time elapses;

1ssuing the next use key data request when the current use

key remaining effective time data becomes a predeter-
mined value;

acquiring the next use key data of the next use decipher key

and the next use key 1dentifier; and
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storing the next use key data in the key data management
table.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram showing the configuration of a
key management system of a multicast delivery system
according to a first embodiment of the present invention;

FI1G. 2 1s a flow chart showing a multicast packet transmut-

ting and recerving process 1n the key management system of

the multicast delivery system according to the first embodi-
ment,

FI1G. 3 1s a tlow chart showing a key management process
in the key management system of the multicast delivery sys-
tem according to the first embodiment;

FI1G. 4 15 a flow chart showing a key management process
in the key management system of the multicast delivery sys-
tem according to the first embodiment;

FIG. 5 1s a block diagram showing a specific operation of

the key management system of the multicast delivery system
according to the first embodiment;

FIG. 6 1s a sequence diagram showing the specific opera-
tion of the key management system of the multicast delivery
system according to the first embodiment;

FI1G. 7 1s a block diagram showing the configuration of the
key management system of the multicast delivery system
according to a second embodiment of the present invention;

FIG. 8 1s a flow chart showing a key management process
in the key management system of the multicast delivery sys-
tem according to the second embodiment;

FIG. 9 1s a block diagram showing the configuration of a
modification of the key management system of the multicast
delivery system according to the first embodiment of the
present invention;

FI1G. 10 1s a block diagram showing the configuration of a
modification of the key management system of the multicast
delivery system according to the second embodiment of the
present invention;

FI1G. 111s ablock diagram showing the configuration of the
key management system of the multicast delivery system
according to a third embodiment of the present invention;

FI1G. 12 1s a block diagram showing an operation of the key
management system of the multicast delivery system accord-
ing to the third embodiment;

FIG. 13 1s a flow chart showing an enciphering and trans-
mitting process in the key management system of the multi-
cast delivery system according to the third embodiment;

FI1G. 14 1s atlow chart showing arecerving and deciphering
process in the key management system of the multicast deliv-
ery system according to the third embodiment;

FI1G. 151s ablock diagram showing the configuration of the
key management system of the multicast delivery system
according to a fourth embodiment of the present invention;

FI1G. 16 1s a block diagram showing an operation of the key
management system of the multicast delivery system accord-
ing to the fourth embodiment;

FI1G. 17 1s ablock diagram showing the configuration of the
key management system of the multicast delivery system
according to a fifth embodiment of the present invention;

FI1G. 18 1s a sequence diagram showing a specific operation
of the key management system of the multicast delivery sys-
tem according to the fifth embodiment;

FIG. 19 1s a flow chart showing a key change previous
notice process of the key management system of the multicast
delivery system according to the fifth embodiment;
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FIG. 20 1s a block diagram showing the configuration of a
modification of the key management system of the multicast
delivery system according to the third embodiment of the
present invention;

FIG. 21 1s a block diagram showing the configuration of a
modification of the key management system of the multicast
delivery system according to the fourth embodiment of the
present invention;

FIG. 22 15 a block diagram showing the configuration of a
modification of the key management system of the multicast
delivery system according to the fifth embodiment of the
present invention;

FIG. 23 1s a block diagram showing the configuration of a
broadcasting system of stream media data as the multicast
deliver system according to a sixth embodiment of the present
imnvention;

FI1G. 24 1s a diagram shown the broadcasting system of the
stream media data according to the sixth embodiment of the
present invention;

FIGS. 25A to 25C are diagrams showing a scrambling
operation when a key bit pattern 1s used;

FIGS. 26A to 26c are diagrams showing a scrambling
operation when another key bit pattern 1s used;

FIGS. 27A to 27C are diagrams showing a descrambling
operation when the key bit pattern 1s used;

FIGS. 28A to 28C are diagrams showing a descrambling
operation when the other key bit pattern 1s used;

FIG. 29 1s a flow chart showing a scrambling operation
using the key bit pattern;

FIG. 30 15 a tlow chart showing a descrambling operation
using the key bit pattern;

FIGS. 31A to 31D are diagrams showing a scrambling
operation when two kinds of key bit patterns are used; and

FIGS. 32A to 32D are diagrams showing a descrambling
operation when the two kinds of key bit patterns are used.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Hereinatter, a key management system of a multicast deliv-
ery system according to the present invention will be
described 1n detail with reference to the attached drawings.

First Embodiment

FIG. 1 1s a block diagram showing the structure of the key
management system of the multicast delivery system accord-
ing to the first embodiment of the present invention. Referring
to FI1G. 1, the key management system of the multicast deliv-
ery system according to this embodiment 1s composed of a
content server 11, a key management server 31 and clients 51
to 57 (n 1s a positive integer more than 1). The content server
11, the clients 5i and the key management server 31 are
connected by a network 100. The content server 11 holds as a
key data, a set of keys (a cipher key and a decipher key), akey
identifier for the keys, and a remaining effective time of the
keys about each of current use keys and next use keys, and
transmits the key data to the key management server 31 as a
key data message 71. Also, the content server 11 enciphers
delivery data by using the current use cipher key and transmits
multicast packets containing the enciphered data to the clients
5i (1 1s a positive mteger between 1 and n). The client 5i
receives the multicast packets transmitted from the content
server 11 and deciphers the enciphered data contaiming the
multicast packets. Also, the client 5/ i1ssues a key data request
to the key management server 31. The key management
server 31 recerves the key data message 71 from the content
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server 11 and holds 1t therein. Also, the key management
server 31 transmits a key data response message 82 to the
client 5i 1n response to the key data request 81 from the client
51,

The content server 11 1s composed of a key managing
section 111, an enciphering & transmitting section 112 and a
key data management table 113. The key managing section
111 generates as a key data, a set of keys (a cipher key and a
decipher key), a key 1dentifier for the keys, and a remaining
elfective time of the keys. The key data 1s for current use keys
and next use keys. The key data management table 113 stores
and holds the key data about the current use keys and the next
use keys. In this way, the key data management table 113 may
hold a plurality of key data. The current use cipher key 1s used
to encipher delivery data, and the key identifier 1s used to
identily the current use keys. The remaining effective time
shows a remaining time period during which the current use
keys are eflective.

The key management server 31 1s composed of a key man-
aging section 311 and a key data management table 312. The
key data management table 312 holds as a key data, asetof a
decipher key, a key 1dentifier to 1identily the decipher key and
the remaining effective time of the decipher key. The key data
management table 312 holds the key data about each of the
current use decipher key and the next use cipher key. It should
be noted that the key data management table 312 does not
have data 1n an 1nitial state. It should be noted that the cipher
key and the decipher key which are used in enciphering and
deciphering processes may be same or different depending on
a cipher system. In either case, these keys are identified based
on the same key 1dentifier.

The client 5i contains a key managing section 5i1 (1 1s an
integer between 1 and n), a receiving & deciphering section
5i2 and a key data management table 5i3. The key data man-
agement table 5i3 holds as a key data, a set of a decipher key,
a key 1dentifier to 1dentity the decipher key used to decipher
the multicast packets delivered from the content server 11 and
a remaining elfective time of the decipher key. Also, the key
data management table 5i3 holds the key data about the next
use decipher key 1n addition to the key data about the current
use decipher key. It should be noted that the key data man-
agement table 5:3 does not have data 1n an 1mitial state.

The content server 11, the key management server 31 and
the client 5/ update the remaining effective times of the key
data in the key data management table 113, the key data
management table 312 and the key data management table 5i3
for every predetermined time, respectively. That 1s, they
update them based on a self-clock signal.

FI1G. 2 1s a flow chart showing a multicast packet transmut-
ting and recerving process 1n the key management system of
the multicast delivery system according to this embodiment.
This process 1s composed of a delivery data ciphering step Al,
a multicast packet transmission step A2, a multicast packet
reception step A3, a current use key i1dentifier coincidence
determination step A4, a next use key identifier coincidence
determination step AS, an enciphered data decipher step A6,
and a key management server request step A7. FIG. 3 1s a flow
chart showing a process 1n the key management system of the
multicast delivery system according to this embodiment
when a value of the remaining effective time of the current use
key becomes a first preset value. This process 1s composed of
a lirst preset value recogmition step B1, a key data request
transmission step B2, a key data message reception step B3
and a next use key data storage step B4. FI1G. 4 1s a flow chart
showing a process 1n the key management system of the
multicast delivery system according to this embodiment
when the value of the remaining effective time of the current
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use key becomes a second preset value. This process 1s com-
posed of a second preset value recognition step C1, akey data
request transmission step C2, a key data request reception
step C3, aresponse message transmission step C4, a response
message reception step CS, and a next use key data storage
step C6. FIG. 5 15 a block diagram showing a specific opera-
tion 1n the key management system of the multicast delivery
system according to this embodiment. FIG. 6 1s a sequence
diagram showing a specific operation 1n the key management
system ol the multicast delivery system according to this
embodiment.

Next, the operation of the whole key management system
of the multicast delivery system according to this embodi-

ment will be described 1n detail with reference to FIGS. 1 to
6.

First, the operation of the multicast packet transmitting and
receiving process which 1s carried out through the network

100 from the content server 11 to the client 5i will be
described (see FIG. 2).

The enciphering & transmitting section 112 of the content
server 11 acquires a current use cipher key from a key data
about the current use keys by referring to the key data man-
agement table 113 1n case of the multicast delivery, and enci-
phers the delivery data by using the current use cipher key
(Step Al). After that, the enciphering & transmitting section

112 transmits multicast packets containing the enciphered

delivery data and the key identifier of the current use keys
onto the network 100 (Step A2).

Thereceving & deciphering section 3:2 of the client 57 that
participates 1n a multicast delivery receives the multicast
packets transmitted from the content server 11 (step A3) and
carries out a deciphering process of the enciphered data con-
tained 1n the recerved multicast packets. In the deciphering
process, the recerving & deciphering section 5:2 first refers to
the key data management table 5i3 and acquires a key 1den-
tifier of the current use key of the key data. Then, the recerving
& deciphering section 5i2 compares the key identifier set 1in
the recerved multicast packet and the acquired key 1dentifier
and determines whether both of the key 1dentifiers are coin-
cident with each other (Step Ad4). When both of the key
identifiers are determined to be coincident with each other at
the step A4, the recerving & deciphering section 5i2 deciphers
the enciphered data contained in the multicast packets by
using the current use decipher key corresponding to the key
identifier (Step A6). On the other hand, when both of the key
identifiers are determined not to be coincident with each other
at the step A4, the receiving & deciphering section 5:2 refers
to the key data management table 5i3 and acquires a key
identifier contained 1n the key data about a key to be used next
as a next use key. The receiving & deciphering section 5:2
compares the key identifier contained in the multicast packet
and the stored key identifier of the next use key and deter-
mines whether both of the key 1dentifiers are coincident with
cach other (Step AS). When both of the key identifiers are
determined to be coincident with each other at the step AS, the
receiving & deciphering section 3i2 carries out the decipher-
ment of the enciphered data contained 1n the multicast packet
by using the decipher key corresponding to the key identifier
(Step A6). When both the key 1dentifiers are determined not to
be coincident with each other at the step AS, including a case
where the key data about the next use key does not exist in the
key data management table 5:3, that 1s, when neither of the
key 1dentifiers of the current use key and the next use key 1s
coincident with the key identifier contained 1n the multicast
packet, 1t means that an acquiring process of the key data 1s
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not carried out yet. Therefore, the receiving & deciphering
section 5:2 1ssues a key data request to the key management
server 31 (Step A7).

Next, an operation during a period during which the value
of the remaining effective time of the current use key varies
from an 1mitial value to the first preset value smaller than the
initial value will be described. In this period, the key data
management table 113 of the content server 11 holds as the
key data, a set of the keys (a cipher key and a decipher key),
the key identifier for the keys and the remaining effective time
of the keys, for each of the current use keys and the next use
keys. These key data are generated by the key managing
section 111. Also, 1n this period, the key data management
table 312 of the key management server 31 stores and holds as
a key data, a set of the decipher key, the key identifier for the
decipher key and the remaining effective time of the decipher
key, for the current use decipher key. Moreover, 1n this period,
the key data management table 5i3 of the client 5 holds the
key data about the current use decipher key. That 1s, the key
data management table 5i3 of the client 57 holds the key data
about the current use decipher key. It should be noted that
when the client 5i participates 1n the multicast delivery newly
in this period, the key managing section 5i1 of the client 5i
transmits a key data request 81 to the key management server
31. The key managing section 311 of the key management
server 31 transmits the key data response message 82 con-
taining the key data about the current use decipher key to the
client 5i.

Next, an operation of the key management system when the
value of the remaining effective time of the current use key
becomes a first preset value will be described with reference
to FIG. 3. When recognmizing that the value of the remaiming
elfective time of the current use key managed by the key data
management table 113 became the first preset value, 1.e. when
the value of the remaiming effective time decreases and
reaches the first preset value (Step B1), the key managing
section 111 of the content server 11 transmits a key data
message 71 containing a key data (a set of a next use decipher
key, a key 1dentifier for the next use decipher key, and the
remaining effective time) about the next use decipher key to
the key management server 31 (Step B2). The key managing,
section 311 of the key management server 31 receives the key
data message 71 from the content server 11 (step B3), and
stores and holds the key data about the next use decipher key
of the key data message 71 1n the key data management table
312 (Step B4). By this, the key data management table 312 of
the key management server 31 holds the key data about the
current use decipher key and the key data about the next use
decipher key. It should be noted that when the client 5i newly
participates 1n the multicast delivery in the period from the
current time to the time when the value of the remaining
elfective time of the current use key becomes the second
preset value to be described later, the key managing section
5i1 of the client 5i transmits the key data request 81 to the key
management server 31. At this time, the key managing section
311 of the key management server 31 transmits the response
message 82 containing the key data about the current use
decipher key and the key data about the next use decipher key
to the client 5i.

Next, an operation of the key management system when the
value of the remaining effective time of the current use key
becomes the second preset value smaller than the first preset
value and larger than 0 will be described with reference to
FIG. 4. The key managing section 5i1 of the client 5i recog-
nizes that the value of the remaining effective time decreases
and reaches the second preset value when the value of the
remaining effective time of the current use key 1n the key data
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management table 5i3 became the second preset value (Step
C1). At this time, the key managing section 5i1 transmits the
key data request 81 to the key management server 31 1n order
to get the key data about the next use decipher key (Step C2).
It should be noted that the address of the key management
server 31 as a transmission destination of the key data request
81 1s previously set by the client 5i. The key managing section
311 of the key management server 31 receives the key data
request 81 from the client 5i (step C3), and transmits the key
data response message 82 containing the key data about the
current use decipher key and the key data about the next use
decipher key to the client 5i 1n response to the request (Step
C4). When the client 5; receives this response message 82
(step C5), the client 5i stores the key data about the next use
decipher key of the response message 82 in the key data
management table 5i3 (Step C6).

Next, an operation of the key management system when the
value of the remaining effective time of the current use key
becomes 0 will be described. When the remaining effective
time of the current use keys held 1n the key data management
table 113 becomes 0, the key managing section 111 of the
content server 11 discards the key data about the current use
keys, and sets the key data about the next use keys held 1n the
key data management table 113 to the key data about the new
current use keys. Thus, the enciphering & transmitting sec-
tion 112 carries out an encrypting process heremafter using
the new current use cipher key. AT this time, the key manag-
ing section 111 generates new next use keys (a cipher key and
a decipher key) and stores the key data about the new next use
keys 1n the key data management table 113. Also, the enci-
phering & transmitting section 112 changes the key 1dentifier
set 1n the multicast packet containing enciphered data into a
key 1dentifier to the new current use keys and shows to the
client 5i that the current use keys are changed. When confirm-
ing that the key identifier contained 1n the multicast packet
sent from the content server 11, 1.e., the multicast packet
received by the recerving & deciphering section 35i2 1s
changed, the key managing section 5i1 of the client 5i stores
the next use decipher key having the key 1dentifier 1n the key
data management table 5i3 as the new current use decipher
key. At this time, because the client 5i does not get the new
next use key yet, the client 5; becomes the state in which the
client 5/ does not have the key data about the next use key 1n
the key data management table 5i3. On the other hand, when
the remainming effective time of the key data about the current
use key held by the key data management table 312 becomes
0, the key managing section 311 of the key management
server 31 discards the key data about the current use key, and
stores the key data held as the key data about the next use key
in the key data management table 312 as the key data about
the new current use key. At this time, the key management
server 31 becomes the state 1n which the key management
server 31 does not have the key data about the next use key 1n
the key data management table 312, because the key manage-
ment server 31 does not get the new nextuse key yet. It should
be noted that as the method of setting 1nitial values, 1.e., the
first preset value X and the second preset value Y of the
remaining effective time, the following methods shown by
(1a) or (1b) could be considered.

(1a) The preset values are set manually as common preset
values 1n the whole multicast delivery system.

(1b) The 1mitial value 1s transmitted to the respective appara-
tuses (the key management server and the clients) together
with the remaining effective time of the key, and the preset
values are determined as X and Y from the initial values in

accordance with a rate predetermined by the respective appa-



US 7,702,904 B2

21

ratuses. In this case, the predetermined rate 1s set 1n common
to the whole multicast delivery system. More specifically,
when the 1nitial value of the remaining effective time of the
key 1s 1 hour, X 1s set to 30 minutes 11 X 1s set to 50% of the
initial value of the remaining effective time of the key, andY
1s set to 15 minutes 11Y 1s set to 25% of the 1nitial value of the
remaining elfective time of the key.

Next, a specific operation of the key management system of
the multicast delivery system according to this embodiment
will be described with reference to FIGS. 5 and 6. FIG. S1s a
diagram showing data stored in each key data management
table and the contents of each packet/request/message. It
should be noted that 1n FIG. 5, the current use key 1s shown by
the key A, the next use key 1s shown by the key B and these key
identifiers are written as a key identifier A and a key identifier
B. Also, 1n this example, the cipher key and the decipher key
are the same (for example, the key A 1s the cipher key and the
decipher key). Moreover, the first preset value 1s shown by X
and the second preset value 1s shown by Y. FIG. 6 15 a diagram
showing the operation sequence when the data of the contents
as shown 1n FIG. 35 1s handled. In this operation sequence, 1n
the 1nitial state, 1.e., 1n the state that the value of the remaining,
clfective time of the key A 1s the imitial value, the content
server 11 has the key data about the key A of the current use
key and the key data about the key B of the next use key. Also,
the key management server 31 and the client 57 have only the
key data about the key A. It 1s supposed that the nitial value
and the values of X and Y of the remaining effective time are
previously set 1n the content server 11, the key management
server 31 and the clients 5.

When the value of the remaining effective time of the key
A becomes the first preset value X, the content server 11
transmits the key data message 71 containing the key data
about the key B as the next use key to the key management
server 31. Thus, the key management server 31 has the key
data about the key A and key B, as shown 1n FIG. 5.

When the value of the remaining effective time of the key
A becomes the second preset value Y, the client 51 transmits
the key data request 81 to the key management server 31 to
request the key data about the next use key. In response to the
reception of the key data request 81, the key management
server 31 transmits the key data response message 82 con-
taining the key data about the key A as the current use key and
the key data about the key B as the next use key. Thus, the
client 51 has the key data about the key A and key B, as shown
in FIG. 5.

When the value of the remaining effective time of the key
A becomes 0, the content server 11 discards the key data
about the key A as the current use key, and sets the stored key
B as the next use key, to the new current use key and enciphers
delivery data using the key B. Also, at this time, the content
server 11 generates the key C as the new next use key and
stores the key data about the key C in the key data manage-
ment table 113. The key data about the key C 1s transmitted
from the content server 11 to the key management server 31
by the key data message 71 when the remaining etfective time
of the key B becomes X.

When the value of the remaining etffective time of the key
A becomes 0, the key management server 31 discards the key
data about the key A and sets the key B stored as the next use
key to the current use key. Moreover, when receiving the key
data about the key C by the key data message 71 from the
content server 11, the key management server 31 stores the
key data about the key C in the key data management table
312 as the key data about the next use key. Thus, 1n the key
data management table 312, the key data about the key A
shown 1n FIG. 5 1s replaced by the key data about the key B

10

15

20

25

30

35

40

45

50

55

60

65

22

and the key data about the key B shown 1n FIG. 5 1s replaced
by the key data about the key C.

When receving the multicast packet containing the key
identifier of the key B from the content server 11, the client 51
discards the key data about the key A and sets the key B stored
as the next use key to the current use key. Moreover, when
receiving the key data about the key C as a key used next to the
key B by the key data response message 82 from the key
management server 31, the client 5i stores the key data about
the key C 1n the key data management table 5i3. Thus, the key
data held by the key data management table 5i3 are changed
into the state that the key data about the key A 1n FIG. 5 1s
replaced by the key data about the key B and the key data
about the key B 1n FIG. 5 1s replaced by the key data about the
key C.

By repeating the above-mentioned operation, the client 5i
becomes possible to acquire the key data about the next use
key before the change of the key is carried out. It should be
noted that 1n this embodiment, communication delays due to
the communication among the content server 11, the key
management server 31 and the client 5i are not considered.
Theretfore, 1t could be considered that a small difference 1s
caused 1n the value of the remaiming effective time of the key
data with the same key identifier 1n each of the key data
management tables 113, 41 and 5:3 due to the commumnication
delays. There i1s little possibility that such a difference
becomes a problem actually. However, 11 such a difference 1s
considered, the appropriate approaches as shown by the fol-
lowing (11a) and (11b) becomes possible.

(11a) Even ifthe enciphered data by using the next use key (the
multicast packet containing the enciphered data and the key
identifier of the next use key) 1s recerved before the remaining
cifective time of the current use key becomes 0, the client 5i
specifies the decipher key and can decipher the enciphered
data by using the decipher key because it holds the key data
about the next use key.

(11b) Even if the enciphered data by using an old current use
key 1s recerved after the remaining etfective time becomes O,
the client 5; can decipher the enciphered data by using the old
current use encipher key, until the client 5i receives the mul-
ticast packet contaiming the key 1dentifier of the new current
use key, because the client 57 holds the key data about the old
current use decipher key.

The following modifications as to the above first embodi-
ment will be possible about the data contained in the multicast
packetthat 1s delivered from the content server 11 to the client
5i (a modification 1n which the following modifications (EX.
A) and (Ex. B) are combined 1s also possible).

Ex. a: In the above-mentioned first embodiment, the multicast
packet had the enciphered data and the key identifier. How-
ever, the address of the key management server 31 (contain-
ing data of a destination to be referred to) may be added. In
this way, by transmitting a multicast packet in which the key
management server address 1s added, it 1s made unnecessary
that the client 5i sets a destination of the inquiry and request
of the key data (a transmission destination of the key data
request 81).

Ex. b: Also, the remaining effective time of the key identified
by the key identifier of the multicast packet may be added to
the multicast packet.

Second Embodiment

FIG. 7 1s a block diagram showing the structure of the key
management system of the multicast delivery system accord-



US 7,702,904 B2

23

ing to the second embodiment of the present invention. Refer-
ring to FIG. 7, the key management system of the multicast
delivery system according to this embodiment 1s composed of
a content server 12 that transmits the multicast packets, the
clients 5i that receive the multicast packets sent from the
content server 12, and a key management server 32. The key
management server 32 generates and holds (stores) the keys
(the cipher key and the decipher key) in accordance with a key
generating request 91 sent from the content server 12, and
sends back to the content server 12 a key data response
message 92 containing as the key data, a set of the cipher key,
and the key identifier to identity the cipher key and the
remaining effective time, and transmits the response message
82 1n response to the key data request 81 from the client 5i (1
1s the positive integer between 1 to n). The content server 12,
the clients 5/ and the key management server 32 are con-
nected by the network 100.

The content server 12 contains akey managing section 121,
an enciphering & transmitting section 122, and a key data
management table 123. The key data management table 123
holds as the key data, a set of the cipher key, the key 1dentifier
to identily the key used to encipher the data to be delivered by
the multicast packets and the remaining effective time of the
cipher key (the key data management table can hold a plural-
ity of key data). Also, the key data management table 123
holds the key data about the current use key and the key data
about the next use key.

The key management server 32 contains a key managing,
section 321, and a key data management table 322. The key
data management table 322 holds as the key data, a set of the
keys (the cipher key and decipher key), the key i1dentifier to
identify the keys and the remaining effective time of the keys.
It should be noted that the key data management table 322 of
the key management server 32 holds the key data of the cipher
key and the decipher key, because the keys are generated by
the key management server 32 in this embodiment. Also, the
key data management table 322 holds the key data about the
current use key and the key data about the next use key.

The client 5i contains the key managing section 3i1, the
receiving & deciphering section 5:2, and the key data man-
agement table 5i3. The key data management table 5:3 holds
as the key data, a set of the decipher key used for the deci-
pherment of the data delivered by the multicast packet, the
key 1dentifier to identily the decipher key and the remaining
cifective time of the decipher key. Also, the key data manage-
ment table 5:3 holds the key data about the current use key and
the key data about the next use key. It should be noted that in
the 1nitial state, the key data management table 5i3 does not
have data. Also, the content server 12, the key management
server 32 and the client 5i updates the remaining effective
time of the key data 1in the key data management table 123 322
and 3i3 for every predetermined times, respectively (they
carry out the updating based on clock signals in them).

The key management system of the multicast delivery sys-
tem according to this embodiment 1s different from the first
embodiment 1n the following point. That1s, the content server
12 transmits the key generating request 91 to the key man-
agement server 32. The key management server 32 generates
the keys (the cipher key and decipher key) 1n response to the
request 91 and sends back to the content server 12, the key
data response message 92 containing the key data about the
generated cipher key.

FIG. 8 1s a flow chart showing the operation of the key
management system of the multicast delivery system accord-
ing to this embodiment when the value of the remaining
elfective time of the current use key becomes the first preset
value. This process 1s composed of a first preset value recog-
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nition step D1, a key generating request transmission step D2,
a key generating request reception step D3, a next use key
generating step D4, the next use key data store step D35, a key
data response message transmission step D6, a key data
response message reception step D7, and a next use key data
store step D8.

First, the operation in the multicast packet transmitting and
receiving process carried out through the network 100
between the content server 12 and the client 5i will be
described. This operation 1s the same as the operation of the
first embodiment, 1.¢., the operation of the multicast packet
transmitting and receiving process carried out through the
network 100 between the client 5 and the content server 11 in
FIG. 1.

Next, an operation of the key management system during a
period 1 which the value of the remaining effective time of
the current use key 1s from the 1nitial value to the first preset
value smaller than the initial value will be described. During
this period, the key data management table 123 of the content
server 12 holds the key data (the set of the key, the key
identifier and the remaiming effective time) of the current use
cipher key. These keys and the key identifier are generated by
the key managing section 321 of the key management server
32. Also, during this period, the key data management table
322 of the key management server 32 holds the key data (the
set of the keys, the key identifier and the remaining effective
time) of the current use keys (the cipher key and decipher
key). These keys and the key identifier are generated by the
key managing section 321 of the key management server 32.
It should be noted that the operation other than the above
operation 1s the same as that of the first embodiment.

Next, the operation of the key management system when
the value of the remaining effective time of the current use key
becomes the first preset value will be described with reference
to FI1G. 8. In the first embodiment, when recognizing that the
value of the remaining effective time of the current use key
became a {irst preset value, the content server 11 transmits the
key data message 71 to the key management server 31. On the
other hand, in the second embodiment, when recognizing that
the value of the remaiming effective time of the current use key
stored 1n the key data management table 123 became or
reached the first preset value (Step D1), the key managing
section 121 of the content server 12 transmits the key gener-
ating request 91 to the key management server 32 (Step D2)
in order to get the key data of the next use cipher key. When
receiving the key generating request 91 from the content
server 12 (step D3), the key managing section 321 of the key
management server 32 generates the next use keys (the cipher
key and decipher key) in accordance with the key generating
request 91 (Step D4), and stores the key data (the set of the
keys, the key 1dentifier and the remaining effective time) of
the keys 1n the key data management table 322 (Step D5). By
this, the key data management table 322 of the key manage-
ment server 32 holds the key data about the current use keys
and the key data about the next use keys. Moreover, the key
managing section 321 sends back to the content server 12, the
key data response message 92 containing the key data about
the cipher key generated at the step D4 (the set of the cipher
key, the key 1dentifier and the remaining effective time) (Step
D6). When recerving the key data response message 92 from
the key management server 32 (step D7), the key managing
section 121 of the content server 12 stores the key data about
the next use cipher key contained in the key data response
message 92 1n the key data management table 123 (Step D8).
By this, the key data management table 123 of the content
server 12 holds the key data about the current use cipher key
and the key data about the next use cipher key. It should be
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noted that an operation other than the above operation 1s the
same as that of the first embodiment.

Next, the operation of the key management system when
the value of the remaining effective time of the current use key
becomes the second preset value smaller than a first preset
value and larger than 0 will be described. This operation 1s
same as the operation of the first embodiment.

Next, the operation of the key management system when
the value of the remaining effective time of the current use key
becomes 0 will be described. When the remaining effective
time of the current use key held by the key data management
table 123 becomes O, the key managing section 121 of the
content server 12 discards the key data about the current use
key, and sets the key data, which has been held as the key data
about the next use key 1n the key data management table 123,
to the key data about the new current use key. At this time, the
content server 12 1s set to the state that does not have the key
data about the next use key in the key data management table
123, because 1t does not get the new nextuse key yet. Thus, the
enciphering & transmitting section 122 carries out the subse-
quent enciphering process using the current use cipher key. It
should be noted that the operation other than the above opera-
tion 1s same as the operation of the first embodiment.

In the above-mentioned first embodiment, when a fault has
occurred 1n the communication between the content server 11
and the key management server 31, it sometimes became not
possible to deliver the key (the decipher key). On the other
hand, in the second embodiment, when the fault has occurred
in the communication between the content server 12 and the
key management server 32, the communication of the multi-
cast packet containing enciphered data 1s possible, by con-
tinuing to use a previous key. In thus way, as shown 1n the
above-mentioned first and second embodiments, the configu-
ration 1n which the keys are generated by the content server or
by the key management server can be realized 1n the present
invention.

The examples (Ex. A) and (Ex. B) 1n the first embodiment
can be applied to the second embodiment.

Modification of the First Embodiment

FIG. 9 15 a block diagram showing the configuration of a
modification of the key management system of the multicast
delivery system according to the first embodiment of the
present invention. Referring to FIG. 9, the key management
system of the multicast delivery system according to the
modification of the first embodiment of the present invention
1s different from the first embodiment shown 1n FIG. 1 1n a
point that a key replace control program 901 for the content
server, a key replace control program 902 for the key man-
agement server 31 and a key replace control program 903 for
the client 5i are provided.

The key replace control program 901 for the content server
1s read by the content server 11 and controls the operation of
the content server 11 as the key data management table 113,
the key managing section 111 and the enciphering & trans-
mitting section 112. Because the operations of the content
server 11, 1.e., the operations 1n the key data management
table 113, the key managing section 111 and the enciphering,
& transmitting section 112 under the control of the key
replace control program 901 for the content server 1s the same
as the operation of the content server 11 1n the first embodi-
ment, the detailed description 1s omitted.

Also, the key replace control program 902 for the key
management server 1s read by the key management server 31
and controls the operation of the key management server 31
as the key data management table 312 and the key managing
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section 311. The operations of the key management server 31,
1.€., the operations of the key data management table 312 and
the key managing section 311 under the control of the key
replace control program 902 for the key management server 1s
the same as the operation of the key management server 31 in
the first embodiment completely, and therefore the detailed
description 1s omitted.

Moreover, the key replace control program 903 for the
client 1s read by the client 5i and controls the operation of the
client 5/ as the key data management table 5i3, the key man-
aging section 5/1 and the receiving & deciphering section 5i2.
The operations of the client 5i, 1.¢., the operatlons of the key
data management table 5:3, the key managing section 5i1 and
he receving & demphermg section 5i2 under the control of

t]
the key replace control program 903 for the client 1s same as
;

{

he operation of the client 5i in the first embodiment, and
herefore, the detailed description 1s omitted.

Modification of the Second Embodiment

FIG. 101s a block diagram showing the configuration of the
key management system of the multicast delivery system
according to a modification of the fourth embodiment of the
present invention. Referring to FIG. 10, the key management
system of the multicast delivery system according to the
modification of the second embodiment of the present inven-
tion 1s different from the key management system of the
multicast delivery system according to the second embodi-
ment shown in FIG. 7 1n the point that a key replace control
program 1001 for the content server, a key replace control
program 1002 for the key management server and a key
replace control program 1003 for the client are provided.

The key replace control program 1001 for the content
server 1s read by the content server 12 and controls the opera-
tion of the content server 12 as the key data management table
123, the key managing section 121 and the enciphering &
transmitting section 122. The operations of the content server
12, 1.e., the operations of the key data management table 123,
the key managing section 121 and the enciphering & trans-
mitting section 122 under the control of the key replace con-
trol program 1001 for the content server i1s the same as the
operation of the content server 12 in the second embodiment,
and theretfore, the detailed description 1s omitted.

Also, the key replace control program 1002 for the key
management server 1s read by the key management server 32
and controls the operation of the key management server 32
as the key data management table 322 and the key managing
section 321. The operations of the key management server 32,
1.€., the operations of the key data management table 322 and
the key managing section 321 under the control of the key
replace control program 1002 for the key management server
1s the same as the operation of the key management server 32
in the second embodiment, and therefore, the detailed
description 1s omitted.

Moreover, the key replace control program 1003 for the
client 1s read by the client 5i and controls the operation of the
client 5/ as the key data management table 5i3, the key man-
aging section 5i1 and the receiving & deciphering section 5i2.
The operations of the client 54, 1.¢., the operatlons of the key
data management table 5i3, the key managing section 3i1 and
the recerving & demphermg section 3:2 under the control of
the key replace control program 1003 for the client 1s the same
as the operation of the client 5 1n the second embodiment,
and therefore the detailed description 1s omitted.

As described above, according to the present invention, a
delay for the acquisition of the new key 1s not caused 1n
change of the key. That 1s, the change of the key 1s possible at
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the time of the multicast delivery without the key exchange
delay. The key data containing the key identifier and the
remaining elfective time of the key with the key itself 1s
managed and the client can acquire the next use key previ-
ously 1n the term of availability of the current use key. In this
way, the decipherment can be immediately carried out using
the new key when the key 1s changed.

Also, 1t 1s not necessary to set an address of the key man-
agement server as a key requesting destination in the client
when the client participates to any multicast delivery. The
address of the key management server can be included 1n the
multicast packet transmitted from the content server. There-
fore, the client can require the key to the key management
SErver.

Also, the data of the client can be correctly acquired 1n real
time. The delay in the key change can be removed by using the
present invention and shorten the change cycle without
increase in not to the communication delay.

Also, 1t 1s possible to shorten a cycle to collect the data of
the clients by the key management server when the client
requests the key to the key management server for the deci-
pherment every predetermined time, and the correct data of
the clients can be acquired.

Also, the advantage of the cipher system that the clients are
restricted through the encipherment to prevent non-permitted
clients to acquire the data can be more surely realized.

As mentioned above, it 1s possible to elfliciently realize key
change for every predetermined time 1n the present invention.
Therefore, even 1t the key 1s leaked out, it 1s possible to
prevent the state that unjust person acquires the data continu-
ously, through the key change.

Also, the clients whom the decipher key 1s given can be
specified by setting clients to be permitted to acquire the data
to the key management server.

Next, the key management system of the multicast delivery
system by the third embodiment of the present invention will
be described. FIG. 11 1s a block diagram showing the con-
figuration of the key management system for the multicast
delivery according to the third embodiment of the present
invention. Referring to FIG. 11, the key management system
for the multicast delivery according to this embodiment 1s
composed of the content servers 1; (1 1s a positive integer
between 1 and m, and m 1s a positive integer more than 1), the
clients 5/ and the key management server 31. The content
servers 1/, the clients 5 and the key management server 31 are
connected by the network 100. Each of the content servers 1
in the third embodiments corresponds to the content server 11
or 12 1n the first or second embodiment and transmits multi-
cast packets. The clients 5i in the third embodiment corre-
spond to the clients 1n the first or second embodiment and
receive the multicast packets. The key management server 31
corresponds to the key management server 31 or 32 in the first
or second embodiment and manages the keys (the cipher key
and the decipher key).

Each the content servers 15 contains a cipher key acquiring,
section 171 as the key managing section, the enciphering &
transmitting section 1;2 and a cipher key table 173 as the key
data management table. The cipher key table 1:3 stores the set
of the cipher key used to encipher the data to be delivered as
the multicast packets and the key 1dentifier to identity the key.

The client 57 contains a decipher key acquiring section 5i1
as the key managing section, the receiving & deciphering
section 3i2 and a decipher key table 35i3 as the key data
management table. The decipher key table 5:3 stores the setof
the decipher key used decipher the enciphered data delivered
by the multicast packets and the key identifier to identify the
key.
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The key management server 31 contains a key generating,
section 313, a key data management table 312 and a decipher
key transmitting section 314. The key generating section 311
and the decipher key transmitting section equivalent to the
key managing section. The key management table 312 man-
ages the set of the keys (the cipher key and decipher key) and
the key 1dentifier to 1dentifier the key. It should be noted that
the cipher key and the decipher key may be same or different,
depending on the cipher system. In any case, the cipher key
and the decipher key are 1dentified by the same key identifier.

FI1G. 12 1s a block diagram showing the operation of the key
management system of the multicast delivery system accord-
ing to this embodiment. As shown i FIG. 12, the key gener-
ating request 91 1s transmitted from the content server 15 to
the key management server 31 and the key data response
message 92 1s transmitted from the key management server
31 to the content server 17 in response to the key generating
request 91. Also, the key data request 81 1s transmitted from
the client 5i to the key management server 31 and the key data
response message 82 1s transmitted from the key management
server 31 to the client 5/ in response to the key data request 81.

FIG. 13 15 a flow chart showing the enciphering and trans-
mitting process in the key management system of the multi-
cast delivery according to this embodiment. This process 1s
composed of a cipher key existence or non-existence deter-
mination step E1, a key generating request publication step
E2, a key generation step E3, a key 1dentifier allocation step
E4, a key data key management table store step E5, a key data
response message transmission step E6, a key data cipher key
table store step E7, a data cipher step E8, a key i1dentifier
possession multicast packet formation step E9, and a multi-
cast packet transmission step E10. FIG. 14 1s a flow chart
showing the recewving and deciphering process of the key
management system of the multicast delivery system accord-
ing to this embodiment. This process 1s composed of a mul-
ticast packet reception step F1, a decipher key existence or
non-existence determination step F2, a key data request pub-
lication step F3, a key management table search step F4, a key
data message transmission step FS, a key data decipher key
table store step F6, and an enciphered data decipher step F7.

Next, the operation of the whole key management system
of the multicast delivery system according to this embodi-
ment will be described 1n detail with reference to FIGS. 11 to
14.

First, with reference to FIG. 13, the operation in the enci-
phering and transmitting process of the content server will be
described. When delivery data should be enciphered and the
multicast packets containing the enciphered data should be
transmitted, the enciphering and transmitting section 1;2 of
the content server 17 determines whether or not the cipher key
for the encipherment is held by the cipher key table 1i3 of the
content server 1/ (Step E1). When the cipher key 1s deter-
mined to be held by 1ts own table at the step E1, the encipher-
ing & transmitting section 1;2 enciphers the delivery data by
using the cipher key (Step E8) to generate the multicast pack-
cts contaiming the enciphered data and the key identifier cor-
responding to the cipher key (step E9) and transmits or mul-
ticast the multicast packets onto the network 100 (Step E10).

On the other hand, when the cipher key 1s determined not to
be held by the 1ts own table at the step F1, the enciphering &
transmitting section 1;2 hands over the control to the cipher
key acquiring section 1;1. The cipher key acquiring section
1/1 i1ssues the key generating request 91 to the key manage-
ment server 31, as shown 1n FIG. 12 (Step E2).

The key generating section 313 of the key management
server 31 receives the key generating request 91 and generates
the keys (the cipher key and decipher key) (step E3) and




US 7,702,904 B2

29

allocates a key 1dentifier to uniquely manage the key 1n the
key management table 312 (Step E4). Also, the key generat-
ing section 313 stores the set of the key generated at the step
E3 and the key 1dentifier allocated at the step E4 in the key
data management table 312 (Step E5). Then, the key gener-
ating section 313 transmits the key data response message 92
containing the set of the cipher key and the key identifier to
the content server 15 as the request 1ssuing source, as shown in
FIG. 12 (Step E6).

The cipher key acquiring section 1/1 of the content server
1/ receives the key data response message 92, stores the
received set of the key and the key 1dentifier in the cipher key
table 1;3 (Step E7). Also, the enciphering and transmitting,
section 172 of the content server 17 enciphers the delivery data
by using the cipher key received from the key management
server 31 (Step E8), and generates the multicast packets con-
taining the enciphered data and the key identifier correspond-
ing to the cipher key (step E9) and transmits or multicast the
multicast packets onto the network 100 (Step E10).

It should be noted that when a plurality of keys are held in
the cipher key table 153 like the content server 17 shown in
FIG. 12, the plurality of keys can be used depending on the
contents and delivery time of the delivery data. That 1s, 1n the
present invention, the content server holds a plurality of sets
of the cipher key and the key 1dentifier previously and the
used cipher key may be timely changed in the multicast
delivery.

Next, the operation in the receiving and deciphering pro-
cess of the client will be described with reference to FIG. 14.
When recerving the multicast packets delivered from the con-
tent server 1; (step F1), the recerving & deciphering section
5i2 of the client 5i refers to the key 1dentifier contained in the
multicast packet and determines whether or not the decipher
key corresponding to the key 1dentifier 1s 1n its own decipher
key table 5:3 (Step F2). When the decipher key corresponding,
to the key 1dentifier 1s determined to be present 1n the table at
the step F2, the receiving & deciphering section 5i2 carries
out the decipherment of the enciphered data contained 1n the
multicast packet by using the decipher key (Step F7). On the
other hand, when the decipher key corresponding to the key
identifier 1s determined not to be present 1n the table at the step
F2, the recerving & deciphering section 5i2 hands over the
control to the decipher key acquiring section 5i1.

The decipher key acquiring section 5i1 generates and
1ssues the key data request 81 to the key management server
31 by using the key identifier contained in the multicast
packet, as shown 1n FIG. 12 (Step F3). That 1s, the decipher
key acquiring section 5i1 requests the key data (the set of the
decipher key and the key i1dentifier) to the key management
server 31. The decipher key transmitting section 314 of the
key management server 31 recerves the key data request 81,
search the key data management table 312 by using the key
identifier contained in the key data request 81 and acquires the
key corresponding to the key 1dentifier (Step F4). The deci-
pher key transmitting section 312 acquires the key data from
the key data management table 312 and generates the key data
response message 82 containing the set of the decipher key
and the key identifier. Then, the decipher key transmitting
section 314 transmits the key data response message 82 to the
client 57 as a request 1ssuing client as the answer to the key
data request 81 (Step F5).

When recerving the key data response message 82 from the
key management server 31, the decipher key acquiring sec-
tion 5i1 of the client 5i stores the set of the decipher key and
the key 1dentifier of the key data response message 82 1n the
decipher key table 5i3, which 1s used i1n the deciphering
process to the subsequent multicast packets (Step F6). Also,
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the receiving & deciphering section 5i2 of the client 5i carries
out the decipherment of the enciphered data contained 1n the
multicast packets received at the step F1 by using the decipher
key (Step F7).

It should be noted that the decipher key table 5i3 of the
client 5; does not have any key data (the set of the key and the
key 1dentifier) 1in the mitial state. Also, the set of the key and

the key 1dentifier 1n the decipher key table 5i3 1s deleted from
the decipher key table 5:i3 when 1t 1s not used 1n the predeter-
mined time.

Fourth Embodiment

FIG. 1515 a block diagram showing the configuration of the
key management system of the multicast delivery system
according to the fourth embodiment of the present invention.
Referring to FIG. 15, the key management system for the
multicast delivery according to this embodiment 1s composed
ol the content servers 1/, the clients 57 and a key management
master server 40 which manages the keys (the cipher key and
decipher key) and the key management slave servers 4k (k 1s
a positive mteger between 1 and p, and p 1s an 1integer more
than 1). The content servers 17, the clients 57, the key man-
agement master server 40 and the key management slave
servers 4k are connected by the network 100.

The key management master server 40 contains a key man-
agement table 400 and a key generating and delivering section
401 as a key managing section. Also, each of the key man-
agement slave servers 4k contains a key storing section 441, a
key management table 4452, and a decipher key transmitting
section 443. A set of the key storing section 441 and the
decipher key transmitting section 443 1s equivalent to the key
managing section in the above embodiments.

Comparing the fourth embodiment and the third embodi-
ment, the key management master server 40 and the plurality
of key management slave servers 4% are used in place of the
key management server 31 1n the third embodiment. That 1s,
in the configuration of the fourth embodiment shown 1n FIG.
15, by separating the key management server into the key
management master server 40 and the plurality of key man-
agement slave servers 4k, the load of the key management
server 1s distributed.

FIG. 16 15 a block diagram showing the operation of the key
management system of the multicast delivery according to the
fourth embodiment. As shown 1n FIG. 16, the key generating
request 91 1s transmitted from the content server 1j to the key
management master server 40. In response to the request 91,
the key data response message 92 1s transmitted from the key
management master server 40 to the content server 15. At this
time, key data delivery messages 831 to 83p are transmuitted
from the key management master server 40 to the key man-
agement slave servers 4k. Also, the key data request 81 1s
transmitted from the client 5 to any of the key management
slave servers 4k and the key data response message 82 1s
transmitted from the corresponding key management slave
server 4k to the client 5 1n response to the request 81.

Next, the operation of the key management system of the
multicast delivery according to the fourth embodiment will be
described with reference to FIGS. 11 to 16, mainly with
respect to the different points between the third embodiment
and the fourth embodiment.

First, the operation of the ciphering and transmitting pro-
cess will be described. In the third embodiment, the content
server 17 1ssues the key generating request 91 to the key
management server 31 at the step E2 when the cipher key 1s
determined not to be present 1in 1ts own table at the step E1. On
the other hand, in the fourth embodiment, the cipher key
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acquiring section 171 of the content server 11 i1ssues the key
generating request 91 to the key management master server
40, as shown 1n FIG. 16.

The key generating and delivering section 401 of the key
management master server 40 receives the key generating
request 91 and generates the keys (the cipher key and decipher
key) and allocates the key 1dentifier to umiquely manage the
keys 1n the key management table 400. Also, the key gener-
ating and delivering section 401 stores the set of the generated
keys and the key identifier allocated to the keys 1n the key
management table 400, and transmits the key data response
message 92 containing the set of the cipher key and the key
identifier to the content server 1/ 1n response to the key gen-
crating request 91, as shown 1n FIG. 16. Also, the key gener-
ating and delivering section 401 of the key management mas-
ter server 40 sends the key data delivery messages 831 to 83p
containing the set of the decipher key and the key identifier to
all the key management slave servers 4%, as shown in FI1G. 16.
The key storing section 441 of each key management slave
server 4k stores the set of the decipher key and the key 1den-
tifier in the key management table 440.

Next, the operation of the recerving and deciphering pro-
cess will be described. In the third embodiment, when the
decipher key corresponding to the key 1dentifier contained 1n
the multicast packet 1s determined not to be present 1n the its
own table by the client 5i at the step F2 of FIG. 14, the client
5i1ssues the key data request 81 to the key management server
31 by using the key identifier contained in the multicast
packet received from the content server 1; at the step F3. On
the other hand, 1n the fourth embodiment, the client 5i gen-
crates and 1ssues the key data request 81 to any of the plurality
of key management slave servers 44, as shown in FI1G. 16. At
this time, there are the following two methods (i11a) and (111b)
as how to determine the key management slave server for the
request 81 to be sent.

(111a) A method 1n which the key management slave server 4%
for the key data request 81 to be sent 1s previously determined
every the client 5i.

(111b) A method 1n which the key management slave server 1s
changed every transmission of the key data request 81 from
the client 5i (round robin method).

The decipher key transmitting section 442 of the key man-
agement slave server 4k carries out the search of the key
management table 440 by using the key 1dentifier of the key
data request 81 in response to the key data request 81 and
acquires the key corresponding to the key 1identifier. Then, the
decipher key transmitting section 442 of the key management
slave server 4k transmits the key data response message 82
contaiming the set of the acquired decipher key and the
acquired key 1dentifier to the client 5i as the request 1ssuing
client as the answer to the key data request 81, as shown 1n
FIG. 16. It should be noted that the operation of the key
management system of the multicast delivery system accord-
ing to this embodiment other than the above operation oper-
ates 1s the same as that the third embodiment.

In this way, 1n the fourth embodiment, the plurality of key
management slave servers 4k are provided to receive the key
data requests 81 from the clients 5i, and the load of the key
management server can be distributed, compared with the
above-mentioned third embodiment.

Fitth Embodiment

FI1G. 17 1s ablock diagram showing the configuration of the
key management system of the multicast delivery system
according to the fifth embodiment of the present invention.
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Referring to FIG. 17, the key management system of the
multicast delivery system according to this embodiment 1s
composed of the content servers 17 which transmit the mul-
ticast packets, the clients 5; which receive the multicast pack-
cts and the key management server 31 which manages the key
(the cipher key and decipher key), like the third embodiment
shown in FI1G. 11. The content servers 17, the clients 5; and the
key management server 31 are connected by the network 100.
It should be noted that each of the content servers 17 in the fifth
embodiment has a key change previously notilying section
174 as a component specific to the fifth embodiment.

The basic structure of the fifth embodiment 1s the same as
that of the third embodiment. However, the fifth embodiment
1s different from the third embodiment in the point that the key
identifier of the key to be used next 1s previously notified to
the clients 5/ by a key change previous notice before the
content server 1j changes the cipher key to be used, and the
clients 57 acquire new key data (the set of the decipherkey an
the key identifier) previously from the key management
server 31. When the content server 17 changes the cipher key,
the decipherment of the enciphered data can be carried out by
the clients 5; without possible delays after the key change, by
adopting such a configuration and operation.

FIG. 181s a sequence diagram showing a specific operation
of the key management system of the multicast delivery sys-
tem according to the fifth embodiment. FIG. 19 1s a flow chart
showing the key change previous notice relating process in
the key management system of the multicast delivery system
according to the fifth embodiment. This process 1s composed
of a key change preparation time recognition step G1, a key
generating request 1ssuance step G2, a key generation step
(53, a key 1dentifier allocation step G4, a key data the key
management table step G5, a key data response message
transmission step 56, a key data cipher key table step G7, a
key change previous notice message multicast delivery step
(8, a decipher key existence or non-existence determination
step (39, a key data request 1ssuance step G10, a key manage-
ment table acquisition step G1, a key data message transmis-
s1on step G12, and a key data decipher key table step (G13.

Next, the operation of the key management system of the
multicast delivery system according to this embodiment will
be described with reference to FIGS. 11 to 14 and FIGS. 17 to
19, mainly with respect to the different point from the third
embodiment. As shown 1n FIG. 18, the client 5/ receives the
multicast packet MC1 containing the key identifier and enci-
phered data from the content server 17 and carries out the
decipherment of the enciphered data by using the decipher
key corresponding to the key identifier. Such an operation 1s
same as the operation of the above-mentioned third embodi-
ment. In the operation sequence shown 1n FIG. 18, the fol-
lowing matters are supposed. That 1s, during a period A, the
multicast packet MC1 containing the enciphered data
together with the cipher key 1dentified with the key 1identifier
1 and the key identifier 1 1s sent and received. During a period
B, the multicast packet MC2 containing the enciphered data
with the cipher key 1dentified with the key identifier 2 and the
key 1dentifier 2 1s sent and received.

Presupposing that the delivery of the multicast packets 1s
carried out as described above, the following key change
previous notice relating process 1s carried out 1n this embodi-
ment, as shown i FIG. 19. When recognizing that time
becomes a predetermined time before a key change prepara-
tion time from which a new the key 1s used (Step G1), the
cipher key acquiring section 171 of the content server 15 sends
the key generating request 91 to the key management server
31 in order to get a new key (Step G2). In an example of FIG.
18, the content server 11 transmits the key generating request
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91 to the key management server 31 at the key change prepa-
ration time a. The key generating section 311 of the key
management server 31 generates the key (the cipher key and
the decipher key) requested by the key generating request 91
(step G3), allocates the key 1dentifier to the key (step G4) and
stores the set of the key 1dentifier and the key as a key data 1n
the key data management table 312 (Step G3). Then, the key
generating section 311 of the key management server 31
transmits the key data response message 92 containing the set
of the cipher key and the key 1dentifier to the content server 1
as a request 1ssuing content server (Step G6). In the example
of FIG. 18, the key management server 31 generates the key
2, allocates the key 1dentifier 2 for the key 2 and transmuits the
key data response message 92 containing the set of the key 2
and the key 1dentifier 2 to the content server 1;. The cipher key
acquiring section 1j1 in the content server 1; stores the
received key data (the set of the key and the key 1dentifier) of
the next use cipher key in the cipher key table 173 in response
to the reception of the key data response message 92 (Step
(7). The key change previously notitying section 154 of the
content server 15 carries out the multicast delivery of the key
change previous notice message 93 containing the key 1den-
tifier and the key change previous notice at the time of acqui-
sition of the set of the new cipher key and the new key
identifier (Step G8). In the example of FIG. 18, the content
server 11 carries out the multicast delivery of the key change
previous notice message 21 containing the key change previ-
ous notice and the key identifier 2.

The decipher key acquiring section 5i1 of the client 5
receives the key change previous notice message 21, carries
out the search of the decipher key table 5i3 based on the key
identifier contained 1n the key change previous notice mes-
sage 21 and determines whether or not the decipher key
corresponding to the key 1identifier 2 1s present in the decipher
key table 5i3 (Step G9). When the decipher key correspond-
ing to the key identifier 2 1s determined not to be present
through the search of step 9, the decipher key acquiring
section 571 1ssues the key data request 81 to the key manage-
ment server 31 by using the key 1dentifier 2 contained 1n the
key change previous notice message 21 (Step G10). That 1s,
the decipher key acquiring section 5i1 requests the key data
about the decipher key corresponding to the key identifier 2 to
the key management server 31. It should be noted that when
the decipher key corresponding to the key identifier there 1s
determined to be present through the search of step (69, the
process 1s ended because the process of the step G10 and the
subsequent steps 1s unnecessary. In the example of FIG. 18,
the client 21 1ssues the key data request containing the key
identifier 2 to the key management server 31 to acquire the
decipher key corresponding to the key i1dentifier 2 contained
in the key change previous notice message 21. The decipher
key transmitting section 443 in the key management server 31
receives the key data request 81 and carries out the search of
the key data management table 312 using the key i1dentifier
during the key data request 81 and acquires the key corre-
sponding to the key identifier (Step G11).

The decipher key transmitting section 314 transmits the
key data response message 82 containing the set of the deci-
pher key 2 and the key 1dentifier 2 acquired from the key data
management table 312 to the client 5/ as the request 1ssuing,
client as the answer to the key data request 81 (Step G12).
When receiving the key data response message 82 from the
key management server 31, the decipher key acquiring sec-
tion 5i1 of the client 5i stores the set of the decipher key 2 and
the key 1dentifier 2 contained 1n the key data response mes-
sage 82 1n the decipher key table 5i3 in order to use 1n the
decipher process 1 case of the multicast packet reception
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during the following periods (for example, the period B after
the period A 1n FIG. 18) (Step G13). In the example of FIG.
18, the key management server 31 replies the key data
response message 82 containing the set of the key 1dentifier 2
and the decipher key 2 to the client 21 and the client 21 stores
the set of the decipher key 2 and the key 1dentifier 2 in the
decipher key table 210.

After that, 1n the period B, the content server 11 uses the
cipher key 2 for the encipherment of the delivery data and
transmits the multicast packets MC2 containing the enci-
phered data with the key 2 and the key 1dentifier 2. The client
21 recerves the multicast packets MC2 and can carry out the
decipherment of the enciphered data immediately by using
the decipher key 2 corresponding to the key identifier 2 held
in the key management table 210.

It should be noted that the operation of this embodiment
other than the above operation 1s the same as the operation of
the third embodiment. In this case, the acquisition of the
cipher key and the decipher key 1s previously carried out at a
series ol processes shown 1 FIGS. 13 and 14. Therefore, as
far as the above-mentioned change previous notice relating
process 1s normally carried out, the process of steps E2 to E7
of FI1G. 13 and the process of steps F3 to F6 in FIG. 4 are never
carried out.

In the above-mentioned first embodiment, when receiving,
the multicast packet and referring to the key identifier con-
tained 1n the received multicast packet, the client 5i can know
for the first time that the key 1s changed. For this reason, the
client 5; requests the delivery of the new decipher key to the
key management server 31 and acquires a new decipher key
as the response. In such a case, the decipherment of the
enciphered data of the multicast packet contaiming a new key
identifier cannot be carried out until the client 5i receives the
response. On the other hand, in the fifth embodiment, the
content server 1j 1ssues the key change previous notice to the
client 57 before changing the key such that the client 5i can
acquire the new decipher key previously. Thus, the decipher-
ment of the enciphered data by the new decipher key can be
carried out without the delay 1n the key change.

Modification of the Third Embodiment

FIG. 20 1s a block diagram showing the configuration of a
modification of the key management system for the multicast
delivery according to the fourth embodiment of the present
invention. Referring to FIG. 20, the modification of the key
management system of the multicast delivery system accord-
ing to the third embodiment of the present invention 1s differ-
ent from the key management system of the multicast delivery
system according to the third embodiment shown 1n FIG. 11
in that a key management program 1011 for the content
server, a key management program 1012 for the client and a
key management program 1013 for the key management
server are provided.

The key executive program 1011 for the content server 1s
read by the content server 1 and controls the operation of the
content server 1 as the cipher key table 153, the cipher key
acquiring section 1/1, and the enciphering & transmitting
section 1j2. The operations of the content server 1/, 1.e., the
operations of the cipher key table 153, the cipher key acquir-
ing section 171, and the enciphering & transmitting section
1;2 under the control of the key management program 1011
for the content server 1s the same as the operations of the
content server 15 of the third embodiment, and therefore the
detailed description 1s omitted.

Also, the key management program 1012 for the client 1s
read by the client 5i and controls the operations of the client
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5i as the decipher key table 5:3, the decipher key acquiring
section 571 and the receiving & deciphering section 5i2. The
operations of the client 5i, 1.e., the operations of the decipher
key table 5i3, the decipher key acquiring section 5i1 and the
receiving & deciphering section 3i2 under the control of the
key management program 1002 for the client 1s the same as
the operations of the client 5i of the third embodiment, and
therefore the detailed description 1s omuitted.

Moreover, the key management program 1013 for the key
management server 1s read by the key management server 31
and controls the operations of the key management server 31
as the key data management table 312, the key generating
section 311 and the decipher key transmitting section 443.
The operations of the key management server 31, 1.e., the
operations of the key data management table 312, the key
generating section 311 and the decipher key transmitting
section 443 312 under the control of the key management
program 1003 for the key management server is the same as
the operations of the key management server 31 1n the third

embodiment, and therefore the detailed description 1s omit-
ted.

Modification of the Fourth Embodiment

FI1G. 211s ablock diagram showing the configuration of the
key management system for the multicast delivery system
according to the modification of the fourth embodiment of the
present invention. Referring to FIG. 21, the key management
system of the multicast delivery system according to the
modification of the fourth embodiment of the present inven-
tion 1s different from the key management system for the
multicast delivery according to the fourth embodiment shown
in FIG. 15 1s 1n that a key management program 1101 for the
content server, a key management program 1102 for the cli-
ent, a key management program 1103 for the key manage-
ment master server and a key management program 1104 for
the key management slave server are provided.

The key management program 1101 for the content server
1s read by the content server 1j and controls the operations of
the content server 17 as the cipher key table 13, the cipher key
acquiring section 11, and the enciphering & transmitting
section 1j2. The operations of the content server 1/, 1.e., the
operation of the cipher key table 173, the cipher key acquiring
section 171, and the enciphering & transmitting section 1;2
under the control of the key management program 1101 for
the content server 1s the same as the operations of the content
server 17 1n the fourth embodiment, and therefore the detailed
description 1s omitted.

Also, the key management program 1102 for the client 1s
read by the client 5i and controls the operations of the client
5i as the decipher key table 5:3, the decipher key acquiring
section 571 and the receiving & deciphering section 5i2. The
operations of the client 5i, 1.e., the operation of the decipher
key table 5:i3, the decipher key acquiring section 3i1 and the
receiving & deciphering section 3i2 under the control of the
key management program 1102 for the client 1s the same as
the operations of the client 5 1n the fourth embodiment, and
therefore the detailed description 1s omitted.

Also, the key management program 1103 for the key man-
agement master server 1s read by the key management master
server 40 and controls the operations of the key management
master server 40 as the key management table 400 and the key
generating and delivering section 401. Therefore, the opera-
tions of the key management master server 40, 1.¢., the opera-
tion of the key management table 400 and the key generating,
and delivering section 401 under the control of the key man-
agement program 1103 for the key management master server
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1s the same as the operations of the fourth embodiment, and
therefore the detailed description 1s omitted.

In addition, the key management program 1104 for the key
management slave server i1s read by the key management
slave server 4k and controls the operations of the key man-
agement slave server 4% as the key management table 442, the
key storing section 441 and the decipher key transmitting
section 443 442. The operations of the key management slave
server 4k, 1.e., the operations of the key management table
4i2, the key storing section 441 and the decipher key trans-
mitting section 443 442 under the control of the key manage-
ment program 1104 for the key management slave server 1s
the same as the operations of the fourth embodiment, and
therefore, the detailed description 1s omitted.

Modification of the Fifth Embodiment

FIG. 22 1s ablock diagram showing the configuration of the
key management system for the multicast delivery according
to the modification of the fifth embodiment of the present
invention. Referring to FIG. 22, the key management system
of the multicast delivery system according to the modification
of the fifth embodiment of the present invention is different
from the key management system of the multicast delivery
system according to the fifth embodiment shown in FI1G. 17 1n
that a key management program 1201 for the content server,
a key management program 1202 for the client and a key
management program 1203 for the key management server
are provided.

The key management program 1201 for the content server
1s read by the content server 17 and controls the operation of
the content server 1/ as the cipher key table 173, the cipher key
acquiring section 171, the enciphering & transmitting section
1;2 and the key change previously notitying section 1/4. The
operations of the content server 17, 1.e., the operation of the
cipher key table 173, the cipher key acquiring section 171, the
enciphering & transmitting section 1;2 and the key change
previously notitying section 174 under the control of the key
management program 1201 for the content server 1s the same
as the operations of the content server 1 1n the fifth embodi-
ment, therefore and the detailed description 1s omitted.

Also, the key management program 1202 for the client 1s
read by the client 5; and controls the operation of the client 57
as the decipher key table 5:i3, the decipher key acquiring
section 571 and the receiving & deciphering section 5i2. The
operations of the client 5i, 1.e., the operation of the decipher
key table 5i3, the decipher key acquiring section 5i1 and the
receiving & deciphering section 5:2 under the control of the
key management program 1202 for the client 1s the same as
the operation of the client 5i 1n the fifth embodiment, and
therefore the detailed description 1s omitted.

Moreover, the key management program 1203 for the key
management server 1s read by the key management server 31
and controls the operation of the key management server 31
as the key data management table 312, the key generating
section 311 and the decipher key transmitting section 443.
The operations of the key management server 31, i.e., the
operation of the key data management table 312, the key
generating section 311 and the decipher key transmitting
section 443 312 under the control of the key management
program 1203 for the key management server 1s the same as
the operations of the key management server 31 1n the fifth
embodiment, and therefore the detailed description 1s omit-
ted.

As described above, according to the key management
system of the multicast delivery system of the present inven-
tion, when delivery data 1n the plurality of multicast deliveries
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are enciphered by using the separate keys, the management of
the different keys can be easily realized.

Also, the key identifier 1s contained 1n the multicast packet
containing enciphered data to identily the key used by the
content server in the enciphering process and the multicast
packet 1s sent to the client. The client can know based on the
key i1dentifier that the key used in the content server is
changed. Therefore, when the key used for the cipher is
changes, the new decipher key can be requested from the
client to the key management server in accordance with the
necessity. In this way, data about the client needs not to be
managed on the side of the key management server and the
content server.,

Next, the scramble broadcasting system of the stream
media data as an example of the multicast delivery system of
the present invention will be described 1n detail with refer-
ence to the attached drawings.

FI1G. 23 1s ablock diagram showing the configuration of the
scramble broadcasting system of the stream media data
according to the sixth embodiment of the present invention.
The system of the sixth embodiment 1s composed of a scram-
bling apparatus 11' as the content server 17 1n the first embodi-
ment, a descrambling apparatus 51' as the client 5i 1n the first
embodiment, and a key bit pattern management apparatus
313 as the key management server 31 1n the first embodiment.
In the sixth embodiment, the scrambling apparatus 11' carries
out the scrambling (coding or enciphering) of stream media
data, the descrambling apparatus 31' carries out the descram-
bling (decoding or deciphering) of the scrambled stream
media data, and the key bit pattern management apparatus
313 generates a key bit pattern used to take an exclusive OR
in the scrambling/descrambling process.

The scrambling apparatus 11' 1s provided as a function or
an option of the content server (not shown) of a service
provider which provides delivery service of stream media
data as contents onto the communication line of the Internet
as shownin FI1G. 23. The scrambling apparatus 11" includes a
stream enciphering section 112' equivalent to the key manag-
ing section and a key bit pattern management section 113"
equivalent to the key data management table 1n the content
server 1n the first embodiment.

It should be noted that as mentioned above, the scrambling,
apparatus 11' 1s not limited to the data delivery service server
which delivers the stream media data as the contents onto the
communication lines of the Internet but contains the delivery
server which carries out satellite broadcasting and cable tele-
V1S101.

The stream enciphering section 112' carries out the scram-
bling process to original stream media data based on the
exclusive OR calculation, by using a predetermined key bit
pattern delivered from the key bit pattern management appa-
ratus 313 and managed by the key bit pattern management
section 113'. Also, anidentifier to uniquely identity the key bit
pattern used for the scrambling 1s embedded 1n the scrambled
stream media data delivered by the multicast packets. The
scrambled stream media data 1s outputted from the stream
scrambling section 112', and 1s delivered through the packet
communication and 1s supplied to the descrambling apparatus
51' through a network such as the Internet.

The descrambling apparatus 51' 1s provided 1 a client
terminal (a recerving apparatus, not shown) of a user which
receives the delivery or broadcasting of the stream media data
as the contents, as shown 1in FIGS. 23 and 24. The descram-
bling apparatus 51'includes a stream deciphering section 512
equivalent to the recerving & deciphering section 1n the first
embodiment and a key bit pattern management section 513"
equivalent to the key data management table 1n the client 1n
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the first embodiment. When carrying out the descrambling of
the scrambled stream media data, the descrambling apparatus
51' can request a necessary key bit pattern to the key bit
pattern management apparatus 313 by using the 1dentifier.

In the descrambling apparatus 51', the stream descram-
bling section 512' carries out the descrambling process based
on the exclusive OR calculation by using the predetermined
key bit pattern for the scrambled stream media data delivered
from the key bit pattern management apparatus 313 and man-
aged by the key bit pattern management section 513'. The
descrambled stream media data 1s outputted from the stream
descrambling section 512', 1s provided for a client terminal 51
of the user and 1s displayed on a display unit (not shown).

It should be noted that for example, if the user receives
cable television, the above descrambling apparatus 51' is
provided as a function or option of a settop box of the CATYV.

The key bit pattern management apparatus 313 1s con-
nected with a server 11 of the above broadcasting service
provider and a client terminal 11 of the user through commu-
nication lines of the Internet and generates and delivers the
predetermined key bit pattern which 1s used for the exclusive
OR calculation in the scrambling and descrambling process
to the stream media data. As shown 1n FIG. 24, the key bit
pattern management apparatus 313 1s provided for a server 31
of a service provider for key bit pattern delivery service which
independently delivers the predetermined key bit pattern to
the user, as a function or option. The key bit pattern manage-
ment section 111" and the key bit pattern management section
513' request the delivery of the key bit pattern to the key bit
pattern management apparatus 313 periodically or every pre-
determined amount of stream media data.

Also, the server 313 of the key bit pattern delivery service
provider may manage or calculate a delivery quantity (the
number of times of delivery) of the key bit pattern every user
receiving the stream media data, and may carry out the service
that the server 313 charges a fee for the contents to the user
based on the calculated delivery quantity and pays a fee to the
broadcasting service provider. In this way, by collecting the
fee 1n accordance with the delivery quantity of the key bat
pattern used to descramble the stream media data, an appro-
priate fee for the amount of stream media data delivered to the
client can be surely charged. Consequently, the load of the fee
charging of the broadcasting service provider can be reduced.

Next, the operation of the system will be described 1n detail
with reference to FIGS. 23 to 28C.

First, the operation of the scrambling process (the coding
or enciphering process) to original stream media data will be
described. The original stream media data supplied to the
scrambling apparatus 11' of FIG. 23, and the stream scram-
bling section 112' scrambles the original stream media data
by using predetermined key bit pattern managed by the key bit
pattern management section 113'. The operation of the scram-

bling process will be described 1n detail with reference to
FIGS. 25A to 25C, FIGS. 26 A to 26C and a flow chart of FIG.

29.

The oniginal stream media data 25 shown 1n FIGS. 25A to
25C and FIGS. 26A to 26C 1s stream media data before the
scrambling process which 1s supplied to the scrambling appa-
ratus 11'. A bit pattern A 1s generated by the key bit pattern
management apparatus 313, 1s transmitted from key bit pat-
tern management apparatus 313 to the scrambling apparatus
11' and stored 1n the key bit pattern management section 113"
The bit pattern A 1s used to carry out an exclusive OR calcu-
lation with the original stream media data 25. The number of
the bits of the key bit pattern A 1s optional but a case that the
number of the bits 1s 4 will be described as an example of the
scrambling process and the descrambling process shown 1n
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FIGS. 25A to 28C. For example, the key bit pattern of 32 bits,
128 bits and 512 bits may be used as an actual key bit pattern.
The secrecy of the scrambled stream media data 1s propor-
tional to the strength of the key of the key bit pattern, and
when the secrecy should be increased, the number of bits of
the key bit pattern 1s increased such that the scrambled data
cannot be descrambled easily. However, even i1 the number of
bits ol the key bit pattern 1s increased more than necessary, the
secrecy 1s not almost changed and more time 1s taken only for
the scrambling and descrambling process. That 1s, 1t 1s desir-
able that the number of bits of the key bit pattern can be
changed 1n accordance with the kind of stream media data
(movie, news and so on).

When mputting the original stream media data 25 (FI1G. 29,
step H1), the scrambling apparatus 11' checks whether or not
the key bit pattern A used to carry out the scrambling process
of this original stream media data 25 1s present in the key bit
pattern management section 113' (Step H2). That 1s, the
scrambling apparatus 11' checks whether or not the key bit
pattern A to be used 1s present in the key bit pattern manage-
ment section 113", The key bit pattern management section
113" holds the key bit pattern A until the key bit pattern used
at present 1s changed. When the key bit pattern A 1s not
present, the scrambling apparatus 11' 1ssues a request to the
key bit pattern generating apparatus 313 and receives the key
bit pattern from 1t (Step H3). When the key bit pattern man-
agement section 113" holds the key bit pattern A, the scram-
bling apparatus 11' executes the scrambling process 1n accor-
dance with the following procedure (Steps H4 to HS8).

First, the exclusive OR of the 4 bits of data (“1001” of the
first to fourth bits) from the head of original stream media data
25 and the key bit pattern A 1s calculated (Step HS). Whether
or not the scrambling process 1s ended to the whole original
stream media data 25 15 determined (step H6), and a bit string

of the exclusive OR calculation result “0100” 1s stored as a
part of the scramble stream data 26 (Step H7).

Next, the exclusive OR of the following 4 bits of the origi-
nal scramble stream data 25 (*1010” of the fifth to eighth bits)
and the key bit pattern A 1s calculated. The calculated bat
string “0111” 1s connected to the stored scramble stream data
26. This procedure 1s repeated, and the process of calculating
the exclusive OR with the key bit pattern A 1s completed to all
the bits of the original stream media data 25. Then, the
scrambled stream data 26 1s outputted (Step HS).

The scrambled stream data 26 1s sent to the client terminal
of the user through the communication line by the packet
communication and 1s supplied to the descrambling apparatus
51'. It should be noted that the key bit pattern to be used 1s
changed, by requesting the key bit pattern to the key bit
pattern management apparatus 313 every predetermined data
amount of the stream media data, for example, every number
of predetermined packets or predetermined time interval if
the stream media data 1s MPEG data. Also, an identifier to
uniquely 1dentily the key bit pattern used for the descram-
bling process 1s embedded in the scrambled data. Thus, the
descrambling apparatus 51' can know that the key bit pattern
1s changed. When a packet 1s used, the identifier 1s embedded
in the header section of the packet.

Next, an operation when the original stream media data 1s
taken out from the scrambled stream media data by the

descrambling apparatus 51' will be described, with reference
to FIGS. 27A to 27C, FIGS. 28A to 28C, and a flow chart of

30.

The scrambled stream media data 26 supplied to the
descrambling apparatus 51' of FIG. 23 1s descrambled by the
stream descrambling section 512' by using the key bit pattern
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managed by the key bit pattern management section 513'. The
operation at this time will be described FIGS. 27A to 27C, and

FIGS. 28A to 28C.

The scrambled stream data 26 shown 1n FIGS. 27A to 27C
and FIGS. 28A to 28C are the scrambled stream media data
supplied to the key bit pattern management section 513'. The
key bit pattern A used to descramble (decode or decipher) the
scramble stream data 26 1s generated by the key bit pattern
management apparatus 313 and transmitted to the key bit
pattern management section 513" for the exclusive OR calcu-
lation with the scramble stream data 26. The key bit pattern A
1s the same as the bit pattern which 1s used to calculate the
exclusive OR with the original stream media data 25 1n the
scrambling apparatus 11' and to generate the scrambled
stream data 26.

When 1nputting the scrambled stream data 26 (FIG. 30,
step I11), the descrambling apparatus 51 check whether or not
the key bit pattern used to descramble the scrambled stream
data 26 1s present 1n the key bit pattern management section
513' (Step 12). When the key bit pattern 1s not present, the
descrambling apparatus 51' requests the delivery of the key
bit pattern to the key bit pattern management apparatus 313
based on the key bit pattern identifier embedded in the
scrambled stream data 26 and recerves 1t (Step 13). That 1s, the
descrambling apparatus 51' checks whether or not the key bat
pattern A to be used 1s present in the key bit pattern manage-
ment section 513'. The bit pattern management section 513
holds the key bit pattern A until the key bit pattern 1s changed.
When the key bit pattern A 1s held or acquired, the descram-
bling process 1s carried out 1n accordance with the following
procedure (Steps 14 to I8).

First, the exclusive OR of'the 4 bits of the scrambled stream
data 26 from the head (“0100” of the first to fourth bits) and
the key bit pattern A 1s calculated (Step 15). The calculated bit
string “1001” 1s stored as the original stream media data 25
until the descrambling process 1s ended to the whole
scrambled stream data 26 (step 16) (Step 17).

Next, the exclusive OR of the following 4 bits of the
scrambled stream data 26 (“0111” of the fifth to eighth bits)
and the key bit pattern A 1s calculated. The calculated bit
string “1010” 1s stored such that 1t 1s connected to the stored
original stream media data 25. The procedure 1s repeated and
the process of calculating the exclusive OR with the key bit
pattern A 1s completed to all the bits of the scrambled stream
media data 26. Then, the original stream data 235 1s outputted
(Step 18). It 1s previously promised between the scrambling
apparatus 11' and the descrambling apparatus 51' that the key
bit pattern 1s changed every predetermined data amount of the
scrambled stream media data. The scrambling apparatus 11'
acquires a new key bit pattern from the key bit pattern man-
agement apparatus 313 every predetermined data amount or
predetermined time interval and carries out the scrambling
process. Also, the descrambling apparatus 31' acquires the
new key bit pattern from the key bit pattern management
apparatus 313 based on the idenfifier embedded in the
scrambled stream data every predetermined data amount and
carries out the descrambling process. In this way, the synchro-
nization between the scrambling process and the descram-
bling process can be established.

Next, the stream media data delivery system according to
the seventh embodiment of the present invention will be
described in detail with reference to the attached drawings. In
the example shown 1n FIGS. 25A to 28C, the scrambling
process and the descrambling process are carried out by using
one kind of the key bit pattern for a data amount of the stream
media data. However, 1t 1s possible to carry out the scrambling,
process and the descrambling process by using a plurality of
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key bit patterns acquired from a plurality of key bit pattern
managing apparatus 313 at the same time, by using the plu-
rality of key bit patterns acquired at the different timings, by
using the plurality of key bit patterns generated by inverting
one kind of the key bit pattern at the same time, or by com-
bining these methods.

By using the above methods, the secrecy of the scrambling
state can be improved compared with a case where one kind
of key bit pattern 1s used. Thus, the present invention 1s
applicable to more kinds of stream media data.

FIGS. 31A to 31D shows an examples which the scram-
bling process 1s carried out by using two kinds of key bit
patterns. In this example, the key bit pattern B 55 of FIG. 31C
1s generated by inverting the key bit pattern A of FIG. 31B.
The inverting operation of the key bit pattern 1s carried out 1in
the scrambling apparatus 11' and the descrambling apparatus
51'. Thus, the scrambling apparatus 11' and the descrambling
apparatus 51' share only one kind of the key bit pattern, and
they can carry out the scrambling process and the descram-
bling process using two kinds of the key bit patterns actually.

In the example shown 1n FIGS. 31A to 31D, the scrambled
stream data 26 1s generated by calculating the exclusive OR of
the key bit patterns A and B and the original stream media data
25. The calculation of the exclusive OR 1s carried out to the
ninth bit and subsequent bits of the original stream media data
23 by applying the key bit patterns A and B 1n this order, and
the scramble media data 26 delivered on the network 1s finally
generated.

FIGS. 32A to 32D show an example in which the descram-
bling process 1s carried by using two kinds of key bit patterns
A and B. The key bit patterns A and B are the same as the key
bit patterns A and B used the scrambling process shown in
FIGS. 31A to 31D. The original stream media data 25 1s
reproduced by calculating the exclusive OR of the key bit
patterns A and B and the scrambled stream data 26. The
calculation of the exclusive OR 1is carried out to the ninth bit
and subsequent bits of the scrambled stream media data 26 by
applying the key bit patterns A and B 1n this order, and the
original stream media data 2 1s fully reproduced.

As described above, according to the scramble broadcast-
ing system of the stream media data of the present invention,
the apparatuses may be realized as hardware or by loading a
scrambling program and a descrambling program on the
scrambling apparatus and the descrambling apparatus of the
client. That 1s, the functions of the scrambling apparatus and
the descrambling apparatus can be realized 1n software. The
scrambling program and the descrambling program are stored
in a recording media such as a hard disk, an optical disk and
a semiconductor memory, and are loaded on a computer sec-
tion. The computer section executes the program to control
the above operation. Thus, the above functions can be real-
1zed.

It should be noted that in the above embodiment, a case 1s
shown where the descrambling apparatus requests the gen-
cration of the key bit pattern to the key bit pattern generating
apparatus based on the identifier embedded in the stream data.
However, 1t 1s possible that the 1dentifier of the key bit pattern
1s not embedded 1n the stream data and the descrambling
apparatus inquires the identifier of the key bit pattern inquire
to the scrambling apparatus.

According to the scramble broadcasting method of the
stream media data of the present invention, high-speed scram-
bling and descrambling the stream media data can be carried
out to simplity the scramble broadcasting.

Also, an exclusive use hardware for scrambling and
descrambling 1s not needed and especially the small-scale
apparatus such as a mobile terminal and a home gateway 1n
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home can easily carry out the broadcasting and reception of
the stream media data using enciphering and deciphering.
Theretore, the cost of the scrambling apparatus and descram-
bling apparatus can be reduced compared with a conventional
price and 1t 1s possible to spread the broadcasting and recep-
tion of the stream media data widely. Thus, the broadcasting
service using packet communication can be started. The pro-
cess of calculating exclusive OR with the key bit pattern for
the enciphering and deciphering 1n the present invention 1s
loaded 1n many CPUs as an instruction of a machine language
level. Therefore, the enciphering and deciphering can be car-
ried out 1n high speed even 1n a software process.

It should be noted that the secrecy of the scrambling can be
increased to a practical level by limiting the effective time of
the key bit pattern and changing the key bit pattern appropri-
ately. Compared with character data and so on, 1t 1s difficult to
guess original stream media data. Therefore, the scrambled
stream media data 1s difficult to be deciphered by the tech-
nique 1n which a key 1s simply applied from the head 1n the
key space and whether or not the decipher 1s succeeded 1s
checked (deciphering technique of DES) and the techniques
in which a lot of enciphered data are collected and the ten-
dency of the enciphered data 1s analyzed (general deciphering
technique). That 1s, the ciphering technique using the exclu-
stve OR calculating process with the key bit pattern gives the
ciphering and deciphering the practical use of the key.

Also, 1n case where stream media data itself has a value
related with time (for example, the delivery of news and so
on), the value of the data drops, when the time from the
delivery passed away. Therefore, 1t 1s not permaitted to take a
lot of time for the decipherment. Therefore, 1n case of the
stream media data such as the news, the small number of bits
of the key bit pattern 1s enough to give the key bit pattern the
practical strength of the key.

Moreover, it 1s possible to carry out the exclusive OR
calculating process simply. Therefore, even 11 a key size (bit
pattern size) 1s increased to a necessary and enough strength,
the enciphering and deciphering process 1s not intluenced so
much. For this reason, the enough key strength can be given
by increasing the number of the bits of the key bit pattern.

As described above, the present invention 1s described by
taking the embodiments and modifications as examples.
However, the present mvention 1s not limited to the above
embodiments and the modifications and may be changed 1n
the scope of the present invention.

What 1s claimed 1s:

1. A multicast delivery system comprising:

a delivery server which enciphers delivery data by using a
current use cipher key to generate enciphered data and
transmits a multicast packet containing said enciphered
data and a current use key 1dentifier, said current use key
identifier 1dentifies a pair of said current use cipher key
and a current use decipher key as current use keys, said
current use cipher key being separate from said current
use decipher key;

a key management server which 1s connected with said
delivery server through a network, holds as a current use
key data, a set of said current use decipher key and said
current use key identifier, and transmits a set of said
current use decipher key and said current use key 1den-
tifier as a current use decipherment key data 1n response
to a current use key data request; and

a client terminal which 1s connected with said delivery
server and said key management server through said
network, recerves said multicast packet from said deliv-
ery server, 1ssues said current use key data request to said
key management server to recerve said current use deci-
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pherment key data from said key management server,
holds a set of said current use decipher key and said
current use key 1dentifier, and deciphers said enciphered
data contained in said multicast packet by using said
current use decipher key when said current use key 1den-
tifier contained in said multicast packet 1s coincident
with said current use key i1dentifier held 1n said client
terminal.

2. The multicast delivery system according to claim 1,
wherein said delivery server generates and holds as a current
use encipherment key data, a set of said current use cipher
key, said current use decipher key and said current use key
identifier, and transmits a set of said current use decipher key
and said current use key identifier as said current use deci-
pherment key data to said key management server, and

said key management server holds said current use deci-

pher key and said current use key identifier as said cur-
rent use decipherment key data.

3. The multicast delivery system according to claim 2,
wherein said delivery server sets a current use key remaining,
elfective time data to said current use key data, and transmuits
a set of said current use decipher key, said current use key
identifier, and said current use key remaining effective time
data as said current use decipherment key data to said key
management server,

said key management server holds said current use deci-

pherment key data, and

said delivery server, said key management server and said
client terminal decreases said current use key remaining
cifective time data as time elapses.

4. The multicast delivery system according to claim 3,
wherein said delivery server generates as a next use key data,
a set ol a next use cipher key, a next use decipher key, a next
use key identifier indicative of a pair of said next use cipher
key and a next use key remaining effective time data, when
said current use key remaining effective time data becomes a
first present value, and transmits a set of said next use deci-
pher key, said next use key identifier, and said next use key
remaining effective time data to said key management server
as a next use decipherment key data, and

said key management server holds said next use decipher
key data.

5. The multicast delivery system according to claim 4,
wherein said client terminal 1ssues a next use key request to
said key management server when said current use key
remaining effective time data becomes a second present value
smaller than said first preset value, and receives and holds
said next use decipherment key data from said key manage-
ment server.

6. The multicast delivery system according to claim 5,
wherein said delivery server enciphers said delivery data by
using said next use cipher key as said current use cipher key
after said current use key remaining effective time data
becomes 0.

7. The multicast delivery system according to claim 1,
wherein said delivery server 1ssues a current use key data
generating request to said key management server,

said key management server generates and holds as a cur-
rent use key data, a set of said current use cipher key, said
current use decipher key and said current use key 1den-
tifier 1n response to said current use key data generating
request, and transmits a set of said current use cipher key
and said current use key identifier as a current use enci-
pherment key data to said delivery server, and

said delivery server holds said current use encipherment
key data.
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8. The multicast delivery system according to claim 7,
wherein said key management server sets a current use key
remaining eifective time data to said current use key data, and
transmits a set of said current use decipher key, said current
use key 1dentifier, and said current use key remaining effec-
tive time data as said current use encipherment key data to
said delivery server,

said delivery server holds said current use encipherment
key data, and

said delivery server, said key management server and said
client terminal decreases said current use key remaining
clfective time data as time elapses.

9. The multicast delivery system according to claim 8,
wherein said delivery server 1ssues a next use key data gen-
erating request to said key management server, when said
current use key remaining elffective time data becomes a first
present value,

said key management server generates and holds as a next
use key data, a set of a next use cipher key, a next use
decipher key, a next use key 1dentifier indicative of a pair
of said next use cipher key and a next use key remaining
clfective time data 1n response to said next use key data
generating request, and transmits a set of said next use
encipher key, said next use key 1dentifier, and said next
use key remaining effective time data to said delivery
server as a next use encipherment key data, and

said delivery server holds said next use encipherment key

data.

10. The multicast delivery system according to claim 9,
wherein said client terminal 1ssues a next use key request to
said key management server when said current use key
remaining effective time data becomes a second present value
smaller than said first preset value, and receives and holds
said next use decipherment key data of said next use decipher
key, said next use key 1dentifier, and said next use key remain-
ing eifective time data from said key management server.

11. The multicast delivery system according to claim 10,
wherein said delivery server enciphers said delivery data by
using said next use cipher key as said current use cipher key
after said current use key remaining eifective time data
becomes O.

12. The multicast delivery system according to claim 1,
turther comprising:
a plurality of said delivery servers; and

a plurality of said client terminals,
wherein each of said plurality of delivery servers 1ssues a

next use key data generating request to said key man-
agement server while using said current use cipher key,

said key management server generates and holds as a next
use key data, a set of a next use cipher key, a next use
decipher key and a current use key identifier indicative
of a pair of said next use cipher key and said next use
decipher key 1n response to said next use key data gen-
erating request, and transmits a set of said next use
cipher key and said next use key 1dentifier as a next use
encipherment key data to each of said plurality of deliv-
ery servers, and

cach of said plurality of delivery servers holds said next use
encipherment key data.

13. The multicast delivery system according to claim 12,
wherein each of said plurality of client terminals 1ssues a next
use decipher key request to said key management server when
cach of said plurality of client terminals does not hold said
current use key identifier contained 1n said multicast packet,
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said key management server transmits a set of said nextuse
decipher key and said next use key identifier to each of
said plurality of client terminals as a next use decipher-
ment key data, and

cach of said plurality of client terminals holds said next use

decipherment key data.

14. The multicast delivery system according to claim 12,
wherein each of said plurality of delivery servers 1ssues a key
data change previous notice to said plurality of clients,

cach of said plurality of client terminals 1ssues a next use

decipher key request to said key management server in
response to said key data change previous notice,

said key management server transmits a set of said nextuse

decipher key and said next use key identifier to each of
said plurality of client terminals as a next use decipher-
ment key data, and

cach of said plurality of client terminals holds said next use

decipherment key data.

15. The multicast delivery system according to claim 1,
turther comprising:

a plurality of said delivery servers; and

a plurality of said client terminals,

wherein said key management server comprises:

a master server; and

a plurality of slave servers,

wherein each of said plurality of delivery servers 1ssues a

next use key data generating request to said master
server while using said current use cipher key,

said master server generates and holds as a next use key

data, a set of a next use cipher key, a next use decipher
key and a current use key 1dentifier indicative of a pair of
said next use cipher key and said next use decipher key
in response to said next use key data generating request,
transmits a set of said next use cipher key and said next
use key 1dentifier as a next use encipherment key data to
cach of said plurality of delivery servers, and transmits a
set of said next use decipher key and said next use key
identifier as a next use decipherment key data to said
plurality of slave servers,
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cach of said plurality of slave servers holds said next use

decipherment key data, and

cach of said plurality of delivery servers holds said next use

encipherment key data.

16. The multicast delivery system according to claim 135,
wherein each of said plurality of client terminals 1ssues a next
use decipher key request to any of said plurality of slave
servers when each of said plurality of client terminals does
not hold said current use key identifier contained 1n said
multicast packet,

said slave server transmits said next use decipherment key

data to each of said plurality of client terminals, and
cach of said plurality of client terminals holds said next use
decipherment key data.

17. The multicast delivery system according to claim 15,
wherein each of said plurality of delivery servers 1ssues a key
data change previous notice to said plurality of clients,

cach of said plurality of client terminals 1ssues a next use
decipher key request to any of said plurality of slave
servers 1n response to said key data change previous
notice,

cach of said plurality of slave servers transmits said next
use decipherment key data to corresponding client ter-
minals of said plurality of client terminals, and

cach of said plurality of client terminals holds said next use
decipherment key data.

18. The multicast delivery system according to claim 1,
wherein said key management server detects a data amount of
said multicast packets and charges a fee to said client terminal
based on said detected data amount.

19. The multicast delivery system according to claim 1,
wherein said client terminal 1ssues said key data request to
said key management server, and

said key management server detects the number of said key
data requests and charges a fee to said client terminal
based on said detected number of key data requests.
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